Newslatter 5 April 24

ISACA Scotland Weekly Email 5 April 24
News and events from ISACA, SASIG and around the internet

ISACA Scotland News
https://engage.isaca.org/scottishchapter/home

ISACA’s new Digital Trust Ecosystem Framework (DTEF) added as case
study to assure Al environments by UK Office for Articial Intelligence
https://www.gov.uk/ai-assurance-techniques/isaca-digital-trust-
ecosystem-framework-dtef-beta-application-to-assure-ai-environments

Membership and certification renewals ended 28" February
Grace period until 15 May to renew online without any penalties.
After 16th May need to contact ISACA Support and pay $50 fee

Digital Policy Alliance

https://www.dpalliance.orq.uk/events/

For access to DPA Events contact newsletter@isaca-scotland.org.uk
Friday 19 April, 14:00-15:00 Report from State of the Net conference in

Washington, DC

Cyber Security & E-Crime: Quantum Computing & Encryption Thursday
25 April 2024, 15:00

ISACA Ireland Chapter Conference 2024 19" April — Call for Papers
https://engage.isaca.org/irelandchapter/new-page/conference-2022178

ISACA 2024 Europe Conference, Dublin, 23-25 October — Call for Papers
https://www.isaca.org/training-and-events/call-for-speakers

Date for your Diary
ISACA Scotland AGM & Training Day 26th June RSE Edinburgh


https://engage.isaca.org/irelandchapter/new-page/conference-2022178
https://www.dpalliance.org.uk/events/
https://www.gov.uk/ai-assurance-techniques/isaca-digital-trust-ecosystem-framework-dtef-beta-application-to-assure-ai-environments
https://www.gov.uk/ai-assurance-techniques/isaca-digital-trust-ecosystem-framework-dtef-beta-application-to-assure-ai-environments

Got feedback and/or suggestions for future events ?

e Interested in supporting the chapter by joining the Board ,helping
to run events or presenting at an event ?
e Got a job to advertise for free ?

Contact us via newsletter@isaca-scotland.org.uk

or join our Linkedin Group at

https://www.linkedin.com/groups/8443092/

ISACA UK Customer Service Number.
0800 0668549 and also for members via the web portal at
https://support.isaca.org/s/

Future Chapter Events for your diary - links in future mailing

ISACA Scotland - European Summit on Confidential Computing
PWC 144 Morrison Street Edinburgh
Thursday 25" April 1800-2030

https://www.eventbrite.com/e/confidential-computing-european-summit-
tickets-867336465717

Glasgow Evening Networking Meeting 8th May
Morgan Stanley 122 Waterloo St, Glasgow G2 7DP

Eventbrite Link To Follow nearer the date

Edinburgh Joint ISACA Scotland / lIA Event Spring 2024
Glasgow Security Panel Quarter 2 2024


https://www.eventbrite.com/e/confidential-computing-european-summit-tickets-867336465717
https://www.eventbrite.com/e/confidential-computing-european-summit-tickets-867336465717
https://support.isaca.org/s/
https://www.linkedin.com/groups/8443092/
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SASIG Webinars

Holiday Season

Monday 8 April 2024, 2pm-3pm (BST)

A CISO's vision of cloud security
https://www.thesasig.com/calendar/event/24-04-08-resilience/

Join Uptycs’ CISO Kevin Paige for an insightful webinar on securing
hybrid cloud environments in an increasingly connected world.

We'll discuss the differences between multi-cloud and hybrid-cloud
environments, explore best practices for mitigating risks in both, and
offer practical guidance.

Thursday 11 April, 11am — Online

CyberWomen Groups: Empowering tomorrow's leaders in cyber-based
roles

https://www.thesasig.com/calendar/event/24-04-11-equalities/

Learn how the organisation is creating a community that inspires
learning, networking, and positive change.

Future

Big SASIG, Liverpool Street, London
Tuesday 23 April 2024
https://levent.bigsasig.com/2024

Tuesday 30 April 2024, 9.30am — 5pm (BST) In person — City of London
SASIG Risk and cyber insurance on Tuesday 30 April 2024
https://www.thesasig.com/calendar/event/24-04-30-insurance/



https://event.bigsasig.com/2024?utm_source=SASIG+distribution+list&utm_campaign=8d428e7304-whats-on-24-04-02&utm_medium=email&utm_term=0_72508cb181-8d428e7304-98829049

ISACA Online

Hot Topics in ISACA Exchange Forums

Audit and Assurance

IT supplier DORA audits

Information and Cybersecurity

Phishing simulations frequency insights

Risk Management

what has caused the cryptocurrency's latest revival
Blockchain Technology Risk Management

COBIT and Governance

Cullture in DTEF
NIST CSF 2.0 for SMBs
NIS I, KEY DEADLINES AND NON EU ENTITIES




ISACA Media Links

Digital Trust Board Briefing — Free to members

https://www.isaca.org/-/medialfiles/isacadp/project/isacal/resources/
ebooks/digital-trust-board-briefing ebook.pdf

Other Items in ISACA’s Digital Trust Portfolio

https://www.isaca.org/digital-trust

Digital Trust Webinar Series
What is the Digital Trust Practice Model?

youtu.be/l-yKEESijN87?si=4I1BOAIH6I93eYwdD
Why is the Digital Trust Practice Model important?
youtu.be/MNePjOVWbwc?si=2Asb01zgG12LkgXU
How to Operationalize Digital Trust?
youtu.be/Srn6zVXeAws?si=c31h9NS75ujLaa0X

Optimize Enterprise Data and Uphold Privacy With ISACA’s DTEF

https://www.isaca.org/resources/news-and-trends/industry-news/2024/
optimize-enterprise-data-and-uphold-privacy-with-isacas-dtef

ISACA Webinars — free to members

https://www.isaca.orq/training-and-events/online-training/webinars

The State of Privacy 2024 Webinar | CPE On Demand

https://engage.isaca.org/events/event-description?
CalendarEventKey=71ebac1f-c44b-40ed-8ba8-018c121cb44a&Home=
%2Fevents%2Fcalendar



https://youtu.be/Srn6zVXeAws?si=c3Ih9NS75ujLaa0X
https://youtu.be/MNePjOVWbwc?si=2Asb01zgG12LkqXU
https://youtu.be/I-yKEESijN8?si=4IBOAIH6l93eYwdD

E-Commerce Risk Management | CPE On Demand
https://store.isaca.org/s/community-event?id=a334w000006DPfxAAG

10 April 2024 16:00 (UTC) |ICPE
What the SEC Rules Actually Mean to Cybersecurity Professionals

https://www.isaca.org/training-and-events

Data Privacy Resources

https://www.isaca.org/resources/privacy-in-practice-survey

Forum: Privacy Community on Engage

https://engage.isaca.org/communities/community-home?
CommunityKey=45cb1f0f-2c64-4bcf-aebf-17a9e68d9ba7

Check out the Engage Community Library for useful reference docs

https://engage.isaca.org/communities/community-home/librarydocuments

New - Professional Development Forum on Engage Communities

Use View or Join dropdown on Communities tab to find it in Special
Interest Groups

Central England Chapter Upcoming Training
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Please email Mike Hughes: < mhughes@prismra.co.uk>

Irish Chapter Upcoming Training

ISACA Ireland and ISACA Scotland members are charged the same price
Any queries to - Everett.Breakey@isaca.ie

DPS Courses

All 2 Days: Virtual € 800.00
https://dp.services/elearn/index.php/training-courses/course-cateqgory/
qurupcategs/1-govern,-manage-control/view

Governance of Artificial Intelligence Systems Course
ISO 42001 Al Management System Course
Al Personal Data & Fundamental Rights Impact Assessment Course

Al Personal Data Breach Management Course

About Certifications

CISA Exam Changes 2024
https://support.isaca.org/s/article/CISA-Job-Practice-Update-2024

ISACA CERTIFICATIONS & Certificates — the full list
https://www.isaca.org/credentialing

Find Your Exam Candidate Guide Here
https://www.isaca.org/credentialing/exam-candidate-guides

MEMBERSHIP BENEFITS
ISACA Webinars - Free to members

https://www.isaca.org/training-and-events/online-training/webinars



https://www.isaca.org/training-and-events/online-training/webinars
https://www.isaca.org/credentialing/exam-candidate-guides
https://www.isaca.org/credentialing

ISACA Mentorship Program

https://mentorship.isaca.org/

The Program facilitates one-to-one mentorship connections and
brings together ISACA members at all stages of their careers who
want to give or receive professional development support. Career
mentoring helps both participants to expand networks, gain new

knowledge and insights, and build new skills.

As always, 72 free CPEs are available to you through your ISACA
membership.
https://www.isaca.org/membership/membership-benefits/free-cpe
Earn 1 Free CPE Credit—Take a Journal Quiz

https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194

@ISACA TIPS COLUMN ARCHIVES

https://www.isaca.org/resources/news-and-trends/tips-column-archives

ISACA Support
https://support.isaca.org/.

Please visit hitps.//support.isaca.orq for all support needs, which

includes a chat option and answers to hundreds of frequently asked

questions (FAQs). Submit only one ticket per issue.

Graduate Apprenticeship Programmes

Glasgow Caledonian University


https://support.isaca.org/?mc_cid=03a051a7dd&mc_eid=UNIQID
https://support.isaca.org/?mc_cid=03a051a7dd&mc_eid=UNIQID
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https://www.gcu.ac.uk/study/graduateapprenticeships/
ronnie.beattie@gcu.ac.uk and 0771 4715286

The Robert Gordon University Graduate Apprenticeship in MSc Cyber

Security
For more details and to apply, please visit:

https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-

cyber-security

On Demand Webinars & Newsletters

Data Lab Community events & meet-ups
Online via The Data Lab Community
https://community.thedatalab.com/events

FinTech Scotland Newsletter
https://send.lucidity.ie/t/r-e-ttiknkd-udiutdzki-jd/

Scottish Al Alliance
https://www.scottishai.com/events

FINOS Newilstter
https://www.finos.org/newsletter

ONS Data Science Campus
https://datasciencecampus.ons.gov.uk/

Cyber and Fraud Centre Scotland
https://cyberfraudcentre.com/events

Trending Al Research + Trending Al Tools
https://marktechpost-newsletter.beehiiv.com/

Al Weekly
https://aiweekly.co/
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Gradient Flow (Large Language Models)
https://gradientflow.substack.com/

HelpNetSecurity
https://www.helpnetsecurity.com/newsletter/

Trading Standards A-Z of Scams
https://www.tsscot.co.uk/a-z-scams/

Center for Digital Trust at Ecole Polytechnique Fédérale de Lausanne
https://c4dt.epfl.ch/

Live Webinars

Al vs. Al: How hackers and CISOs are both leveraging Al
Tuesday 9th April | 10am BST | Zoom webinar
https://Ip.barracuda.com/BEU-EMEA-WBN-20240409-IMP-KP3-GenAl_LP-

Reqistration.html

The Role of Taxonomy and Ontology in Semantic Layers

Webinar: April 16, 2024 at 11:00 a.m. ET 1600 UK
https://www.progress.com/resources/webinars/the-role-of-taxonomy-and-
ontology-in-semantic-layers

Evolving Your Data Architecture for Trustworthy Generative Al
Thursday, April 18 - 11 a.m. ET 1600 UK
https://www.progress.com/resources/webinars/evolving-your-data-architecture-
for-trustworthy-generative-ai

Building Better GenAl: Your Intro to RAG & Graphs
Tuesday, April 23
10:00 BST | 11:00 CEST


https://c4dt.epfl.ch/
https://www.tsscot.co.uk/a-z-scams/
https://www.helpnetsecurity.com/newsletter/
https://gradientflow.substack.com/

https://go.neo4j.com/WBR-240423-Intro-to-RAG---EMEA Registration.html

Cisco MultiCloud Defence — A platform approach to securing your
Multi- and Hybrid Cloud environments.

24th April at 10am GMT
https://cloudsecurity.cisco.com/webinar-cisco-multicloud-defence

Instant Payments and Their Impact on the Fraud Landscape - hosted in
Tuesday 30th April 2024, at 15:00 BST [16:00 CEST/10:00 EDT],
https://www.finextra.com/event-info/494/webinar---instant-payments-and-
their-impact-on-the-fraud-landscape

2024 Conferences

Top Security Conference Calendar Feb_Dec 2024
https://www.csoonline.com/article/559539/the-cso-quide-to-top-security-
conferences.html

IDC & Foundry UKI Security Summit

Building the Future Secure and Resilient Digital Business
22-24 April 2024. Sopwell House, St Albans
https://www.idc.com/eu/events/71130-idc-security-summit

AWS Summit at the ExCeL in London on April 24, 2024
8:30 AM - 18:00 PM Registration has now opened
https://aws.amazon.com/events/summits/emeal/london/

Get Smarter Summit - Celebrating Women in Cybersecurity
April 24, 2024 | Virtual Summit

9:00 AM PST - 2:30 PM PST 16.00 -21.30 UK
https://cybered.iol/virtual-get-smarter-summit/

ClO Digital Enterprise Forum 16™ May London


https://www.idc.com/eu/events/71130-idc-security-summit

https://Iwww.idgevents.com/event/33f70b58-eb11-40ee-9617-
a918bd5d0005/summary

Around The Web

New Binarly XZ backdoor scanner detects implant in any Linux binary
https://www.bleepingcomputer.com/news/security/new-xz-backdoor-
scanner-detects-implant-in-any-linux-binary/

Germany's Federal Criminal Police seize the infrastructure of Notorious
Nemesis Market
https://www.tripwire.com/state-of-security/notorious-nemesis-market-
zapped-video-game-loving-german-police

Leicester City Council is finally admitting its "cyber incident” was
carried out by a ransomware gang
https://www.thereqgister.com/2024/04/04/ransomware gang did in_fact/

AT&T says personal data from 73 million current and former account
holders leaked onto dark web
https://edition.cnn.com/2024/03/30/tech/att-data-leak/

Keyboard Copilot key is a combination of three keys pressed at once:
Left Shift + Windows key + F23, the same exact thing you get if you click
the Copilot icon or hit Windows key + C
https://www.tomshardware.com/software/windows/windows-copilot-key-
is-secretly-from-the-ibm-era-but-you-can-remap-it-with-the-right-tools



Windows 11 Moment 5 (KB5035942) causing install issues, BSOD, black
desktop screen
https://www.neowin.net/news/windows-11-moment-5-kb5035942-
causing-install-issues-bsod-black-desktop-screen/

Updates to Configuration Analyzer in Microsoft defender for Office 365
https://techcommunity.microsoft.com/t5/microsoft-defender-for-office/
updates-to-configuration-analyzer-in-microsoft-defender-for/ba-p/
4043087

Homeland Security's Cyber Safety Review Board report about Chinese
hackers' 2023 penetration of Microsoft Exchange Online using a
consumer 2016 Microsoft Services Account key and Open ID Connect
https://dd80b675424¢c132b90b3-
e48385e382d2e5d17821a5e1d8e4c86b.ssl.cf1.rackcdn.com/external/
csrbreviewofthesummer2023meointrusionfinal508c.pdf

SANS white paper - security risks that can be introduced with
continuous development.
https://www.sans.org/white-papers/shift-left-shift-everywhere-
continuous-developments-impact-security/

CISO's Guide to the Software Supply Chain
https://www.informationweek.com/cyber-resilience/candy-alexander-
details-the-ciso-s-guide-to-the-software-supply-chain

The Forrester Wave™: Q4 2023 Governance, Risk, And Compliance
Platforms
https://www.workiva.com/uk/resources/forrester-wave-governance-risk-
and-compliance-platforms-q4-2023

Earn your C# certification with new learning series
https://techcommunity.microsoft.com/t5/educator-developer-blog/earn-
your-c-certification-with-new-learning-series/ba-p/4099954



Foundation Model Transparency Reports
https://arxiv.org/pdf/2402.16268

US and UK sign agreement to regulate Al models
https://lwww.finextra.com/newsarticle/43921/us-and-uk-sign-agreement-
to-regulate-ai-models

Opera allows users to download and use LLMs locally
https://techcrunch.com/2024/04/03/opera-will-now-allow-users-
download-and-use-lims-locally/?guccounter=1

Selecting a Database for Generative Al in the Enterprise.
https://neodj.com/whitepapers/generativeai-database-enterprise/

Al Companies Are Running Out of Internet as High Quality Data
becomes scarce and Ai generated data poisons the model
https://lifehacker.com/tech/ai-is-running-out-of-internet


https://arxiv.org/pdf/2402.16268
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