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News and events from ISACA, SASIG and around the internet

ISACA Scotland News
https://engage.isaca.org/scottishchapter/home

2024 Renewal

The grace period for payment of 2024 dues (membership and
certification) goes until 28 February. Make sure your contact email is up
to date on your Isaca Account

Digital Policy Alliance - How to Implement Age Assurance

Monday 26 February, 16:00-17:30
https://www.dpalliance.org.uk/events/

For access to DPA Events contact newsletter@isaca-scotland.org.uk

Wearable Al: Giving Surveillance Capitalism a Makeover: Wearable
Technology in the Fashion Industry

Scottish Society for Computers and Law In-person and Online
Wednesday 28 February 2024 5.30pm-7pm Free

https://www.eventbrite.co.uk/e/sscl-wearable-ai-tickets-842853245747

Location: Old Assembly Close, The MacKenzie Building, Faculty Of
Advocates 172 High Street, Edinburgh, EH1 1QX

Cyber Governance Code of Practice : Call for Views open to 19 March
2024
https://www.qov.uk/government/calls-for-evidence/cyber-governance-

code-of-practice-call-for-views/cyber-governance-code-of-practice-call-
for-views

Ways to respond at :

https:/Iwww.gov.uk/government/calls-for-evidence/cyber-governance-
code-of-practice-call-for-views
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ISACA Ireland Chapter Conference 2024 19" April — Call for Papers
https://engaqge.isaca.org/irelandchapter/new-page/conference-2022178

Got feedback and/or suggestions for future events ?

+ Interested in supporting the chapter by joining the Board ,helping
to run events or presenting at an event ?
- Got a job to advertise for free ?

Contact us via newsletter@isaca-scotland.org.uk

or join our Linkedin Group at

https://www.linkedin.com/groups/8443092/

ISACA UK Customer Service Number.
0800 0668549 and also for members via the web portal at
https://support.isaca.org/s/

Future Events for your diary - links in future mailing

Zoom Panel on UK Cyber Governance Code of Practice Consultation

Date to be finalised and Eventbrite Link To Follow

ISACA Scotland - European Summit on Confidential Computing
PWC 144 Morrison Street Edinburgh

Thursday 25™ April 1800-2030

Eventbrite Link To Follow
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Edinburgh Joint ISACA Scotland / llIA Event Spring 2024

Glasgow Security Panel Quarter 2 2024

SASIG Webinars

Monday 26 February 2024, 11am-12noon (GMT)
How generative Al will affect your supply chain security

https://www.thesasig.com/calendar/event/24-02-26-aiiot/

In this presentation, the CEO of Risk Ledger, Haydn Brooks, will discuss
the impact that generative Al is having on supply chain security and
give you active recommendations on how to mitigate these risks.

Wednesday 28 February 2024, 11am-12noon (GMT)
Preparing for NIS2: Your journey to compliance

https://www.thesasig.com/calendar/event/24-02-28-governance/

Join us as BlueVoyant explores key aspects of the EU’s NIS2 Directive
that is now in effect, and its implications for organisations operating in
the UK.
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Thursday 29 February 2024 9.30am — 3pm Edinburgh, Scotland
In Person Hosted by Phoenix Group
Scotland SASIG for CyberScotland Week

https://www.thesasig.com/calendar/event/24-02-29-edinburgh/

Welcome and introductions

Opening keynote: Threat intelligence unleashed — safeguarding
enterprise security

Securing Scotland: Police initiatives in cyber resilience for SMEs and
larger organisations

Panel session: Managing your MSP as a component of your supply
chain

Securing the future: The implications of Al in cybersecurity

Panel session: Navigating the digital frontier — unravelling the
complexities of cyber insurance

Friday 1 March, 11am-12noon (GMT)

Change management series: Across our whole organisation with ways
of working

https://www.thesasig.com/calendar/event/24-03-01-awareness/

There are several recognised models of organisational change. We will
look at the pros and cons of each so you can pick the ones that will
work best for you in your organisation.

Also in this series:

Monday 11 March, 11am-12noon (GMT)
Change management: Bringing it all together

https://www.thesasig.com/calendar/event/24-03-11-awareness/

Future

Tuesday 12 March 11am - 5pm

CybSafe IMPACT Conference 2024 London

Level 39, One Canada Square, London, E14 5AB
https://www.thesasig.com/calendar/event/24-03-12-cybsafe-impact/
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ISACA Online

Hot Topics in ISACA Exchange Forums

Audit and Assurance

Review of Domain 1 content related to audit plan and engagement

What Internal Audit Needs to Know - Context-Sensitive Defense
(CSD)

https://internalaudit360.com/what-internal-audit-needs-to-know-about-a-new-wrinkle-in-

cybersecurity-csd/#:~:text=What % 20Internal % 20Audit,value %200f%20CSD.

Information and Cybersecurity

ISO and NIST references
Compliance Framework

Risk Management

What are the SOC Risks should be reporting to Board?
Remediation Plan Strategies

COBIT and Governance

COBIT 2019 Foundation Practice Question #22 Process activities

IT Security Programme Management
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ISACA Media Links

CXOtoday - Smart Solutions for a Smarter Future: The Role of Al and
Machine Learning

https://cxotoday.com/specials/smart-solutions-for-a-smarter-future-the-
role-of-ai-and-machine-learning/

Security Brief - Prism Infosec unveils Cyber Maturity Assessment
service

https://securitybrief.co.uk/story/prism-infosec-unveils-cyber-maturity-
assessment-service

Fortune - Every CFO's worst nightmare just came true

https://fortune.com/2024/02/06/cfos-worst-nightmare-ai-deepfakes

IT Security Guru - Safer Internet Day: Cybersecurity Experts Weigh In

https://www.itsecurityguru.org/2024/02/06/safer-internet-day-
cybersecurity-experts-weigh-in/

Data Privacy Resources

https://www.isaca.org/resources/privacy-in-practice-survey

Forum: Privacy Community on Engage

https://engage.isaca.org/communities/community-home?
CommunityKey=45cb1f0f-2c64-4bcf-aebf-17a9e68d9ba7
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New ShelLeadsTech webpage

https://www.isaca.org/membership/sheleadstech

435 ISACA

SheleadsTech2

ENGAGE. EMPOWER. ELEVATE.

Check out the Engage Community Library for useful reference docs

https://engage.isaca.org/communities/community-home/librarydocuments

Central England Chapter Upcoming Training

Please email Mike Hughes: < mhughes@prismra.co.uk>

Irish Chapter Upcoming Training

ISACA Ireland and ISACA Scotland members are charged the same price
Any queries to - Everett.Breakey@isaca.ie

DPS Courses January and February
All 2 Days: Virtual € 800.00

Al Data Protection and Fundamental Rights Impact Assessment
28 — 29 February 2024

https://dps.ltd/index.php/ijoomla/guruprograms/1-govern,-manage-
control/21-ai-personal-data-rights-impact-assessment-course
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Al Personal Data Breach Management

26 — 27 February 2024
https://dps.ltd/index.php/ijoomla/quruprograms/1-govern,-manage-control/20-
ai-personal-data-breach-management-course

About Certifications

CISA Exam Changes 2024
https://support.isaca.org/s/article/CISA-Job-Practice-Update-2024

ISACA CERTIFICATIONS & Certificates — the full list
https://www.isaca.org/credentialing

Find Your Exam Candidate Guide Here
https://www.isaca.org/credentialing/exam-candidate-guides

MEMBERSHIP BENEFITS
ISACA Webinars - Free to members

https://www.isaca.org/training-and-events/online-training/webinars

ISACA Mentorship Program

https://mentorship.isaca.org/

The Program facilitates one-to-one mentorship connections and
brings together ISACA members at all stages of their careers who
want to give or receive professional development support. Career
mentoring helps both participants to expand networks, gain new

knowledge and insights, and build new skKkills.
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As always, 72 free CPEs are available to you through your ISACA
membership.
https://www.isaca.org/membership/membership-benefits/free-cpe
Earn 1 Free CPE Credit—Take a Journal Quiz

https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194

@ISACA TIPS COLUMN ARCHIVES

https://www.isaca.org/resources/news-and-trends/tips-column-archives

ISACA Support
https://support.isaca.org/.

Please visit https.//support.isaca.orq for all support needs, which

includes a chat option and answers to hundreds of frequently asked

questions (FAQs). Submit only one ticket per issue.

Graduate Apprenticeship Programmes

Glasgow Caledonian University

https://www.gcu.ac.uk/study/graduateapprenticeships/
ronnie.beattie@gcu.ac.uk and 0771 4715286

The Robert Gordon University Graduate Apprenticeship in MSc Cyber

Security

For more details and to apply, please visit:
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https://www.rqu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-

cyber-security

On Demand Webinars & Newsletters

Data Lab Community events & meet-ups
Online via The Data Lab Community
https://community.thedatalab.com/events

FinTech Scotland Newsletter
https://send.lucidity.ie/t/r-e-ttiknkd-udiutdzki-jd/

Scottish Al Alliance
https://www.scottishai.com/events

FINOS Newilstter
https://www.finos.org/newsletter

ONS Data Science Campus
https://datasciencecampus.ons.gov.uk/

Cyber and Fraud Centre Scotland
https://cyberfraudcentre.com/events

Trending Al Research + Trending Al Tools
https://marktechpost-newsletter.beehiiv.com/

Al Weekly
https://aiweekly.co/

Gradient Flow (Large Language Models)
https://gradientflow.substack.com/

HelpNetSecurity
https://www.helpnetsecurity.com/newsletter/

Trading Standards A-Z of Scams
https://lwww.tsscot.co.uk/a-z-scams/
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Live Webinars

Living with Al open until the 18th of March 2024.

A fun, five week course of 2 hour sessions from the Scottish Al Alliance
for everyone
https://learn.thedatalab.com/browse/scottishai/courses/living-with-ai

How to secure SoftPOS mobile apps to comply with PCI MpoC
February 27th, 10 am EST /4 pm CET UK 17.00
https://www.guardsquare.com/webinar/secure-softpos-mobile-apps-
with-pci-mpoc

The Economics of Observability: Correct Your Top 3 Logging Mistakes
Tuesday, February 27, 2024 | 10AM GMT / 11AM CET
https://discover.splunk.com/The-Economics-of-Observability-Correct-
Your-Top-3-Logging-Mistakes.html

Peering Into the Abyss: Inside the APl Data Breach,
Tuesday, February 27, 2024 | 11:00 AM GMT
https://pages.cequence.ai/W2 Lionfish-Inside-API-Data-Breach.html

Artificial Smoke & Mirrors: How to Prepare Security Teams for Al-
Induced Threats & Hallucinations

February 28th at 1 PM CET 12.00 UK
https://www.databreachtoday.eu/webinars/live-webinar-generative-ai-
surge-key-security-awareness-insights-to-w-5399

Bluetooth Vulnerabilities (Part 2)
Wednesday February 28 at 1pm ET 1800 UK
https://bastille.net/bluetooth-threats
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Secure Consumer, B2B and SaaS applications with Auth0 by Okta
Thursday, 29th February 3pm CET 14.00 UK
https://regionalevents.okta.com/authObyoktahandsonlabcic/

RSAC 365 Virtual Seminar Cloud Security
March 7, 2024 | 11:00 AM ET 16.00 UK
https://www.rsaconference.com/library/virtual%20seminar/hds14-cloud-

security

Exploring the Impact of Graph Technology on Financial Services:
Rabobank’s Implementation in battling Financial Economic Crime
Wednesday, March 27 10:30am CET 9.30 UK
https://go.neodj.com/WBR240327FSRabobank Registration.html

2024 Conferences

Top Security Conference Calendar Feb_Dec 2024
https://www.csoonline.com/article/559539/the-cso-quide-to-top-security-
conferences.html

CyberScotland Week

26th February — 3rd March 2024. See events at
https://www.cyberscotland.com/cyberscotlandweek/

The Financial Cloud Summit takes London Thursday 7 March 2024
https://www.financialcloudsummit.com/register
Tickets free to Banks ; £500 + VAT for other corporates/vendors.
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Oracle DevLive 12-13 March 2024 ExCel London
12 march (Java Day) & 13 March (Data and Al Day)
https://www.oracle.com/uk/developer/devlive/london/

The Scottish Al Summit will take place on 28 March 2024.
Dynamic Earth Edinburgh Details
https://www.scottishaisummit.com/

Private Sector - £49 Public Sector/Academic -£25
Third Sector/Student - free

IMPACT 2024

https://Iwww.theimpactconference.com/impact-uk/
Tuesday 12th March London

IDC & Foundry UKI Security Summit

Building the Future Secure and Resilient Digital Business
22-24 April 2024. Sopwell House, St Albans
https://www.idc.com/eu/events/71130-idc-security-summit

AWS Summit at the ExCeL in London on April 24, 2024
8:30 AM - 18:00 PM Registration has now opened
https://aws.amazon.com/events/summits/emeal/london/
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Around The Web

CyberScotland Technical Bulletin February 2024
https://www.cyberscotland.com/technical-bulletin-february-2024/

Microsoft Publisher is ending — what you need to know
https://office-watch.com/2024/microsoft-publisher-is-ending-what-you-
need-to-know/

CISA Understanding Ransomware Threat Actors: LockBit
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-165a

Russian hackers target vulnerable Roundcube webmail servers in
Europe for espionage
https://go.recordedfuture.com/hubfs/reports/cta-2024-0217.pdf

Southern Water Black Basta cyberattack expected to hit hundreds of
thousands of customers
https://Iwww.theregister.com/2024/02/14/southern_water_cyberattack/

Zenlayer Exposes 384 Million Records
https://www.websiteplanet.com/news/zenlayer-breach-report/

Ubuntu 'command-not-found' tool can be abused to spread malware
https://www.bleepingcomputer.com/news/security/ubuntu-command-
not-found-tool-can-be-abused-to-spread-malware/

February 2024 update for Windows 11 and Windows 10 is causing the
taskbar to disappear or crash after users log in
https://www.windowslatest.com/2024/02/19/windows-february-2024-
update-causes-taskbar-to-disappear/
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https://go.recordedfuture.com/hubfs/reports/cta-2024-0217.pdf
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-165a
https://office-watch.com/2024/microsoft-publisher-is-ending-what-you-need-to-know/
https://office-watch.com/2024/microsoft-publisher-is-ending-what-you-need-to-know/
https://www.cyberscotland.com/technical-bulletin-february-2024/

PAPERWALL Chinese Websites Posing as Local News Outlets Target
Global Audiences with Pro-Beijing Content
https://citizenlab.ca/2024/02/paperwall-chinese-websites-posing-as-
local-news-outlets-with-pro-beijing-content/

GitHub code scanning autofix Fixing security vulnerabilities with Al
https://github.blog/2024-02-14-fixing-security-vulnerabilities-with-ai/

Apple iMessage with PQ3: The new state of the art in quantum-secure
messaging at scale
https://security.apple.com/blog/imessage-pq3/

ISO 37301 — Compliance management systems What organisations
need to know about the CMS standard
https://www.eqs.com/en-gb/compliance-knowledge/blog/iso-37301/

NIST SP 800-204D Strategies for the Integration of Software Supply
Chain Security in DevSecOps CI/CD Pipelines
https://dd80b675424¢c132b90b3-
e48385e382d2e5d17821a5e1d8e4c86b.ssl.cf1.rackcdn.com/external/
nistsp800-204d.pdf

ETF approval for bitcoin — The “market” capitalisation quantifies the
overall social damage that will occur when the house of cards collapses
https://www.ecb.europa.eu/press/blog/date/2024/html/
ecbh.blog20240222~0929f86e23.en.html

The Pros and Cons of Adding ‘Soft Skills’ to Your Resume
https://lifehacker.com/work/pros-and-cons-of-adding-soft-skills-to-your-
resume
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U.S. Federal Trade Commission to sue fraudsters and providers that
facilitate impersonation fraud
https://lwww.ftc.gov/business-guidance/blog/2024/02/new-impersonator-
rule-gives-ftc-powerful-tool-protecting-consumers-businesses

U.S. Federal Communications Commission has banned unsolicited
robocalls using voices generated by Al
https://dd80b675424¢132b90b3-
e48385e382d2e5d17821a5e1d8e4c86b.ssl.cf1.rackcdn.com/external/fcc-
24-17a1.pdf

ECB : Bank outsourcing risk management and contract auditing must
improve
https://www.bankingsupervision.europa.eu/press/publications/
newsletter/2024/html/ssm.nl240221.en.html

DATA, PRIVACY LAWS AND FIRM PRODUCTION: Data and Storage Cost
Impact from GDPR
https://www.nber.org/system/files/working_papers/w32146/w32146.pdf

Why The New York Times might win its copyright lawsuit against
OpenAl

https://Iwww.understandingai.org/p/the-ai-community-needs-to-take-
copyright

Air Canada ordered to pay customer who was misled by airline’s
chatbot after claiming it was not responsible for its actions
https://www.canlii.org/en/bc/bccrt/doc/
2024/2024bccrt149/2024bccrt149.html

ChatGPT goes temporarily “insane” with unexpected outputs, spooking
users
https://arstechnica.com/information-technology/2024/02/chatgpt-alarms-
users-by-spitting-out-shakespearean-nonsense-and-rambling/
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‘Humourbragging’ helps candidates rise to the top — but needs the right
blend

https://www.bps.org.uk/research-digest/humourbragging-helps-
candidates-rise-top

Applying Al to Rebuild Middle Class Jobs
https://www.nber.org/papers/w32140

Is Your Workplace Biased Against Introverts?
https://hbswk.hbs.edu/item/is-your-workplace-biased-against-introverts
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