Newslatter 1 March 24

ISACA Scotland Weekly Email 1 March 24
News and events from ISACA, SASIG and around the internet

ISACA Scotland News
https://engage.isaca.org/scottishchapter/home

Digital Policy Alliance
https://www.dpalliance.orq.uk/events/
For access to DPA Events contact newsletter@isaca-scotland.org.uk

Cyber Governance Code of Practice : Call for Views open to 19 March
2024
https://www.qgov.uk/government/calls-for-evidence/cyber-governance-

code-of-practice-call-for-views/cyber-governance-code-of-practice-call-
for-views

Ways to respond at :

https://www.gov.uk/government/calls-for-evidence/cyber-governance-
code-of-practice-call-for-views

ISACA Ireland Chapter Conference 2024 19" April — Call for Papers
https://engage.isaca.org/irelandchapter/new-page/conference-2022178

Got feedback and/or suggestions for future events ?

- Interested in supporting the chapter by joining the Board ,helping
to run events or presenting at an event ?
- Got a job to advertise for free ?

Contact us via newsletter@isaca-scotland.org.uk
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or join our Linkedin Group at

https://www.linkedin.com/groups/8443092/

ISACA UK Customer Service Number.
0800 0668549 and also for members via the web portal at

https://support.isaca.org/s/

Future Events for your diary - links in future mailing

Zoom Panel on UK Cyber Governance Code of Practice Consultation

Date to be finalised and Eventbrite Link To Follow

ISACA Scotland - European Summit on Confidential Computing
PWC 144 Morrison Street Edinburgh

Thursday 25" April 1800-2030

Eventbrite Link To Follow

Edinburgh Joint ISACA Scotland / IIA Event Spring 2024

Glasgow Security Panel Quarter 2 2024
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SASIG Webinars

Monday 4 March 2024, 11am-12noon (GMT)
DSIT call for views: Cyber Governance Code of Practice

https://www.thesasig.com/calendar/event/24-03-04-governance/

Greater digitisation to drive the business strategy provides greater
opportunities for malicious actors to exploit vulnerabilities in IT
systems and disrupt operations, so governing digital and cybersecurity
risk effectively is integral to organisations’ competitiveness and
business continuity. This requires directors to embrace and engage
with cybersecurity, whatever size their organisation, and understand the
risk that cyber incidents present to delivery of the business strategy.

Wednesday 6 March 2024, 11am-12noon (GMT)
Celebrating Women's History Month with women in cyber

https://www.thesasig.com/calendar/event/24-03-06-equalities/

Join us for a dynamic webinar panel as we commemorate Women'’s
History Month by spotlighting the invaluable contributions women have
made in the field of cybersecurity.

Friday 8 March 2024, 9.30am — 5pm (GMT)

CISO Roundtable: The practical, emotional and legal challenges faced
by CISOs

https://www.thesasig.com/calendar/event/24-03-08-cisotable/

Future

Tuesday 12 March 11am - 5pm

CybSafe IMPACT Conference 2024 London

Level 39, One Canada Square, London, E14 5AB
https://www.thesasig.com/calendar/event/24-03-12-cybsafe-impact/
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ISACA Online

Hot Topics in ISACA Exchange Forums

Audit and Assurance

Managing external guest accounts in Active Directory
Not implementing audit recommendation

Information and Cybersecurity

Application risk management framework
Transition to ISO 27001:2022

Risk Management

Risk Management Training and Certification
Risk Analysis or Risk Assessment
Real-world KRI's in Risk Management

COBIT and Governance

How are COBIT and DTEF different? Do they work together?

TOGAF Enterprise Architecture Framework- One of the references in
COBIT

NIST Framework for Improving Critical Infrastructure
Cybersecurity (Cybersecurity Framework)- One of the references
in COBIT



ISACA Media Links

ISACA Webinars — free to members

https://www.isaca.orq/training-and-events/online-training/webinars

7 March 2024 - 1 CPE
Third Party Risk Management: It’s Time to Change How You Approach

Vendor Assessments
12:00 PM (ET) / 11:00 AM (CT) / 9:00 AM (PT) / 17:00 (UTC)

https://store.isaca.org/eventapi router?event=a334w000006DPh5

13 March 2024 -4 CPE
ISACA Virtual Summit 2024: Managing Disruptive Technologies
TIME: 10am ET/9am CT /7 am PT/14:00 UTC

https://lwww.isaca.org/training-and-events/online-training/virtual-
summits/managqging-disruptive-technologies

The State of Privacy 2024 Webinar | CPE On Demand

https://engage.isaca.org/events/event-description?
CalendarEventKey=71ebac1f-c44b-40ed-8ba8-018c121cb44a&Home=
%2Fevents%2Fcalendar

Privacy in Practice: Dissecting the Global Trends That are Shaping the
Profession

https://www.isaca.org/resources/news-and-trends/isaca-now-blog/
2024/privacy-in-practice-dissecting-the-global-trends-that-are-shaping-
the-profession
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Data Privacy Resources

https://www.isaca.org/resources/privacy-in-practice-survey

Forum: Privacy Community on Engage

https://engage.isaca.org/communities/community-home?
CommunityKey=45cb1f0f-2c64-4bcf-aebf-17a9e68d9ba7

New - Professional Development Forum on Engage Communities

Use View or Join dropdown on Communities tab to find it in Special Interest
Groups

New ShelLeadsTech webpage

https://www.isaca.org/membership/sheleadstech

5% ISACA

SheleadsTech2

ENGAGE. EMPOWER. ELEVATE.

Check out the Engage Community Library for useful reference docs

https://engage.isaca.org/communities/community-home/librarydocuments

Central England Chapter Upcoming Training

Please email Mike Hughes: < mhughes@prismra.co.uk>

Irish Chapter Upcoming Training

ISACA Ireland and ISACA Scotland members are charged the same price
Any queries to - Everett.Breakey@isaca.ie
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DPS Courses January and February
All 2 Days: Virtual € 800.00

4 - 5 March 2024 and 4 - 5 April 2024.

Al Personal Data Breach Management Course

https://dp.services/elearn/index.php/training-courses/course-category/
guruprograms/1-govern,-manage-control/4-ai-personal-data-breach-
management-course

14 - 15 March 2024.
ISO 42001 Al Management System Course
https://dp.services/elearn/index.php/training-courses/course-category/

qguruprograms/1-govern,-manage-control/2-artificial-intelligence-management-
system-course

20 - 21 March 2024

Governance of Artificial Intelligence Systems Course
https://dp.services/elearn/index.php/training-courses/course-category/
guruprograms/1-govern,-manage-control/1-governance-of-artificial-
intelligence-systems-course

26 - 27 March 2024

Al Personal Data & Rights Impact Assessment Course

https://dp.services/elearn/index.php/training-courses/course-category/
guruprograms/1-govern,-manage-control/3-ai-personal-data-rights-
impact-assessment-course

About Certifications

CISA Exam Changes 2024
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https://support.isaca.org/s/article/CISA-Job-Practice-Update-2024

ISACA CERTIFICATIONS & Certificates — the full list
https://www.isaca.org/credentialing

Find Your Exam Candidate Guide Here
https://www.isaca.org/credentialing/exam-candidate-guides

MEMBERSHIP BENEFITS
ISACA Webinars - Free to members

https://www.isaca.org/training-and-events/online-training/webinars

ISACA Mentorship Program

https://mentorship.isaca.org/

The Program facilitates one-to-one mentorship connections and
brings together ISACA members at all stages of their careers who
want to give or receive professional development support. Career
mentoring helps both participants to expand networks, gain new

knowledge and insights, and build new skills.

As always, 72 free CPEs are available to you through your ISACA
membership.
https://www.isaca.org/membership/membership-benefits/free-cpe
Earn 1 Free CPE Credit—Take a Journal Quiz

https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194

@ISACA TIPS COLUMN ARCHIVES

https://www.isaca.org/resources/news-and-trends/tips-column-archives
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ISACA Support
https://support.isaca.org/.

Please visit https.//support.isaca.orq for all support needs, which

includes a chat option and answers to hundreds of frequently asked

questions (FAQs). Submit only one ticket per issue.

Graduate Apprenticeship Programmes

Glasgow Caledonian University

https://www.gcu.ac.uk/study/graduateapprenticeships/
ronnie.beattie@gcu.ac.uk and 0771 4715286

The Robert Gordon University Graduate Apprenticeship in MSc Cyber

Security
For more details and to apply, please visit:

https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-

cyber-security

On Demand Webinars & Newsletters

Data Lab Community events & meet-ups
Online via The Data Lab Community
https://community.thedatalab.com/events
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FinTech Scotland Newsletter
https://send.lucidity.ie/t/r-e-ttiknkd-udiutdzki-jd/

Scottish Al Alliance
https://www.scottishai.com/events

FINOS Newlstter
https://www.finos.org/newsletter

ONS Data Science Campus
https://datasciencecampus.ons.gov.uk/

Cyber and Fraud Centre Scotland
https://cyberfraudcentre.com/events

Trending Al Research + Trending Al Tools
https://marktechpost-newsletter.beehiiv.com/

Al Weekly
https://aiweekly.co/

Gradient Flow (Large Language Models)
https://gradientflow.substack.com/

HelpNetSecurity
https://www.helpnetsecurity.com/newsletter/

Trading Standards A-Z of Scams
https://www.tsscot.co.uk/a-z-scams/

Live Webinars

Living with Al open until the 18th of March 2024.

A fun, five week course of 2 hour sessions from the Scottish Al Alliance
for everyone
https://learn.thedatalab.com/browse/scottishai/courses/living-with-ai



https://learn.thedatalab.com/browse/scottishai/courses/living-with-ai
https://www.tsscot.co.uk/a-z-scams/
https://www.helpnetsecurity.com/newsletter/
https://gradientflow.substack.com/
https://aiweekly.co/
https://marktechpost-newsletter.beehiiv.com/
https://cyberfraudcentre.com/events
https://datasciencecampus.ons.gov.uk/
https://www.finos.org/newsletter
https://www.scottishai.com/events
https://send.lucidity.ie/t/r-e-ttiknkd-udiutdzki-jd/

Splunk EMEA Digital Resilience Week
Monday 4th — Friday 8th March 2024
https://discover.splunk.com/EMEA-Digital-Resilience-Week-2024.html

RSAC 365 Virtual Seminar Cloud Security
March 7, 2024 | 11:00 AM ET 16.00 UK
https://www.rsaconference.com/library/virtual%20seminar/hds14-cloud-

security

Cybernomics 101: Uncovering the financial forces driving cyberattacks
Thursday 7th March 2024 | 10:00 GMT | Zoom webinar
https://Ip.barracuda.com/BEU-EMEA-WBN-20240307-DGen-
Cybernomics LP-Registration.html

Exploring the Impact of Graph Technology on Financial Services:
Rabobank’s Implementation in battling Financial Economic Crime
Wednesday, March 27 10:30am CET 9.30 UK
https://go.neod4j.com/WBR240327F SRabobank Registration.html

2024 Conferences

Top Security Conference Calendar Feb_Dec 2024
https://www.csoonline.com/article/559539/the-cso-quide-to-top-security-
conferences.html

CyberScotland Week

26th February — 3rd March 2024. See events at
https://www.cyberscotland.com/cyberscotlandweek/
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The Financial Cloud Summit takes London Thursday 7 March 2024
https://www.financialcloudsummit.com/register
Tickets free to Banks ; £500 + VAT for other corporates/vendors.

Data Talent 2024 Glasgow Science Centre, G51 1EA
Tue 12 Mar 2024 9:30 AM - 6:00 PM

Tickets General £69, Students £20
https://www.tickettailor.com/events/datafest/1047109

IMPACT 2024

https://www.theimpactconference.com/impact-uk/
Tuesday 12th March London

Oracle DevLive 12-13 March 2024 ExCel London
12 march (Java Day) & 13 March (Data and Al Day)
https://www.oracle.com/uk/developer/devlive/london/

Women in Public Technology

March 27th 2024 | Online Conference
https://www.eventsforce.net/dods/frontend/reg/tSelectBookingMode.csp
Public Sector 1 Place £340 (+VAT) 4+ Places £295 each (+VAT)
Corporates 1 Place £740 (+VAT)

Agenda
https://www.dodsdiversity.com/upcoming-events/women-in-public-
technology

The Scottish Al Summit will take place on 28 March 2024.
Dynamic Earth Edinburgh Details
https://www.scottishaisummit.com/

Private Sector - £49 Public Sector/Academic -£25
Third Sector/Student — free
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IDC & Foundry UKI Security Summit

Building the Future Secure and Resilient Digital Business
22-24 April 2024. Sopwell House, St Albans
https://www.idc.com/eu/events/71130-idc-security-summit

AWS Summit at the ExCeL in London on April 24, 2024
8:30 AM - 18:00 PM Registration has now opened
https://aws.amazon.com/events/summits/emeal/london/

Around The Web

ALPHV/Blackcat ransomware gang steal personal data of nearly 17
million customers from US Mortgage company loanDepot in a January
ransomware attack

https://www.finextra.com/newsarticle/43756/cybercrooks-steal-personal-
data-of-17m-loandepot-customers

Video Doorbells trivially hacked by pressing a button to pair it to app

https://www.consumerreports.org/home-garden/home-security-cameras/
video-doorbells-sold-by-major-retailers-have-security-flaws-a2579288796/

How we discovered over 18,000 API secret tokens by scanning 189m
urls

https://escape.tech/the-api-secret-sprawl-2024?ref=escape.tech

15 million user profiles scraped from Trello API and lots of users
routinely share passwords there
https://securityboulevard.com/2018/06/further-down-the-trello-rabbit-
hole/
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Hacking into a Toyota/Eicher Motors insurance company by exploiting
their premium calculator website

https://eaton-works.com/2024/01/17/ttibi-email-hack/

Business Impacts of APl Security Breaches
https://www.cequence.ai/blog/api-security/business-impacts-of-api-
security-breaches/

Real skills for real-time results with Microsoft Applied Skills credentials
https://techcommunity.microsoft.com/t5/microsoft-learn-blog/real-skills-for-
real-time-results-with-microsoft-applied-skills/ba-p/4056254

Code Review Security Checklist
https://axolo.co/blog/p/code-review-security-checklist

NIST - Second Iteration of Cybersecurity Framework Adds '‘Governance’
to Core Functions
https://www.nist.gov/cyberframework

Microsegmentation in 2024: What is it? Benefits & Challenges
https://research.aimultiple.com/microsegmentation/

Best practices for database benchmarking
https://aerospike.com/blog/database-benchmarking-best-practices/

Microsoft takes stake in French Al startup Mistral to push its
multilingual models

https://sifted.eu/articles/mistral-microsoft-multilingual-model

How Al code generation works and what to look for in enterprise-ready
Al code generation tools
https://github.blog/2024-02-22-how-ai-code-generation-works/

CybSafe (Gen)Al and the human aspect of cybersecurity
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