Understanding and Defeating Criminal Threats:
Ransoms and Business Email Compromise

The criminal element continues to target, steal from, and coerce all sizes of types of businesses within a
broad set of deliberate and effective techniques. The defenses and risk management measures against
the tactics criminals use are known and can be countered by technical measures, but also through the
application of sound business processes, training, and breach insurance. This presentation will explore
the criminal ecosystem, including how they make the decision to target a company, and discuss real first
hand experiences responding to significant breaches involving ransomware, cyber extortion, and
business email compromise. Defending against these threats can be costly and complicated if a company
tries to take all available measures. The presentation will close with a discussion of how to identify and
select safeguards when working with a limited budget and juggling business requirements.
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