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using to address core compliance topics.
The brightest spot in the survey findings regarded the Impact of COVID-19.
While the pandemic continues to disrupt businesses, and firms have had to
address a host of new concerns and issues related to their risk assessments
and compliance programs, the industry
by and large appears to be passing the
test. No survey respondents reported
material compliance violations as a
result of the pandemic – evidence of
strong compliance programs and effective business continuity plans.
The vast majority of firms (82 percent) reported no increase in personal
trading violations. With respect to the
breakdown of employees teleworking, a
majority of firms had all personnel working from home (62 percent). Other firms
reported having only certain employees
teleworking (37 percent). About a third
of firms (35 percent) reported having
the office temporarily closed.
For the first time, this year’s survey
asked compliance officers to rank their
priorities for regulatory and legislative
action affecting investment advisers.
The most frequently named were:
1. Unified, Federal Data Privacy and
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IAA, ACA Group Announce Strategic Partnership
Posted to IAA Today on September 9, 2021

The Investment Adviser Association
has entered into a strategic partnership
with ACA Group (ACA), a leading provider
of governance, risk, and compliance
(GRC) advisory services and technical
solutions.
Close collaboration between the IAA,
a powerful voice of advocacy for investment advisers of all shapes and sizes,
and ACA, with its deep expertise in the
ongoing day-to-day needs and compliance concerns that investment advisers face daily, will serve to amplify the
voices of the community.
The IAA’s member firms manage
more than $25 trillion in assets for a
wide variety of individual and institutional clients, including pension plans,
trusts, mutual funds, private funds,
endowments, foundations, and corpo-

rations. ACA’s 3,500+ client base consists of 88 percent of the top 50 money
managers, 85 percent of the top 100
hedge funds, 84 percent of the top 100
private equity funds, 80 percent of the
top 50 private real estate funds, and 80
percent of the top 100 mutual funds.
The broad range of their combined communities will allow for both IAA members
and the ACA client base to tap into peer
benchmarking, data analytics, and industry insights in a unique way.
The success of the Investment Management Compliance Testing Survey,
now in its 16th year, is an example of the
value of collaboration between these
two groups. Each year, the survey takes
the pulse of U.S. investment advisers of
all types and sizes on hot topics, testing,
and key challenges for the purpose of
reporting on industry trends. Full results
of our 2021 survey are available online.

“The IAA is pleased to amplify our
longstanding collaboration with ACA
Group,” said IAA President & CEO Karen
Barr. “This strategic partnership will
strengthen both organizations’ reach
and the value of services and content
we provide to the fiduciary investment
adviser community.”
Carlo di Florio, Chief Services Officer, ACA Group said: “As a strategic partner, we are excited to collaborate further with the IAA on delivering thought
leadership and guidance on how to address topical challenges for the benefit
of our shared member/client community. The depth and breadth of our client
base combined with our highly experienced and knowledgeable consulting
team means ACA is well positioned to
contribute to the valuable body of work
that the IAA consistently delivers for its
members.”

SEC Requests Comment on Adviser Digital Engagement
Practices
Posted to IAA Today on September 3, 2021

The SEC is requesting information
and public comment on the use of digital
engagement practices by broker-dealers
and investment advisers, including behavioral prompts, differential marketing,
gamification, and other design elements
or features designed to engage with retail investors on digital platforms (e.g.,
websites, portals, and applications), as
well as the analytical and technological
tools and methods used.
The SEC is also scrutinizing related
conflicts of interests that may arise from
such digital engagement practices and
whether those practices are making a
recommendation or providing investment advice. Responses to the 78-page
request for information will also facilitate the SEC’s assessment of existing
regulations and consideration of whethIAA NEWSLETTER

er additional rules are necessary.
“While new technologies can bring
us greater access and product choice,
they also raise questions as to whether
we as investors are appropriately protected when we trade and get financial
advice,” stated SEC Chair Gary Gensler
in the accompanying press release. “In
many cases, these features may encourage investors to trade more often, invest
in different products, or change their investment strategy. Predictive analytics
and other [digital engagement practices] often are designed with an optimization function to increase revenues, data
collection or customer time spent on the
platform. This may lead to conflicts between the platform and investors.”
In 2017, the SEC issued guidance to
advisers that provide services directly to
clients over the internet on how to meet
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their disclosure, suitability, and regulatory compliance obligations. Earlier this
year, in a letter to Chair Gensler, the IAA
reaffirmed its support for this guidance
and encouraged the agency to ensure
that regulations are technology-neutral
and not based solely on the presence,
absence, or type of technology.
The public comment period for the
request for information will remain open
until October 1. Retail investors are also
encouraged to provide comments by
submitting a Feedback Flyer.
Members of the IAA Digital Adviser
Committee will hold meetings in the
coming weeks to discuss the IAA’s response to the request for information.
Please contact IAA Associate General
Counsel Sanjay Lamba if you are interested in providing feedback on the
SEC’s request.

OCTOBER 2021

SEC’s Gensler Addresses FinTech Priorities

Chairman Says He’s Technology-Neutral, But not Public Policy-Neutral
Posted to IAA Today on September 3, 2021

Observing that “[n]ew financial technologies continue to change the face of
finance for investors and businesses”
globally, SEC Chair Gary Gensler used a
recent opportunity to appear before the
European Parliament’s Committee on
Economic and Monetary Affairs to address several areas where finance and
technology intersect.
In his remarks, he touched on a series of related topics: predictive data
analytics, digital engagement practices
(DEPs), and financial stability, crypto assets, issuer and fund climate- and human capital-related disclosures, and cybersecurity risk governance. Claiming to
be “technology-neutral,” but “anything
but public policy-neutral,” he stressed
that “[a]s new technologies come along,
we need to be sure we’re achieving our
core public policy goals.”
With respect to DEPs, Gensler said
new financial technologies can bring

increased efficiencies in finance and
greater access. But he emphasized
that as individualized marketing and
behavioral prompts “encourage users
to engage more with a digital platform,”
some key questions about investor protection arise. Gensler also shared concerns that “the broad adoption of deep
learning models” could lead to systemic
risk and “contribute to a future crisis.”
The SEC has issued a request for
comment on each of these questions.
The IAA is working with members of the
Digital Adviser Committee to develop a
response to the SEC’s request.
Gensler again raised investor protection concerns in connection with digital
assets, calling for “clear investor protection obligations” for crypto exchanges,
whether they are “centralized or socalled decentralized finance (DeFi) platforms.” He also repeated his caution
that use of stablecoins may help bad
actors avoid anti-money laundering and
sanctions protections (see related IAA

Today article SEC’s Gensler Discusses
Gaps in the Regulation of Digital Assets,
Aug. 17, 2021).
Sounding a now familiar theme,
Gensler talked about the SEC’s work
on issuer and fund climate- and human capital-related disclosures. He
also announced that SEC staff are
preparing a proposal on cybersecurity
risk governance which “could address
issues such as cyber hygiene and incident reporting.” The IAA has long called
for Congress and federal regulators to
adopt a uniform federal approach to
these issues.
Members interested in providing
feedback on the DEP request for comment, please contact IAA Associate
General Counsel Sanjay Lamba.
See Remarks before the European
Parliament Committee on Economic
and Monetary Affairs (Sept. 1, 2021).

Now exclusively on our online newsletter IAA Today
LATEST EDITION

Three of our regular features —
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> Upcoming Compliance Dates,

June 2021

> Upcoming Regulatory Proposals Open for Comment, and
> IACCP Certification and Training —
are now available exclusively on our online newsletter IAA Today.
You’ll find them located under the cover of our latest print newsletter
in the upper right corner of the homepage.
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The investment advisory industry
KDVPDGHVPDOO\HWVLJQLÀFDQWVWHSVWRZDUGGLYHUVLW\²EXWWKHSDFHRIFKDQJH
KDV EHHQ VORZ DQG ZRPHQ DQG UDFLDO
DQG HWKQLF PLQRULWLHV UHPDLQ XQGHUUHSUHVHQWHG LQ ERWK PDQDJHPHQW DQG
adviser roles, a new study by Cerulli AsVRFLDWHV and the Investment Adviser AsVRFLDWLRQÀQGV
Driving Diversity: Opportunities for
Action in the RIA Marketplace IRXQG
WKDW JHQGHU DQG UDFLDOHWKQLFLW\ GLVSDULWLHVDPRQJLQGHSHQGHQWDQGK\EULG
5,$VUHPDLQSHUYDVLYH2QO\SHUFHQW
RI WKHLU DGYLVHUV DUH ZRPHQ  SHUFHQW LGHQWLI\ DV +LVSDQLF  SHUFHQW
LGHQWLI\ DV %ODFN RU $IULFDQ $PHULFDQ
DQG  SHUFHQW LGHQWLI\ DV $VLDQ $QG
ZKLOHDVOLPPDMRULW\ SHUFHQW RIUHVSRQGHQWVEHOLHYHGWKHLUÀUPLVZRUNLQJ
WR LQFUHDVH '(, RQO\  SHUFHQW WKLQN
WKRVHHIIRUWVKDYHEHHQVXFFHVVIXO
The study goes beyond the numbers
WR LGHQWLI\ NH\ FKDOOHQJHV GLVFRXUDJLQJ
GLYHUVH FDQGLGDWHV IURP HQWHULQJ DQG
EXLOGLQJ VXFFHVVIXO FDUHHUV LQ WKH LQGXVWU\,WVXJJHVWVDFWLRQLWHPV²ERWK
DWWKHLQGLYLGXDODQGÀUPOHYHO²WRDGGUHVVWKRVHEDUULHUV$QGLWRXWOLQHVÀUP
UHVRXUFHVVXSSRUWDQGLQLWLDWLYHVWRLQFUHDVH JHQGHU DQG UDFLDOHWKQLF GLYHUVLW\ LQFOXGLQJ VWUDWHJLHV WR UHFUXLW DQG
UHWDLQDPRUHGLYHUVHZRUNIRUFH
© 2021 IAA All Rights Reserved

“Our profession has a long way to
go in matters of diversity, equity, and
inclusion. It is imperative that we
step up and confront these issues.
Gathering relevant data is a crucial
foundational step in addressing
diversity in the wealth management
industry, because it gives us an
important tool to measure progress.
This study not only tells us what
WKHVWDWLVWLFVDUHLWLGHQWLȴHVZKHUH
the pain points are and provides
a starting point for minimizing or
eliminating them.”

Read our
Latest Print
Edition
DOWNLOAD

— IAA President & CEO Karen Barr

´2XUSURIHVVLRQKDVDORQJZD\WRJR
LQPDWWHUVRIGLYHUVLW\HTXLW\DQGLQFOXVLRQµVD\V,$$3UHVLGHQW &(2Karen
Barr ´,W LV LPSHUDWLYH WKDW ZH VWHS XS
DQG FRQIURQW WKHVH LVVXHV *DWKHULQJ
UHOHYDQW GDWD LV D FUXFLDO IRXQGDWLRQDO VWHS LQ DGGUHVVLQJ GLYHUVLW\ LQ WKH
ZHDOWKPDQDJHPHQWLQGXVWU\EHFDXVH
LW JLYHV XV DQ LPSRUWDQW WRRO WR PHDVXUHSURJUHVV7KLVVWXG\QRWRQO\WHOOV
XV ZKDW WKH VWDWLVWLFV DUH LW LGHQWLÀHV
ZKHUHWKHSDLQSRLQWVDUHDQGSURYLGHV
DVWDUWLQJSRLQWIRUPLQLPL]LQJRUHOLPLQDWLQJWKHPµ
´3DULW\ UHPDLQV DQ XSKLOO FOLPE IRU
Continued on page 6

How One Adviser Built
a DE&I Program that
Works
:KLOHRXULQGXVWU\LVPDNLQJVRPHSURJUHVVRQH,$$
member that’s already well
RQLWVZD\WRZDUGPDNLQJUHDO
ODVWLQJFKDQJHWRZDUGDFKLHYLQJ
GLYHUVLW\HTXLW\DQGLQFOXVLRQLV
%RVWRQKHDGTXDUWHUHGGW&K
Investment Management6HH
WKHIXOOVWRU\RQKRZLWVSURJUDP
LVZRUNLQJ²DQGZK\²RQ
SDJH
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REGULATORY PROPOSALS

See Upcoming Regulatory Proposals

COMPLIANCE DATES

See Upcoming Compliance Dates

IACCP CERTIFICATION & TRAINING
See the 2021 Training Schedule
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SEC Chair Gensler Takes on Digital Assets, Digital
Engagement Practices, Diversity in Asset Management
Industry, and ESG During Senate Testimony
Posted to IAA Today on September 23, 2021

Appearing before the Senate Banking Committee recently to discuss the
SEC’s regulatory agenda, SEC Chair
Gary Gensler addressed a wide range
of topics, including risks relating
to digital assets,
digital engagement practices,
diversity in the
asset management industry,
ESG disclosures,
Gary Gensler, SEC
and cybersecuChair
rity risk governance.
Much of the discussion focused on
digital assets, with multiple Senators
asking the SEC to provide more clarity
on whether digital assets are securities.
Several Republican Senators raised
concerns about the SEC taking enforcement action in this area without providing that clarity. Democratic Senators, on
the other hand, raised investor protection concerns in connection with these
assets. Gensler also emphasized the
need for more investor protection in this

area, describing it as the “Wild West.”
He discussed working with other agencies on this issue, calling on Congress
to expand regulatory authority in this
area and provide the resources for an
increase in the number of SEC staff.
Digital engagement and payment for
order flow were also discussed several
times, with Gensler raising the question of whether a digital platform has a
conflict if it is maximizing its revenues
by marketing to each user in a different
way that may not be based on optimizing an investor’s returns. On payment
for order flow, Gensler said that it is also
a cost, and he asked whether there is
sufficient order by order competition.
The SEC has invited public comment on
firms’ digital engagement practices. The
IAA is working closely with its Digital Adviser Committee to develop a response.
Gensler was also asked whether the
SEC would take action in response to
the SEC Asset Management Advisory
Committee’s (AMAC’s) recent recommendations on diversity and inclusion
in the asset management industry. He
responded that he has asked for proposals regarding corporate human capital disclosure, and that the SEC is “look-

ing at Form ADV more closely.” On ESG,
Gensler discussed investor interest in
information from companies on climate
and human capital, reminding the Committee that he has asked the staff to develop proposals on these issues as well.
On cybersecurity, Gensler said that
the SEC is looking at how firms are managing cyber risk, or “cyber hygiene” and
incident reporting. These items were
also specifically mentioned in the funds
and investment management section of
Gensler’s written testimony. Other items
discussed in that section include:
• For funds that market themselves as
“green,” what information stands behind those claims;
• For private funds, conflicts of fund
managers and fee disclosures; and
• Need for greater resiliency in money
market and open-end bond funds.
See Testimony Before the United
States Senate Committee on Banking,
Housing, and Urban Affairs (Sept. 14,
2021).

New SEC Marketing Rule Now Top Compliance Concern, Survey Shows—continued from cover page
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3.
4.
5.
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Cybersecurity Laws
Sustainable Investing (ESG)
Custody Rule
Electronic Delivery
Form CRS
Proxy Voting

Full results of the 2021 Investment
Management Compliance Testing Survey are available online.

About the Survey Respondents
IAA NEWSLETTER

Compliance professionals at 350
investment adviser firms participated
in the survey. All firm sizes were represented – with 28 percent of respondents managing less than $1 billion in
assets, 39 percent managing $1 billion
to $10 billion, and 33 percent managing
more than $10 billion. Nearly half (49
percent) of responding firms reported
having between 11 and 50 employees,
which is consistent with industry data
showing that the vast majority of invest- 5 -

ment advisers are small- to mid-sized
businesses.
Services provided by responding
firms spanned the full range of client
types, including retail individuals with a
typical account size of $1 million or less
(42 percent of respondents), private
funds (50 percent), ERISA assets/pension consultants (49 percent), institutional clients (68 percent), and high net
worth individuals (67 percent).

OCTOBER 2021

New Marketing Rule, ESG Headline
IAA Compliance Workshops
Two issues that are top of mind for compliance officers – the new
Investment Adviser Marketing Rule and ESG compliance – are the
focus of the IAA’s fall Compliance Workshops, now in their 25th year.
The workshops will take place virtually over two days, November 4 and
November 18.
Two general sessions and one breakout are devoted to the Marketing
Rule, which our recent Investment Management Compliance Testing
Survey showed is the number one concern of compliance personnel.
General sessions include Implementing Effective Policies and Procedures
to Comply with the New Marketing Rule and Presentation of Performance
Under the New Marketing Rule. And in breakout sessions – one for
smaller firms, one for larger firms – experts will answer your questions
about getting prepared for the Marketing Rule, which goes into effect in
November 2022.
The workshops will also offer general sessions on building an ESG
compliance program – Portfolio Management and Proxy Voting Issues
and Disclosure and Client Communication Issues.
And the workshops will offer their popular breakout sessions featuring
senior staff from SEC regional offices discussing their exam priorities.
Our full agenda is available online.

OCTOBER 2021
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IAA
Members*

IAA
Associate
Members*

NonMembers

$95

$125

$195

* Employees of firms that are current
members of the Investment Adviser
Association (at the time of registration and
on the day of the meeting) are eligible to
receive the member firm rate.

Continuing education credit
(CLE, NASBA CPE, CFP, and
IACCP) is available.

Sponsorships &
Exhibitors
Sponsorship opportunities are
available. For information, contact
IAA Marketing & Partnerships
Manager Alex Ioannidis at (202)
293-4222 or alex.ioannidis@
investmentadviser.org.
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COMPLIANCE CORNER
SEC Ramping Up Scrutiny of Cybersecurity at Investment
Advisers
By Peter Chan, Amy Greer, Brian Hengesbaugh, Valerie Mirko, and Harry Valetk, Baker McKenzie*
The U.S. Securities and Exchange
Commission (“SEC”) continues to ramp
up its examination and enforcement focus on cybersecurity at financial institutions, including scrutiny of firms’ actual
implementation and deployment of their
procedures in response to discovery of
cyber breach incidents. Not surprisingly,
the SEC’s most intense focus concerns
the protection of client and customer information. On August 30, 2021, the SEC
announced three settled enforcement
actions against U.S. registered investment adviser and broker-dealer firms for
alleged failures related to their cybersecurity policies and procedures resulting
from email account takeovers, which exposed the personal information of thousands of customers and clients at each
firm. By these actions, the SEC somewhat cryptically signals its expectation
that multi-factor authentication (“MFA”)
for email accounts containing sensitive
client and customer information should
be in place, which is a departure from
earlier SEC cases. Within a couple of
weeks of these enforcement actions,
SEC Chair Gensler noted in testimony
before the Senate Banking Committee
that SEC staff is developing a proposal
for the Commission’s consideration on
cybersecurity risk governance in the investment management area.

“MFA [multi-factor
authentication]
is a reasonable
approach to thwart
phishing, credential
stuffing and other
modes of attack
and it was cited in
the [SEC] Orders as
lacking…
[W]e expect the SEC
to further endorse
best practices
through enforcement
actions, as we saw
with MFA in these
recent cases.”

Prior Actions and Background
In 2018, the SEC settled with a dual
broker-dealer/investment adviser regis-

IAA NEWSLETTER

trant charged with violating Rule 30(a) of Regulation
S-P (the “Safeguards Rule” or Reg S-P) and Rule 201 of
Regulation S-ID (the “Identity Theft Red Flags Rule” or
Reg S-ID). Notably, this was the first SEC enforcement
action charging violations of the Identity Theft Red
Flags Rule, as well as violations of Reg S-P. These rules
protect confidential client and customer information as
well as protecting clients and customers from identity
theft risk. The SEC alleged that intruders had impersonated contractors of the firm by calling a support line
and requesting the contractors’ passwords be reset. By
using these reset passwords, the cyber intruders then
gained access to the personal information of the firm’s
customers and clients, thereby allowing them to create
new online profiles and obtain unauthorized access to
account documents for three customers. In resolving
the matter, the firm agreed to retain an independent
compliance consultant and to pay a $1 million civil
monetary penalty.
Since 2018, the SEC’s Division of Examinations
(then, the Office of Compliance Inspections and Examinations) has noted in each of its annual “Priorities”
releases, as well as in a focused Cybersecurity and
Resiliency Observations report (summarized here), the
importance of practices to manage cybersecurity risk
and to maintain operational resiliency that SEC examiners have observed through “thousands of examinations of broker-dealers, investment advisers, clearing
agencies, national securities exchanges and other SEC
registrants….” The report covered areas of governance
and risk management, access rights and controls, data
loss prevention, mobile security, incident response
and resiliency, vendor management, and training and
awareness. (We further analyzed these developments
in a “Connect on Tech” discussion in March 2021.)
Continued on page 8
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COMPLIANCE CORNER
Recent Enforcement Actions: Email
Account Takeovers Resulting in
Exposure of PII
The August 30, 2021 settled enforcement actions differ from the 2018
action in that more recently the SEC
focuses on implementation of policies
and procedures and the types of technologies utilized, as opposed to the
harm that occurred in the 2018 enforcement action where unauthorized access
occurred.
In the first matter against a firm with
both investment adviser and brokerdealer affiliates (“Firm A”), the SEC alleged that, between November 2017
and June 2020, cloud-based email
accounts of over 60 Firm A affiliates’
personnel were compromised by unauthorized third parties, resulting in the
exposure of personally identifiable information (“PII”) of at least 4,388 customers and clients. None of the hacked
accounts was protected in a manner
consistent with Firm A affiliates’ existing
policies. The SEC’s Order also finds that
two Firm A affiliates sent breach notifications to the firms’ clients that included
misleading language, which suggested
that the notifications were issued much
closer in time than they actually were after discovery of the incidents.
In the second matter against a firm
also with investment adviser and broker-dealer affiliates (“Firm B”), the SEC
alleged that between January 2018
and July 2021, cloud-based email accounts of over 121 Firm B representatives were taken over by unauthorized
third parties, resulting in the exposure
of PII of at least 2,177 Firm B customers and clients. The SEC’s Order alleges
that although Firm B discovered the
first email account takeover in January
2018, it failed to adopt and implement
firm-wide enhanced security measures
for cloud-based email accounts of its
representatives until 2021, resulting in
the exposure and potential exposure of

OCTOBER 2021

Continued from page 7

“SEC Examination inquiries
routinely include questions on
cybersecurity incidents and date
of notification, as well as policies
and procedures related to breach
readiness.”

additional customer and client information.
In the third matter, against a duallyregistered investment adviser/brokerdealer firm (“Firm C”), the SEC alleged
that between September 2018 and
December 2019 cloud-based email accounts of 15 financial advisers or their
assistants were hacked by unauthorized third parties, exposing the PII of
approximately 4,900 Firm C customers
and clients. The SEC’s Order further
asserts that although Firm C learned
of the first account compromise in November 2018, it failed to adopt written
policies and procedures requiring additional firm-wide security measures until May 2020, and then it did not fully
implement those additional security
measures firm-wide until August 2020,
placing additional customer and client
information at risk.
The SEC found that the three financial firms violated the Safeguards Rule,
which is designed to protect confidential customer information. The SEC also
found that two Firm A affiliates had inadequate compliance procedures in violation of Section 206(4) of the Advisers
Act and Rule 206(4)-7 in connection
with their breach notifications to clients. The SEC fined the firms between
$200,000 and $300,000 each, after
taking into consideration each firm’s remedial measures.
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Our Takeaways from these SEC
Enforcement Actions
• Cybersecurity policies must be fully implemented and followed. Of
course, the SEC expects that firms
will have written policies and procedures, but that is not enough. The
SEC criticized one of the firms for failure to implement and follow existing
policies that the SEC otherwise found
to be sufficient. Firms should review
and confirm that their actual practices are consistent with their written
cybersecurity policies. Periodic training will also help personnel follow
firm written cybersecurity policies.
• Timeliness matters in response to
cybersecurity incidents. The SEC
found that the firms failed to timely enhance their policies to address
known vulnerabilities after learning
of incidents; in these matters, the issue was email account compromises. As a way to demonstrate a firm’s
reasonable response, consider consulting with outside counsel with expertise on industry best practices to
address such incidents.
• Deploy MFA for Firm Email Accounts with PII. The SEC did not
quite say that Regulation S-P requires
multi-factor authentication (MFA)
in all cases, but these cases made
clear that all three firms would have
benefited from MFA requirements,
particularly once they were aware of
the email account takeovers. MFA
is a reasonable approach to thwart
phishing, credential stuffing and other modes of attack and it was cited in
the Orders as lacking. At a minimum,
financial firms should take serious
steps to assess whether MFA requirements are needed to protect sensitive client and customer information.
• Vet Statements on Cybersecurity Incidents for Accuracy. The SEC
faulted Firm A for inadequate compliContinued on page 9
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ance, alleging it had made inaccurate
statements as to when the firm actually discovered the incidents.
• Be Ready for Increasingly Specific SEC Scrutiny on Cyber Breach
Incidents as Part of SEC Examinations. SEC Examination inquiries
routinely include questions on cybersecurity incidents and date of notification, as well as policies and procedures related to breach readiness.

Looking Ahead
On September 14, 2021, Chair
Gensler testified before the Senate
Banking Committee and addressed in
both written and oral testimony that
staff is developing a proposal in the investment management space regarding
cybersecurity risk governance, noting
it could address issues such as cyber
hygiene and incident reporting. In oral
testimony, Chair Gensler specifically addressed incident reporting when there is
an event. In the meantime, as rulemaking generally follows a more extended
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timeline, we expect the SEC to further
endorse best practices through enforcement actions, as we saw with MFA in
these recent cases.
*Peter Chan is a Partner in Baker
McKenzie’s North American Financial
Regulation and Enforcement Practice
(Chicago/Washington, DC). He represents public companies, financial services firms, and other organizations in
litigation, investigations, and regulatory
actions by federal agencies. He may be
reached at peter.chan@bakermckenzie.
com. Amy Greer is a Partner in Baker
McKenzie’s North American Financial
Regulation and Enforcement Practice
(New York/Washington, DC). Amy advises all manner of financial industry
clients and SEC reporting companies,
in connection with regulatory enforcement investigations and examinations,
as well as internal investigations. She
may be reached at amy.greer@bakermckenzie.com. Brian Hengesbaugh is
a Partner in Baker McKenzie’s Global
Privacy and Security Practice (Chicago).
Brian provides advice on global data
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privacy, data protection, cybersecurity,
digital media, direct marketing information management, and other legal and
regulatory issues. He may be reached
at brian.hengesbaugh@bakermckenzie.
com. Valerie Mirko is a Partner in Baker
McKenzie’s North American Financial
Regulation and Enforcement Practice
(Washington, DC). Valerie’s practice
comprises a wide range of regulatory,
examinations and enforcement matters, with a focus on the asset management industry. She may be reached at
valerie.mirko@bakermckenzie.com.
Harry Valetk is a Partner in Baker McKenzie’s Global Privacy and Security
Practice (New York). Harry advises global organizations on privacy and data
security compliance requirements. He
may be reached at harry.valetk@bakermckenzie.com.
This article is for general information purposes and is not intended to
be and should not be taken as legal or
other advice.
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New IAA FAQs Explore New NY Rule
Requiring Registration of IARs
Implementation Period Lasts Through
December 2
To assist our New York members,
the IAA has prepared FAQs on recently
adopted state rules requiring the registration of IARs, including those who represent SEC-registered investment advisers from a place of business in New York
and satisfy the definition of “investment
adviser representative” in Advisers Act
Rule 203A-3(a). IARs who register with
the State of New York must either satisfy
examination requirements or be eligible
for an exemption.
The FAQs are intended to supplement our March 30, 2021 webinar New
Registration of IARs Doing Business in
New York – a recording is available on
the IAA website. The webinar featured
Kevin Neubauer and Angel Hall of IAA
Associate Member Seward & Kissel LLP.
The FAQs respond to questions asked
during the webinar and address some
general principles relating to New York’s
registration and notice filing requirements for SEC-registered advisers and
their supervised persons. They also contain a Resource List with links to the IAA’s
state filing requirements charts, along
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with links to New York State resources,
including the text of the rules and guidance regarding the registration of IARs.
The rule became effective on February 1, 2021 and provides an implementation period through December 2,
2021. Eligible persons may continue to
provide investment advice during the
implementation period without an approved registration, but a registration
application must have been submitted
by August 31, 2021.

CFA Institute Publishes Exposure
Draft on Verification Procedures
for ESG Disclosure Standards for
Investment Products
The CFA Institute (CFA) has published
an exposure draft outlining proposed
verification procedures for its Environmental, Social, and Governance (ESG)
Disclosure Standards for Investment
Products (the Standards) and requests
comments from stakeholders. The term
“examination” was used in an earlier
exposure draft related to the Standards,
but the CFA changed it to “verification”
because there was concern about the
term “examination” creating confusion
depending on a firm’s location. According to the exposure draft, “[i]ndependent verification is intended to provide
an investment manager and investors
additional confidence in the investment
manager’s claim that a particular investment product’s presentation has
been prepared and presented in compliance with the Standards.” Verification
is not required, but the CFA says that
it is recommended. The exposure draft
includes proposed qualification requirements for verifiers, the terms that would
be required in an engagement letter for
verification, and proposed verification
procedures. The bulk of the exposure
- 10 -

draft describes proposed testing procedures, which are detailed and vary
based on the type of ESG objective. The
exposure draft also includes proposed
requirements for the representation
letter to be provided by the investment
manager, and the verification report and
letter with recommendations and findings to be provided by the independent
verifier. An appendix to the exposure
draft includes sample independent verification reports, and another appendix
includes independence guidelines for
verifiers. Comments on the exposure
draft were due on September 21, 2021.
The Standards would only apply to
investment products with ESG-related
features and would not apply to an investment manager’s organization. Investment managers would have the ability to select the investment products that
would be subject to the Standards. The
IAA commented on the CFA’s consultation paper on the Standards and, while
we supported this flexibility, we called
on the CFA not to proceed with the Standards because of the activity of multiple
regulators in this area and the existence
of multiple third-party standards. It remains to be seen how the Standards will
work with other third-party standards or
any regulatory requirements in this area.

Adviser Fined for Conflicts
Disclosure and Custody Issues
Related to Private Fund Investments
The SEC has fined a Connecticutbased investment adviser and its principal for inadequate disclosure of conflicts of interest related to investments
of a private fund client and for violations
of the Custody Rule. The adviser was
found to have caused the private fund
Continued on page 11
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to purchase convertible notes from a
company owned by the adviser’s son,
who also had a minority interest in the
adviser. According to the SEC’s order,
the adviser and its principal did not disclose that the private fund had invested
in the company, or that the principal’s
son owned the company, until several
months after the purchase of the convertible notes. The adviser also managed money on a discretionary basis for
all the private fund’s individual investors
and was found to have breached its fiduciary duty to those investors as well because it did not disclose the loans and
repayment terms to them either. Prior to
June 2018, the adviser’s Form ADV brochure disclosed that the son’s company
was one of the adviser’s service providers and described the company as “not
affiliated” with the adviser. Beginning
in June 2018, the adviser amended
the disclosure to state that the son’s
company was affiliated with the adviser
based on the minority ownership interest the son had in the adviser. The adviser and its principal provided a document called “Disclosure and Conflicts of
Interest Waiver” to all of the private fund
investors that was designed to have the
signer waive any objection to actual or
potential conflicts of interest.
The SEC also found that during the
relevant time the adviser did not send
a copy of the private fund’s annual audited financial statements to fund investors within 180 days of the end of the
fund’s fiscal year, as required by the Custody Rule. Even though the delays were
caused by delays in the issuance of K-1
reports from certain funds in which the
private fund invested, the Custody Rule
imposes strict liability on advisers to private funds to send timely audited financial statements. In addition, the fund’s
auditor was not registered with the Public Company Accounting Oversight Board
(PCAOB) and was not subject to regular
PCAOB inspection, as required by the
Custody Rule.
In addition to violations of the fiduciary duty and the Custody Rule, the adviser
was also found to have violated the ComIAA NEWSLETTER

Continued from page 10

pliance Program Rule and was ordered
to pay a civil penalty of $100,000. The
principal was ordered to pay a civil penalty of $60,000. The SEC also barred the
principal from acting as a CCO.
See In the Matter of Diastole Wealth
Management, Inc. and Elizabeth D. Eden
(Sept. 10, 2021).

Recent Share Class Disclosure
Cases Involve Wrap Fee Programs,
Revenue Sharing, and Billing
Practices
The SEC continues to bring a number
of share class selection disclosure cases. In some cases, advisers were eligible to, but did not, self-report to the SEC
as part of the Division of Enforcement’s
Share Class Selection Disclosure Initiative. In these orders, the SEC typically
finds that the adviser did not adequately
disclose the conflicts of interest related
to the use of fund share classes that
had 12b-1 fees or paid revenue sharing to the adviser or an affiliate of the
adviser when another less expensive
share class of the same fund was available. In some cases the revenue sharing payments are related to money market fund sweep accounts. Some recent
cases have involved advisers placing
wrap fee program clients in funds that
charged 12b-1 fees when lower cost
shares of the same funds were available. The advisers were responsible for
paying transaction fees in connection
with transactions by clients in the wrap
fee programs, and the advisers did not
have to pay transaction fees in connection with fund share classes that had
12b-1 fees. The SEC also typically finds
in these cases that the adviser violated
its duty to seek best execution and violated the Compliance Program Rule.
In some cases the SEC also notes
other issues, including advisers not consistently aggregating the value of client
accounts as disclosed in the Form ADV
brochure. This causes certain clients to
pay higher advisory fees despite meeting the threshold for lower fees. One order also notes that the adviser did not
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refund certain pre-paid advisory fees
upon termination of client agreements,
as disclosed in its brochure and policies
and procedures.
See In the Matter of Northwest Advisors, Inc. (Aug. 24, 2021); In the Matter of Jonathan Roberts Advisory Group,
Inc. d/b/a J.W. Cole Advisors, Inc. (Aug.
25, 2021); In the Matter of Educators
Financial Services, Inc. (Aug. 27, 2021);
In the Matter of Paradigm Wealth Advisory, LLC (Sept. 8, 2021); In the Matter
of MML Investors Services, LLC (Sept.
10, 2021); In the Matter of BFC Planning, Inc. (Sept. 16, 2021); and In the
Matter of Berthel Fisher & Company Financial Services, Inc. (Sept. 16, 2021).

SEC Action on Complex Products
Highlights Need for Training and
Supervision
The SEC has settled charges against
a Missouri-based investment adviser
and one of the firm’s investment adviser representatives (IARs) in connection
with what the SEC determined were unsuitable investment recommendations
of complex financial products. The adviser created a private feeder fund that
provided clients access to a fund managed by a third party. The third party
fund used option spreads and synthetic
futures. Its private placement memorandum disclosed that the fund’s strategy was speculative and that the instruments held by the fund were highly
volatile. In February 2018, the fund lost
approximately 30 percent of its value
due to market volatility, resulting in approximately $16 million in losses to the
adviser’s clients.
The SEC found that the IAR who invested in the feeder fund on behalf of
the adviser’s clients did not understand
the fund’s investment or investment
strategy, did not accurately describe the
risks of the fund to clients, and did not
accurately describe the fees that the
adviser and IAR received on feeder fund
investments. According to the SEC’s
order, the representative also did not
Continued on page 12
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“reasonably assess the suitability” of
the feeder fund for certain clients.
The SEC found that it had not provided its IARs with “adequate policies,
procedures, training, and supervision”
concerning complex products like the
feeder fund. As a result, certain clients
with low risk tolerances were invested in
the feeder fund. The adviser’s compliance manual also did not require IARs
to understand certain types of available
complex products, or to make recommendations based on a client’s “financial needs, investment objectives, risk
tolerance and individual financial circumstances.” Regarding supervision,
the SEC said that the firm “did not have
adequate procedures in place for supervisors to review or monitor whether
IARs’ recommendations were suitable
for their clients or whether IARs assessed the suitability of an investment
for specific clients.”
The SEC noted remedial action taken
by the adviser, including enhancements
to policies, procedures, and internal controls. The SEC determined that the adviser violated the Compliance Program
Rule and failed reasonably to supervise
under the Advisers Act, and that the IAR
violated certain antifraud provisions.
The adviser was ordered to pay disgorgement of $261,617, prejudgment
interest of $47,096, and a civil penalty
of $350,000. The representative was
suspended for 12 months and ordered
to pay a civil penalty of $100,000.
This case is a reminder that disclosure of risk is not enough. Advisers must
still understand the products that they invest in on behalf of clients and must act
in their clients’ best interest. The SEC’s
fiduciary duty interpretation includes a
detailed discussion of an investment adviser’s duty to provide advice that is in
the best interest of its clients. It is imperative for advisers to understand a client’s
investment objectives and to reasonably
investigate investments before recommending them to clients.
See Frontier Wealth Management,
LLC and Shawn Sokolosky (Sept. 3,
2021).
OCTOBER 2021
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SEC Charges Account Takeover
Victims for Deficient Cybersecurity
Policies and Procedures that
Exposed PII of Thousands of Clients
Lessons Learned for Cloud-Based
Email Accounts
Two SEC-registered investment advisers, four dual registrants, and two
broker-dealers have paid a total of
$750,000 to settle charges involving
cybersecurity failures that resulted in
cloud-based email accounts being taken over by unauthorized third parties
(so-called account takeovers). Personally identifiable information (PII) of thousands of clients and customers were
exposed as a result.
Deficient Policies and Procedures.
According to the SEC, none of the email
accounts were protected in accordance
with the firms’ policies. In addition, one
of the advisers and its affiliated dual
registrant allegedly sent breach notifications to clients that included misleading language suggesting that the
notifications were issued sooner than
they actually were after discovery of the
incidents.
Another common theme in the cases
is that once a firm discovered an email
account takeover, it failed to adopt and
implement written policies and procedures requiring firm-wide enhanced
security measures (e.g., multi-factor authentication) for cloud-based email accounts until many months or years later,
placing additional client and customer
records and information at risk of actual
and potential exposure.
Charges. The firms were charged
with failure to adopt written policies
and procedures reasonably designed to
protect confidential customer records
and information, in violation of the
Safeguards Rule (Rule 30(a) of Regulation S-P). One of the advisers and its affiliated dual registrant were additionally
charged in connection with their breach
notifications to clients. The SEC order
states that they failed to adopt and
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implement reasonably designed procedures for review of communications
sent to impacted clients in violation of
the antifraud provision of the Advisers
Act and the Compliance Program Rule.
“It is not enough to write a policy requiring enhanced security measures if
those requirements are not implemented or are only partially implemented, especially in the face of known attacks,”
cautioned Kristina Littman, Chief of the
SEC Enforcement Division’s Cyber Unit.
The proceedings against the eight
firms are grouped into three separate
orders based on firm affiliations. Without admitting or denying the SEC’s
findings, each group of firms agreed to
cease and desist from future violations
of the charged provisions, to be censured and to pay a penalty of $300,000,
$250,000, and $200,000, respectively.
See SEC Announces Three Actions
Charging Deficient Cybersecurity Procedures, SEC Press Rel. No. 2021-169
(Aug. 30, 2021); In the Matter of Cetera
Advisor Networks LLC, Cetera Investment Services LLC, Cetera Financial
Specialists LLC, Cetera Advisors LLC,
and Cetera Investment Advisers LLC
(Aug. 30, 2021); In the Matter of Cambridge Investment Research, Inc. and
Cambridge Investment Research Advisors, Inc. (Aug. 30, 2021); and In the
Matter of KMS Financial Services, Inc.
(Aug. 30, 2021).

SEC Sues Adviser for Violation of
Principal Trading Rules
The SEC has settled an enforcement
action with a dually-registered investment adviser and broker-dealer for effecting over 200 fixed-income transactions on a riskless principal basis with
advisory clients, without disclosing to
the clients in writing before the completion of each transaction the capacity in
which it was acting and obtaining transaction-by-transaction client consent. The
firm bought or sold for its own account
on a riskless principal basis the securities held in its clients’ accounts. The orContinued on page 13
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der notes that the firm profited from the
trades because of the spread between
the cost of the traded securities to the
firm and the cost of the traded securities to the advisory clients, less the compensation the firm paid to its investment
adviser representatives or trading desk
for the transactions. The firm disclosed
in monthly statements to its advisory clients the amounts that it was receiving in
gross revenues per trade.
The SEC charged the adviser with violating Section 206(3) of the Advisers Act
and the Compliance Program Rule by failing to implement reasonably designed
written policies and procedures to prevent violations of the Advisers Act. While
the firm’s policies required disclosures
and consents for principal transactions
that were not riskless, the firm did not
have policies and procedures concerning
riskless principal transactions. And then
when it did adopt policies, they did not
require disclosure and consent for each
riskless principal transaction. The SEC
also charged the adviser’s principals for
causing the firm’s violations.
See In the Matter of JW Korth &
Company L.P., James W. Korth, and Holly MacDonald-Korth (Sept. 13, 2021).

Private Fund Placement Agent Fined
for Custody Rule Violations and Lack
of Disclosure of Misappropriation
The SEC has fined an Ohio-based
dual-registrant for violating the Custody
Rule because the firm did not provide
investors in two private funds that it advised with audited financial statements
or alternatively retain an independent
public accountant to conduct surprise
examinations of the private funds’ assets. The money raised through the private fund offerings was to be used to
purchase debt in a Montenegrin entity
that was to purchase property for and
build a resort. According to the SEC’s
order, the adviser became aware that a
person at the target entity had misappropriated investor funds, but the adviser did not disclose the misappropriation
to investors, including investors who
IAA NEWSLETTER
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were clients of the adviser’s, until after
the SEC began its investigation. The SEC
found that the adviser violated certain
antifraud provisions and the Custody
Rule. The SEC ordered the adviser to
pay disgorgement of $37,031.25, prejudgment interest of $7,651.86, and
civil penalties of $150,000.
See McDonald Partners, LLC (Aug.
31, 2021).

SEC IAC Discusses Online Trading
Platforms, PCAOB Reform, and
Recommendations on 10b5-1 Plans
and SPACs
In a meeting on September 9, the
SEC’s Investor Advisory Committee (IAC)
hosted panel discussions on behavioral
design of online trading platforms and
competition and regulatory reform at the
Public Company Accounting Oversight
Board (PCAOB). The IAC also approved
recommendations on Rule 10b5-1 trading plans and Special Purpose Acquisition Companies (SPACs).
Behavioral Design of Online Trading
Platforms: In his opening remarks, SEC
Chair Gary Gensler discussed the SEC’s
request for comment on digital engagement practices (DEPs), which the IAA
plans to comment on, and he raised
questions for the panel about investor
protection, whether DEPs are making
recommendations or providing advice,
and how these business models ensure
fairness of access and pricing. In her
opening remarks, Commissioner Hester
Peirce discussed the need to “resist the
urge to override investor decisions” and
Commissioner Elad Roisman discussed
the “substantial benefits that technological innovation has provided.” Panelists
addressed investor protection concerns,
how to encourage responsible online
trading and educate investors, and
whether Regulation Best Interest should
apply to brokerage platforms.
PCAOB: The panel discussed issues
related to public company audits, audit
quality, and oversight by the PCAOB.
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Rule 10b5-1 Trading Plans: The IAC
approved recommendations regarding Rule 10b5-1 trading plans for company insiders. These plans and Chair
Gensler’s concerns with them are described in an earlier IAA Today article.
The recommendations include requiring a “cooling off” period of at least four
months between the adoption or modification of a plan and the execution of a
trade under the plan. The Chair reiterated his support for a mandatory cooling
off period in his opening remarks. The
IAC also recommends that there should
not be overlapping plans, meaning that
a single person or entity may not have
more than one plan at a time. The IAC
also made several recommendations
regarding disclosure and reporting for
these plans.
Special Purpose Acquisition Companies: The IAC approved two recommendations related to the regulation of
SPACs. The first recommendation is that
the SEC “regulate SPACs more intensely
by exercising enhanced focus and stricter enforcement of existing disclosure
rules.” In his opening remarks, Chair
Gensler agreed that the SEC can do
more related to SPAC disclosures. The
second recommendation was for the
SEC to “prepare and publish an analysis of the players in the various SPAC
stages, their compensation, and their
incentives.”
See Recommendations of the Investor as Purchaser and Investor as Owner
Subcommittees of the SEC Investor
Advisory Committee regarding Special
Purpose Acquisition Companies (Aug.
26, 2021), Draft Recommendation of
the Investor as Owner Subcommittee
of the SEC Investor Advisory Committee
Regarding Rule 10b5-1 Plans (Aug. 26,
2021), and the IAC page of the SEC’s
website.
Please direct any questions or comments about these or other matters
in the Legal & Regulatory Update to
the IAA Legal Team at IAALegalTeam@
investmentadviser.org.
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