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About This Guide

Only Check Point provides a complete mobile security solution that protects devices from threats on
the device (OS), in apps, in SMS messages, and in the network, and delivers the industry’s highest
threat catch rate for iOS and Android. Check Point SandBlast Mobile uses malicious app detection to
find known and unknown threats by applying threat emulation, advanced static code analysis, app
reputation and machine learning.

e Perform advanced app analysis to detect known and unknown threats
e Monitor network activity for suspicious or malicious behavior

e Monitor SMS messages received for malicious URLS

e Assess device-level (OS) vulnerabilities to reduce the attack surface

It uses a variety of patent-pending algorithms and detection techniques to identify mobile device risks,
and triggers appropriate defense responses that protect business and personal data.

The Check Point SandBlast Mobile solution (“the Solution”) includes the following components:
e Check Point SandBlast Mobile Behavioral Risk Engine (“the Engine”)
e Check Point SandBlast Mobile Gateway (“the Gateway”)
o Check Point SandBlast Mobile Management Dashboard (“the SandBlast Mobile Dashboard”)
¢ SandBlast Mobile Protect app (“the App”) for iOS and Android

In cooperation with an MDM, the SandBlast Mobile Solution provides integral risk assessment of the
device to which the MDM can use to quarantine or enforce a set of policies that are in effect until the
device is no longer at High Risk. Such policy enforcement could be to disable certain capabilities of a
device, such as blocking access to corporate assets, such as email, internal websites, etc., thus,
providing protection of the corporation’s network and data from mobile based threats.

This guide first describes how to integrate the Check Point SandBlast Mobile Dashboard with the IBM
MaaS360 MDM. It provides a quick tour through the interface of the MaaS360 Portal and the
SandBlast Mobile Dashboard in order enable integration, alerting, and policy enforcement.

This includes activation and protection of a new device, malware detection, and mitigation (including
mitigation flow).

Note:  During the procedures in this this document there a quite a few pieces of information that you
will need to gather or create. There is a form in Section 7.3 that you can record your settings
for easy reference.
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1 Solution Architecture

1.1 Components
- Component

1 SandBlast Mobile
Protect app

2 EMM/MDM

3 SandBlast Mobile
Gateway

4 Dashboard

5 Behavioral Risk
Engine

oint SandBlast Mobile cloud

1 i
0000o0

4

Dashboard

The SandBlast Mobile Protect app is a lightweight app for iOS® and Android™
that gathers data and helps analyze threats to devices in an Enterprise
environment. It monitors operating systems and information about apps and
network connections and provides data to the Solution which it uses to identify
suspicious or malicious behavior.

To protect user privacy, the App examines critical risk indicators found in the
anonymized data it collects.

The App performs some analysis on the device while resource-intensive analysis
is performed in the cloud. This approach minimizes impact on device performance
and battery life without changing the end-user experience.

Enterprise Mobility Management/Mobile Device Management

Device Management and Policy Enforcement System.

The cloud-based SandBlast Mobile Gateway is a multi-tenant architecture to
which mobile devices are registered.

The Gateway handles all Solution communications with enrolled mobile devices
and with the customer’s (“organization’s”) SandBlast Mobile Dashboard instance.
The cloud-based web-GUI SandBlast Mobile Management Dashboard enables
administration, provisioning, and monitoring of devices and policies and is
configured as a per-customer instance.

The SandBlast Mobile Dashboard can be integrated with an existing Mobile
Device Management (MDM)/Enterprise Mobility Management (EMM) solution for
automated policy enforcement on devices at risk.

When using this integration, the MDM/EMM serves as a repository with which the
SandBlast Mobile Dashboard syncs enrolled devices and identities.

The cloud-based SandBlast Mobile Behavioral Risk Engine uses data it receives
from the App about network, configuration, and operating system integrity data,
and information about installed apps to perform in-depth mobile threat analysis.
The Engine uses this data to detect and analyze suspicious activity, and produces
a risk score based on the threat type and severity.

The risk score determines if and what automatic mitigation action is needed to
keep a device and its data protected.

No Personal Information is processed by or stored in the Engine.

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 5
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2 Preparing MDM Platform for Integration

2.1 Prerequisites

2.1.1. MaaS360 version 10.0 or higher with REST API access enabled.
2.1.2.  For on-premise MaaS360 Deployments, the port used for the APl must be accessible
remotely through your firewall before trying to connect.

2.2 MaaS360 Portal
2.2.1. Login to your MaaS360 Portal.

IBM MaaS360

~© With # DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Search G ? ramela (D
o .
Search Devices, Users, Apps or Docs 1 5 U 3 3 c/;:\— 2 0
Devices AR Users & % Apps d Docs
My Alert Center My Activity Feed

Show All ~
Last Analyzed: 05/11/2017 12:11 PDT
Last Updated On: 05/10/2017 13:37 PDT

& Rule violati or: iPhone (2)
Recently Added No Passcode Jailbroken or { Rule violation cleared for: iPhone (2
Rooted

Devrces Devrces Devrces E|;'| Rule violation for: iPhone (2)
|__|j Rule vielation cleared for: iPhone (2)

D 0 Out of Compliance Roaming Email/VPN/Wi-Fi Rule violation for: iPhone (2)

Devices Devrces Devrces Cunflguratlon
Failure +A New App: SandBlast Mobile Protect

Policy Published: Bobby Android Policy
D 1 3 Long Inactivity

&l

New Device: bbuggs-vV5985 4G

Devices

.:,'T .:ﬂ {ii

Rule violation cleared for: iPhone (2)

View more

Note: During the procedures in this this document there are quite a few pieces of information
that you will need to gather or create. There is a form in Section 7.3 that you can record
your settings for easy reference.

2.3 Creating an API Only Administrator Account (optional)

For the interaction at the API, we will create an APl admin user in the MaaS360 Portal that you
use to limit the capability of the admin credentials used between the SandBlast Mobile Dashboard
and the MaaS360 system.

Note: Itis a best practice to create such an admin account and highly recommended, but is
optional.

Note: Creating an administrator account and administrator role requires a “Services
Administrator” level role.

To create an “API” Administrator Account, follow this process.

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 6
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2.3.1 Create a New API Only Administrator Role
2.3.1.1. Navigate to Setup > Portal Administration > Roles, click “Add Role” button.

IBM MaaS360
-O With #i  DEVICES USERS SECURITY APPS pocs REPORTS I SETUP I Search Q2 Pamela (O
Watson
Services & Settings
T 1 5 Services 2 0
Search Devices, Users, Apps or Docs
Devices Deployment Settings Apps Docs

Login Settings

My Alert Center Branding ity Feed
Show All ~

Last Analyzed: 05/11/2017 12:11 PDT ¥t End user notification Settings

On: 05/10/2017 13:37 PDT

Enterprise Integration

D 0 Recently Added D 0 No Passcode D 0 SEILIGIy Cloud Extender ation cleared for: iPhone (2)
Devices Devices

Devices Rooted

. s 2
ST e ation for: iPhone (2)

’ . P
e ation cleared for: iPhone (2)

D 0 : Out of Compliance D O . Roaming D 0 Email/VPi P ation for: iPhone (2)
Devices Devices

Devices Configura
Failu

e Roles I: SandBlast Mobile Protect
,, e — blished: Bobby Android Policy
1 3 Long Inactivity
Devices Lp New Device: bbuggs-VS985 4G
L Rule violation cleared for: iPhone (2)
View more
IBM MaaS360
@ With #  DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Search QG 7?7 pamela (B
Watson

~ Manage Role Add Role

Select an existing Role from the list {or Add a new Role) to continue

Role® |---Select--- v

2.3.1.2. Enterin a Role Name, such as “mtp_api”, and a description, select the “Select From
Existing” radio button for “Select Mode of Creation”, and choose “Read-Only” from the
drop-down menu.

1BM MaaS360
b With fi  DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Search @ ? pamela (O
Watson

~ Basic Information

1. Basic ion

\API Role for Check Point SandBlast Mobile
Integration.
Role Description”

2. Select Mode of Creation

P
Select From Existing * [Read-only v

Create new ()

2.3.1.3.  Click the “Next” button. The “Grant Access Rights” window is displayed.

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 7
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2.3.1.4. Onthe “Grant Access Rights” screen, scroll down the list and select the following
additional access rights for the new role:
+ Device View — All Devices
+ Set Custom Attribute Value

1BM MaaS360
b With fi  DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Search Q ? Pamela (O
Watson

~ Grant Access Rights
|

L Right To Access Category Description
& Device View - Read-onl Device Management View only access to Device View (no actions). -
I Device Visw-View All Devices Device Mznagement Davice Visw sccess restricked to Visw All Devices (no access to actions or smart search). 1
T DISIEUTE APE TOr S Sevics Device Tznagement BTy [0 QISHIDULE SN ZPP TCUGH = DEVICE WISv SChon:
|| Distribute Doc for a device Device Management Ability to distibute a doc through a Device View acticn.
| | Enable Lost Mode Actions Device Management Ability te view Lest Mode Actien.
|| Enable Watchlist Device Management Enable Watchlist for Enterprise Customers.
|| Enzble-Disable Debug Mode Device Management Ability to Enable/Dizable Debug Mode
[ Exit Kiosk Mode Device Management Ability to exit Kiosk mede on device
| FileVault Recovery Access Right Device Management Ability to check FileVault Recovery Key
[ Install MOM App Device Management Ability to install MDM app through a Device View action.
| Locate Device Device Management Ability to locate a device through a Device View action.
[ Lock Device Device Management Ability to lock 2 device through a Device View action.
[ Manzge Bulk Enrcliments For Android Device Management Ability to access Android Configurator tab under Manage Enrollment Requests
[ Manage Cloud Extenders Device Management Ability to manage Cloud Extenders.
|| Manage Custom Attributes Device Management Ability to add, change or delete Custom Attributes.
[ Manage Device Enrollments Device Management Ability to manage device enrollment requests.
[ Manage Users Device Management Ability to manage users.
[[] Merge Duplicate Device Records Device Management Ability to manually merge Android or Windows Phone 7 device records if automated merge cannot identify the devices to merge.
[] Programmer Mode Device Management Ability to execute enter and exit ptogrammer mode actions
[[] Push OS patches to Test devices Device Management Ability to deploy patches only to Test Devices.
L] Push OS patches to all devices Device Management Ability to deploy patches to both Test and Production Devices.
¢ Refrash Device Information Device Management  Ability to issus an on-demand refrash all information absut the device through a Device View sction.
| | Remote Control devics Davice Mznagement Ability to control View and Marage devics via Remote Control
| | Remove App Davice Mznagement Ability to remove an app through 3 Device View action.
Il Reset Device Passcode Device Management Ability to reset the device passcode throuch a Device View action. E
Save
1BM MaaS360
e With fi  DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Search @ ? Pamela (O
O Vatson
~ Grant Access Rights
Right To Access Category Description
Schedule OS5 Update Device Management Ability to schedule OS5 updates on an 105/05X device. -
Selective Wipe Device Management Ability to selectively wipe (restrict) corporate data from 2 device and revoke the selective wipe from a device through a Device View action.
| Send Logs Mode Device Management Ability to send logs
0g Meccao Device Management Aty to cend 2 mescage to 2 device through 2 Device View action
Set Custom Attribute Value Device Management Ability to set custom attribute values through a Device View action. I
T User Views - Generste Pacsviord Device Management REIty to Generate pazsvioras for Leere throlgh The Uizt Al LSers woriior.
(¥ Users - Read-only Device Management View only access to User Viewr.
|| View Custom Attributes Device Management View only access to custom attributes.
[] View Exceptions Device Management Ability to view Excaptions report.
] View Installed Apps Device Management Ability to view installed app on a device.
| | Wiew Location Information Device Management Ability to view location information for a device.
|| View Private Groups Device Management Wisw Private Groups in Groups UT
[ | wips Device Davice Mznagement Ability to wips the device or canceling pending wipe action though a Device View action.
| | Distribute Docs Doc Distribution Ability to distribute Docs
#| Docs - Read-only Doc Distribution Wiew only access to Docs.
|| Manzge Docs Dec Distribution Ability to add, change or delete Docs.
|# Manzge Document Settings Dec Distribution Ability to modify Document s=ttings
|| Manage Sharepoint Settings Dec Distribution Ability to modify Sharepoint settings
[ change Policy (Groups) Groups Management :i!ts,; t;:g’:z\:-nge MDM 2nd Persona policies for User Groups and Device Groups. Pre-requisite: "View Group” and "Manage Policies - Read-only”
] change Ruleset (Groups) Grouss Management :tg:u\tts, te change Compliance Rulessts for User Groups and Device Groups. Pre-requisite: “View Group” and "Change Compliance Rule Set” access
[ Distribute Apps (Groups) Groups Management  Ability to distribute Apps to User Groups and Device Groups. Pre-requisite: "View Group” and "Apps - Read-only” access rights.
| Distribute Docs (Groups) Groups Management  Ability to distribute Docs to User Groups and Device Groups. Pre-requisite: "View Group” and "Docs - Read-only” access rights.
[ Kide Device (Groups) Groups Management  Ability to execute Hide devices action on Device Groups. Pre-requisiter "View Group” access right. .
1 Manane Grouns Grauns Mananament Ahility tn add and manane leser Grauns and Nevice Grauns. Pre-reauisite: "View Groon™ arcess rinht.

2.3.1.5. Click the “Save” button.

2.3.1.6. Type your admin password, and then click the “Continue” button.

Ll
Security Check

Enter your password® sssssnsssssssl

Continue

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 8
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2.3.1.7. A confirmation message is displayed.

IBM MaaS360
ALy

@ With A DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Search B ? rPamela (O
Watson

~ Role Created

Role Created Successfully
Role Name mtp_api

Role Description API Role for Check Point SandBlast Mobile integration.
Apps - Read-cnly
. App Attributes - All Access
Installed Apps - Read-only
Action History
Device Enrolliments - Read-only
Enable Watchlist
Users - Read-only
Docs - Read-only
Manage Document Settings
0. Mobile Metrics - Read-only
. Manage Policies - Read-only
12. Reports
13. View Administrator
14. Device View - Read-only
15. Device View-View &ll Devices
16, Refresh Device Information
17, Set Custom Attribute Value
18. View Installed Apps
19. View Lecation Information
20. View Groups

Right to Access

oD S OB W M

-

=]
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2.3.2 Create a New Administrator Account

2.3.2.1. Navigate to Setup > Portal Administration > Administrators, click the “Add
Administrator” button.

IBM MaaS360
.@ With fi  DEVICES USERS SECURLTY APPS pocs REPORTS I SETUP I Search © 2 Pamela ()
Watson
Services & Settings
Search Devices, Users, Apps or Docs 1 5 EEICEE 2 0
Devices Deployment Settings Apps Docs

Login Settings

My Alert Center Eranding ity Feed
Show All ~

Last Analyzed: 05/11/2017 12:11 PDT ¥ + End User Notification Settings
On: 05/10/2017 13:37 PDT

Enterprise Integration

D 0 Recently Added D 0 No Passcode D 0 SET[GINE) Cloud Extender ation cleared for: iPhone (2)
Davices Devices

Devices Rooted

’ e P
ey TR ation for: iPhone (2)

. - 21
Portal Administration ation cleared for: iPhone (2)

D Igvices Out of Compliance D gwcas Roaming D Iglices E?naflig\l;’le o Iatior for: iPhone (2)
Failu

i= Roles i: SandBlast Mobile Protect

i L T blished: Bobby Android Policy

Ly New Device: bbuggs-VS985 4G

D 1 3 Long Inactivity

Devices

L_|j Rule violation cleared for: iPhone (2)

View more

IBM MaaS360
o With #  DEVICES USERS SECURITY APPS DOCS REPORTS
Watson

-~ Search Administrators Access Control Settings Add Administrator

1. Enter Corporate Username, Corporate Email Address or Select a Role to "Search” for existing administrators, or leave blank to Search for all.
2. Click the "Add Administrator” button to access the Add Administrator workflow.

Corporate Username Role |[---Select--- v
—_— s
Corporate Email Address Account Status [ Active v

SETUP Search Q@ ? ramelz ()

Search

2.3.2.2.  On the Administrator Details window, fill in the email address and the user name for the
new administrator. If the user name is the same as the email address, select the “same
as Corporate Email Address” checkbox. In our example, we will create an admin
username of “mtp_api_admin”.

IBM MaaS360
o With #  DEVICES USERS SECURITY APPS pocs REPORTS SETUP Search Q7 pamela (B
Watson
Administrator Details
(7] Customer is responsible for maintaining the confidentiality of all user and administrative accounts. Autharization for any and all activities within this site are the responsibility of

the customer. Custemer shall provide prompt notification of any unauthorized use of this site.

Corporate Email Address® =)
Tt () cot @i e

2.3.2.3.  Click the “Next” button.

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 10
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2.3.2.4. Onthe “Assign Roles” window, select the Role created in the previous section (2.3.1),
in our example “mtp_api”.

IBM MaaS360
A with #  DEVICES USERS SECURITY APPS pocs REPORTS SETUP & ? Pamela (O
Watson
Assign Roles
[administrator - Level 2 mtp_api
lsdministrator

Role* |Read-Only
Service Administrator
Help Desk

Role Description

2.3.2.5. Click the “Next” button.

2.3.2.6. Onthe “Review Details” window, review to ensure the configuration is appropriate.

IBM MaaS360
i

-@ﬂmh #i  DEVICES USERS SECURITY APPS pocs REPORTS SETUP e & ? pamela O

Review Details

Username mtp_api_admin
Email Address mis_admin@cptme.us
Assigned Role(s) 1. mtp_api

2.3.2.7. Click the “Save” button.

2.3.2.8.  Type your admin password, and then click the “Continue” button.

»
Security Check
Enter your password® T
Continue
2.3.2.9. A confirmation message is displayed.
IBM MaaS360
‘@ With #  DEVICES USERS SECURITY APPS pocs REPORTS SETUP ear L7 ramela (O

Administrator Created

Portal Administrator Account - mtp_api_admin - has been successfully created.
An email has been sent to the registered email address with the account details and temporary credentials to log inte the portal.

Create Another Administrator

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 11
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2.3.2.10. Finish the creation of the new admin account by logging out of the MaaS360 portal, and
then logging back in using the credentials sent to the email address used for
mtp_api_admin. This will force you to select a new unique password.

MaaS360°

To ensure timely and successful delivery of email from Maa5 360, add maas380&fiberlink com to your address book.
Administrator Password Reset

Your MaaS360 administrator account password has been reset. Log in with the following credentials:

Username: mtp_api_admin
Temporary Password: OLFQz~47
For security reasons, Maa5360 will require you to change the password the next time you log in.
Thank yeou,

Maa5360 Administrator

FOR SUPPORT CONTACT:

Email: ops@fiberlink.com | Phone: 1-855-MAAS360

2.3.2.11. Log into MaaS360 Portal with the above credentials.

IBM MaaS360 = IBM MaaS360

mtp_api_admin

mtp|_api_admin

¥/ Remember Me
Forgot your password?

2.3.2.12. You are then prompted to select a new password. Enter a password that satisfies the
password rules.

IBM MaaS360

Note

Please provide a new password as your password has been (re)set or has expired.

1.Fields marked with * are mandatory.
2.Please use a password that complies with the following rules:
Cantains at least one digit.
Minimum & characters.
Include at least one each of letter, number & punctuation mark. e.g. ~ | @ £ § % ~ & * _ -
Is not one of the 5 previously used password.
3.If you are finding it difficult to create a password that satisfies the above password rules, click on "Generate Strong Password' button to automatically generate a password.

Temporary/Expired Password * |eeasesss

New Password®™ | eessessesssss

Confirm New Password” |ssesssssssses|

Logout Generate Strong Password Save

2.3.2.13. Click the “Save” button.

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 12
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2.3.2.14. Enter in a First Name, Last Name, and Contact Phone Number in the “Add Personal
Information” form.

IBM MaaS360

~ Add Personal Information

This is a one time account setup activity. Please take some time to provide the details so that we can serve you better.

Salutation | ---Select-—- v ‘
First Name* | MTP_API | Middle Name
Last Name* |ADMIN Email Address™ | mis_admin@cptme.us
Business Address Linel Business Address Line2
City | Zip Code
State | Country |United States of America v

Contact Phone {+ Country Code - Phone 0 1 < .
Number) 1650 ‘ |5551212 \ Username mtp_api_admin
Fax | Role mtp_api
Job Title | cxo v ‘ Subscribe to My Watch List Email Alert | ves v
Logout Save

2.3.2.15. Click the “Save” button.

1BM Maa$360
b With #&{ oevices : ? MTPAPL ()

= S———

My Alert Center My Activity Feed Show Al >

Note: Log out and log back into the MaaS360 Portal with your Service Administrator credentials
to continue with the configuration.

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 13
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2.4 Adding a User

Check Point SandBlast Mobile: MDM Integration Guide | IBM MaaS360

There are two ways to add a user, “Add User”, or sync with a corporate user directory.

Note: Use the Cloud Extender or Azure AD Integration to integrate with your Corporate User
Directory to import group and associated user information. Cloud Extender is available for
download on the Services enablement workflow. Azure AD Integration is available as part
of Enterprise Integration. Imported information can be used for automatic provisioning of
users, group based policy assignment and App & Doc distribution. Supported User
Directories for Cloud Extender are Active Directory, OpenLDAP, Novell LDAP, IBM
Domino LDAP and Oracle User Directory.

We are going to show how to add a local user using the “Add User” method.

2.4.0.1.

IBM MaaS360

"‘I"mth h
Watson ﬁ

Navigate to Users > Directory, click the “Add User” button.

My Alert Center

IBM MaaS360

ArsRs .
o fi  DEVICES

SECURITY APPS DOCS REPORTS SETUP
Directory
Groups T 1 5 -
User Attributes |.—-n— Devices Jr=
SECURITY APPS DOCS REPORTS SETUP ¢ ? Pamela (I)

User Directory

Username

Jump To Page

©2017 Check Point Software Technologies Ltd. All rights reserved

Full Name Domain Email Address

Displaying 0 - 0 of 0 Records

Mo entries to show | Show |25 v | Records Reset Filters.

May 22, 2017

= Add User Hide Users with no Devices More ¥

Status User S... Last Updated...

Customize Celumns sV i Export
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2.4.0.2. On the “Add User” pop-up window “Basic” tab, fill in all the required (*) fields with the
appropriate information, such as in the example below.

L
Add User
Basic
Full Name |Dana Scully |
Username=* |dscu|lyr |
Domain* |cptme.us |
Email* |dscu|ly@cptme.us |

User Groups

Phone Number United States of America v
Location |
Add Mew Device L

Cancel Save

Note: You can either add a new device right now by following the instructions in the next
section, or you can click the “Save” button now, and add a new device later using the
instructions in Section 2.7.

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 15
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2.4.1 Adding a Device While Adding the User

2.4.1.1. To add a new device to this new user, select “Add New Device” checkbox, and select
the “Notify User” method.

Add User
Basic Advanced
Full Name |Dana Scully |
Username* |dscu||3-r |
Domain* |cptme.us |
Email* |dscu||y@cptme.us |

User Groups

Phone Number United States of America hd
|

Location |

Add New Device [V

Motify User [V Email SMS

Copy Email || Me
Cancel Save

2.4.1.2. Onthe “Add User” pop-up window, click the “Advanced” tab.
2.4.1.3. Onthe “Advanced” tab, under “Platform”, select “iOS” or “Android”, and under the
“Device Ownership”, select “Corporate” or “Employee Owned”.

=
Add User

Basic Advanced
Platform & MDM Policy i0s w [ Select Policy Set hd
Compliance Rule Set Select Rule Set v
Device Ownership Corporate v
Comments

Cancel Save

2.4.1.4. Click the “Save” button.

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 16
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2.4.1.5. The system will pop-up a success message with the enroliment details sent to the user.

Enroliment request sent successfully.

an enrollment request and registration instructions have been
sent to dscully@cptme.us

The device can also be registered by accessing the below URL
from the device.

Corporate Identifier:

URL: https://fm.dm/

Passcode: h38e7xe
QR Code for Enrollment URL

OK

2.4.1.6. Click the “OK” button.

2.5 Creating a User Groups

To create a group of users whose devices will be registered to the SandBlast Mobile solution,
follow this procedure. Although this can be an optional step, it is used in the creation of the
dynamic Device Provisioning Group in the next section (2.6.1).

2.5.1 Creating a User Group
25.1.1. Navigate to Users > Groups, click the “Add” drop-down button, and select “Local

Group”.

IBM MaaS360

=l With DEVICES SER SECURITY APPS DOCS REPORTS SETUP
Watson

Directory

Groups & 1 5 +
ISearch Devices, Users, Apps or Doc: &

User Attributes

My Alert Center

IBM MaaS360

~Ay With #  DEvICES ; SECURITY APPS DoCs REPORTS SETUP 0 7 pamela O
Watson

Groups £ Show Private Groups Bulk Import Groups I Add ¥

= User Directory Group
Name Policies Enroll... Rule Sets Apps Docs Update... Updated [7 00 Group
Mo group available Device Group
Jump To Page No entries to show | Show |25 ~ | Records Reset Filters Customize Columns csv ¥ Export
©2017 Check Point Software Technologies Ltd. All rights reserved | P. 17
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2.5.1.2. Onthe “Add Local Group pop-up window, enter in a Name, such as “MTP_Users”, and,
if desired, a Description.

Add Local User Group

MNote:
User Groups can be used for assigning policies and distributing Apps & Docs. To manage Groups and take actions on these, use the
"Groups” workflow.

MName * MTP_Users

Usernames (or Email Addresses)

Description Grouping of Users whose i05 and Android devices will be registered to the
Check Paint SandBlast Mobile solution.|

User group to be available for
[+ Security (Policies, Compliance Rules, Locations and Privacy Settings)

(V'] App distribution

lg Doc distribution

Cancel Save

2.5.1.3. Click the “Save” button.

”~

Add Local Group

The User Group has been added successfully. You can manage this and issue Group Actions using the "Groups”

workflow.

H 1 ”
2.5.1.4. Click the “OK” button.

EM Maasas0
."‘.m ﬁ DEVICES SECURITY APPS oS REPORTS SETUP Search Q@ 7 Pamelaw (U]
O Watson - -
Groups ort Groups. Add v
Mame Ty Policies Ruihe Sets Apps Updatied by Updated Last Evaluate...

Juing To Fage Feset Filters Customize Columns . | CSy ~ | | Export
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2.5.2 Adding an Existing User to a User Group

To add an existing user to the User Group we created in the previous section (2.5.1), follow this
procedure.

2.5.2.1. Navigate to Users > Directory, scroll to the user you want to add to a user group, and
click the “View” link.

IBM MaaS360
ke . ? I D
@ With #f  DEVICES SECURITY APPS Docs REPORTS SETUP | 0 7 pamela (O
I Directary I
User Directory Groups e Add User Hide Users with no Devices More ¥
User Attributes
u Use the Cloud Extender to - Directory to import group and associated user information. Cloud Extender is available for download on the x

Services enablement workflow. Imported information can be used for automatic provisioning of users, group based policy assignment and App & Doc distribution. Supported User
Directories are Active Directory, OpenLDAP, Novell LDAP, IBM Domino LDAP and Oracle User Directory.

To specify groups to import, use the workflow Add User Directary Group. To add Local Groups, use the workflow Add Local Group.

Full Name Domain Email Address Status User S... Last Updated...
decully 9 Dana Scully cptme.us dscully@cptme.us Active (ol By 11/10/2016 22:14 IST
Add Device | Reset Password | More.. Yy
Jump To Pag Displaying 1 - 1 of 1 Records | Show |25 | Records Reset Filters Customize Columns csv > Export

2.5.2.2. Click the “Add Group” button.

1BM MaaS360
b With #  DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Search Q7 pPamela (O
Watson

= ‘ 1 dscully & | Add Device Add Group Reset Password Deactivate More ¥

[=] User Summary

Full Name Dana Scully !‘ Email dscully@cptme.us £
Domain cptme.us £ Phone Number = g‘
Status Active Location -
Authentication Type Local
[=] Groups
Group Name Distinguished Name Actions
[=) owned Devices
Device Name Manufa... Model Managed Status Operati... Last Reported

Displaying 0 - 0 of 0 Records

2.5.2.3. Inthe “Add Group” pop-up window, start typing the User Group you want to add the
user to and select the appropriate group from the list, in our example “MTP_Users”.

Add Group

User Groups MTP_Users,

Cancel Save

2.5.2.4. Click the “Save” button.

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 19
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2.5.2.5.  Enter in your admin password, and click the “OK” button.

k3
Security Check
Enter your password® esssmsnssees
Cancel OK
2.5.2.6. The User is now part of the User Group.
IBM MaaS360
L With fi  DEVICES USERS SECURITY APPS poCs REPORTS SETUP Search 7 pamela (Y
@ Watson
@ Directory » MTPJJSEE 2| AddUser Hide Users with no Devices More ¥
Username Full Name Domain Email Address Status User 5... Last Updated...
LTS(U”V o Dana Scully cptme.us dscully@cptme.us Active Local Dicectar 05/11/2017 14:14 PDT
View | Add Device | Reset Password | More... ¥
Jump To Page Displaying 1 - 1 of 1 Records | Show |25 w | Records Reset Filters Customize Columns csy w Export

2.5.3 Adding a New User to an Existing User Group
Adding a new user to an existing user group is close to the same procedure in Section 2.4.

2.5.3.1. Navigate to Users > Groups, under the User Group you created in Section 2.5.1, in our
example “MTP_Users” click the “Users” link.

IBM MaaS360

© With #  DEVICES USERS SECURITY APPS Docs REPORTS SETUP Search 2 ? pamela (O
Watson

Groups P Show Private Groups Bulk Import Groups Add v

Ty..

Namg Policies Enrollm... Rule Sets Apps Docs Update... Updated Last Ev...

MTP_Users
= 4 ] ."k! pslee@checkp.. 11/10/2016 1
Edit | Delete | More...

Jump To Displaying 1 - 1 of 1 Records | Show (25 v | Records Reset Filters. Customize Columns csy > Export

2.5.3.2.  Click the “Add User” button.

IBM MaaS360

k. With #i  DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Search & ? pamela (B
@ Watson

4= 4= User Directory » MTP_Users 3% = | Adduser Hide Users with no Devices More ¥
Username Full Name Domain Email Address Status User 5... Last Updated...

Displaying 0 - 0 of 0 Records

Jump To Page No entries to show | Show |25 | Records Reset Filters Customize Columns csv v Export
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2.5.3.3.  On the “Add User” pop-up window “Basic” tab, fill in all the required (*) fields with the
appropriate information, such as in the example below.
2.5.3.4. Also, enter in the user group in the “Users Groups” field, in our example “MTP_Users”

Add User
Basic

Full Name |Dana Scully |
Username* |dscu|l3-r |
Domain* |cptme.us |
Email* dscully@cptme.us
User Groups MIE_Users,
Phone Number United States of America ki
Location |
Add New Device L

Cancel Save

Note: You can either add a new device right now by following the instructions in the next
section, or you can click the “Save” button now and add a new device later using the
instructions in Section 2.7.
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2.5.3.1 Adding a Device While Adding the User

2.5.3.1.1. To add a new device to this new user, select “Add New Device” checkbox, and select
the “Notify User” method.

™~

Add User

Full Name |Dana Scully |

Username* |dscu|h-r |

Domain* |cptme.us |

Email* |dscu||v@cptme.us |

User Groups MIP_Users,

Phone Number United States of America w

Location |

Add New Device [V

Notify User V] Email SMS

Copy Email [ Me

Cancel Save

2.5.3.1.2. Onthe “Add User” pop-up window, click the “Advanced” tab.
2.5.3.1.3.  On the “Advanced” tab, under “Platform”, select “iOS” or “Android”, and under the
“Device Ownership”, select “Corporate” or “Employee Owned”.

=
Add User
Basic Advanced
Platform & MDM Policy ios ~ || Select Policy Set b
Compliance Rule Set Select Rule Set w
Device Ownership Corporate v
Comments

Cancel Save

2.5.3.1.4. Click the “Save” button.
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2.5.3.1.5. The system will pop-up a success message with the enroliment details sent to the
user.

Enrollment request sent successfully.

An enrollment request and registration instructions have been
sent to dscully@cptme.us

i -'.1 E The device can also be registered by accessing the below URL
]
-

from the device.

Corporate Identifier:

URL: https://m.dm/

Passcode: h38evxe
QR Code for Enrollment URL

OK

2.5.3.1.6. Click the “OK” button.

2.6 Creating a Device Provisioning Group

A device provisioning group is used to tie devices, apps, and app configurations together for
deployment. Maas360 calls a device provisioning group a “device group”. This group will be used
in the SandBlast Mobile Protect app deployment process discussed in Section 4.

2.6.1 Creating a Simple Device Provisioning Group

2.6.1.1. Navigate to Devices > Groups, click the “Add” drop-down button, and select “Device

Group”.
IBM MaaS360
~Lale With £ USERS SECURITY APPS DOCS REPORTS SETUP
Watson _
Inventory
) Advanced Search % 1 5 -+
Search Devices, Users, & .
Groups Devices A
Enrollments
MY Alert Center Actions & Events
- N5/ ) 1 i~
Last Analyzed: 05/11/201) o oo Y + 2 ¢
miml & . miml &
IBM MaaS360
i m'h’m fi  DEVICES USERS SECURITY APPS DOCS REPORTS SETUP ear & 7 Pamela (O

1
Groups # | Show Private Groups Bulk Import Groups I Add ¥,

T User Directory Group
Name Policies Enroll... Rule Sets Apps Docs Update... Updated Foral Erolip
No group available Device Group
Jump To Page Mo entries to show | Show |25 w | Records Reset Filters Customize Columns csy > Export

2.6.1.2. Onthe “Advanced Search” screen, you will need to build a query that will group all
devices matching the criteria into the device group. In our example, we will group all the
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devices assigned to all “Users” in the “Managed User Groups” “Equal To” the User
Group we created in the previous section, in our example “MTP_Users”.

IBM MaaS360
‘b’ With #i  DEVICES USERS SECURITY APPS pocs REPORTS SETUP Search P ? rPamela ()
Watson

Advanced Search

1. Search for ® Active Devices ! Inactive Devices All Devices

2. With Device Type(s) | Smartphones | Tablets

3. Last Reported Last 7 Davs e

4. Search Criteria All Conditions (AND) ~
Condition 1 | Users w | |Managed User Groups w| |Eaqual To v | |[MTP Users -]
Condition 2 Select Category ~ o t 3 Q
Condition 3 |select Category s = e (-]

o

Roset

2.6.1.3. Click the “Search” button.

2.6.1.4. Click the “Create New Device Group” button.

1BM MaaS360

~re With @ USERS SECURITY APPS DoCcs REPORTS SETUP Search Q@ 2 ramelz (O
Watson
Search Results Show Criteria [ Create New Device Group
Device Name Username Email Add... Model Operating ... Last Repor.. 0S Name Platform N..

No device available

Jump To Page No entries to show | Show 25 | Records Customize Columns csv i Export

2.6.1.5. Onthe “Device Group Details” pop-up window, enter a Group Name, such as
“MTP_Devices”, and if desired, a Description.

~
Device Group Details
MNew group will be saved for the current Advanced Search. Filters in the table below would not be
ropcidarad
Group Name=* MTP_Devices
Description: Devices Protected by Check Point SandBlast Mobile
solution,
# Public Private
Cancel Save
2.6.1.6. Click the “Save” button.
IBM MaaS360
= With & USERS SECURITY APPS DOCS REPORTS SETUP Search Q2 ramelz (O
Watson
Groups & | Show Private Groups Bulk Import Groups Add v
Name s Policies Enrollm... Rule Sets Apps Docs updated... Updated Last Eva...
MTP*DEVKES_ “ (—E‘D 11/15/2016 12 05/10/2017 18
Devices | Refresh | Edit | More...
Jump To Page Displaying 1 - 1 of 1 Records | Show 25 v | Records Reset Filters Customize Columns. csv » Export
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2.6.2 Creating a Specific Device Provisioning Group
2.6.2.1. Navigate to Devices > Groups, click the “Add” drop-down button, and select “Device

Group”.
IBM MaaS360
il With fﬁ" DEVICES USERS SECURITY APPS DOCs REPORTS SETUP
Watson
Inventory
i Advanced Search 1 5 0 1
Search Devices, Users, & .
Groups Devices A
Enroliments
My Alert Center Actions & Events
- I I} £
Last Analyzed: 05/11/201 Exceptions ¢ + o C
1M T T ™ 1 N
1BM MaaS360
b With #i  DEVICES USERS SECURITY APPS DOCS REPORTS SETUP 0 ? Pamela (B

< 1
Groups # | Show Private Groups Bulk Import Groups

User Directory Group
Name Policies Enroll... Rule Sets Apps Docs Update... Updated | |, G

Device Group

No group available

Jump To Page Mo entries to show | Show 25 ~ | Records Reset Filters Customize Columns csy > Export
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2.6.2.2. Onthe “Advanced Search” screen, you will need to build a query that will group all
devices matching the criteria into the device group.
2.6.2.2.1. In our example, we will group all the devices assigned to all “Users” in the “Managed
User Groups” “Equal To” the User Group we created in the previous section, in our
example “MTP_Users”, then
2.6.2.2.2. we will add additional conditions for “Operating System” “OS Name” “Contains” “iOS”
and
2.6.2.2.3. “Operating System” “OS Name” “Contains” “Android”. Then,
2.6.2.2.4. change the “Search Criteria” to “Across Conditions (Advanced)” with the formula of “1
AND (2 OR 3)”
2.6.2.3. These criteria will match all iOS or Android devices belonging to the users that belong
to the user group “MTP_Users”.

IBM MaaS360

~= With a USERS SECURITY APPS DOCS REPORTS SETUP Search &E ? pamela (O
Watson

Advanced Search

1. Search for ® Active Devices Inactive Devices All Devices

2. With Device Type(s) | Smartphones | Tablets

3. Last Reported Last 7 Days S

4. Search Criteria Across Conditions (Adva.. | ~ 1 AND (2 OR 3) o
Condition 1 | Users ~ | |Managed User Groups ~ | [Eaual To ~ | [MTP Users ~ @
Condition 2 Operating System « | [0S Name | [ Contains ~ | lios [-]
Condition 3 Operating System ~ | | 0S5 Name ~ | | Contains ~ | | Android [ +]

Reset Search

2.6.2.4. Click the “Search” button.

2.6.2.5. Click the “Create New Device Group” button.

IBM MaaS360
L With & v USERS SECURITY APPS Docs REPORTS SETUP Search G ? ramela (O
Watson
Search Results Show Criteria 2 | Create New Device Group
Device Name Username Email Add... Model Operating ... Last Repor.. 0S Name Platform N..
Mo device available
»
Jump To Page No entries to show | Show 25 + | Records Custemize Columns csv || Export
©2017 Check Point Software Technologies Ltd. All rights reserved | P. 26

May 22, 2017



H Check Point SandBlast Mobile: MDM Integration Guide IBM MaaS360
Check Point g |

SOFTWARE TECHNOLOGIES LTD.

2.6.2.6. Onthe “Device Group Details” pop-up window, enter a Group Name, such as
“MTP_Devices”, and if desired, a Description.

E3
Device Group Details
New group will be saved for the current Advanced Search. Filters in the table below would not be
roncidarad
Group Name= MTE_Devices
Description: Devices Protected by Check Point SandBlast Mobile
solution.
® Public Private
Cancel Save
H 13 ”
2.6.2.7.  Click the “Save” button.
IBM MaaS360
~b- With f  DEVICES USERS SECURTTY APPS Docs REPORTS SETUP Search G ? pramelz (O
Watson
Groups = Show Private Groups Bulk Import Groups Add v
Name s Policies Enrollm... Rule Sets Apps Docs Updated... Updated Last Eva...
POP. Devices 8 11/15/2016 12..  05/10/2017 18.
Devices | Refresh | Edit | More...
Jump To Page Displaying 1 - 1 of 1 Records | Show |25 [+~ Records Reset Filters Customize Columns. csv w Export
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2.7 Adding a Device to an Existing User

2.7.0.1. You can add a device to an existing user by navigating to Users > Directory, scroll to
or search for the user to add a device to, and click the “Add Device” link.

IBM MaaS360
o With : DEVICES USERS SECURITY APPS DOCS REPORTS SETUP
&m, | # poacs
Directory
| : e : : ) Groups @ 1 5 ﬂ!
User Attributes — Devices =
My Alert Center
IBM MaaS3e0
RAAE With ﬁ DEVICES USERS SECURITY APPS DOCS REPORTS SETUP
@ Watson
User Directory
Username Full Name Domain Er
dscully 1]
D Scully tme. d
View | Add Device | Reset Password | More... bttty ERHNERS 3
fmulder 1]
Fox Mulder tme. fi
View Reset Password | More... o HHiaEr A i
pslee o
P la Li tme. 5
View | Add Device | Reset Password | More... ik EpLmEs P

Jump To Page Displaying 1 - 3 of 3 Records | Show |25 v | Records

2.7.0.2. Onthe “Add Device” pop-up window “Basic” tab, select the “Notify User” method.

Add Device
Basic I Advanced I
Username frmulder
Domain cptme.us
Email fmulder@cptme.us
Phone Number United States of America |+ | |
Motify User V] Email SMS
Copy Email L] Me | |
Cancel Send Request
2.7.0.3.  Click the “Advanced” tab.
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2.7.0.4. Onthe “Add Device” pop-up window “Advanced” tab, under “Platform” select “iOS” or
“Android”, and under “Device Ownership” select “Corporate” or “Employee Owned”.

Add Device
Basic Advanced
RatoniEipDRIPobcy Android ¥ || Select Policy Set v
Compliance Rule Set celect Rule Set -
Device Ownership Corporate "

Comments

Cancel Send Request

2.7.0.5. Click the “Send Request” button.

2.7.0.6. The system will pop-up a success message with the enrollment details sent to the user.

Enroliment request sent successfully.

an enrollment request and registration instructions have been
sent to fmulder@cptme.us

E E The device can also be registered by accessing the below URL
ﬁ from the device.
E '

QR Code for Enrollment URL

Corporate Identifier:

URL: https://fm.dm/

| | . . A
- Passcode: b3zd6nh

OK

2.7.0.7.  Click the “OK” button.

Note: Repeat these steps to add another device.
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2.7.1 Enrolling an iOS Device to MaaS360
2.7.1.1. The user will receive an enrollment email from the MaaS360 system.

MaaS360°

Ta ensura timely and successful dalivery of email from MaaS360, add maas360@fiberlink com to your address book.
Device Enrollment Request

vour IT administrator has requested you to enroll your i05 device with MaaS360. This will enable you to access
the corporate rescurces from your i05 device. Maa5360 will alse allow your administrator to manage your
device, send updates, and assist you in troublesheeting device issues.

To enroll your device, open the following URL in your i05 device browser and enter the enrollment passcode
mentioned below.

Note:

1. If you are enrolling an i0S device or Mac, use Safari browser te open the URL.

2. If you are enrolling an Android device, use the 05 native browser or Chrome.

3. If you are enrolling a Windows Phone or Windows device, use |E or Edge browser.

Device Enrollment URL: https://m.dm/ 300 /4986739
Username: dscully
Passcode: mm3brwx

If prompted for your corporate identifier and email address, use the following:

Corporate Identifier: 300"
Domain: cptme.us

Email Address: dscully@cptme.us
Platform: iD5

Maas360 will guide you through the steps required to enroll your device.
If you haven't received this email on your 05 device, then you may have received an SMS message with a quick

link to begin the device enrollment process. Alternatively, use your 105 device camera to capture the QR code
displayed below and open the URL on your i05 device.

E15/

Support Instructions

2.7.1.2.  The user will open the “Device Enrollment URL" link in their device’s browser.

2.7.1.3. The user will be prompted to continue with the install by tapping the “Continue” button.

2.7.1.4. The user will be prompted to enter the passcode they received in the Device Enrollment
Request email, and tapping the “Continue” button.

2.7.1.5. The user will be prompted to accept the “Terms of Use” by selecting the “I have read
and accept the terms” checkbox, and tapping the “Continue” button.

2.7.1.6. The user is then prompted to continue with installing the MaaS360 MDM profile.

& m3mdm [ & m3mdm i & m3Imdm () & mEmdm [
ey Sy ey ey
MaaS360" MaaS360 MaaS360" MaaS360"
Thin device enrollment process will configure your device Provide U pasicide S10m the ervollment rogueit that . On clicking Continue, profile downicad and imitall will
fof corparale accein you receteed i your emal by "

Enraliment stept include:

Piews sccept any prompts fer profile sstailation 1o

enatisue with the enillsens

Passcode ecpkm7|

qw e rit yuioop m

alsidlrjaihlilkl!

e z x| clv| b n|m i

= @ o RO - |
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2.7.1.8.

2.7.1.9.
enrollment process.

Allow "MaaS360" to access
your location even when you
are not using the app?
Required to perform health checks on

your device periodically, and to identify
the location.

Don't Allow

o 3 manage

"MaaS360" Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can

be configured in Settings.

Don't Allow

-] Check Point
SOFTWARE TECHNOLOGIES LTD.
2.7.1.7. The user must tap “Install” through this procedure.
Note: If there is already a device management profile installed, the user must uninstall the
existing profile and then continue with the MaaS360 MDM profile installation.
Carcel Install Profile. Enter Passcode Cancel Cancal Warring @
i 2
3 5 5
'1‘ § .2, Install
o & Cancel

Step 4: Install Apps

‘Weur dievice it new eniolied.

Yots rary Pw st prompta 49 allow corporate mEpA 1o be
iontalied on thit device, ACcept those prompts for
tobieued sccem b conparate data and reduree.

Once the profile is installed, the user will be prompted to install the MaaS360 app.
After the MaaS360 app is installed, the user must launch the app to continue the

IBM MaaS360

2.7.1.10. The device has been successfully enrolled to the MaaS360 system.
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2.7.2 Enrolling an Android Device to MaaS360
2.7.2.1. The user will receive an enrollment email from the MaaS360 system.

Maa$360°

To ensure timely and successful delivery of email from Maa5360, add maas360@fiberlink. com to your address book.
Device Enrollment Request

four IT administrator has requested you to enroll your Android device with MaaS360. This will enable you to
access the corporate resources from your Android device. MaaS360 will also allow your administrator to manage
your device, send updates, and assist you in troubleshooting device issues.

To enroll your device, open the following URL in your Android device browser and enter the enrcliment passcode
mentioned below.

Note:

1. If you are enrolling an i05 device or Mac, use Safari browser to open the URL.

2. If you are enrolling an Android device, use the OS native browser or Chrome.

3. If you are enrolling a Windews Phone or Windewss device, use IE or Edge browser.

Device Enrollment URL: https://m.dm/ /5875573
Username: fmulder
Passcode: b3z4énh

If prempted for your corperate identifier and email address, use the fellowing:

Corporate ldentifier:

Domain: cptme. us

Email Address: fmulder@cptme.us
Platform: Android

Maa5360 will guide you through the steps required to enroll your device.

If you haven't received this email on your Android device, then you may have received an SMS message with a
quick link to begin the device enrcllment process. Alternatively, use your Android device camera to capture the
QR code displayed below and open the URL on your Android device.

Support Instructions

2.7.2.2.  The user will open the MaaS360 link in their device’s browser. This will prompt the user
to go to the Google Play Store to download/mstall the MaaS360 app

-,00..

MaaS360

By IBM

MaaS360 MDM for
Android

@ @ 0 —

T kg Cisn Jabiber r.omn
MyTock

MaaS360 MDM for Android

ManS360 is the

thl‘.\ﬂ

2.7.2.3. Once the MaaS360 app is installed, the user must launch the app to continue the
enrollment process.

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 32
May 22, 2017



? int Check Point SandBlast Mobile: MDM Integration Guide IBM MaaS360
(-] Check Point i i gration Guide |

SOFTWARE TECHNOLOGIES LTD.

2.7.2.4. The user is prompted for the Corporate Identifier as provided in the email and their
email address.

Add Divice

2.7.2.5. The user must accept the Terms of Use, and Activate the MaaS360 app to be a device
administrator.

A MaaSen 5 MaaS360

hecept Tovms

T PN

Wit Pt 175 A ) s

i Sama e )
O a0 e D (10001

vt | st (o
e i ety
U o 0 e
A CEnS g
o
fucn
AMCHNGE foa shat
e LT b
il
) |
[l
ot T O Wi B LA A Ay T
et L anids gy Pped ¥
OIF gt Bt gty L u w3 o i ona,

et
T KT UATED T, T WASRANTY 0 FITLE KOM SFRAIUTNT (8 ATERRERENCE MRS TVl

Finighing Setup

‘Samuung KNOX Privacy Notice

it 1o
o

g wi

T

[t w0 1w 1 1 e et o ]

e
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2.7.2.6.  After the setup is finished, the device has been successfully enrolled to the MaaS360
system.

IEM MaaS380
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2.8 Creating a Mitigation Process

In this procedure, you will create a mitigation label that the SandBlast Mobile Dashboard will use
to label any device in High Risk as determined by the SandBlast Mobile Analysis. This label will
allow the MaaS360 system to identify which devices are at High Risk and to enforce configured
compliance and mitigation policies against those devices.

2.8.1 Creating a Mitigation Label

In MaaS360 the mitigation label is called a custom device attribute. This section describes how to

create the custom device attribute, and the next section (2.8.2) will use this custom attribute to

create a device mitigation group on which compliance and mitigation policies can be applied.
2.8.1.1. Navigate to Devices > Device Attributes, click the “Manage Custom Attributes” button.

IBM MaaS360
i

(A5 With a : USERS SECURITY APPS DoCs REPORTS SETUP @ 2 ramela OO
‘Watson S
Inventary
Custom Attributes Advanced Search 3 Transaction Log
Groups
L7 Bulk Update Fil
1. Must be a texi FAroliments rmat will not be pracessed.
2. Maximum file X
3. First row in thi B -ow and this should contain titles of all attributes to be updated.
4. Each row in th . 2 ontain attributes for only 1 record. Fields must be separated by commas.
Exceptions

5. Each record s! umn and Device Name as the second column.
6. Data for date I

Device Attributes I"j‘j-‘"s"»"ﬁ

Important:

1. It is recommended that you export the results using Smart Search and use this as the starting point for creating the Bulk Update File.

2. In the Header row, you should include only those attributes that need to be updated. In case an attribute is specified and its value is left blank in the records, then the value will be
cleared against the record.

Process Request: Browse...

2.8.1.2. Click the “Add Custom Attribute” button.

IBM MaaS360
~im With a YEVICE USERS SECURITY APPS DOCS REPORTS SETUP Search & 7 pramela ()
Watson
Manage Custom Attributes 24 || 4= Back To Results
(7] MNote: Custom attributes are displayed under "Custom Attributes” category.
Attribute Name » Attribute Type Created On Created By Last Modified On Last Modified By

page[i  of1 Reset Save Add Custom Attribute

2.8.1.3. Onthe “Add Custom Attribute” pop-up window, enter the “Attribute Name”, such as
“MTP_HighRisk_Attribute”, with an “Attribute Type” of “Boolean”.

Add Custom Attribute

Attribute Name: MTP_HighRisk_Attribute

Attribute Type: Boalean W

Add Cancel

2.8.1.4. Click the “Add” button.
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2.8.2 Creating a Device Mitigation Group

Now that we have a mitigation label (“MTP_HighRisk_Attribute”), we will create a Device
Mitigation Group (device group) based on this custom attribute.

For this example, we will call this device mitigation group, “Devices_At_High_Risk”. This group
will contain all the devices in which the custom attribute, for our example
“MTP_HighRisk_Attribute”, is set to “Yes”.

2.8.2.1. Navigating to Devices > Groups, click the “Add” drop-down button, and select “Device

Group”.
2.8.2.2.  Onthe Advanced Search screen, configure the following settings:
2.8.2.2.1. Search for = “Active Devices”

2.8.2.2.2.  With Device Type(s)
2.8.2.2.3. Last Reported
2.8.2.2.4. Search Criteria
2.8.2.2.5. Condition 1

“Smartphones” and “Tablets”

“Last 7 Days”

“All Conditions (AND)”

“Custom Attributes”, “MTP_HighRisk_Attribute”, “Equal To",

13 ”
Yes
IBM MaaS360
A with e USERS SECURITY APPS DoCs REPORTS SETUP Search & ? pamela ()
Watson

Advanced Search

1. search for ®) Active Devices Inactive Devices All Devices

2. with Device Type(s) ¥ Smartphones #| Tablets

3. Last Reported Last 7 Days -

4. Search Criteria All Conditions (AND) ~
Condition 1 | Custom Attributes w | |MTP HighRisk Attribute « | |Eaual To v | | Yes « | @
Condition 2 5eject Category v - - [-]
Condition 3 [sclect Category - - - -+

2.8.2.3.  Click the “Search” button.

2.8.2.4. Click the “Create New Device Group” button.

IBM MaaS360
~l with 3 USERS SECURTTY APPS pocs REPORTS SETUP Search G 7 pamela (O
Watson
Search Results Show Criteria 2 | Create New Device Group
Device Name Username Email Add... Model Operating ... Last Repor.. 0S Name Platform N..
Mo device available
»
Jump To Page No entries to show [ Show |25 |+ | Records Customize Columns | | csv ~|| Export
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On the “Devices Group Details” pop-up window, enter the Group Name, such as in our

2.8.2.5.
example “Devices_At_High_Risk”, and a Description, if desired.

Device Group Details

Group Name+ Devices_At_High_Risk

Description This is the mitigation group that will automatically group all
devices determined to be at High Risk from Check Point

SandBlast Mabile.

2.8.2.6. Click the “Save” button.

IBM MaaS360
S With @ YEVICE USERS SECURITY APPS DOCS REPORTS SETUP Search 2 ? ramela (O
Watson
Groups & | Show Private Groups Bulk Import Groups Add ¥
AY-.- :
Name v Policies Enrolim... Rule Sets Apps Docs Updated... Updated Last Eva...
Devices_At_High_Risk
sl L 11/10/2016 13..  05/10/2017 15..
Devices | Refresh | Edit | More...
w Export

Reset Filters Customize Columns csy

Jump To Page Displaying 1 - 1 of 1 Records | Show |25 v Records

2.8.3 Creating Compliance Policies
Now that we have a Device Mitigation Group, we can create Compliance Policies that will be
enforced on devices that are at High Risk using the Mitigation Label. In this section, we will create
Security Policies and Compliance Rules that will be used to enforce these actions.

We will show a couple of different compliance policies, but these enforcement policies are

something that the customer should create for their environment and needs. In a
production environment, the customer should configure the compliance policies according

to their internal security policy.

Note:

2.8.3.1 Security Policy (Examples)

2.8.3.1.1 Creating Compliance Actions for iOS Devices (Policy)
The policy will specify the actions taken on High Risk iOS devices. In our example, we will disable
the camera and screen captures, but you might create a policy that disables access to the

corporate network or assets.

Navigate to Security > Policies, and click the “Add Policy” button.

IBM MaaS360
~(Ay With #  DEVICES USERS I SECURT I APPS DOCS REPORTS SETUP D ? ramela (O
Watson -i
IPo\ic\as I 2
Policies Compliance Rules Add Policy Precedence Content ¥ More ¥ | |
Compliance Log
Name ¥ Default ype Version  Last Modified Last Published

Privacy

No matching records found
Locations

H 4 B M Showing 0 to 0 of 0 entrigs (TITEred from 9 total entries)
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2.8.3.1.1.2. Enter a Name for the policy, such as “MTP_iOS_HighRisk”, select a “Type” of “iOS
MDM?”, and select “Start From” equal to “Default iOS MDM Policy”.
IBM MaaS360
'mlt'r;m fi  DEVICES USERS APPS pocs REPORTS SETUP & ? Pamela (O
4= Add policy
Description
s
Tl
2.8.3.1.1.3.  Click the “Continue” button.
2.8.3.1.1.4. There are several sections for policy sets, such as “Passcode, Restrictions,
Application Compliance, etc. We will make our modifications in the Restrictions
section.
2.8.3.1.1.5. Select the “Restrictions” tab.
IBM MaaS360
bm&m #  DEVICES USERS APPS DOCS REPDRTS SETUP @ 2 ramela (O
€ | MTP_i05_HighRisk# 2 More -
.‘ Last Published: [Version:N.A.]
= e Settings Configure Device Restri:linn:d P
Yes
ﬁi Passcode
~| Device Functionality
ﬁ. Restrictions Alllrn.wCl_r.oenfrarn_lt(;anage?ln.I'Jl:r:IVarnagfdalpfjswur;. Yes

i05 7.0+
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2.8.3.1.1.6.  Click the “Edit” button.
2.8.3.1.1.7.  Under the Restrictions > Device Functionality section, unselect “Allow Use of
Camera” and “Allow Screen Capture”.

IBM MaaS360
‘@’ With #  DEVICES USERS SECURITY APPS pocs REPORTS SETUP Searc Q7 pamela (O
-
e MTP_iDS_HighRisk#" Cancel Save Save And Publish 2 More -
|
. Last Published: [Version:N.A.]

Configure Device Restrictions

= Device Settings Uneneryptad backups ara restrictad for 2ll APNS managed

Figure restrictions on use of device Wl
— ntant.
E: Passcode
—| Device Functionality
ﬂ Restrictions
I flow Open from Hanaged to Unmanaged apps
Allow files from managed apps ccounts to be opened in .
unman apps. 105 7.0+
% Application Compliance
Allow Open from Unmanaged to Managed Apps
Alloy e e e e —
5 e e[ i0s 7.
£ Activesync [ meneess A
£ Y
Allow AirDrop for Managed Apps [V
Allow AirDrop to be used with managed apps i05 9.0+
= WiFi
.
Allow Installing of Applications
¥ ff, ot install or update their (V']
o '
Allow Use of Cameara
-
B AiTRrint Allow Screen Capture
D revent s
G Accounts
Allow Automatic Synchronization While Roaming
Allow Siri u
i0S 5.0+
Advanced Settings Allow Siri While Locked
Allow Touch ID u
i0S 7.0+
Allow Handoff bl
i0S 8.0+

Allow Voice Dialing

Allowe In-App Purchase

E

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 39
May 22, 2017



; int Check Point SandBlast Mobile: MDM Integration Guide IBM MaaS360
] Check Point 9 |

SOFTWARE TECHNOLOGIES LTD.

2.8.3.1.1.8. Select the “Application Compliance” tab.

2.8.3.1.1.9. Under the Application Compliance section, select “Configure Required
Applications”.

2.8.3.1.1.10. Inthe “Application Name” field, start typing “SandBlast Mobile Protect” and the app
will pop-up, select SandBlast Mobile Protect.

IBM MaaS360

<2 With #  DEVICES USERS APPS DOCS REPORTS SETUP Search A ? pPamela (D)
‘Watson

* | | I MTP_iOS_HighRisk# cancel Save Save And Publish & More -

Last Published: 05/11/2017 16:09 PDT [Version:3]

. . Configure Restricted Applications (App Blacklist)
= Device Settings N PR icas
Add Name for Apps restricted on managed devices, L

ﬁ: Passcode Configure Allowed Applications {(App Whitalist)
" - Add Name for Apps alloved o ged devices. Any oth

fFor Apps alloved on managed devices. Any other app
would be diszllowed.

i Restrictions

,ﬁh Application Compliance

the =ppropriate devices,

3 Activess
£,y Activesync

= win
* Application Name SandBlast Mobile| Change Region [+
VN i0S Apps
S ] SandBlast Mobile Protect ») Sandblast 16
— Device Support: iPhone, Pac é‘ Device Support: iPhone, iPac
= AirPrint M C=teqory:Business Category:Utilities
Price:Free Price:Free

G Accounts
2.8.3.1.1.11. Click the “Save and Publish” button.

2.8.3.1.2 Creating Compliance Actions for Android Devices (Policy)

The policy will specify the actions taken on High Risk Android devices. In our example, we will
disable the camera and screen captures, but you might create a policy that disables access to the
corporate network or assets.

2.8.3.1.2.1. Navigate to Security > Policies, and click the “Add Policy” button.

IBM MaaS360
‘@'\M‘h fi  DEVICES USERS SECURTT APPS DOCS REPORTS SETUP : & 7 pamela (O
Watson 4

1 IPo\ic\as I

Policies Compliance Rules Add Policy Precedence Content ¥ More ¥ | _|

Compliance Log

Name b Default rype Version Last Modified Last Published
Privacy
No matching records found
Locations
H 4 b M Showing 0 to 0 of 0 entrigs (fitered oM ¥ WAl enties)
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2.8.3.1.2.2. Enter a Name for the policy, such as “MTP_Android_HighRisk”, select a “Type” of
“Android MDM”, and select “Start From” equal to “Default Android MDM Policy”.

IBM MaaS360

e fi  DEVICES USERS APPS pocs REPORTS SETUP & ? Pamela (O

- H Check Point SandBlast Mobile: MDM Integration Guide IBM MaaS360
(-] Check Point . |

4= Add policy

+
Name MTP_Android_HighRisk

Description

Start From* (def) Default Android MDM F ¥

2.8.3.1.2.3.  Click the “Continue” button.

2.8.3.1.2.4. There are several sections for policy sets, such as “Passcode, Security,
Restrictions, Application Compliance, etc. We will make our modifications in the

Security, Application Compliance, and Restrictions sections.
2.8.3.1.25. Select the “Security” tab.

IBM MaaS360

-@—V\mh #  DEVICES USERS APPS pocs REPORTS SETUP : P 7 ramela (O

+ | MTP_Android_HighRisk# 2 More ~

Last Published: [Version:N.A.]

> - +| Device Security
ﬂ Device Settings

+| App Security

JE Passcode

& Security
Allow Clipboard

o SAFE 2.0+
a Restrictions
Allow Clipboard Sharing between Apps

—| Data Security

: Yes
vﬁ\a Application Compliance sttt HISISSSE S ARE W RSVEIS Sl s SERE s

Allow Screen Capture TS
i=  native App Compliance SAFE 2.0+

i Allow Share List Yes
\/") ActiveSync s . "-.-.". ::' a ith ot - ) “ i o SAFESD

2.8.3.1.2.6.  Click the “Edit” button.
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2.8.3.1.2.7.  Under the Security > Data Security section, unselect “Allow Screen Capture”.

IBM MaaS360

() .

© With B DEVICES USERS SECURITY APPS DOCS REPORTS SETUP @ ? ramela (B

€ | MTP_Android_HighRisk# cancel Save Save And Publish Z More -
l

Last Published: [Version:N.A.]

. : +| Device Security
= Device Settings

+| App Security

ﬁ Passcode

& Security
Allow Clipboard ad

SAFE 2.0+
Restrictions

Allow bo:

—| Data Security

ng between Apps

-fh Application Compliance SAFE 4.0+
o Allow Screen Capture (-
:=/-\- Native App Compliance SAFE 2.0+
,_Ql!nw Share List B
N ' SAFE 4.0+
of {) ActiveSync

2.8.3.1.2.8. Select the “Restrictions” tab.

2.8.3.1.2.9. Under the Restrictions > Device Feature Restrictions section, change Camera to
“Disabled”.

IBM MaaS360
‘@' With #  DEvICES USERS SECURITY APPS DoCs REPORTS SETUP G 7 pamela O
* | MTP_Android_HighRiski‘ Cancel Save Save And Publish {’ More -

=

Last Published: [Version:N.A.]

) . =| Device Feature Restrictions
ﬂ Device Settings

I Camera Disabled v Android 2.2+ I
88 passcoc
peerote Allow SD Card hd
SAFE 2.0+
m Security Allow SD Card Write L)
SAFE 2.0+
Aestricts Allow USB Mass Storage Android 2.x & 3.x
E estrictions
Allow USB Media Player (MTP, PTP) L
LY SAFE 2.0+
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2.8.3.1.2.10. Select the “Application Compliance” tab.

2.8.3.1.2.11. Under the Application Compliance section, select “Configure Required
Applications”.

2.8.3.1.2.11.1. Inthe “Application Name” field, enter “SandBlast Mobile Protect”

2.8.3.1.2.11.2. Inthe “Application ID” field, enter “com.lacoon.security.fox”

IBM MaaS360
a

(7 With @
‘Watson

DEVICES USERS APPS DOCS REPORTS SETUP Search @ ? Pamela (O

* | MTP_Android_HighRisk # Cancel Save Save And Publish {’ More ~

Last Published: 11/16/2016 15:27 PST [Version:2]

Configure Restri

= Device Settings

Android 2.2+
'ﬁ;’-’ Passcode
rﬁ' Security Configure icted ications by App issi
L Android 2.2+
uﬂ Restrictions
fh Application Compliance Configure Allowed Applications (App Whitelist)
i . L Android 2.2+
= MNative App Compliance
) .
C -
3 ActiveSync
= Wi Android 2.2+
.
< VPN

- ¢ Q | Andwidz2:

S Web Shortcuts Application Name SandBlast Mobile Protect
Application ID
# Device Management App 1D for the applicat com.lacoon.security.fox

2.8.3.1.2.12. Click the “Save And Publish” button.

2.8.3.2 Creating Security Compliance Rule (Enforcement)

This compliance rule will be used to enforce the policies created in the previous section.
2.8.3.2.1. Navigate to Security > Compliance Rules, and click the “Add Rule Set” button.

IBM MaaS360
DLy
¥ e #i  DEVICES USERS APPS pocs REPORTS SETUP & ? Pamela (O

1 Policies 2
I Compliance Rules I -
Compliance Rules & | Add Rule Set Precedence Disable All Show All
J

Compliance Log

1. Create as many Rule Sets as needed to sel
(1] Privacy
2. Start testing any new Rule Set by applying
3. You can explicitly apply a Rule Set to @ dev Locations ise actions against each Rule Set on this table or from the manage groups workflow).
4. You can mark any of the Rule Set as a Defom s e e mmewmserices withaut an explicit Rule Set assignment would be evaluated based on this Rule Set.
5. For viewing the specific Rule Set enabled for a device, look for the attribute "Rule Set’ under Security & Compliance Section in Device View.
5. Use the "Disable All" button to remave Rule Set assignments and active enforcement actions from all managed devices.
Rule Set Name Default Status Precedence Last Updated By Last Updated On v

No matching records found

H 4 » M Showing 0 to 0 of O entries (filtered from B total entries)
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| I1BM MaaS360

2.8.3.2.2. Enterin a Rule Set Name, such as “MTP_HighRisk_Rules”, and if desired to copy
from an existing rule, such as “OS Version”

IBM MaaS360

‘b‘ With 'ﬁ* DEVICES USERS APPS DOCs REPORTS SETUP
‘Watson

G ? ramela (B

e Add Rule Set

* R e
Rille Setftamcto, |MTP_HighR\sk_Ru\e |

Copy From

05 Version v
2.8.3.2.3.  Click the “Continue” button.
2.8.3.2.4. Because SandBlast Mobile supports iOS and Android only, under Basic Settings >
Select Applicable Platforms section, we will unselect all OS’es other than “iOS” and
“Android”.
IBM MaaS360
“"'Wv:‘r;m #  DEVICES USERS APPS pocs REPORTS SETUP & ? pamela O
4+ @ MTP_HighRisk_Rules Edit Rule Set name Save
# Basic Settings —| Select Applicable Platforms
@ Enforcement Rules Fnah\e Rea!-t\me Con’jpliance for 0S'es

L4 los || Android
|__| BlackBerry

Geo-Fencing Rules

-

|__| Windows Phone

L Symbian I Windows Mobile

® <

=) Monitoring Rules

|__| others

—| Event Notification Recipients
Group Based Rules

Enter email addresses for event netification

pslee@cptme.us

oo

—| Exemption

2.8.3.2.5.  Select “Group Based Rules” tab, and click the “Add a New Rule” button.
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2.8.3.2.6. Enter in a Name, such as “MTP_HighRisk”, select the Device Mitigation Group we
created in Section 2.8.2 to put all our SandBlast Mobile Devices into, in our example
“Devices_At_High_Risk”.
2.8.3.2.6.1. Under Enforcement Action section, the first action “When detected in the group” is
already set to “Alert”. Change “Alert” to “Change Policy” action. This will create
additional fields for setting the policies to enforce on iOS, Android, and Windows
Phone.
2.8.3.2.6.1.1. SetiOS policy to the compliance policy we created in Section 2.8.3.1.1, in our
example “MTP_iOS_HighRisk”.
2.8.3.2.6.1.2.  Set Android policy to the compliance policy we created in Section 2.8.3.1.2, in our
example “MTP_Android_HighRisk”

IBM MaaS360

; int Check Point SandBlast Mobile: MDM Integration Guide IBM MaaS360
] Check Point 9 |

e With # DEVICES  USERS APPS  DOCS  REPORTS  SETUP Search o 7 Pamelav ()
‘Watson

& @ m_HighRisk_Rules Edit Rule Set name
ﬂ. Basic Settings Enable Advanced Group based Rules to enforce security compliance for mabile devices.

@ Enforcement Rules

v Geo-Fencing Rules X
—| Configure Group Based Rules

ffigg, Moritoring Rules 3 [Device 1o ot Figh Riok Devices_At_High_Risk ~ [+ -]
Enforcement Action When detected in the group - Change Policy v |
@ Group Based Rules !
i0S - |MTP_i0S_HighRisk |+
Android - | MTP_Android_HighR |+
Windows Phone - | Select Policy A
Motify User: p . —
v |/ Email |ug) Device Notification
MNotify Admins: 4 Standard Email List Other Emails
Message [Vour device has been flagged as at High Risk. Please see the SandBlast Mobile Protect

o and/or your emailfor further instructions.
Customize for each action

2.8.3.2.7.  Click the “Save” button.
2.8.3.2.8.  Type your admin password, and then click the “Continue” button.

L.
Update Rule Set
Enter your password* srssssssssenn |
Cancel Continue
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2.8.4 Applying the Compliance Policy to the Device Provisioning Group

Now that we have created the compliance rule (“MTP_HighRisk_Rules”) we want to enforce, we
need to link those rules to our Device Provisioning Group (“MTP_Devices”) we created in Section
2.6.

2.8.4.1. Navigate to Security > Compliance Rules, find the rule you created in Section 2.8.3.2,
our example is “MTP_HighRisk_Rules”, and click the “Assign” link.

1BM MaaS360

A With 4 DEVICES USERS SECURITY APPS DOCS REPORTS SETUP
Watson

Compliance Rules

. Create as many Rule Sets as needed to serve the needs of different groups.

v

. Start testing any new Rule Set by applying it only to a test Group.

. You can explicitly apply a Rule Set to a device (from device view) or a group (use actions against each Rule S¢

B W R

. You can mark any of the Rule Set as a Default. This would ensure that any devices without an explicit Rule Set

5. For viewing the specific Rule Set enabled for a device, look for the attribute "Rule Set" under Secunty & Compl
6. Use the "Disable All" button to remove Rule Set assignments and active enforcement actions from all managed
W Default Status
MTP_HighRisk_Rules o
Edit Make Default | Audit | Delete Active
roups Applied to:
4 4 L Displaying 1 - 3 of 3 Records (filtered from 11 total entries)

2.8.4.2. Onthe Assign Rule Set pop-up window, select the Device Provisioning Group we
created in Section 2.6, in our example “MTP_Devices”.

Assign Rule Set - MTP_HighRisk_Rules

|I‘-1TP_Devices v
Group
Comments
(Max. 64 chars)
Auto assign to new devices ° %]
Cancel Submit
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2.8.4.3.  Click the “Submit” button.
2.8.4.4. Type your admin password, and then click the “Continue” button.

Assign Rule Set - MTP_HighRisk_Rules to "MTP_Devices"

Note: Review the details below and enter your password to continue. Changes should take affect within
the next 30 minutes.

Rule -~ Action Configured # of affected Device
Device Is at High Risk Immediately after OOC: Change Poli.. 1
Enter your password*
Cancel Continue
IBM MaaS360
S With ’ﬁ“ DEVICES USERS sECURI APPS DOCS REPORTS SETUP
Watson

Compliance Rules

. Create as many Rule Sets as needed to serve the needs of different groups.

v

. Start testing any new Rule Set by applying it only to a test Group.

L

. You can explicitly apply a Rule Set to a device (from device view) or a group (use actions against each Rule S¢
4. You can mark any of the Rule Set as a Default. This would ensure that any devices without an explicit Rule Set
5. For viewing the specific Rule Set enabled for a device, look for the attribute "Rule Set” under Security & Compl

6. Use the "Disable All" button to remove Rule Set assignments and active enforcement actions from all managed

- b, 4 Default Status
MTP_HighRisk_Rules @
Edit | Assign | Make Default | Audit | Delete Active
roups Applied to: MTP_Devices
4 4 Pre— Displaying 1 - 3 of 3 Records (filtered from 11 total entries)

Note: Now any device in the Device Provisioning Group (“MTP_Devices”) that has their custom
attribute (“MTP_HighRisk_Attribute”) set to “Yes” by the SandBlast Mobile system will be
placed in the Device Mitigation Group (“Devices_At_High_Risk”), which in turn will have
the compliance actions in the Compliance Rule (“MTP_HighRisk_Rules”) acted upon it.

. For iOS, this policy is named “MTP_iOS_HighRisk”, and
. For Android, this policy is named “MTP_Android_HighRisk”.

Note: At this point, we have all the information we will need to configure the MDM integration
settings in the SandBlast Mobile Dashboard. We are going to do that and then return to
the MaaS360 Portal to configure the SandBlast Mobile Protect app deployment settings.

From Our Examples:

Server = https://services.m3.maas360.com

API Admin Username/Password = mtp_api_admin/<hidden>
Device Provisioning Group(s) = MTP_Devices

Mitigation Label = MTP_HighRisk_Attribute
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3 Configuring the SandBlast Mobile Dashboard MDM
Integration Settings

3.1 Prerequisites
3.1.1.  You will need the following details from your MaaS360 Deployment:

| Note: There is a table in Section 7.3 that you can record your settings for easy reference.

3.1.1.1.  Server: The root URL to your MaaS360 Web Services API including the leading
https://, such as https://services.m3.maas360.com

3.1.1.2. MaaS360 API Administrator Username and Password: These are the Admin
credentials that the SandBlast Mobile Dashboard will use to connect to the MDM. You
may have created a special APl Admin account in Section 2.3 for this purpose.

3.1.1.3.  Billing ID: This is the Corporate Identifier and can be located on Setup > Deployment
Settings.

3.1.1.4. API App ID: com.[Billing ID or Corporate Name].api (This information needs to be
obtained from IBM MaaS360 Support)

3.1.1.5. Access Key: This key needs to be obtained from IBM MaaS360 Support.

3.1.1.6. Organization Groups(s): This is the MaaS360 device provisioning group to which the
devices to be registered to SandBlast Mobile are grouped, and will be integrated with
the SandBlast Mobile Dashboard. Multiple groups can be integrated with the one
SandBlast Mobile Dashboard instance by entering each label name separated with a
semicolon (;). This is the Device Provisioning Group we created in Section 2.6
(“MTP_Devices").

Note:  Multiple SandBlast Mobile Dashboards can be integrated to one MaaS360
instance by separating the devices into different “Device Provisioning Groups”,
such as creating a device provisioning group for All EU Devices (i.e.
“MTP_EU_Devices”) and a device provisioning group for All US Devices (i.e.
“MTP_US_Devices”). Then, the SandBlast Mobile Dashboard in the EU would
be integrated to “MTP_EU_Devices” and the SandBlast Mobile Dashboard in
the US would be integrated to “MTP_US_Devices”.

3.1.1.7. Mitigation Attribute: This is the custom attribute that will be set to “Yes” when the
device is in High Risk. This is the custom attribute that you created in Section 2.8.1
(“MTP_HighRisk_Attribute”).

3.1.2.  For on-premise MDM environments, port 443 (HTTPS) must be remotely accessible
through your firewall from the SandBlast Mobile Dashboard to the MDM system before
trying to connect.

3.1.2.1. See Section 7.1 for the SandBlast Mobile Dashboard IP addresses for your region.

3.1.2.2.  If you do not know your SandBlast Mobile Dashboard’s region, follow the instructions in

Section 7.2 to find out.
3.1.3.  Delete any existing devices in the SandBlast Mobile Dashboard.

Note: Only the devices are synchronized from the MDM to the SandBlast Mobile Dashboard,
not users.
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3.2 Configuring MDM Integration Settings

3.2.0.1.  Navigate to Settings > Device Management > Setting.
3.2.0.2.  Select “MaaS360” from the “MDM service” drop-down menu under the Device
Management Settings area.

Dashboard Events & Alerts Device Risk i0S Profiles App Analysis Network Devices Settings

. .
Device Management Settings:
A service: L
¥ Privacy Settings MDM service: Neone ]

Nona
Unsupported MDM
Airwatch

~ Device Management MNotify user when de) cood Techrology

Mebilelron
I I Registration email {i05): EEsT UG
& Advanced BES

Regiztration email (Android): Eredline e

» Syslog Microsoft Intune

Daily registration limit: 100

* Announcements

¢ License Management

3.2.0.3. A pop-up window will open. Configure the settings as are appropriate for your MaaS360
Deployment, such as those you have created in Section 2.

MaaS360 CONFIGURATION [x]
Server httpsiiservices.m3.maas360.com

Username mtp_api_admin

Password e H e

Billing 1D 300

APl App 1D Com -api

Access key

Oreanization group(s) MTP_Devices

Mitigation attribute MTP_HighRisk_Attribute
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3.2.0.4. Click the “VERIFY” button. If the settings are correct, and the SandBlast Mobile
Dashboard can communicate with the MaaS360 system, you will be able to click the
“SAVE” button to finish configuration.

MaaS360 CONFIGURATION <]
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3.2.1 Registration Email and Registration Limit Settings

3.2.1.1. Navigate to Settings > Device Management > Setting, under the “Notify user when
device was added by MDM” section, when a MDM Service is configured, these settings
are configured automatically. Registration emails are turned off. Daily registration limit is
set to 100.

Dashboard Events & Alerts Device Risk 105 Profiles App Analysis Network Devices Settings

¢ Audit Trail B .
Device Management Settings:

¢ Customization

¥ Privacy Settings MDM service: MaaS3a0 T
| = Device Management | Notify user when device was added by MDM
I & Setting I
Registration email (i05): oN ' OFF
& Advanced

Registration email (Android): ~ ON ' OFF

Daily registration limit: 100
» Administrators

» Announcements

Server: hitpsWiservices. m3. maas360.com

Domain:

Username: mtp_api_admin

Label(s) MTP_Devices

Last updated time: Fri, 12 May 2017 00:15:43 +0000
Sync status: Synchronization not started

Mitigation profile: MTP_HighRisk_Attribute

» License Management

Registration email (i0S) Should the system send Registration email to iOS
devices?

Registration email (Android) Should the system send Registration email to Android
devices?

Daily registration limit The number of devices that can register within a 24 hour
period.

3.2.1.2. If you make changes to the default settings, click the “Save” button to have changes
take effect.

©2017 Check Point Software Technologies Ltd. All rights reserved | P. 51
May 22, 2017



SOFTWARE TECHNOLOGIES LTD.

3.2.2 MDM Advanced Settings

When a MDM Service is configured, the Device Management Advanced Settings are
automatically configured based on recommendations of the selected MDM provider, in this case
from MaaS360. If you wish to change these settings follow this process.
3.2.2.1. Navigate to Settings > Device Management > Advanced, and make any appropriate
changes.

Dashboard Events & Alerts Device Risk i05 Profiles App Analysis Network Devices Settings

T e
e
ml

obile

¥ Audit Trail
MDM Advanced Settings:

» Customization

lewice sync interval: b
b Privacy Settings Device sync interval 10 2
Device deletion threshold: 10 3
= Device Managemeant Deletion delay interval: 0.5 z
“ sst[inq m
—

@ Advanced I

» Administrators
» MITM
*  Announcements

¥ License Management

Device sync interval Interval to connect with MDM to sync devices.
Values: 10-1440 minutes, in 10 minute intervals.

Device deletion threshold Percentage of devices allowed for deletion after MDM device
sync.
100% for no threshold

Deletion delay interval Delay device deletion after sync — device will not be deleted if
it will be re-sync from MDM during the threshold interval.
Values: 0-48 hours

3.2.2.2. If you make changes to the default settings, click the “Save” button to have changes
take effect.
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4 Configuring MDM to Deploy SandBlast Mobile Protect app

4.1 Prerequisites
4.1.1. SandBlast Mobile Gateway/Server — Server name of the SandBlast Mobile
gateway/server, which should be us-gw01 or eu-gw01. If you don’t know your SandBlast
Mobile server name, follow the instructions in Section 7.2 to find out.

4.2 Adding the SandBlast Mobile Protect App to Your App Catalog
Now that the MDM and SandBlast Mobile Dashboard are communicating, we can now start
deploying the SandBlast Mobile Protect app from the public stores to those devices that will be

protected by SandBlast Mobile.
We will need to add the App for both iOS and Android operating systems.

4.2.1 i0S App — Add to Catalog
The SandBlast Mobile Protect App for iOS can be automatically configured and deployed. The
user only needs to accept the installation, and then launch the app once it is installed to finish
activation and registration.
4.2.1.1. Navigate to Home, and select the “Apps” button.

\BM MaaS360

@ With # DEVICES USERS SECURITY APPS [a]elet} REPORTS SETUP Search 3 7 Pamelav (0]
; o
Search Devices, Users, Apps or Docs 1 5 v 3 3 ;/7:\— 2 O
Devices AR Users & % Apps d Docs
P
. i0s =
My Alert Center My
2 iTunes App Store App
Last Analyzed: 05/11/2017 17:36 PDT Last ' Search and pick from the Tunes App Store Catalog
2. iTunes App Store App (B2B)
. &
Recently Added No Passcode Tailbroken or Rooted P -
Devrces Devrces Devlces
P
0]
R|
D 0 Out of Compliance D 0 Roaming D 0 Emai_INPN[WifFi_ 0]
Devices Devices Devices CONfiguration Failure R
R
- R|
D 13 tong mactivity ek from your app catdog
Devices wA NEW APp: SandBlast FIobile Protect

4.2.1.2. Select “iTunes App Store App” from the Store List.

4.2.1.3. Inthe “App” field, enter “SandBlast Mobile Protect” to start actively searching the store.
Select the “SandBlast Mobile Protect” app as indicated below.

iTunes App Store App

App Details Policies and Distribution Configuration Advanced
App SandBlast Mobile Protect | Change Region
<~ 7% SandBlast Mobile P...
Category Device: iPhone, iPad
aneas | Category: Business

Price: Free

Cancel Add

4.2.1.4. Navigate to the “Configuration” tab, and select “Input Type” of “Key/Value”.
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4.2.1.5. Add the following Key/Value pairs:

4.2.1.5.1. Lacoon Server Address = us-gw01 (this value should be your SandBlast Mobile
gateway)

4.2.1.5.2. Device Serial Number = %csn%

iTunes App Store App

App Details Policies and Distribution I Configuration I Advanced

IApp Config Source Key/Value hd
/

1. Use this to define any configuration attributes for the devices that this app supports. Contact app developer to get details

2 Provide thc cttl ibute name in the first field followed by the required value in the latter. Value can be fixed string, username
%username%), domain (%domain), email (%email®%), deviceld (%csn) or any of the user attributes maintained

|Lacoon Server Address ||us—gw01.|ocsec.net | 0 e
|Device Serial Number ||%csn% | -+ °
Cancel Add

4.2.1.6. Click the “Add” button.

4.2.1.7.  Enter your admin password.

To Add App

*
Enter your password

Cancel Continue

4.2.1.8. Click the “Continue” button.

4.2.2 Android App — Add to Catalog

The Android SandBlast Mobile Protect App can be automatically configured and deployed. The
user only needs to accept the installation, and then launch the app once it is installed to finish
activation and registration.

4.2.2.1. Navigate to Home, and select the “Apps” button.

lBM MaaS360

© With # DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Search Q 7 Pamelar (Y
Search Devices, Users, Apps or Docs 1 5 [ ) 3 3 ;/'\— 0
Devices AR Users Apps Docs
A

. i0s
My Alert Center My

I. Android
Last Analyzed: 05/11/2017 17:36 PDT Last

Google Play App
Search and pick from Google Play

=P
Recently Added No Passcode Jailbroken or Rooted = b Elsiplis g dassdild
=l Usload yaur awn private encerprise Android Agp
Devlces Devrces Davlcas
iy Pl ml

Sm Windows =

]
=
== Web A
T [0 _ s e
Devices Devices Devices Configuration Failure g r
App Bundles
Cp

Search and pick from your app catalog

D 13 Long Inactivity L Rule violation for: iPhone (2)

o New App: SandBlast Mobile Protect

Devices

4.2.2.2. Select “Google Play App” from the Store List.
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4.2.2.3. Inthe “App” field, enter “SandBlast Mobile Protect” to start actively searching the store.
Select the “SandBlast Mobile Protect” app as indicated below.

™~
Google Play App
App Details Policies and Distribution Advanced
App Name ™ |sandelast Mobile Protect Provide URL
Name to list rele 'y . SandBlast Mobile P... Beta-SandBlast Mo...
LEML
. . Screen Filter n Bejeweled Classic
=

Google Play App

App Details Policies and Distribution Advanced

App Name®™ ) sandelast Mobile Protect Provide URL

Cancel Add

4.2.2.4. Click the “Add” button.

4.3 Deploying SandBlast Mobile Protect app

To deploy the SandBlast Mobile Protect app to devices that will be registered to the SandBlast
Mobile solution we need to link the SandBlast Mobile Protect app in our app catalog to the Device
Provisioning Group we created in Section 2.6.
4.3.1. Navigating to Apps > App Catalog, select both the iOS and Android SandBlast Mobile
Protect apps.

1BM MaaS360
[ ‘With # DEVICES USERS SECURITY APPS Docs REPORTS SETUP Search A ? Pamelav (0]
O Watson | |
1 ICata\og I
o Add - Featured - App Bundles More +
App Catalog 3 Bundles L

2 Apps : Unselect Alll || Delete | | Distribute | | Bundle

App Attributes

SandBlast Mobile Protect 2.58.0-RELEASE
I’ B 1] N N 05/09/2017 06:47 PDT
¢ View | Distribute | Delete | More... Hsiness o ° ° ° : -b123
SandBlast Mobile Protect - less than 10
. P B N N N 05/01/2017 21:00 PDT 2.58.2855
v View | Distribute | Delete | More... . usiness [i] ° ° °
2 Jump To Page Displaying 1 - 2 of 2 Records | Show |25 | Records Customize Columns. Excel w Export

Total Space Available: 50 MB | Free Space Remaining: 50.0 MB

4.3.2. Click the “Distribute” link.
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4.3.3.  On the “Distribute” pop-up window, set “Target” equal to “Group” and choose the device
provisioning group you created in Section 2.6, in our example “MTP_Devices”.
4.3.3.1. Select “Instant Install” and “Send Email” checkboxes.

Distribute

Target Group v MTP_Devices v &

Instant Install V' Send Email

ﬁ Send Notification

Cancel Distribute

4.3.4.  Click the “Distribute” button.
4.3.5. Enter your admin password, and click the “Continue” button.

To Distribute App

Enter your password .ooooooo"on|

4.4 Setting Policy to Require SandBlast Mobile Protect to be Installed

The SandBlast Mobile Protect app is required by creating a Security Policy for iOS and Android
devices, then creating a compliance rule set to the Device Provisioning Group we created in
Section 2.6, and apply the compliance policy to the Device Provisioning Group.

4.4.1 Creating Compliance Actions for iOS Devices (Policy)
The policy will specify the actions taken on all SandBlast Mobile iOS devices.

44.1.1. Navigate to Security > Policies, and click the “Add Policy” button.

IBM MaaS360
i
<A With #  DEVICES USERS I SECURT I APPS DOCS REPORTS SETUP Q7 ramela (O
Watson 1
i I
Policies Compliance Rules Add Policy Precedence Content ¥ More ¥ | |
Compliance Log
Name v Default ype Version Last Modified Last Published
Privacy
No matching records found
Locations
H 4 bk M Showing 0 to 0 of 0 entrigs (MIGErEd TroN 9 otal enties)
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4.4.1.2. Enter a Name for the policy, such as “MTP_App_iOS", select a “Type” of “iOS MDM”,
and select “Start From” equal to “Default iOS MDM Policy”.

IBM MaaS360
Wby q
-@«mh #i  DEVICES USERS ECURTTY APPS DoCs REPORTS SETUP @ 2 Pamela O

4= Add Policy

Name* MTP_App_i0S
Description
Type? |ios MDM 5|

Dhari Eronic (def) Default 05 MDM Polic ¥ |

4.4.1.3. Click the “Continue” button.

4.4.1.4. There are several sections for policy sets, such as “Passcode, Restrictions, Application
Compliance, etc. We will make our modifications in the Restrictions section.

4.4.1.5. Click the “Edit” button.

44.1.6. Selectthe “Application Compliance” tab.

4.4.1.7. Under the Application Compliance section, select “Configure Required Applications”.

4.4.1.8. Inthe “Application Name” field, start typing “SandBlast Mobile Protect” and the app will
pop-up, select SandBlast Mobile Protect.

1Bl MaaS360

e with 4 DEVICES USERS APPS DoCs REPORTS SETUP Search @ 7 Pamelavr (1)

O Vatson

* | Ij MTP_App_iOs # Cancel Save Save And Publish Z More .
(¢ Last Published: 11/16/2016 14:00 PST [Version:1]

Configure Restricte

= Device Settings

for Ap L
B rasscode
uld
(.
“i Restrictions
- Application Compliance
"a &4
3 ActiveSync
fJJ
= win
c ~m :
L=l mn SandBlast Mabile Protect Change Region [« + ]
oD i0S Apps
SandBlast Mobile Protect
- Device Support: iPhone,iPac
f AirPrint Category:Business
Price:Free
G Accounts

4.4.1.9. Click the “Save and Publish” button.
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4.4.2 Creating Compliance Actions for Android Devices (Policy)
The policy will specify the actions taken on all SandBlast Mobile Android devices.

4.4.2.1. Navigate to Security > Policies, and click the “Add Policy” button.

IBM MaaS360

i

-b'wnh #  DEVICES USERS APPS DOCS REPORTS SETUP @ 2 ramela (O
Watson 4

5 P |

Dlicies Compliance Rules Add Policy Precedence Content ¥ More ¥ _|

Compliance Log

Name v Default Type Version Last Modified Last Published
Privacy

No matching records found
Locations

H 4 bk M Showing 0 to 0 of 0 entrigs (fiitered fronm v wal entries)

4.4.2.2. Enter a Name for the policy, such as “MTP_App_Android”, select a “Type” of “Android
MDM”, and select “Start From” equal to “Default Android MDM Policy”.

1BM MaaS360
Wb q
‘@’\Mth #i  DEVICES USERS SECURITY APPS DOCS REPORTS SETUP G ? Pamela O

4= Add Policy

* b g i
tane |MTe_apa_andreid

Description

Type? | Android MDM M

Start From* | (def) Default Android MDM E ¥ |

feset

4.4.2.3. Click the “Continue” button.
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4.4.2.4. There are several sections for policy sets, such as “Passcode, Security, Restrictions,
Application Compliance, etc. We will make our modifications in the Restrictions section.

4.4.25. Select the “Application Compliance” tab.

4.4.2.6. Click the “Edit” button.

4.4.2.7. Under the Application Compliance section, select “Configure Required Applications”.
4.4.2.7.1. Inthe “Application Name” field, enter “SandBlast Mobile Protect”
4.4.2.7.2. Inthe “Application ID” field, enter “com.lacoon.security.fox”

IBM MaaS360

‘b'wlth #A DEVICES USERS APPS DoCS REPORTS SETUP Search Q) 7 Pamela~w (0]
‘Watson

+ | I] MTP_App_Android # Cancel Save Save And Publish £ More -

Last Published: 11/16/2016 14:05 PST [Version:1]

= Device Settings Configure Restricted Applications (App Blacklist)
L Android 2.2+
f8 Fasscode
Configure icted ications by App
Security
o
L Android 2.2+
] Restrictions
Configure Allowed Applications (App Whitelist)
-fh Application Compliance
L Android 2.2+
= Mative App Compliance
Configure Required Applications
“3 ActiveSync
hdl Android 2.2+
Wi
c
VPN

o Q@ | Android2.2+

SandBlast Mobile Protect

_; Web Shortcuts

* Device Management
4.4.2.8. Click the “Save And Publish” button.

com.lacoan.security.fox
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4.4.3 Applying App Required Policy to Device Provisioning Group

The policies created in the previous section are assigned to the device provisioning group created
in Section 2.6, in our example “MTP_Devices".
44.3.1. Navigate to Devices > Groups, locate the device provisioning group, click the “More...”
link, and select “Change Policy”.

IBM MaaS360

LA With # USERS SECURITY APPS DOCs REPORTS SETUP
Watson

Groups

Name Type Policies Enrollments Rule Sets Apps

I‘-1TP_DeV|ces_ e [_L—lj MTP_HighRisk_._ ‘C:ect Po!nt
Devices | Refresh | Edit I\1ore... I @ Check Point ..
Devices_At_High_Risk Delete
Devices | Refresh | Edit | M

Create Copy

MTP_Users
- Buzz Devices
Users | Edit | Delete | More

Hide Devices
L - 3 of 3 Records | Show |25 v | Records

Send Message

Push i0S Update

Change Policy

Change Rule Set
Distribute App
Distribute Doc

Remove App

Migrate SAFE App

4.4.3.2. SetiOS Policy to the compliance policy we created in Section 4.4.1, in our example
“MTP_App_iOS”.

4.4.3.3. Set Android Policy to the compliance policy we created in Section 4.4.2, in our example
“MTP_App_Android”

Change Policy - MTP_Devices

i0S Policy MTP_App_iOS i
Android Policy MTF_App_Android i
Windows MDM Policy Select a Policy Set >

Auto assign to new devices ﬂ d

Cancel Submit

4.4.3.4, Click the “Submit” button.
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4.4.3.5. Type your admin password, and then click the “Continue” button.

Password Confirmation

Enter Your Password *: eeesssesanans
Cancel Continue
IBM MaaS360
Aiomls With ﬁ DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Search G2 ? Pamelar (0]
@ Watson
Groups & | Show Private Groups Bulk Import Groups Add ¥
Name TY-.- Policies Enrollme... Rule Sets Apps Docs Updated ... Updated Last Eval...
Devit At_High_Risk
EV!(ES* e . ] [_'-_'u 05/11/2017 15: 05/10/2017 18:
Devices | Refresh | Edit | More...
MTP_Devices 8 I & MTP_App_i... -
MTP_HighRis... 11/15/2016 12:..  05/10/2017 18:...
Devices | Refresh | Edit | Mors... 0 e
MTP_Users
s L .'k? 11/10/2016 12:...
Users | Edit | Delete | More...
Jump To Page Displaying 1 - 3 of 3 Records | Show |25 ~ | Records Reset Filters Customize Columns, csv ¥ | Export

Note: Any device that belongs to the Device Provisioning Group (“MTP_Devices”) that hasn't
installed the SandBlast Mobile Protect app will be out of compliance.

4.4.4 Device Out of Compliance — Missing SandBlast Mobile Protect App
4.4.4.1. MaaS360 Portal Home Screen indicates an “Out of Compliance” issue.

IBM MaaS350

bm # DpEvICES USERS SECURITY APPS S REPORTS SETUR Search @ 7 rameac (@)
Y17 o¥34 A\ 2 0
i_l Devices M Users 'fn\‘-‘: Docs
My Alert Center My Activity Feed L %
Last Analyzed: 05/22/2017 10:34 POT L -+ o B

D 0  moh risk Devices D 2 y Ad
Drvicis. Demvices

Roaming
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4.4.4.2. Device Details View indicates an “Out of Compliance” issue.

‘b, Witk # DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Soacch Q@ 7 Pamelas (]
Watuom

- ﬂ Dana iPhoness g Summery = £ §iocate | pavessoge | e muzz Mate. v

=| Hardware Inventory

Usermame dagwty Email Address duully Scptme.us
Operating System HManufacturer apple
HMadel MKWFILLY THEL/MEID
Device 10 ARSIFCOEPIUNGRX 7 hwnership Carporate Ganed #F
Device Enreliment Mode Marwa
- Warkilace & Security
Managed Status Rarated @ [ Applied Policy MOM: MTF_App_i0s (20§ 1
Last Reported of/2arz0r? Iz rOT Jailbroken/ Reoted te @
Failed Settings Ho Selective Wipe Status Mot applied &
Lineryption Level Dlock-level & File-level § Passcode Status MOm:Campliant
Policy Conpliance State out of Complance i) Rules Compliance Status 1n Compliance
out of Complisnce Ressons Required App missing: Sendlisst Mobde Protect Rule Set Kame MITE_MighRisk_Rules
=1 Network Information
Plone Nismber Mok Avadsble # wcm Mot Availabie
15 Roaming Mot Lnabled Intemational Dats Roaming Hat Ennbled
Home Carrier ATAT Current Metwark Type Mt Available

4.4.43. The user and the admin will receive an alert email.

MaaS360°

To ensure timely and successful delivery of email from MaaS360, add massl60Efiberlink. com to your address book.

App Compliance Alert

This mobile device is in viclation of the corporate App Compliance policies. Please take the necessary corrective
actions to avoid any enforcement action.

Device Mame: Dana iPhone6s

-Required App missing: SandBlast Mobile Protect
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5 Deploying SandBlast Mobile Protect App to the Devices

This section describes the user experience during the deployment of the SandBlast Mobile
Protect app.

5.1 Registration of an iOS Device

After the device is registered to the MaaS360 system and the SandBlast Mobile Protect app has
been “Distributed” to the Device Provisioning Group (“MTP_Devices”), the user will be prompted
to install the SandBlast Mobile Protect App.

5.1.1.  The user taps “INSTALL".

5.1.2.  After the App has been installed on the iOS Device, the user only needs to launch the

App to finish the registration.

App Installation
is about to install and manage
the app “Check Point” from the App
Store.
Your iTunes account will not be
charged for this app.

Cancel Install

“Check Point” Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can

be configured in Settings.

Don't Allow

5.1.3.  After the overview, the App will automatically register. The registration server and key are
automatically configured in the App by the MaaS360 system.

Check Point @

SandBlast Mobile

Allow "Protect” to access
your location while you use
the app?

Protect would like to know your
location to protect your device against
rogue networks in your vicinity

Device

Don‘t Allow Compliant

@ NETWORK SECURED
DEVICE ENABLED

5.1.4. Once the App is done scanning the system, it will display the state of the device. In this
case, the device is without malicious or high risk apps, network and OS threats.
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5.2 Registration of an Android Device

After the device is registered to the MaaS360 system, the user will navigate in the MaaS360 App
Catalog app or the user will receive a policy error.

5.2.1 SandBlast Mobile Protect Install Prompted by Compliance Violation

5.2.1.1. The user is prompted through notifications that their device is out of compliance.
Clicking that notification will launch the MaaS360 app, opening the Compliance Status
screen.

5.2.1.2.  Clicking the “Install SandBlast Mobile Protect” button will launch the SandBlast Mobile
Protect app in the Google Play Store.

= :_i_:

5.2.1.3.  Skip to Section 5.2.3 to continue with the app installation.
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5.2.2 SandBlast Mobile Protect Install Initiated by User in MaaS360 App Catalog

5.2.2.1. When the user opens the MaaS360 App Catalog, the app opens to the Apps list.
5.2.2.2.  Clicking the “SandBlast Mobile Protect” app, the user then clicks the “Install” button.

SandBlast Mobile Protect

Play. Business

P

sanpaLasT [

5.2.2.3.  Proceed to Section 5.2.3 to continue with the app installation.

5.2.3 Continuation of SandBlast Mobile Protect App

5.2.3.1. Atthe prompt to open within the Google Play Store, the user clicks the “Continue”
button.

5.2.3.2. The user taps the “INSTALL” button, and taps “ACCEPT" to accept the permissions of

the App. The App installs.

2000
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5.2.3.3.  After the App is installed, the user must launch the App to finish its deployment and
registration to SandBlast Mobile.

5.2.3.4. The user is prompted to allow the SandBlast Mobile Protect app to be a device
administrator. They must tap “Activate”.

5.2.3.5.  Once the App is done scanning the system, it will display the state of the device. In this
case, the device is without malicious or high risk apps, network and OS threats.

g

SandBlat MORILE

SandBlast Mohile

o o o e

SandBlast Mabile Protect

——

p .
iy . MO THREATS
BT 4

SANDBLAST
Lo

SandBiys Mobse Protect heips securs your mobide phone of tabiet
AD LA

= - —_— ﬁ
—__ 9 0~ "
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6 Testing High Risk Activity Detection and Policy Enforcement

Malicious app or activity detected on User’s Device

Check Point SandBlast Mobile cloud

IBM MaaS360

-O- With

| |
00000

]

Dashboard

1 — SandBlast Mobile sends notification to User’s Device
2 — SandBlast Mobile sends High Risk tag for User’s Device to IBM MaaS360
3 — IBM MaaS360 pushes High Risk State Policy Actions to User’s Device

If the user’s device is determined to be at a High Risk state either due to a malicious app or
malicious activity, the SandBlast Mobile system notifies the User via in-app notifications as well as
updates the High Risk state to the MaaS360 system for that device.

MaaS360 receives the state change, and upon recognizing the custom attribute being tied to a
compliance policy, enacts the policy actions.

In the following example, the Administrator will blacklist an app, such as in our example
“Dropbox”. As a result, the user’s device will be identified to be at High Risk due to the blacklisted
app, “Dropbox”, being installed on the device. The SandBlast Mobile Dashboard will notify the
user, and mark the device as High Risk to the MaaS360 system. The MaaS360 System will then
enforce policy actions specified in the compliance policy, in our example
“MTP_Android_HighRisk” based on the compliance rules specifying that the custom attribute set
to “yes” groups this device in the device mitigation group, “Devices_At _High_Risk”. This mitigation
process was the one we created in Section 2.8.
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6.1 Blacklisting a Test App

The first step is to blacklist an app, in our example “Dropbox”.

6.1.1. Log into the SandBlast Mobile Dashboard.

6.1.2. Navigate to App Analysis tab, and search for the app you wish to blacklist, in our
example “Dropbox”.

Dashboard Events & Alerts Device Risk iOS Profiles App Analysis Network Devices Settings

Platform: Install base: Risk level: App policy: App name: FHA256: Version:
Android ¥ | Installed v Al v Al v | Dropbox
Package name:
Show advanced (0
0 installs = Lastupdated ¥ = Dropbox by Dropbox, Inc.
Risk: Install base: Polic r
i
g Dropbox 9 days ago |ngh 5 0 @
Risk: Install base: Policy Threat summary:
High 5 Default m (High) This app was blacklisted
(Low) Backup Tool: The application accesses the device data. It can backup sensitive information from the device.

Description:

0’ Dropbox is the place for your photos, docs, videos, and other

“ files. Files you keep in Dropbox are safely backed up and you
‘ can get to them from all your devices. It's easy to send large files

to anyone, even if they don't have a Dropbox account.

Platform:

Version: Features:

34.2.2/3.4202 ° Edit Microsoft Office files from your phone or tablet

00 - Back up photos and videos automatically if you choose
Ratings: » Send large files without using email attachments

6.1.3.  Click the “Policy” link of “Default”.
6.1.4. On the “Changing application policy” pop-up window, select “Black Listed” from the “New
policy” drop-down menu, and enter a reason for this change in the “Audit Trail note”.

Changing application policy ]

Changing the application policy will effect all of
the devices it is installed on.

This action might take some time to complete,
check the dashboard audit trail for policy change
event.

MNew policy: Black Listed v

Audit Trail note: | test of compliance policy|
Apply only to this version

OK Cancel

6.1.5. Click the “OK” button.
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6.2 View of Non-Compliant Device

6.2.1 SandBlast Mobile Protect App Notifications

6.2.1.1. The user receives a SandBlast Mobile Protect notification indicating that the blacklisted
app is not allowed by Corporate Policy, in our example “Dropbox”.

6.2.1.2.  The user will not be able to use the device’'s camera, as specified in the compliance
actions (policy) we created in Section 2.8.3.1.2, in our example
“MTP_Android_HighRisk” until the user removes the blacklisted app.

6.2.2 MaaS360 App Notifications
6.2.2.1. The user receives a MaaS360 notification as specified in the “MTP_HighRisk_Rules”.

<

Device s n vioiatson of Cwvioe It High Fesk puiey,

Enioroemess action mury be taaes, Reverw ous emed 0
e detii

o
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6.2.3 MaaS360 Email Notification

6.2.3.1.  The user receives an email from the MaaS360 system, as specified in the
“MTP_HighRisk_Rules”.

Maa$360"

To ensure timely and successful delivery of email from MaaS1&0, add maas 360 fiberlink.com to your address book.

Policy Violation Alert

Device Name: fmulder-SM-TH67V
Username: fmulder (fmulder@cptme.us)
Policy Violation: Device is at High Risk

Review executed and planned enforcement actions below:

Actionis) Performed:
Change Policy. MDM Policy will be changed on your device.
Actionis) Planned: None

Instructions from Admin: Your device has been flagged as High Risk. Please see the SandBlast Mobile Protect
app and/or your email for further instructions to remediate the issues.
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6.3 Administrator View on the SandBlast Mobile Dashboard

6.3.1. From the SandBlast Mobile Dashboard, the Administrator will see that there are devices
at high risk.

Dashboard Events & Alerts Device Risk 105 Profiles App Analysis Devices Settings

Device risk Device status
1 0 0 1 1 0 0
Device risk over time Registration Agent release

I 1o 4. 1100% ... o 0% ...

Security events over time

App scanning

207

6.3.2.  Clicking the High Risk will display a list of devices at high risk.
6.3.3.  Selecting the desired device from the left-side list, the Administrator can see that the high
risk state is caused by the blacklisted app, “Dropbox”, is the reason for the high risk state.

C\;ﬂi‘igﬂ:‘[ Vicbile Dashboard Events & Alerts ~ Device Risk  iOS Profiles  App Analysis Network Devices  Settings pslee@cptmenus 8 [

Risk level: Device type: Device name: Device ID: Device status:
High Al v Active v
10f1 Risk v fmulder O connected 10 minutes ago
| Risk: Mitigation: Email: fmulde: 0S:1f§ 6.0.1 Deyice: samsung / SM-T567V
fmulder 10 minutes ago High MDM Phone: No-Nu Agentversion: 2.59.0-RELEASE-...
Risk: Mitigation: Groups: Show: Severity: Name:
High (5) MDM
Installed & Received ¥ Malicious & Warning ¥ Severity v
Dropbox History: 2 events B
Severity: Time: Status: User action: Policy: Event:
Malicious 11 minutes ago Installed No action Black Listed Suspicious Package Updated
Unknown app sources
Severity: Time: Status: User action: Policy: Event:
Warning 27 minutes ago Installed No action Default Suspicious Property Detected
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6.3.4. Navigating to Settings > Audit Tralil, the Administrator will see that there was an alert
sent to the MDM, and hovering over the Event Data information, it will pop-up the Event
that was sent.

6.3.5. In this example Device ID of 73 was moved to Profile “MTP_HighRisk_Attribute” which is
the Mitigation Attribute we configured in the Device Management Settings for MaaS360.

Dashboard Events & Alerts Device Risk i0S Profiles App Analysis Network Devices Settings pslee@cptme.us 8 3

Severity: Admin user: Category: Event data:
S O X
MDM ID: Android69583e029c181c4f
Device 1D 73

» Privacy Settings Severity = Date/Time & Admin user = Module = Category = Event =— Zrofile: MTP_HighRisk_Allribule

+ SMTP Settings Info Thu May 18 2017 12:56:16 PM Lacoon System  MDM MDM Apply profile action succeeded JMDM 1D Andmidlﬁéﬁi&%&nwmmm‘

nDnEViCE . Info Thu May 18 2017 12:56:15 PM pslee@cptme.us Policy-App-Update Policy Update success Change policy request for app: 'Dropbox...
lanagemen

~ Audit Trail
G Audit Trail

» Customization

+ Syslog Warning Thu May 18 2017 12:56:14 PM pslee@cptme_us Dashboard Palicy Update request Change policy request for app: 'Dropbox’
slog

6.4 Administrator View on the MaaS360 Portal

6.4.1. In the MaaS360 Portal from the Home tab, the Administrator can that one or more
devices are “Out of Compliance”.

U MasE 0

(A ven #,OIVICES SIS BECHRITY, APE BOCS (MOORTE,  3ETHP P remire @
716 ©28 20
L Gevices - L Docs
My Alert Center Show all
A nabypac v+ o007

[ — - 0 e
A R et

EmmlVPNWI-F Configuration
Drvices Faiure

6.4.2.  Clicking the “Out of Compliance” button, the Administrator is presented with a list of the
devices currently “Out of Compliance”.

IBM MaaS360
- # DEVICES USERS SECURITY APPS Docs REPORTS SETUP Search 0 ? Pamelav »

A+ With
Watsan

Search Results Show Criteria &£ | Create New Device Group

FEvice Name Email Add... Model Operating ... Last Repor.. 0S Name Platform N.. Managed T..
fmulder-SM-TS67V . @ 5 s / ri /18/21 115 A
e fmulder frmulder@cptme.us  SM-TS67V Android 6.0.1 (MM 05/18/2017 13:15 null Android Enrolled
»
Displaying 1 - 1 of 1 Records | Show |25 w | Records Customize Columns csv - Expork
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6.4.3.  Clicking the “View” link under the device of interest will open the Device Details view
displaying the “Summary” screen.

IBM MaaS360
.b. With # DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Search Q@ ? Pamelav (0]
Watson
4 '] fmulder-SM-T567V & Summary ~ | @ locate | EIMessage | & Buzz More w
~| Hardware Inventory
Username fmulder Email Address fmulder@cptme.us
Operating System Android 6.0.1 Manufacturer samsung
Model SM-T567V IMEI/MEID
Device ID Android69583e029c181c4f Ownership Corporate Owned &
Device Enrollment Mode Manual
[=) workPlace & Security
Managed Status Enralled @ I Applied Policy MDM: MTP_Android_HighRisk (3)(@ I
Last Reported 05/18/2017 13:15 PDT@ Android Blocked Permissions -
Jailbroken/Rooted No @ Device Attestation Failed No @
Last Device Attestation Result 05/18/2017 12:21 PDT@ Factory Reset Protection ot Supported
Failed Settings no@ Selective Wipe Status Not Applied @
Encryption Level Partial Encryption @ Passcode Status MDM: Compliant@
Policy Compliance State In Compliance @ Rules Compliance Status aut of Compliance @
Out of Compliance Reasons Rule:Device Is at High Risk Rule Set Name MTP_HighRisk_Rules
[=) Network Information
Phone Number - IccIo -
Is Roaming Mot Enabled International Data Reaming Mot Enabled
Home Carrier - Current Network Type Not Available

6.4.4. Clicking on the “Summary” drop-down menu, the Administrator can choose “Security &
Compliance” details. The Administrator can see that the device is “Out of Compliance”
because of the device belongs to the “MTP_Android_HighRisk” policy, with the
compliance rule of “Device is at High Risk” under the compliance rule set
“MTP_HighRisk_Rules” being applied.

IBM MaaS360

Sl With ’ﬁ\. DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Search Q2 7 Pamelav (0]
Watson

4 ] fmulder-SM-T567V | ¥ Security & Compliance ~ | O § locate | [uiMessage & Buzz More ¥

(=) Device Security & Restrictions

Jailbroken/Rooted No @ Jailbreak Detection Date

Encryption Level Partial Encryption @ Passcode Status MOM: Compliant @
Auto-Sync Enabled Yes Automatic Data Backup to Google Servers Enabledves

Automatic Restore from Data Backup on Not Supported Allow installation of Non-Market Apps Yes

Application Reinstall

Allow Mock Locations o Camera Present Yes
GPS Present Yes Allow Bluetooth o
Near Field Communication (NFC) Enabled o

(=) Policy & Compliance

Device Policy MDM: MTP_&ndroid_HighRisk (3) Policy Compliance State In Compliance @
Rule Set Name MTP_HighRisk_Rules Rules Compliance Status out of Compliance @
Selective Wipe Status Not Applied & Mailbox Approval State

Configured Settings Application Catalog is enabled for the device Failed Settings Ho @

Doc Store is enabled for the device

I Out of Compliance Reasons Rule:Device Is at High Risk I Master Key Vulnerability PATCHED

(=) Passcode Settings

Passcode Status MDM: Compliant@ Passcode Quality Not Specified

Mil ym Passcode Length 0 Number of Complex Characters 0

Passcode History (1] Maximum Passcode Age 0

Maximum Failed Password Attempts for Wipe 0 Maximum Time to Lock (min) 0.0
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6.4.5.  Clicking on the “Security & Compliance” drop-down menu, the Administrator can choose
“Custom Attributes” details. The Administrator can see which custom attributes are
currently set.

6.4.6. The Administrator can see that the device has the “MTP_HighRisk_Attribute” set to “Yes”.

IBM MaaS360
= with # DEVICES USERS SECURITY APPS Docs REPORTS SETUP Search @ 7 Pamela~ (0]
Watson
4 [T fmulder-SM-T567V [ Custom Attributes ~ | §locate | [AMessage | 4 Buz More =

[=) Device Attributes | Edit

Custom Asset Number Device Owner

Ownership Corporate Owned Test Device Ho
Vendor Purchase Order Number
Purchase Type Purchase Date

Purchase Price - Warranty Number
Warranty Type Warranty Expiration Date

Office/Location Department/Business Unit
Important Device (Skip Enforcement Action) - Comments

Phone Number Public App Store Region

I MTP_HighRisk_Attribute Yes I

6.4.7.  Navigating to Security > Compliance Logs, the Administrator can view the active
“Compliance Events”.

B MaaS60
bw h DEVICES USERS SCCURITY APPS DOCS. REPORTS SETUP £l Q7 Famela~w o

Wistson

Folicres
Compliance Logs Compliance Rules @
Device Name - Usemame Actiy TS Set Manie Action Configured Action Status  Timeé of Execution
Devil becations tighRisk_Rules Change Policy Executed
I- mulder-SM.TEETV fmulder Device is at High Risk MTP_Highfisk_Rules Change Poli Exezuted I
P, (=11 v wpar
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7 Appendices

Check Point SandBlast Mobile: MDM Integration Guide |

7.1 SandBlast Mobile Communication Information

The following table describes the networking rules required to configure your security systems in
order to allow the Solution’s integration with your on premise systems (MDMs, syslog, etc.).

If you do not know your SandBlast Mobile Dashboard’s region, please contact mtp-
alm@checkpoint.com, or alternatively, perform the procedure in Section 7.2.

Connection to
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EU

us

EU

us

EU
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In order to prevent spam filters from blocking SandBlast Mobile’s emails, the following IP address
should be allowed as a sender: 167.89.59.134.
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7.2 Discovering your SandBlast Gateway Name and Region
If you do not know your SandBlast Mobile Dashboard’s region, please follow these instructions.

Note: These instructions must be done prior to configuring the Device Management Settings in
the SandBlast Mobile Dashboard.

7.2.1.  Login to your SandBlast Mobile Dashboard.
7.2.2.  Navigate to Devices.
7.2.3. Click the “Add new device” button to add a new device.

EHIENG) Events & Alerts Device Risk i0S Profiles App Analysis Network Devices Settings

Device num:  Device type: 0OS version: Device details: Not connected: Version: Status:

Add new device Send activation to all

[[+] Name Email Device number Device type 0S version Device details Client version Last seen Status

Import GSV

No data available in table

7.2.4. Inthe pop-up window, enter a name, enter your email address, and ensure that “Send
_r__e_:gistration email” is checked. Click th_e “ADD” button.

Mame test

Groups ALL,

Email pslee@acmecorp.ug
Phone number -+

Send registration email v

cANCEL

7.2.5. Retrieve your email. In the Device Registration email from mtp-register@checkpoint.com
the Server Address will be listed.

7.2.5.1. EU Region = eu-gw01.locsec.net

7.2.5.2. US Region = us-gw01.locsec.net

7.2.6. Go back into the SandBlast Mobile Dashboard > Devices, select the device you just
created, and click the “Delete” button. Confirm deletion of device.
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7.3 Integration Information

MaaS360 APl Admin Username

MaaS360 Billing ID (Corporate Identifier)

MaaS360 API Access Key

MaaS360 Device Custom Attribute

SandBlast Mobile App Name (iOS) SandBlast Mobile Protect
SandBlast Mobile App Name (Android) SandBlast Mobile Protect

For more information, visit checkpoint.com/mobilesecurity
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