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Disclaimer

Copyright and Trademarks: IBM, the IBM logo, ibm.com and other marks belonging to IBM IBM products and services are trademarks of the International Business
Machines Corp., registered in many jurisdictions worldwide. A current list of IBM trademarks is available on the web at “Copyright and trademark information” at
www.ibm.com/legal/copytrade.shtml. Other product and service names might be trademarks of IBM or other companies.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.
Intended audience: This document is strictly under the terms of the IBM Non-Disclosure Agreement, agreed between IBM and its customers and business partners.

Accuracy: This document is current as of the initial date of publication and may be changed by IBM at any time. This document is not intended to make definitive or
categorical statements about functionality, either present or future.

Warranty: THE INFORMATION IN THIS DOCUMENT IS PROVIDED “AS I1S” WITHOUT ANY WARRANTY, EXPRESS OR IMPLIED, INCLUDING WITHOUT ANY
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND ANY WARRANTY OR CONDITION OF NON-INFRINGEMENT. IBM
products are warranted according to the terms and conditions of the agreements under which they are provided.

Product offering and availability: Not all offerings are available in every country in which IBM operates

Client responsibility: Clients are responsible for ensuring their own compliance with various laws and regulations. Clients are solely responsible for obtaining advice
of competent legal counsel as to the identification and interpretation of any relevant laws and regulations that may affect the clients’ business and any actions the
clients may need to take to comply with such laws and regulations. The products, services, and other capabilities described herein are not suitable for all client
situations and may have restricted availability. IBM does not provide legal, accounting or auditing advice or represent or warrant that its services or products will
ensure that clients are in compliance with any law or regulation. It is the user’s responsibility to evaluate and verify the operation of any other products or programs
with IBM products and programs.

Product capabilities: Claims as to product capability are based on current documentation available on the respective websites for IBM and Microsoft.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper
access from within and outside your enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in
damage to or misuse of your systems, including for use in attacks on others. No IT system or product should be considered completely secure and no single product,
service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a lawful,
comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products or services to be most
effective. IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE IMMUNE
FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.
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Event announcement




Event: IBM Think Digital

Think Digital
Event Experience

May 5-6
Wherever you are

IBM Security / © 2020 IBM Corporation

Register now: ibm.com/think




Event: IBM Think Digital. Event

Accelerate recovery and transformation

Due to the devastating effects of COVID-19, there is an urgent need
for society and business to act with agility, resilience and unity.

IBM Think Digital is a highly concentrated 2-day collaboration targeted
at helping you accelerate essential recovery and transformation while
providing the deep technical education you need now.

Join us. Let’s get thinking.

{BM Corporation Register now: ijbm.com/think




Event: IBM Think Digital. Content

Why you should
attend

Gain the insights you need now, from anywhere in the world.

Discover and adapt to new ways of
working

b Get live guidance from experts and
l your community

%

IBM Security / © 2020 IBM Corporation Register nOW: ibm.Com/think 6




Event: IBM Think Digital. Speakers

Jim Whitehurst Ginni Rometty

Arvind Krishna

Chief Executive Officer President Executive Chairman
IBM IBM IBM
A
Amal Clooney Mayim Bialik Imogen Heap
Barrister, Doughty Writer, Actress, Musician, Producer, Founder
Street Chambers Neuroscientist Mycelia for Music
' ﬁ ~ Hugh Herr Jane McGonigal Aithan Shapira Saska Mojsilovié
b . MIT % 1Y Director of Game Artist and Lecturer, MIT IBM Fellow, Co-Director of
o - Biomechatronics RS, R&D, IFTF Sloan Leadership Ctr . Science for Social Good
Dr. Jennifer Eberhardt Eben Novy-Williams Caterina Fake Ralph Clark
Social Psychologist, I Sports Business Reporter, Partner, Yes President and CEO,
Author Bloomberg News VC ShotSpotter
Muriel Médard Ken Goldberg Robin Hauser Riana Lynn
Cecil H Green Roboticist Director and Producer Founder and CEO,
Professor of EECS UC Berkeley Journey Foods
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Digital Event Experience | May 5-6

Register now: ibm.com/think




AGENDA: 15™ April 2020

1. Technical Deep-Dive: Application deployment in MaaS360
2. Questions related to the topic

3. Q&A / Open Forum

IBM Security / © 2020 IBM Corporation



Join us in the IBM Security Community!

Home  Groups ~ Local Groups ~ Events -~  Participate -~ Resources -  All Communities ~

IBM Security MaaS360 s

Group Home Discussion Library Blogs Events Members

=55 Security Community coneetus gy

https://community.ibm.com/security

« Ask questions, get answers

1B

Retrieve a copy of this presentation
Also a recording of the session

M Security / © 2020 IBM Corporation
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https://community.ibm.com/security

Legend

Questions? - We will stop at the end of each section for questions

- Please post your questions in the chat
- We will handle them at the end of each section

Best practice - Lessons learned from customer experience

- And recommendations as best practice

Disam big uation Sometimes the same term is used to describe a number
of concepts — we will define each

ATTENTION We draw your attention to some important points to
note, in order to avoid mistakes

IBM Security / © 2020 IBM Corporation
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Application distribution
and deployment

MaaS360 App Catalog (portal)
MaaS360 App Catalog (device)

Types of apps supported

App management and distribution

App installs and upgrades

Best practice for bulk app management
Other app ‘stuff’: reporting, attributes,
approvals

App Dev/Deployment, App Approvals

ATTENTION: Open invitation to IBM Think Digital, 5t"-6t" May

IBM Security / © 2020 IBM Corporation




Applications iIn MaaS360




Disambiguation

App Catalog (portal)

* Where: administrator console

« What: all apps added by administrator

 How: add / modify / delete apps,
distribute to users/devices/groups

App Catalog I 2 I T
O Awp. Name Type  Categories  Inetalisan.. DWW~ Ao Fest.  Appr.  yopo,  LasUpdated App Vers...
o @ ¢ °

o@ = °

o @ - e

o - °

0@ - o

o8 ES °

oe -~ °

App Catalog (device)

* Where: enrolled device > App Catalog
app auto-installed

« What: displays all distributed apps

« How: display apps and help user to
choose

16:54 S

= App Catalog

New And Updated

II§I

M as360 T B M SB&U H
Browser

App Catalog Popular

EI

M saeo H T M aS360
rrrrrr

IBM Security / © 2020 IBM Corporation https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/concepts/pag_apps_app_catalog.htm 14
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MaaS360 App Catalog (portal)



App Catalog — information displayed

E My Groups

SECURITY APPS X c REPOR SETUP
= Delste More.. - ) ) i ” -
Il o BUSIMESS ess than 10 (1] No 5.56
View Distribute Delete More..
O BUSIMESS less than 10 [i] Yes 03/23/2020 08:51 GMT 6.90
O BUSIMESS less than 10 [i] Yes 03/23/2020 08:51 GMT 6.90
| . BUSINESS less than 10 [i] Yes 03/23/2020 08:51 GMT 6.95
= Delete More...
| . o BUSINESS less than 10 [i ] MNo 03/23/2020 08:51 GMT 6.90
View Distribute Delete More...
|:| BUSINESS less than 10 [i] Yes 03/23/2020 08:51 GMT 6.95
| ﬂ SOCIAL less than 10 [i] Yes 03/23/2020 08:51 GMT 262.0.0.34.117
More...
2t Assistant for Android o A . o e _
| e o PRODUCTIVITY less than 10 [ ] Yes 03/23/2020 08:51 GMT 23.68
g view Distribute Delete More...
2 > ¥ Jump To Pag; Displaying 1 - 25 of 43 Records | Show 25 ~ Records Customize Columns Excel v Export

Total Space Available: 5 GB | Free Space Remaining: 4.92 GB

Customize Columns

IBM Security / © 2020 IBM Corporation https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag _source/concepts/pag_apps_app_catalog.htm
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MaaS360 App Catalog (portal)

IBM MaaS360 |

With
Watson

App name

type

App
category

Distri-
bution

Last
Updated

App
version

Name Type Categories Installs and Pe... Distribu... Last Updated App Version
I:‘ ( ) [ ] / Business \ (.EEE than '_Z\ ) é}'ZL-'ZIIIEC 01:57 GMT \ 97.36 \
O 3 ‘-‘I:'L:'.:r.;:-_;r\D_\l;'.."IIG;' 03/23/2020 18:19 GMT 1.61.0.3
O % - TRAVEL_AMD_LOCAL 20200 GMT 7.11
D |J. GAME_EDUCATIONA T 20200 GMT 49107
O O i . RODUCT 03/23/2020 08:53 GMT 23
O u = . - RODUCT 2020 08:53 GMT 15.3.49
O - BUSIN 20200 GMT 224.02
|:| L ) K GAME_CARD j \less '_Z) Y, E'E.S-QIIIZC 08:53 El"'_j PE-.S.C'.S:lQEJ

IBM Security / © 2020 IBM Corporation  NttpS://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/concepts/pag_apps _manage apps.htm 17
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MaaS360 App Catalog (device)



MaaS360 App Catalog (device)

12:55 @ B 0T 4n76%

IBM MaaS360

16:54 G

- Automatically installed on an
enrolled device

- Allows user to choose from a =~ I L2 Nei el Updated B

o

specially selected group of = . . E
apps &) il @ Q

Features: - |
- Bundles

- Featured Apps
- My Apps

= App Catalog

nnnnnnnnnnnnnnnn

MaaS360 : TeamVi : MaaS360 :
Mail ewer for ... Browser

4 ® ]

_ _ https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/concepts/appcat_android _accessing.htm
IBM Security / © 2020 IBM Corporation  hittns://Awww.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/concepts/appcat_ios_accessing.htm
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Branded Corporate App Catalog (device)

elE T 10:4

Can use corporate logo

w! vodafone IE = ¥ 10:30

Users can more easily identify Essentials

Explore apps you

EVATGYH

Enable Branding / 3 G
documentation: contact IBM
MaaS360 Support

Recommended Apps

io Linl
ceow

A _lan ANON

= oog
‘ 100
ooo

Essentials All Apps My Apps

IBM App Store

) ~ https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/concepts/pag_setup_branding_ios.htm
IBM Security / © 2020 IBM Corporation

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/concepts/pag_setup _branding_android.htm

< @)+

IBM Essentials

9 Apps See All
1Password...
Essentials GET
25 Feb 2020

BluePages
Essentials OPEN
- o}

20
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Types of applications supported



App types

HOME DEVICES USERS SECURT

ios »
05 ¢
App Cata[og Add Featured App Bundles
. i >
Android > o los
] App.. Name Last Up er
Android >
TeamViewer for Remote C ml
] E’] e ¢ Delete Mo Windows > |03“5’
view Distribute Delete Mor I == Windows 4
Microsoft Outlook: Organi
03/25/
O = View Distribute Delete Mo » ?os mac03 s
macO05S "
Microsoft Outlook: Organi Mac0S E Web App
O & 03/25/ IR
View Distribute Delete Mo h Add a browser URL (Web Clip
Web A
Salesforce Einstein Analyl PR App Bundles
O View Distribute Delete Mo Add a br URL (Web Clip) 03724/ Sesrch and pick from your app catalog )
IBM MaaS360
O App Bundles 02/24/2020 01:57 GMT 2.97.36
View Distribute Delete Mo
Search and pick from your app catalog
@ Waze - GPS, Maps, Traffic 03/23/2020 18:19 GMT 4.61.0.3 https://
D View Distribute Delete More... GATION o o = - - o . LU psifwww.waze.com
S Skyscanner — cheap flights, hotels and... TRAVEL_AND LO
D —— v pie - - lessthan10 @ Yes Smartphones 03/23/2020 08:53 GMT 7.11
View Distribute Delete More... CAL
Educational Games for Kids GAME_EDUCATIO
D . - less than 10 o Yes Smartphones 03/23/2020 08:53 GMT 4.2.1073
view Distribute Delete More... NAL
Therefore Go
D . o PRODUCTIVITY less than 10 o No Smartphones 03/23/2020 08:53 GMT 2.3.0
View Distribute Delete More...
Salesforce
ess than o martphones H . B
D . BUSINESS L han 10 o N S h 03/23/2020 08:53 GMT 224.020.0 -

tribute Delete More...

IBM Security / © 2020 IBM Corporation https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/concepts/pag_apps_add.htm 22
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App types

Type For
10S I0OS (iPhone / iPad)
Android Android (phones / tablets)
Windows Windows PC (some Windows 10 Mobile)
MacOS MacBook, iMac
Web Apps (All) Shortcuts to web apps / pages
App Bundles (All) Groups of apps for each platform

IBM Security / © 2020 IBM Corporation
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1I0S apps

% ios v - iTunes App Store App
@ [Tunes App Store Abp Store app, installed via App Store app (or App
iTunes App Store App (B2B) Cata|0g app) On d@Vlce

108 Upload your business app details

Enterprise App for i0OS

105 Upload your own private enterprise i05 App

IBM Security / © 2020 IBM Corporation

- iTunes App Store App (B2B)

Managed via Apple Business Manager or
Apple School Manager, then distributed
through EMM

- Enterprise App for i0OS
In-house developed app with .IPA file

Needs to be digitally signed on Apple Platform
— needs Provisioning Profile

B2B apps: https://help.apple.com/app-store-connect/#/dev275598f16
https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/tasks/pag _apps_add itunes.htm

24
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Android apps

ios

i0s
Android

Google Play App

Search and pick from Google Play

Enterprise App for Android
@ Upload your own private enterprise Android App

Private App for Android Enterprise

Select a Play Private App

Webapp for Android Enterprise

Select Webapp to be added as native private app

Google Play App
« Store app, installed via Play Store app on device
Enterprise App for Android
* Uses APK file — in-house developed app
* Distribute in DA (Device Admin) or DO mode (not PO)
* Installed via APK file and not via Play Store
Private App for Android Enterprise
* Add through MaaS360 Catalog OR through Google Play
* Requires a Google Developer account
* Installed on device via Play Store
Webapp for Android Enterprise
» Shortcut to web application or web page
* Installed via App Catalog app on device

IBM Security / © 2020 IBM Corporation https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pagq_source/tasks/pag_apps _add _google play.htm
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Disambiguation

Android Enterprise

Enterprise app

App for Android

Becomes Android
Enterprise from Android 7

Enterprise
Who uses
the term Google IBM Google
Approach to device Application developed in- APRIEEEN 1D 1o
What is it PP PP P distributed to Android
management house : :
Enterprise devices
Previously known as
_ _ Android for Work
Historical (Android 5/6) Pre-dates Google’s
context change of name

IBM Security / © 2020 IBM Corporation

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/android _enrollment_source/concepts/ae _deployment.htm

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/paq_source/tasks/pag_apps_add_private channel.htm

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/paq_source/tasks/pag_apps _add_android enterprise.htm

26
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Windows apps (1)

© ios
i0s

Android
== Windows

=- Windows Store App

Search and pick from Windows Store

mM Enterprise App for Windows

@ Upload your own private enterprise Windows Phone or Desktop OS5 App

- Windows Store App

Store app, installed via Windows Store
app (or App Catalog app) on device

8% Microsoft | Home  oevice ames & entertaimer ess  Buiness  Stodents & parents Gl Car

Salesforce Chatter Free

salesforce

Available on

o #c

Available on Available on

Eo pC D Mobile device

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/tasks/pag_apps _add winphone_store.htm

IBM Security / © 2020 IBM Corporation
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Windows apps (2)

i0s
108

Android
| == Windows

. mM Windows Store App

Search and pick from Windows Store

mM Enterprise App for Windows

@ Upload your own private enterprise Windows Phone or Desktop OS App

¥

Select an app type to Add enterprise app for Windows

== Windows Universal App Package (.appx and .appxbundle)
® t on Windows 10+ SDK | S on Windows 10+ Deskiops/

Upload an app bu vs 10+ SDK | Supported on Win ablet
2P, Windows Installers (.msi)
B Upload a Microsoft Installer MSI Program | Supported on Windows Desktops/Tablets

-l
- Windows Executables (.exe)
Upload a Win32 EXE Program | Supported on Windows Desktops/Tablets

- N
LA Windows §cr|pts ‘.bat, whs, .ps1, .rleg, -py) B
Upload a Win32 Script | Supported on Windows Desktops/Tablets

== Windows Downloadable Files (.docx, .pptx, .jpeg, .png)
Upload ai orted on Window t blets

]
r ny file | Supported on Windows Desktops/Tablets

IBM Security / © 2020 IBM Corporation

Enterprise App for Windows

ATTENTION: Some of these file types may
modify your system so please test thoroughly

Universal App (Windows 10)

Windows Installer (MSI)

Windows Executable (EXE)

Windows Scripts (BAT, VBS, PS1, REG, PY)

Windows Downloadable Files (DOCX, PPTX,
JPEG, PNG)

28



MacOS apps
% o " ITunes App for macOS

ndroi »
Andretd  Store app
== Windows > .
‘o . Enterprise App for macOS
& Tunes g for macos « Custom / in-house developed file
G S A o mees * Uses MaaS360 Packager to prepare for

¥ distribution
» Supported formats: DMG, PKG, Archives, Any
P;fpkg /éhive Any Files FiIeS and SCfiptS

§ i

Scripts

Please select a file type to proceed

Cancel

IBM Security / © 2020 IBM Corporation  https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/tasks/pag _apps _add macos_itunes.htm 29
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« Similar to ‘web clip’ or ‘shortcut’
« Link to a web page / web app
 Distributed via App Catalog

e Could also distribute via Shortcut
(device policy)

« Can use icon

App Details Policies and Distribution Advanced ¢ Change preflx On URL to Open
MaaS360 Secure Browser

Web App Display Name * Enter Name

» http:// > maas360browser://
Web App URL * Enter Complete
To launch this URL in the MaaS360 Secure -
erowser, use maas360browser) o > https:// > maas360browsers://
maas360browsers:/f instead of http:/f or
https://.

IBM Security / © 2020 1BM Corporation  NLtPS://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/tasks/pag_apps_add_web_app.htm -
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App Bundles

App Bundles

Available for®

Bundle Name*
Upto 50 characters.

Description
Up to 10000 characters.

Bundle Icon~*

Icon size of 500 x 300 px is recommended.
Icons will be resized if required. Valid file
formats - PNG, JPEG, TIF, GIF, BMP.

Show App bundle on end user app catalog

App Name

Only Primary version of the apps can be added
to a bundle. Enter the first few characters of
the App Name to list relevant Apps that are
present in the corporate App Catalog.

Distribute to
When selecting Install Automatically, ensure
that Install Automatically attribute is enabled

at the ann level ac wall far Andraid and

All v

Enter Bundle Name

Enter Bundle Description

All

Enter Bundle Name

Enter Comma Separated App Names

[

Enter Comma Separated App Names

Browse

ed

Add from Defaults ‘

Salesforce

' Price: Free
iTunes App Store App
Category: Business

None

Device: Smartphaone, Tablet

Salesforce Einstein Analytics
_d_ Price: free

Google Play App

Category: BUSINESS

Device: Smartphone

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/tasks/pag _apps app bundles.htm

IBM Security / © 2020 IBM Corporation
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App management and distribution



Managed / distributed app

Managed = by MaaS360 portal, Catalog
Distributed = ‘pushed’ to devices

Best practice: All MaaS360 apps should

be managed and distributed

No. installed = devices with the app present

No. distributed = devices to which the app
has been pushed

IBM MaaS360 | .:.. Q

HOME DEVICES USERS SECURITY APPS DOCs EXPENSE REPORTS

€« B MaaS360 Mail

¥ App Summary

Available for All
Type Google Play App
Supported On Smartphones

Installs [ 2 installed | 2 distributed ]

¥

2 installed | 2 distributed

IBM Security / © 2020 IBM Corporation https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/concepts/pag_apps_multiple_overview.htm S5
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Managed / distributed app

IBM MaaS360

HOME DEVICES USERS

« IBM MaaS360

With
Watson

SUPPORT SECURITY APPS DocCs

App
name

App ID App ID (Bundle ID)

Category

App
Bundles

App
Version

App Version (Full Version)

Category

App Bundles

App Version (Full Version)

3.97.36 (3.97.36)

EXPENSE

REPORTS SETUP INTERNA

~
Type iTunes App Store App Ap p Type

Supported On smartphones, Tablets DeV| ce Type

Business £

ST T T eSO ed Distributions

VPP License Type Device Assignable Llcence
Type

3.97.36(3.97.36)

Update Date (Uploaded By) 03/19/2020 19:04 GMT

Username: | Last Login: Thursday, March 26, 2020 11:00:25 AM GMT | What's New | Feedback for UL | PRIVACY AND LEGAL Cookie Preferences

IBM Security / © 2020 IBM Corporation
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Managed / distributed app

IBM MaaS360 | . Q

IBM MaaS360
View Distribute Delete More...

Business less than 10 o

Q. How do we know an app is managed?

A. Because we can see it in the App
Catalog on the portal (already added)

IBM Security / © 2020 IBM Corporation

IBM MaaS360 |

Avaiabls for W A9 10 (Bundle 10}

uuuuuuuuu

Installs 1 installed | 1 distributed

Q. How do we know an app is distributed?
A. Because we can see that it has

been distributed (‘pushed’) to
devices

35



App distribution

[ \Wind
A Qe

IBM MaaS360

IBM Security / © 2020 IBM Corporation

App Catalog
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App distribution

Same action, different window

IBM MaaS360 |

Add Google Play App

D I Distribute to N
u rl n g ap p Select 'None' if you wish to wait for security o -
=, / ratings to be available before the app is
addltlon distributed

Distribute App: Facebook

fa— " ronm S Available for All A

Target Specific Device v Q

additon = o

Distribute

[] send Notification [ | Send Email

Best practice: Apps should usually be distributed to User groups

IBM Security / © 2020 IBM Corporation  https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/tasks/pag_apps_deploying.htm 37
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Distribution of app to devices

iTunes App Store App

« Available for: user groups

¢ R e m Ove Ap p O n App Details Policies and Distribution Configuration Advanced

M D M CO ntrol Re m Oval Remove App on MDM Control Removal Selective Wipe O EE%E:CE%EHW portal
Se I eCt|Ve WI pe O Efﬂf:l from Shared

Deletion from portal 0 sucrenes

Sto p p i n g d iStri b Utl O n Seeurity '??Li°i?f; I O Restrict Data Backup [ Feature as corporate ] Enable Enferprise
Signout (shared device) P

« Security policy e e

» Resitrict data backup
» Feature as corporate container
» Enable SSO

YVVVYVYY
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Distribution for 1I0OS apps

« Revoke VPP Licence Tunes App Store App
« Security policy settings svellable for Al v
» Restrict data backup to iTunes _ y o o
App Details Policies and Distribution Configuration Advanced
Revole VPP License on |:| Deletion from portal
or stopping
distribution
EEF”r-'W Policies |:| Restrict Data Backup |:| Feature As Corporate |:| Enable Enterprise
Define app policies and behavior, to iTunes Container single sign-on

IBM Security / © 2020 IBM Corporation  https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag _source/tasks/pag_apps_deploying.htm
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Distribution for Android apps

Install Automatically
« Security policies

Add Google Play App

Available far All v

App Details
Policies and Distribution

» Enforce authentication (user authto =75

access app)

» Enforce compliance (no access)

Install Settings

Security Policies
Define app policies and behavior. *

Authentication amnd Compliance s not
upported on Android 100+

App Name Salesforce Einstein Analytics

d App ID app:com.salesforce.wave
Category BUSINESS

|:| Install Automatically

|:| Enforce Authentication |:| Enforce Compliance |:| Feature As Corporate
Container

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/tasks/pag_apps_deploying.htm
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App installs and upgrades



'Silent' / forced installation types

- Apps can sometimes be installed without requiring user intervention
- Terms used: force installation, silent installation, unattended installation
- Only possible for certain types of device / enrollment / apps

IBM Security / © 2020 IBM Corporation
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'Silent' / forced installation types (1I0S / Windows)

Silent installation possible User intervention required

iOS: Supervised mode (App Config / DEP) iIOS: Normal mode

Enterprise App for Windows Windows Store App

« Universal App (Windows 10) > Install Automatically | Windows Enterprise apps: APPX
« Windows Installer (MSI) , Windows Executable and APPXBUNDLE formats

(EXE), Windows Scripts (BAT, VBS, PS1, REG,
PY) > Silent Installation

* Windows Downloadable Files (DOCX, PPTX,
JPEG, PNG) > Instant Download (no installation
required)

IBM Security / © 2020 IBM Corporation



'Silent' / forced installation types (Andr0|d)

IBM MaaS360 |

Add Google Play App

Install Settings |:| Install Automatically

Silent installation possible

User intervention required

- All Android Enterprise devices (PO and DO mode)

- DA mode devices: Samsung SAFE, LG (to Android
9.0), Zebra, Kyocera (to Android 8.0), Bluebird, M3
SM10.

All other Android devices in
Device Administrator mode (up to
Android 9)

IBM Security / © 2020 IBM Corporation
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App Upgrades

Upgrading store apps

» Upgrades are controlled by device
platform and store app

* Auto-updates may be possible

« See silent install scenarios (previous
slide)

» 10S: Settings > iTunes & App Store >
Automatic Downloads > Apps

» Android: Play Store > Settings > Update
apps (Any n/w, WiFi only, None)

» Windows Store: Settings > App Updates >
Update Apps Automatically

IBM Security / © 2020 IBM Corporation

Upgrading non-store (file) apps

The admin must upload new file
versions to the MaaS360 Catalog

Updates to apps will distribute as
previous version (existing
distribution)

To verify updates, check in App
Catalog or perform Advanced
Search or use Reports
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Best practice for bulk app management



Simplicity

« One simple message: What you're looking for can be found on a sample device
« Always start with a device which has what you’re looking for
« Use this device to identify devices in future (groups, rules, alerts)

IBM MaaS360 |

HOME DEVICES USERS SECURITY APPS

<« I__‘ jane.doe-G8341
ey

¥ Hardware Inventory Hardware & OS
wal

Username o .
Security & Compliance
Operating System
Threat Management
Model
Apps Installed
Device ID

App Distributions
Device Enrollment Mode

Docs Downloaded

¥ WorkPlace & Security Certificat
ertincates

Managed Status

Browser History (Visited)

IBM Security / © 2020 IBM Corporation

DO

IBM MaaS360 |t

HOME DEVICES USERS SECURITY APPS3 DOCS

€ [' eomahony-SM-T550 Installed Services v

Advanced Device Management SDKs Enabled

SAFE (5.6), Knox (2.6)

a7



Manage your App Catalog effectively

: 2. Act in bulk 3. Reduce effort
1.Manage in bulk : ) 4. Control app usage
- Monitor app Use silent L
Distribute to groups : : : Use whitelisting,
install and installation where

and in bundles

version status possible ST A, CRplETIES

- Whitelisting: apps

-  Review device

- Plan to distribute to VDes and that should be
groups - Alert Centre P installed
enrollment types S
- Set up your groups (home page) - Plan to use - Blacklisting: apps
- Ensure that new - Reports enrollment tvpes that shouldn’t be
group additions ‘get’ - Compliance . P installed
o which support : s
the existing rules automated a - Required list: apps
distribution ) ) PP that must be
installation

installed

IBM Security / © 2020 IBM Corporation 48



Sample device group for apps

. - Create a device group which
With
IBM MaaS360 | Identifies specific apps etc

HOME DEVICES USERS SECURITY APPS DOCS

- Use this group to distribute
Groups policies to and compliance rules
for change actions

Name Type
App version out of date e ,g
Devices Refresh Edit More... 0

IBM Security / © 2020 IBM Corporation



Search for apps

1. Find the app name and version that you are searching for

(Device > Apps Installed — App name OR App ID and Full version

IBM MaaS360 | . Q

Apps Installed
. b Application Name App ID Full Version

MaaS360 anm.f'iber[ink.maas360.andr 6.96
oid.control

2. Note down or copy values

3. Devices > Advanced Search

Condition 1 Software Installed v App ID v Equal To v Enter Text

Condition 2 Software Installed v Full Version v Equal To v Enter Text

IBM Security / © 2020 IBM Corporation
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Sample Search for App ID + Version

Best practice

How can you be sure that your search information is correct?
- Go to a sample device with the target information, and copy it into a text file

IBM MaaS360 |

<« I; jane.doe-G8341 Apps Installed v

¥ Apps Installed

A Search Crlterla AN Conaditions (AND) - ear re about conf nd 1 Criterin accurately
Application Name AppID Full Version R T T T
Condi Saftware Inctafled v Full Vorsion v Does Not Contain v nsd

MaaS360
Condition 4 Software Installed v App ID ~ Contains ~ | com.fiberlink.maas360.android.control -
Condition 2 Software Installed v Full Version v Contains v | 6.95 =

IBM Security / © 2020 IBM Corporation 51



Searching for devices by enrollment / container type

Search for multiple devices

- Devices > Advanced Search

IBM MaaS360 | v

IBM MaaS360 | v Q

HOME DEVICES USERS SECURITY APPS DOCS EXPENSE REPORTS SETUP

Advanced Search

HOME DEVICES USERS SECURI
1. Search for @ Active Devices O Inactive Devices O All Devices
Inventory
2. With Device Type(s) Desktops Laptops Smartphones Tablets Other
Advanced Search 3. Last Reported Last 7 Days 5
4. Search Criteria All Conditions (AND) v

Learn more about configuring Search Criteria accurately

Condition 1 Hardware Inventory v Device Enrollment Mode v Equal To v Profile Owner Vo=

Hardware Inventory v Container Type v Equal To v Profile Owner v o=
Condition 1 Hardware Inventory v Device Enrollment Mode v Equal To v Profile Owner v -
Condition 2 Hardware Inventory v Container Type v Equal To v Profile Owner v -

IBM Security / © 2020 IBM Corporation



How do | know what type of Enrollment has been used?

Device Enrollment Mode Profile Owner Container Type Profile Owner

Release 10.77 (end March 2020)
These fields have changed, please review your device group definitions:
https://www.securitylearningacademy.com/mod/book/view.php?id=23773&chapterid=1818

CUETERENEVSE - Or more information about Enrollment types please refer to our previous session on Enroliment



https://www.securitylearningacademy.com/mod/book/view.php?id=23773&chapterid=1818

Devices > Advanced Search — uses (1)
1. Search for devices, Create Device Group

 Devices > Advanced Search
 Enter search criteria
 Click Search

Create New Device Group

« Device group available for distributions:
> Apps
» Policies
» Compliance rules

IBM Security / © 2020 IBM Corporation

Q

RITY APPS DOCS EXPENSE REPORTS
Create New Device Group

Groups

Name

App version out of date

Devices Refresh Edit More...
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Devices > Advanced Search — uses (2)

2. Create Alert on Home page

O Risky apps

st Updated Ori
I 1 Android pre-8.0 0S O Malware detecte d O Jailbroken / Rooted I Last Updated Or

®  NewApp:

0 of my device has risky BitTorrent applications

drag and drop to rearrange ‘5_?

. e with
My Advisor “Q) Watson Al v Lest180Days v C @&

Risk Exposure: 1 device(s) missing critical Android 2020-02-05 security patch
Google recently released Android security patch level 2020-02-05. This patch update has an important security related fix for Android operating system.

Condition3  Software Installed v~  Application Name «  Contains

1 App:

! App:

ot
i

Use existing tiles or
create new ones

Use device information to
define the devices that
should be identified

The Alert will show and if
configured as Security,
will turn red once devices
are out of compliance

v bittorrent

IBM Security / © 2020 IBM Corporation
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Devices > Advanced Search — uses (3)

Create Group-based compliance rule « Security > Compliance
Rules

IBM MaaS360 | .. Q

R * Open an existing
€ s compliance rule

@ Basic Settings . N . N
Enable Advanced Group based Rules to enforce security compliance for mobile devices.

1. Select and Add Groups to identify Out of Compliance Devices.
@ Enforcement Rules n 1 n Tt r o 9 - P o
2. Select the action to be taken on devices that go out of compliance. While using Selective Wipe on 0OC devices, apps required as per the policy configura
can vary based on level of e-mail server integration.

@ coremnsne  Create new one

4, Group based Rules identify Compliance Status of Devices based on the Group Evaluation of respective devices. At times this may take up to a day.

1
R * Choose ‘Group-based
EJ Expense Monitoring Rules 3 .
| —— e ———— rules’ (2" last option)
000 Group Based Rules

¥ + Not available: please
- ot i contact Support to have it
MaaS360 App out-of-date App version out of date v - e n ab I ed

Menitoring Rules

Enforcement Action

» Title — Group — Action

When detected in the group Alert v+

IBM Security / © 2020 IBM Corporation https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/tasks/pag_sec_new_compliance_rule.htm
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App ‘listing’

1. Whitelisting

Apps that should be installed

2. Blacklisting 3. Required list

Apps that shouldn’t be installed Apps that must be installed

- Settings found Iin
Device policies >
App Compliance

- Corrective action
depends on ability
to install apps
silently

IBM Security / © 2020 IBM Corporation

) eV . UPPORT | SECURITY | A EXPEN T NTERNAL ONLY
« Default Android MDM Policy £ m
Last Published: 02/19/2020 10:06 GMT [Version:45] Current Status: Published

¥ Device Settings

(]
]

5'@ Application Compliance
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App ‘Iisting’ ATTENTION: Please use a combination of App Compliance settings and
Compliance rules to ensure best practice for app management

1. Whitelisting

Configure Allowed Applications (App Whitelist)

Application Name

Application ID

App ID for the application can be found in the Software Overview report.

Action on App not in list of Allowed Apps

MaaS360

:om.fiberlink.maas360.android.control

Prompt user to uninstall App ~

2. Blacklisting

Configure Restricted Applications (App Blacklist)

Application Name

Application ID

App ID for the application can be found in the Software Overview report.

Action
If not specified, default Action is "Prompt user to uninstall App'
MNote: "Block from use" is supported from Android 4.1+ to Android 9.0 only

KingRoot

com.kin.free.show.tip.guide

Block from use

3. Required list

Configure Required Applications

IBM Security / © 2020 IBM Corporation

Application Name

Application ID

App ID for the application can be found in the Software Overview report.

Chrome

com.android.chrome
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Other ‘app stuff’



Reporting

- Reports > Mobile Apps > Apps Inventory

REPORTS SETUP

Mobile Devices

UEM (

Hardware In

yerry Details

Deployment C
Mobile Apps

Apps Inventory

IBM Security / © 2020 IBM Corporation

IBM MaaS360 |

Apps Inventory

Apps By Platform B v 5 Total Apps Installed By Device Ownership Pe v W

Apps Inventory

Overview Execution Overview Usage Trends

Most Installed Apps Al v X
Top 10 Apps installed
Application Name Installs Platform
Zoom 20.0% NN Android
MyRemote 20.0% NN Android
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App attributes

With
IBM MaaS360 | i Manage Custom Attributes (2 of 16 used)

HOME DEVICES USERS SECURITY APPS DOCS EXPENSE

Catalog Attribute Name Type
App Catalog _
o URL
Bundles URL
Edit Delete

Installed Apps
] App.. Name I o AuthenticationServer
URL

= H Facebook App Attributes Edit Delete
Configure your applications using fields which are pre-populated
- Create new custom attributes

- Values added to each new app as required

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag source/concepts/pag users attributes.htm

IBM Security / © 2020 IBM Corporation
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App attributes: Create new

Apps > App Attributes > Add Custom Attribute

e Attribute Name
Attribute Type:

Add Custom Attribute

Attribute Name* Enter Attribute Name (Max 20 chars) > Short teXt
Attribute Type Short text v @ > LO n g text
Visible on end user app catalog D

Searchable on end user app D > U R L

catalog

Visible on end user app catalog

Searchable on end user app catalog

Once created, this field can be configured for
each app (before distribution)

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag source/concepts/pag users attributes.htm

IBM Security / © 2020 IBM Corporation
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Using Custom App Attributes

IBM MaaS360 |\, Configure your apps using these fields:

« Create new custom attributes

« Choose values for these fields or allow users or

HOME DEVICES USERS SECURITY APPS

Manage Custom Attributes (2 of 16 used)

Attribute Name Type

admins to populate them
 Populate for individual apps or in bulk

Enterprise App for Android

« Add new app

« Add values for
custom (attribute)
fields

AuthenticationServer

Available for * All w7

App Details Policies and Distribution Configuration Wrapping and Signing Advanced

IBM Security / © 2020 IBM Corporation 63



App Approvals%

* Ensures good app version
control

of apps

 Different Administrator roles:
App Approver, Read Only ...

* Very useful for organisations
with 3" party development

* Menu: Apps > Apps for
Approval (not available >
contact Support)

Prevents mistaken distribution

IBM MaaS360 |t

HOME DEVICES USERS SECURITY APPS DOCS EXPENSE

My Alert Center
Last Analyzed: Thursday, March 26, 2020 5:13:11 P
I @  vour Apple MDM Certificate has already e JiSislagata

Apps For Approval
Security Alert: Needs Attention Securi E A

Add App For Approval App Approval Process v
ios 4
[[=}]
Android >
== Windows 4
[ mac0S »
macOs
E Web App
Add a browser URL (Web Clip)

IBM Security / © 2020 IBM Corporation  https://www.ibm.com/support/pages/maas360-app-approval-and-publication-workflows
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App Approvals

Add new App Approval Process
» Create steps needed to approve an app
» Consider who will test app, who will review...

Add App for Approval
- Add app

- Use App Approval process
- Final approval will promote to Catalog for distribution

IBM Security / © 2020 IBM Corporation  https://www.ibm.com/support/pages/maas360-app-approval-and-publication-workflows
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App Approvals

IBM MaaS360 | ..

* App Approval & Publication Process

¥ App Settings

— Optional: Add to Catalog OR use Approval
@ Optional
— Mandatory: Must go through Approval

O Mandatory

— Disabled: No Approval required
() Disabled

Choose when apps need

approval

- Settings > App Settings >
Advanced

ATTENTION

In order to access App Approval
workflows, administrator users
must be modified to give them
permissions (see Appendix)

IBM Security / © 2020 IBM Corporation  https://www.ibm.com/support/pages/maas360-app-approval-and-publication-workflows 66
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Deploying Enterprise apps with MaaS360

Platform

File type

Digital app
signature

Developer
account
required?

== Windows

=- Enterprise App for Windows
r@ Upload your own private enterprise Windows Phone or Deskiop 03 App

“jos Android
105
Enterprise App for i0S Enterprise App for Android
105 Upload your own private enterprise i0S App (7] Upload your own private enterprise Android App
10S Android
IPA APK

Code signing certificate
+ Provisioning profile

Windows (Universal)

Yes — Apple Developer
account

Keystore + password

APPX

Yes — Google
Developer Account

IBM Security / © 2020 IBM Corporation
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Managing beta app versions

1. Upload initial file (IPA, APK)
2. Choose Upgrade option from app
3. Choose “Manage as Additional Version”

App Version

iew Distribute Delete More...

View Distribute Delete More...

Upgrade App App Catalog
App Details Policies and Distribution Ca ] App.. Name
- N\
5360
+ aal
*
App Upl D er Distribute Delete Mare...
D S | Archery
Manage as Additional Version l:‘ 7 View Distribute Delete More...
Enable this option to BETA test the app on
specific distributions. Facebook
D Vimias Mictribiita Nalats Aara

5.23

6.96

View Distribute Delete Mare...

1.0

IBM Security / © 2020 IBM Corporation ~ https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/concepts/pag_apps_multiple _overview.htm
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Production — Beta — Production

Version 1 Beta Version 2
(Production) (beta) (Production)
Production : Production
(Production)

Distribution: Distribution: Distribution:
Al e - v2 (Beta) > Beta tester(s) All users

 v1 (Production)
ATTENTION: DO mode (Android Enterprise) does not support beta app management

IBM Security / © 2020 IBM Corporation 70



Deploy, Wrap, SDK? . Add MaaS360 SDK

code to app code

ACLEIIE Add app file to
Catalog
: Catalog
Configure WP : :
: Configure WP policy
Policy and .
distribute and distribute
Approach Deploy Wrap SDK
App protection required? No Yes Yes
Containerisation required No Yes Yes
Store app Yes No (except for SDK app partners)
Configuration required No Yes Yes
Additional code required No No Yes
Licence considerations No Yes Yes

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/dev _source/references/dev_enterprise _app choose.htm
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App file storage

- Enterprise (custom) apps in file format, use storage space

- Storage limit default is 1GB

- Additional storage can be purchased

- Contact your Client Success Manager or Sales representative

IBM MaaS360 |

BEre~-pHEHBB

®

Total Space Available: 1 GB | Free Space Remaining: 944.26 MB

IBM Security / © 2020 IBM Corporation
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Questions?

@ IBM Security



Next session: 215t May (Provisional) — MaaS360 Portal
configuration

IBM Security / © 2020 IBM Corporation
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Thank you

Follow us on:

ibm.com/security

securityintelligence.com

ibm.com/security/community

xforce.ibmcloud.com

@ibmsecurity

youtube.com/ibmsecurity

(S I1BM Security

© Copyright IBM Corporation 2019. All rights reserved. The information contained in these materials is provided for
informational purposes only, and is provided AS IS without warranty of any kind, express or implied. Any statement of
direction represents IBM’s current intent, is subject to change or withdrawal, and represent only goals and objectives.
IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines
Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks
or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention,
detection and response to improper access from within and outside your enterprise. Improper access can result in
information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems,
including for use in attacks on others. No IT system or product should be considered completely secure and no single
product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily
involve additional operational procedures, and may require other systems, products or services to be most effective. IBM
does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the
malicious or illegal conduct of any party.



https://www.ibm.com/security
https://securityintelligence.com/
https://www.ibm.com/security/community
https://exchange.xforce.ibmcloud.com/
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Appendix
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Do’s and Don'’ts for testing apps

Do’s
Do use a Sandbox (testing portal) if possible —

contact CSM / Sales rep

« Do distribute your beta app:
» As an Additional Version upgrade
» To areduced set of users / devices

Do create a dummy/generic or testing user

« Do set up test environments (data servers,
authentication systems)

* Do get feedback from beta tests and modify
before rolling out

Do keep a spreadsheet of changes and version
control

« Do consider using App Approval process

IBM Security / © 2020 IBM Corporation

Dont’s

As much as possible don’t
mix testing and production
environments / systems

Don’t distribute your beta
app to all production users

Don'’t enroll your testing

device to a production user
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Document links

iI0S

https://mww.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag

source/tasks/pag

apps

add

itunes.htm

https://mww.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag

source/tasks/pag

apps

add

itunes b2b.htm

https://mww.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag

source/tasks/pag

apps

add

i0s enterprise.htm

Android

https://mwww.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag

source/tasks/pag

apps

add

google play.htm

https://mwww.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag

source/tasks/pag

apps

add

private channel.htm

https://mww.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag

source/tasks/pag

apps

add

ae web app.htm

Windows

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag

source/tasks/pag

apps

add

windows _enterprise.htm

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag

source/tasks/pag

apps

add

windows _exe.htm

macOS

https://mww.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag

source/tasks/pag

apps

add

macos _itunes.htm

https://mww.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag

source/tasks/pag

apps

add

macos enterprise.htm

IBM Security / © 2020 IBM Corporation
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App Catalog — Customize Columns

Column name Details

App icon Icon to represent the app in Catalog (portal and device)

App hame Name of app in Catalog (portal and device)

Type Type of app: Public (Store), Private / Enterprise, Web App
Category Categorise your apps for reporting and selection purposes
ggﬁorlmitng;\stalls e L p e Number of devices to which app has been distributed (pushed)
Distributions App ‘push’ to devices or users, or groups

App Bundle Group of apps to distribute together

Enable Enterprise SSO

Has SSO been switched on for this app?
(Will users authenticate via SSO into this app)

Enable InTune

Have InTune integration features been used?

Featured

Will this be featured in the (Device) App Catalog — show at top

Approved for Android Enterprise

Have AE permissions been approved?
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App Catalog — Customize Columns

Column name Details

Provisioning Profile Expiry

For iOS and MacOS devices — custom (Enterprise) app requires
provisioning profile which is an app signature for the Apple platform

Device Type Device platform used
App ID (Bundle ID) The ID of the bundle within which the app is distributed
File name App filename (where file has been uploaded to portal)

Enterprise Rating

If users have rated the apps within the Corporate App Catalog (device
app) then this will show on portal

VPP Codes For iI0S and MacOS apps — Volume Purchase Program (Apple only)
Last Updated Date and time when app was last updated
App version Minor version
Full Version Full version
: If Departmentalisation has been used (Administrative Access Control) to

Available for . - .

restrict Administrator access, then which groups have access to app
URL Web address where app can be downloaded

Authentication Server

App authentication server if appropriate
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Platform / manufacturer specifics
g =N

~n ™ androi E
G & smnkndx QCEETWY S5 Windows
Platform i0S Samsung Android Enterprise Windows PC
Configuration Supervised mode Samsung SAFE Device Owner, Profile Owner Windows
mode Samsung KNOX
Enroliment Apple Configurator Any (KME supported DO mode enrollment n/a (depends on
method (non-cloud) but not necessary) > PO mode enrollment individual app
Apple DEP (cloud) APK files only deployment)
Where to Device > Summary > Device > Installed Device > Summary > Device > Summary
check Enroliment mode Services Enroliment mode > Enroliment mode
Configuration * Force auto-install on all AE devices. Unattended / Silent
possible + DA mode: user intervention required up to And.9 installation of apps
» Supported OEMs (non-AE): Samsung SAFE, LG(->
And.9), Zebra, Kyocera (-<And.8), Bluebird, M3
SM10.

ATTENTION: Please read text below

. . Allow device wide installation from unknown sources
each policy setting to understand context

Disabling this policy will take precedence over above two policies and will not allow
installation of Non-Google play applications and will always enforce app verification even
at profile level.
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Managed / distributed app

Scenario

- App not previously added to MaaS360 App
Catalog

User already installed the app from store
Admin now adds app to Catalog (managed app)

User may get asked “Like to have this app
managed?”

Should follow the same principle as silent / non-
silent installation
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¥ App Summary

Available for

Installs

App Version (Full version)

All

@ (iTunes App Store App
ios

Smartphones, Tablets

12 installed | 0 distributed

3.@7.35)

12 installed | O distributed
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Unblocking non-store apps on devices

* Your default policy settings may block non-store apps

 If this is the case you may need to modify your policy settings

Platform

Device Settings >

Device Settings >

I0S (Normal mode) Android (DA mode) Android Enterprise

Android Enterprise

Windows (Universal)

Device Settings

Applications

applications

applications

Section Restrictions > Security > App  |Settings > Security >|1. Security
Device Functionality Security App Security 2. App Security
Allow Installing of Allow installation of | Allow installation of [1.Allow Developer Unlock
Field / Setting g non-Google Play non-Google Play [2.Allow installation of Non-

Windows Store Apps
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App installation settings in Device policy (Android)

Android device policy Device Settings > Security > App Security
Setting Comments OS version Enrollment
Allow installation of apps User can install apps on device 5.0+ PO + DO
Allow installation of non-Play Store apps |User can install non-store apps 5.0+ PO + DO
Enforce App Verification Check app 5.0+ DO
Allow uninstallation of apps User can remove installed apps 5.0+ PO + DO
Disabling this policy will take precedence over above two
Allow device wide installation from policies and will not allow installation of Non-Google play
unknown sources applications and will always enforce app verification even at
profile level. 9.0+ PO
Allow apps control 5.0+ PO + DO
Default runtime permissions for apps 6.0+ PO + DO
Configure runtime apps permissions 6.0+ PO + DO
Allow System Apps to be Stopped - SAFE 4.0+
Allow Widgets - SAFE 3.0+
Allow Notifications - SAFE 3.0

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/concepts/mdm_policy gde_android_configure_security policy.htm
https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/concepts/mdm_policy gde_ae_block _unknown_sources.htm
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Give App Approvals permissions to administrators

The following table lists the app approval workflow access rights (permissions) that are turned on by default for each preconfigured role:

Default Role Access Rights Wllowed Action
Wdministrator \View App Approval Process \View app approval templates.
Wdministrator - Level 2 \View App Approval Process, Define App (Create and view app approval templates

Wpproval Process

IBpp Approver Manage App Approvals Review app (Approve/Reject)

Hzlp Desk NA MNA

Read-Only View App Approval Process View app approval templates

[Service Administrator Define App Approval Process, View App (Create and view app approval templates

Wpproval Process

If the preconfigured roles do not meet the organization’s requirements, MaaS360 allows administrators to create custom roles with predefined access rights. MaaS360 supports three access rights for app approval process.

Incess rights inllowed Action

View App Approval Process View app approval templates

Define App Approval Process View and create app approval templates
Manage App Approvals Review app (Approve/Reject)
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