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Introduction 
There is an axiom in the security community; you cannot stop bad actors from attempting to attack you. 
During an incident, the best an enterprise can do is a stalemate where the bad actors do not successfully 
penetrate your defenses and you do not lose anything in the process. 
 
When all the data lived in one place, this was far, far easier to achieve. The data created was predictable. 
Where it lived was centralized. Where it was accessed from was controlled. Now, virtually none of these three 
things are true. In this new model, the need for security researchers to locate virtually anything in a matter of 
minutes is even more critical. 
 
This paper is focused on that last point. Pure and simple, this is about helping to restore rapid, precise 
enterprise-wide visibility for security teams. 
 
The reason for this discussion now is because the industry has reached critical mass around three key issues: 
Distribution, tools, and time, as will be discussed in the next section. 
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Part 1: The Trifecta 
Distribution 
Data lives in many places. Working from home, decentralized computing platforms, proliferation of mobile 
devices and of course “cloud” have all pushed intellectual property and personally identifiable information 
(PII) to the far reaches of the world. Adding to that, data created is no longer uniform and predictable.  
 
Data lakes are created as a catch-all means of collecting data living in various silos. Entire enterprises pour as 
much data as they can into them. Teams of data scientists hover over them, working to find patterns in the 
murky depths for myriad business purposes. However, these data “lakes” don’t create insight. Segregations 
still exist by international, business unit or inter-business boundaries. As a result, many data “lakes” largely 
are nothing more than a swamp with pockets of outlying data remaining scattered around.  
 
A more efficient approach would be to create a virtualized data lake; one that extends to each lake, tributary, 
pond, and puddle without needing to corral every drop in the same basin. 
 
Tools 
Some larger enterprises have 300+ tools, many times replicated into each business unit, for the express 
purpose of creating a stalemate. Some might think the answer to more visibility is “more tools!” but this is not 
necessarily true. Every tool adds overhead, compatibility issues, training, and cost. Tools are also traditionally 
bulky; living on dedicated appliances or requiring massive amounts of virtual compute resources. SIEMs also 
commonly require their own data repositories leading to duplication or migration of enterprise information 
and data warehouses. 
 
Any additions to an enterprise security posture for the purpose of better visibility should be lightweight; it 
should operate in a container so as to be highly portable and have minimal compute resource cost and avoid 
any replication of data repositories. 
 
Time 
To add to the mix, the amount of time an enterprise has to publicly respond to a discovered or reported 
breach is decreasing. The Global Data Protection Regulation (GDPR) and now the California Consumer Privacy 
Act (CCPA) and other similar regulations are paving the way to hold businesses tightly accountable for the full 
disclosure of all information about breaches in a matter of days. 
 
Many breaches can take weeks or months before even the most highly trained information security teams are 
able to fully understand the extent and root causes. Any rush to gather and disclose information can easily 
result in missed or incomplete information. The critical need is to identify the maximum possible number of 
indicators related to an incident quickly and with precision.  
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Part 2: Working Towards Resolution 
Meeting in the Middle 
 
The most common practices to handle this problem involve addressing the issue from the top down or the 
bottom up, each with a unique set of challenges. 
 
Bottom Up with Security Information and Event Management (SIEM) 
Security analytics tools including SIEM have all the necessary context and expertise to do the job, but they 
lack the enterprise-wide visibility of federated search due to cost of processing and storing all the data. They 
also almost always require their own data store to run analysis. This means that in order for a SIEM to look 
across the entire enterprise, it would need to inventory, collect, and store the log data from the entire 
enterprise. 
 
While security analytics has the right context, it lacks the enterprise-wide visibility of federated search. To 
add such visibility would require massively rescaling the security analytics tool and potentially duplicating a 
substantial amount of collected information. 
 
The best possible way to address the issue is to add a lightweight capability that operates as a federated 
search with a subset of the SIEM security context. 
 
Top Down with Federated Search/Investigation 
Large scale federated search is highly functional for general screening or research, but it lacks security 
context. There needs to be scripting and/or queries written for security, designed by data scientists. It can 
take an extended amount of time to write and execute a search, and the results have to be screened by data 
scientists then formatted to fit the security context. 
 
In short, federated search has access to all the right data but without the context security analytics tools 
possess. Further, a human operator must initiate any investigation or simple query. This means the individual 
also has to know what they are looking for in the first place. As a result, there is high latency, margin for error, 
and it requires extensive customization of queries and results. 
 

Image 1: A hybrid capability can combine security context with federated search and investigation 
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- Data remains in place 
- Minimal storage need 
- Human initiated search 
- Broad context 
- Broader set of sources 
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- Data collection/aggregation 
- Considerable storage needed 
- Automated alerting 
- Security context 
- Narrow set of data sources 
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- SIEM collects data and generates alerts automatically 
- Human analyst uses federated security search to 

extend investigations 
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Crafting an Answer 
 
The approach described here is not about adding a new tool, nor is it about replacing an existing capability. It 
should not have the critical mass of a security analytics tool or the scale and complexity of a federated search 
platform. It needs to augment and compliment both. 
 
The new capability should be lightweight, deliverable in a container and require little or no ingestion. It 
should have API connections enabling access to multiple, disparate data sources, but also come prebuilt for 
security. It must natively support an industry standard protocol such as Structured Threat Information 
Expression (STIX) to facilitate rapid response and resolution, and it should allow for case management and 
collaboration between the security teams who are using it. 
 
Most importantly, it must deployable in any client environment regardless of security vendor(s) already in 
use. 

Image 2: A lightweight application framework with query and ticketing, pre-built for 
security that can connect to multiple data sources and be used to augment Incident 
Response and Threat Hunting processes 

 
 
To speed ingestion and support virtually any data source, connectors can and should be crowdsourced 
through recognized organizations including the Open Cybersecurity Alliance and available via GitHub. This 
allows for easy customization and reduced overall development burden. 
 
Based on a trigger, whether that trigger be an incident, a bulletin, or an indicator from the business, the threat 
hunting and incident response teams can easily search across the enterprise. Security researchers do not 
have to learn query languages, and results don’t have to be translated into STIX, as the platform should 
handle this automatically. 
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This creates an opportunity for security researchers to dig deeper into more areas of the entire enterprise to 
identify all possible indicators and impacted areas for each incident. 
 
In this revised workflow, a new security-specific federated search functions as an enhancement to the 
investigation process. It can be used to pull critical indicators from all the necessary data sources across 
organizational boundaries to enable faster, more accurate threat hunting and incident response. 
 

Image 3: Federated security search can enhance the investigation process by pulling critical indicators 
from all necessary data sources 

 
Creating a capability set that operates as described allows for the enrichment of investigations without the 
overhead of adding another traditional security tool. Instead, this approach leverages the highly tuned 
security tools already in place but doesn’t stop at the boundaries defined by the data from these sources 
being fed to the tools. 
 
To summarize, this new capability is: 
- Able to operate on data in place rather than requiring advance collection 
- A lightweight “app” delivered in a container (on premises or the preferred public cloud) 
- Designed for security context to enhance existing workflows 
- Prebuilt with security indicator queries 
- Bundled with lightweight ticketing/case management 
- Compatible with connectors crowdsourced via GitHub and the Open Cybersecurity Alliance 
- Independent from the need for dedicated data repositories 
 
With the technology fundamentals explained, what follows are a few specific business use cases where this 
new capability could be easily, organically applied to most organizations. 
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Part 3: Context is Everything 
 
There are four primary cases in which this capability has the greatest potential to add to a maturing or an 
already mature security posture. 
 

Diamonds 
 
Business Summary: 
Enterprises are under constant attack. Throwing a blanket of protection over everything does not always work 
as intended. You must be able to find critical assets that could be a target even before the security team 
determines a threat exists. 
 
Details: 
It is common to refer to critical data as “crown jewels.” It would be great to protect an entire enterprise and 
every crown jewel. The challenge is finding them all and knowing which ones are the target du jour. So how do 
you find the diamond the hackers want in a pile of diamonds? 
 
If you have incomplete data about the cut, clarity, color and carats, it is virtually impossible to quickly locate 
the diamond in question, or even narrow down your search. 
 
Translating our analogy to the security realm now – let us assume for a moment you had some information 
from Security Operations about the targeted “diamond.” For example, your enterprise is engaged in high 
visibility business deals that are not always popular. You know this, and you know some of the keywords or 
other relevant information. 
 
Setup: An announcement was made that your organization is acquiring another, and this action is 
controversial. You are concerned about your threat surface in light of this information. 
You might start with a simple search based on a topic. 
 

Show me everything related to M&A in the past 12 hours 
è 47 new files have been created 
è Files have been accessed by 4 people 
è Computer A is the only one that has accessed the new content 
è No security violations found 
 
Show me everything related to computer A in the past 12 hours 
è JDoe has logged in twice, no failed attempts 
è M&A folder has been accessed with permission 
è 6 files were opened and modified 
è No security violations found 
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Show me everything related to JDoe in the past 12 hours 
è JDoe has been on three computers, computer A has access to sensitive information 
è No security violations found 

 
Create case and save the queries and results for later 
 

While we do not know if JDoe is a threat, computer A is potentially a point of entry, and M&A may be at risk. 
What we do now know is that there has been significant new content generation involving a sensitive topic in 
the past day. We also know that we have a narrow scope of people and endpoints to investigate (for now). 
 
This may not seem significant since no security alerts were triggered and the file content and keyword 
metadata were not part of the security tool system. A security team with a traditional SIEM configuration 
would not have known to look at JDoe or computer A. 
 

Icebergs 
 
Business Summary: 
Even after knowing there is an issue, most security teams do not have the visibility to see everything, and not 
seeing everything could mean that something bad has already made it into your business. Fusion centers and 
cooperating business units help speed communications, but a centralized search capability for security 
operations further de-risks the environment by giving them instant access to the entire enterprise. 
 
Details: 
After beginning to look more carefully at the activity of JDoe and the logs of computer A, the security team 
gets an alert that computer A, identified as 10.192.76.20, is sending traffic it should not be. So, we look 
again, starting with computer A only, searching the time window the security operations team detected from 
their SIEM. 

Image 4: Federated security search can give instant access to the entire enterprise 
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Search for 10.192.76.20 in the past hour: 
è CPU and Network spiked 
è JDoe was the only user logged in 
è “confidential.docx” was accessed 
è USB access blocked 
è Attempt to access gmail.com 
è JDoe logged into a cloud storage bucket with admin privileges and executed a sync 
 
Search for JDoe and “confidential.docx” 
è JDoe accessed confidential.docx on computer A 
è Uploaded file to cloud storage 
è Removed local file 
è Synced destination folder of confidential.docx to another privileged location 
è No security violations found 

 
What we now see is that while all the commands, workstations and files accessed were in policy, there were 
also indications of attempted use of removeable media, access to public sites and a sensitive file was moved 
to cloud and synced to a second cloud location. 
 
We also know where the second location is and that anything in the first cloud bucket was also moved to the 
second. 
 
Perhaps most concerning, though, is the high resource utilization on the computer coupled with the malicious 
code execution that was blocked. At this point, we suspect there is a lot more going on than a simple IP theft 
case or accidental movement of sensitive assets. Either JDoe, or someone targeting JDoe, may be trying to 
inject something into the environment or has already succeeded at doing so. Why else would the CPU and 
network be so high for so long if malicious code was blocked? 
 
This incident just became a lot bigger than someone copying around files. 
 

Breadcrumbs 
 
Business Summary: 
Getting hit once can be forgiven – every enterprise gets hit eventually. Getting hit twice by the same person 
calls for some serious introspection. Is everything being done that can be done? How can we help to prevent 
it the next time? Why did it happen in the first place? What did we not learn? Federated security search can be 
leveraged to answer these questions and help a security operations team prevent it from happening again. 
 
Details: 
We now know what attack this looked like. One person. High CPU. Confidential files. Malicious code blocked. 
Cloud sync commands. This is a pattern, and a pretty easy one to search for with access to the right systems. 
Security tools only retain logs for so long due to storage constraints. The cost of continuous storage and 
upkeep is high, especially when the dates are well past any retention periods required by regulation. 
 
Federated security search allows an enterprise to transcend what a SIEM would normally ingest and store. 
Most SIEMs are, due to cost, complexity, and performance, not ingesting every piece of data created. They 
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are specific in scope and optimized for security specific data and logs. In addition, SIEM retention policies 
typically call for overwriting or deleting data older than required by regulations. 
 
 Search for any occurrence of combinations of high CPU, high network, malicious code blocked, cloud 

access, cloud sync commands 
è User JDoe, 6 hours ago 
è User JDoe, 1 month ago 
è User JDoe, 5 months ago 
è User JDoe, 14 months ago 

 
There is no time-based pattern. Not every indicator hit on each occurrence. Not all the data came from the 
same sources over this time. But there is clear evidence that something has been happening. It is sufficient 
enough to pull JDoe’s credentials immediately and begin a threat hunting investigation on JDoe and open a 
full-scale Incident Response runbook to identify and contain potential issues. 
 

Premonitions 
 
Business Summary: 
These three use cases combined examine the lifecycle of a threat which manifested into an active attack. Not 
all attacks originate with you as the intended target, and you are not always the first one to get hit. You have a 
highly trained security team on staff with excellent tools. They are very good at investigating industry trends. 
If they have the ability to look across your entire enterprise, they can find a crack in the road before it 
becomes a pothole. 
 
Details: 
You receive an FBI Private Industry Notification or threat intelligence bulletin. You engage in a tabletop or 
immersive cyber simulation. You brainstorm how the latest known vulnerability could manifest. 
 
Whatever the intelligence source, you now have a broad, non-specific list of indicators that are also not 
triggering alerts in your SIEM (yet). These indicators can easily be used to craft searches in a federated 
security search tool, expanding the indicator pool or narrowing the search pattern. You can then save these 
queries, or the results of the queries and compare them at intervals to monitor for changes. 
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Conclusion and Call to Action 

Federated search is not new, neither are security analytics or SIEM tools. There is a gap between the two, 
though, and any gap, especially one that can be filled without costly tools or massive data movement, should 
be filled. 
 
We see brand damage and cost of breach increasing while GDPR and CCPA are attaching very painful and 
costly liability to any breach. 
 
Consumers, boards of directors, shareholders and regulators are not giving free passes for lack of visibility or 
mature posture, no matter the size of the enterprise. 
 
Federated security search fills the gaps, expands visibility, assists in rapid and more accurate investigations, 
and does not add heavy compute costs, personnel cost, or human latency. 
 
Presented here is a demonstration of the need, fit and use cases for a federated security search capability. 
 
The challenge then is to find your use case(s) by working with your security architects and your vendor’s 
security architects and services teams. Then test this capability for yourself. 
 
With the goal of cybersecurity to be a stalemate, the more you know about your opponent, the easier it will be 
to block them and the less likely you will end up on the evening news for all the wrong reasons. 
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