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Agenda

● Agenda | Intro

● Today’s Challenges 

● Attack Analytics Functionality 

● Demo 

● Q & A 

● Way Forward
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Attack Analytics helps you Focus on what’s 
Important and Saves you Time

Smartly cluster events to 
Incidents

Extended Visibility

Actionable Insights

Improves your security
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Alert Overload

Today’s Challenges
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Limited Workforce

Lack of Context

SIEM Complexity

27%

of organizations 

encounter 1M+ alerts 

daily1

80%

of alerts are often 

false positives 2

1

AppSec-Focused 

SOC analyst

1. Bricata Poll 2. DarkReading

Millions

of stand alone security 

events from multiple 

sensors

Not

customized to your 

organization 
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Alert Fatigue

Overlooked Events

Not enough information

Longer time to resolve

Divided Responsibilities

Limited Coverage

Requires SMEs

Different User Groups



Data SecurityApplication Security

Attack
Analytics

AA

Advanced Bot
Protection

ABP

Runtime Application 
Self-Protection

RASP

Web Application
Firewall

WAF

Cloud Data 
Security

CDS

Database Activity 
Monitoring 

DAM

Data Risk 
Analytics

DRA

Edge to End Protection

Edge Security

Distributed 
Denial of Service

DDoS

Content Delivery
Network

CDN

Discovery &
Assessment

DAS



Attack Analytics in Action – Use Case
90 Days of Attack Traffic

47.4M
Unique Security Alerts

10.1K 
Clustered Incidents

7.9k 
Minor Incidents

Generic attack patterns, common 
bots and scanners

1.7k
Major Incidents

Targeted attacks, low sophistication 
attack known CVE’s

502
Critical Incidents

Targeted attacks with a higher 
degree of sophistication
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Attacking the Problem – Attack Narratives

Raw 
Event

Contains properties 
like method, URL, 
HTTP version, 
attack payload, etc.

Event 
Enrichment

Add context to the 
event like ASN, IP 
reputation, attack 
sophistication, etc.

Feature 
Extraction

Derive numeric 
vectors from key 
properties.

Distance 
Calculations

Calculate distance 
between incoming 
events

Cluster Events 
by Distance

Machine Learning and Domain Expertise
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Attacking the Problem – Actionable Insights
Improve your Security Posture 
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Attack 
Patterns

Analyze attacks in 
your environment

Sensor 
configurations

Cross reference 
your configuration 
with attacks and 
vulnerabilities

Global 
intelligence

Correlate with the 
entire Imperva 
cloud community

Pin-Point 
config issues

Identify areas that 
might require your 
review 

Get actionable 
recommendations

Recommend actions to 
take based on our 
expertise and threat 
research knowledge 



Actionable Insights - Straight to the point
Misconfiguration of WAF Settings

Sites which are configured to Alert-only as opposed to the 
majority of your sites, are being attacked 
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Whitelisted Malicious IP

An IP in your allowed list is attacking other Imperva customersBad Reputation IPs

A high risk IP is attacking you and not being blocked by your rules
Exposed Origin Server

One of your websites can be accessed directly without going 
through your WAF protection

3rd Party CSP Javascript Service

Your site might be exposed to an attack from an unreviewed 3rd 
party service



Attacking the Problem – Reputation Intelligence
Make Informed Decisions 
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IP Intelligence

See how IPs that are 
attacking you are ranked by 
Imperva based on Imperva’s 
cloud community and Threat 
Research Labs
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Demo



Attack
Analytics

AA

Leading SIEM Integration
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FlexProtect Inclusivity & Ad Hoc Add-ons

● Attack Analytics for 20 Mbps 

● Attack Analytics for 50 Mbps 

● Attack Analytics for 100 Mbps 

● Attack Analytics for 250 Mbps 

● Attack Analytics for 500 Mbps

● Attack Analytics for 1 Gbps 

● Attack Analytics for 5 Gbps

● Attack Analytics for 10 Gbps 



Attack Analytics Looking Forward

Extended Visibility
Improved Actionable 
Insights look & feel

IncapRules Coverage RASP coverage ABP “distil” coverage

Faster Discovery and 
Resolution

Review 3rd pty 
domain (CSP)

Origin server 
exposed

“One-Click” insight 
mitigation

Extended Reputation 
Intelligence

Unprotected API 
Hosts

“Snooze” Insights Block by 
Geo- Location

Q3
Q4
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Additional Resources

-Community 
-Imperva.com
-Customer Support

Licensed? Not Licensed? 

Take Action
Start a Free Trial

Imperva BlogsDocumentation
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Youtube Demos

Use It

http://www.youtube.com/watch?v=sXWl34sD2Xg
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