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Risk Management and 
Internal Controls

Accounting & Audit Update

April 26, 2018

Learning Objectives

 Develop an understanding of risks 
your organization may be facing

 Understand the value of enterprise 
risk management

 Know how internal controls can help 
in addressing risks

 Recognize your role in risk 
management
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Agenda

 Overview of Risk Management

 The State of Risk Oversight
– AICPA & North Carolina Poole College of Management ERM 

Initiative Study 2017

 COSO ERM Framework

 What can I do? 
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OVERVIEW

Risk Management and IC
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Introduction

 Every choice we make in the pursuit 
of objectives has its risks. From day-
to-day operational decisions to the 
fundamental trade-offs in the 
boardroom, dealing with uncertainty in 
these choices is a part of our 
operational lives.
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Risk vs. Uncertainty

 Risk – the possibility that event(s) will 
occur and affect the achievement of 
strategy and business objectives

 Uncertainty – the state of not knowing 
how or if potential events may 
manifest
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 Governance

 Financial

 Operational 

 Technology

 Legal

 Reputation

 Strategic

 HR

 Compliance

 Environmental risk

 Fraud risk

 IT/information 
security risk

 Insurance

 Investments
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Variety of Risks & Assessments

Governance Risk

 Lack of succession planning

 Board make-up and structure

 Poor advisors 

 Dysfunctional working relationships 
between executives and board

 Ethical issues

 Non-prudent behavior

 Changing values
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Financial Risks

 Access to/availability of capital

 Investment risks

 Errors or fraud and financial reporting

 Lack of oversight or approvals

 Misappropriation of assets

 Loss of revenue sources

 Loss of key suppliers
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Operational Risks

 Decrease in service quality

 Safety

 Inadequate internal controls

 Lack of accountability by business 
partners

 Natural disasters

 Inadequate insurance

10



6

Technology Risk

 Evolving technology

 Disruptive technology

 Technology not working

 Loss of data

 Security of data

 Breaches in security or access (cyber 
attacks)

 Unsecured data at vendors and other 
service providers 
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Legal Risk

 Noncompliance with IRS and other federal, state, 
and local regulations 

– ERISA 

– Fair Labor Standards Act

– Anti-Discrimination, ADA, Age Discrimination laws

– Immigration laws

– Foreign Corrupt Practices Act, etc.

– Liability torts

 Noncompliance with contractual obligations

 Changing laws and regulations
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Reputational Risk

 Negative publicity causing loss of 
revenues, employees, and customers

 Brand image erosion

 Unexpected and varying in impact

 Long lasting
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Risk Management

 Generally understood as:

The practice of identifying potential 
risks in advance, analyzing them and 
taking precautionary steps to reduce 
(or accept) the risk.
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Why Manage Risk?

 Reduce the likelihood of negative 

outcomes and increase the positive

 Entities with strong risk management 

programs had more efficient operations 

and greater profitability (think “Value”)

 Allows for quick and confident decision 

making

 Resilience  

15

Risk Management Frameworks

 Cadbury Report 

 CoCo

 AS/NZS 4360 

 ISO 31000:2009

 COSO 
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Other Frameworks

CoCo – short for “Criteria of Control” developed by the 
Canadian Institute of Chartered Accountants. Developed 
to assist managers and internal auditors in designing, 
assessing, and reporting on control systems of an 
organization.

Cadbury Report – (1992) recommendations on the 
arrangement of company boards and accounting 
systems to mitigate corporate governance risks and 
failures. Focuses on transparency and accountability at 
the top levels (not organization as a whole)

Other Frameworks (cont’d)

AS/NZS 4360:2004, or ASNZS – Australian and New 
Zealand Standard on Risk Management – widely used 
internationally, desirable due to its simplicity (154 vs 23 
pages). Became AS/NZS ISO 31000:2009.

ISO 31000:2009 – Developed by the International 
Organization for Standardization (ISO) and based off the 
AS/NZS, ISO 31000 provides principles and generic 
guidelines on risk management processes across 
different industries, subject matters, and regions.
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COSO

 The Committee of Sponsoring Organizations of the 
Treadway Commission released in September 2017 an 
update to the 2004 Enterprise Risk Management-
Integrated Framework

– Widely used by management to enhance an organization’s 
ability to manage uncertainty and to consider how much 
risk to accept as it strives to increase value

– Enhanced the framework’s content and relevance in an 
increasingly complex business environment so that 
organizations can attain better value from enterprise risk 
management 
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Sponsoring Organizations:

20

COSO Guidance

Internal Control (1992&2013)

ERM Integrated 
Framework (2004)

Operational 
Performance (2014)

Fraud Deterrence 
(2016)

ERM Integrating Strategy 
and Performance (2017)
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THE STATE OF RISK 
OVERSIGHT

Risk Management and IC

21

 8th Edition

 Based on 432 surveys 
completed by 
executives (31% CFOs)

 Variety of industries and 
firm sizes

22

The State of Risk Oversight
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The State of Risk Oversight

23

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & 
North Carolina Poole College of Management ERM Initiative.

The State of Risk Oversight

24

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & North 
Carolina Poole College of Management ERM Initiative
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 2017 study (8th Edition):

 2014 study (5th Edition):
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The State of Risk Oversight

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & North 
Carolina Poole College of Management ERM Initiative

Which of the following best describes 
the state of your Organization’s ERM 
currently in place?

Audience Poll

26

No 
enterprise-
wide process 
in place

Investigating 
the concept , 
but made no 
decisions yet

No formal 
ERP in place, 
but have 
plans to 
implement 

Partial ERP in 
place (some, 
but not all, 
risks 
addressed)

Complete 
ERM in place
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The State of Risk Oversight

27

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & North 
Carolina Poole College of Management ERM Initiative.

The State of Risk Oversight

28

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & 
North Carolina Poole College of Management ERM Initiative



15

The State of Risk Oversight

29

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 
by AICPA & North Carolina Poole College of Management ERM Initiative

The State of Risk Oversight

30

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & 
North Carolina Poole College of Management ERM Initiative
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The State of Risk Oversight

31

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & 
North Carolina Poole College of Management ERM Initiative

The State of Risk Oversight

32

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & North 
Carolina Poole College of Management ERM Initiative

Frequency of going through process to update key risk inventories:



17

The State of Risk Oversight

33

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & 
North Carolina Poole College of Management ERM Initiative

The State of Risk Oversight

34

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & North 
Carolina Poole College of Management ERM Initiative
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The State of Risk Oversight

35

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & 
North Carolina Poole College of Management ERM Initiative

41%   =

The State of Risk Oversight

36

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & 
North Carolina Poole College of Management ERM Initiative



19

The State of Risk Oversight

37

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & 
North Carolina Poole College of Management ERM Initiative

Barriers to Progress:

“Most organizations (59%) have not provided or only 
minimally provided training and guidance on risk 
management in the past two years for senior 
executives or key business unit leaders.” 

 Lack of perceived strategic value of ERM, or

 Lack of understanding how ERM can be 
informative, or 

 Insufficient development to consider ERM a 
strategic tool 

38

The State of Risk Oversight

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & 
North Carolina Poole College of Management ERM Initiative
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Key Highlights

 Risk environment is complex 

 But…risk management processes are less 
advanced

 Opportunities exist to integrate risk 
management and strategic planning

 More organizations are strengthening risk 
leadership

 Calls for increased senior management 
involvement

39

Source: The State of Risk Oversight: An Overview of Enterprise Risk Management Practices, 8th Edition, March 2017 by AICPA & North 
Carolina Poole College of Management ERM Initiative

Top 10 Risks for 2018

5.4 5.5 5.6 5.7 5.8 5.9 6 6.1 6.2

ECONOMIC CONDITIONS

INABILITY TO UTILIZE "BIG DATA"

ABILITY TO MEET EXPECTATIONS

INFORMATION SECURITY

SUCCESSION CHALLENGES

ORG. CULTURE MAY INHIBIT TIMELY IDENTIFICATION AND 
RESPONSE TO RISK

REGULATORY CHANGES AND REGULATORY SCRUTINY

ABILITY TO MANAGE CYBER THREATS

RESISTANCE TO CHANGE MAY IMPAIR ABILITY TO ADJUST

RAPID SPEED OF DISRUPTIVE INNOVATIONS AND/OR NEW 
TECHNOLOGIES

Source: North Carolina State University ERM Initiative and Protiviti, 
Executive Perspectives on Top Risks for 2018
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COSO ERM

Risk Management and IC

41

COSO Guidance

 Enterprise Risk Management —
Integrating with Strategy and 
Performance
Defines essential components, suggests a 

common language, and provides clear 
direction and guidance for enterprise risk 
management.

An updated version of Enterprise Risk 
Management — Integrated Framework 
(2004)

42
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Key Changes

 Simplifies the definition of enterprise risk 
management

 Links enterprise risk management into decision-
making more explicitly

 Elevates discussion of strategy

 Emphasizes the relationship between risk and 
value

 Enhances the alignment between performance 
and enterprise risk management

43

Key Changes

 Delineates between enterprise risk 
management and internal control

 Refines risk appetite and tolerance

 Examines the role of culture

 Renews the focus on the integration 
of enterprise risk management

 Adopts a components and principles 
structure

44



23

Key changes

 Builds links to internal controls

– Does not replace the Internal Control –

Integrated Framework

– The two frameworks are distinct and 

complementary

– Both use a components and principles structure

– Aspects of internal control common to 

enterprise risk management are not repeated

45

The New COSO ERM Framework

46

Source: COSO Enterprise Risk Management – Integrating with Strategy and Performance.
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ERM Definition - NEW

“The culture, capabilities, and practices, 
integrated with strategy-setting and its 
performance, that organizations rely on to 
manage risk in creating, preserving and 
realizing value.” 

COSO’s Enterprise Risk 
Management – Integrating with 
Strategy and Performance (2017) 

47

ERM Definition - OLD

“Enterprise risk management is a process, effected 
by an entity’s board of directors, management and 
other personnel, applied in strategy setting and 
across the enterprise, designed to identify potential 
events that may affect the entity, and manage risks 
to be within its risk appetite, to provide reasonable 
assurance regarding the achievement of entity 
objectives.” 

COSO’s Enterprise Risk Management –
Integrated Framework (2004) 

48
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Strategy, Business Objectives, and Performance

49

Strategy, Business Objectives, and Performance

50

Example: Cascading Mission, Vision and Core Values

 Mission: To improve the health of the people we serve by providing 
high-quality care, a comprehensive range of services, and a 
convenient and timely access with exceptional patient service and 
compassion.

 Vision: Our hospital will be the heathcare provider of choice for 
physicians and patients and be known for providing unparalleled 
quality, delivering celebrated service, and being a terrific place to 
practice medicine.

 Core Values: Our values serve as the foundation for everything we 
think, say, and do. We treat our physicians, patients, and our 
colleagues with respect, honesty, and compassion, while holding 
them accountable for these values.
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Strategy, Business Objectives, and Performance

51

Our Strategy:

 Maximize value for our patients by improving quality 
across a diverse spectrum of services.

 Curtail trends in increasing costs.

 Integrate operating efficiency and cost-management 
initiatives.

 Align physicians and clinical integration.

 Leverage clinical program innovation.

 Grow strategic partnerships.

 Manage patient service delivery, and reduce wait times 
where practical.

COSO ERM

52

Source: COSO Enterprise Risk Management – Integrating with Strategy and Performance. 
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Governance & Culture

 The board of directors provides oversight of 
strategy and carries out governance 
responsibilities to support management in 
achieving strategy and business objectives.

 Establish operating structures in the pursuit of 
strategy and business objectives. 

 Define the desired behaviors that 
characterize the entity’s desired culture. 

 Demonstrate a commitment to the entity’s 
core values.

 Build human capital in alignment with the 
strategy and business objectives.

53

Governance & Culture

 Things to consider:

– Skills, experience, and business knowledge

– Operating structure and reporting lines

– Aligning core values, decision making, and 

(desired) behaviors

 Performance, incentives, and rewards

– Enforcing accountability but keeping open 

communication, free from retribution

– Attracting, training, mentoring, evaluating, 

and retaining individuals

54
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Strategy & Objective-Setting

 Consider potential effects of trends, 
relationships, and other factors on risk 
profile.

– Internal and external environment

 Define risk appetite in the context of 
creating, preserving, and realizing value.

 Evaluate alternative strategies and 
potential impact on risk profile.

 Consider risk while establishing the 
business objectives at various levels that 
align and support strategy.

55

Strategy & Objective-Setting

56

External 
Environment

• Political – tax policies, trade restrictions, tariffs, stability
• Economic – interest rates, inflation, FX, availability of 

credit
• Social – demographics, customer needs and 

expectations
• Technological – R&D, automation, AI, rate of change
• Legal – laws, regulations, industry standards
• Environmental – attitudes towards the environment, 

climate 

Internal 
Environment

• Capital – assets, liquidity, property, patents
• People –knowledge, skills, attitudes, values, and culture
• Processes – activities, tasks, policies, or procedures
• Technology – new, amended, and adopted technology
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Risk Appetite

Risk Appetite = “The types and amount of risk, 
on a broad level, and organization is willing to 
accept in pursuit of value.”

 Recognize that:

– Some people/org cultures are risk averse, risk 
neutral, or risk aggressive

– Cannot eliminate all risk or we would never 
achieve anything

– Instead of avoiding all risks, focus on minimizing 
the negative impact of the risks, and maximizing 
the probability of positive outcomes

– Not all risks are predictable, some are 
unpredictable (i.e., lightning) 
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Risk Profile and Tolerance

58

Source: COSO Enterprise Risk Management – Integrating with Strategy and Performance. 
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Performance

 Identify risk that impacts the 
performance of strategy and 
business objectives

 Assess the severity of risk

 Prioritize risks as a basis for 
selecting responses to risks

 Identify and select risk responses

 Develop and evaluate a portfolio 
view of risk

59

Approaches for Identifying Risks

 Cognitive computing

 Data tracking

 Interviews

 Key indicators

 Process analysis

 Workshops

60



31

Approaches for Identifying Risks

 Assess severity at different 
level of the entity

 Measures may include:

– Impact: result or effect of a risk

–Likelihood: the possibility of risk 
occurring

 Assessment results often 
depicted using a “heat map”

61

Sample Heat Map

62
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Prioritizing Risks

 Examples of criteria

–Adaptability  

–Complexity

–Velocity

–Persistence

–Recovery

63

Choosing Risk Responses

64

Accept
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Portfolio View

 Develop and evaluate a portfolio view 
of risks

 Strategy view

 Entity objective view

 Business objective view

 Risk view

 Risk category view

– E.g. financial, operational, compliance, 
customer

 Analyze for interdependencies and 
correlations, offsetting and effects of 
consolidation

65

Tools and Techniques Used

 Risk rating system

 Building organizational resilience to risks

 Specifying a corporate risk appetite

 Third-party/vendor audits

 Stress testing

 Horizon scanning or early warning indicators

 Risk-related performance incentives

 Enhanced due diligence

 Scenario planning or other futures methodology

 Identification and forecasting of emerging risks

 Corporate risk dashboard/visualization

 Environment, health, and safety audits

66
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Review & Revision

 Identifies and assesses changes 
that may substantially effect 
strategy and business objectives

 Reviews entity performance 
results and considers risk

 Pursues improvement of 
enterprise risk management

67

Review & Revision

 IF performance or risk falls outside of 
acceptable levels

– Review business objectives

– Review strategy

– Review culture

– Review how risk are prioritized

– Revise target performance

– Reassess severity of risk results

– Revise risk responses

– Revise risk appetite

68
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Information, Communication & Reporting

 Leverages the entity’s 
information systems to support 
ERM

 Uses communication channels 
to support enterprise risk 
management

 Reports on risk, culture, and 
performance at multiple levels 
and across the entity

69

Information, Communication & Reporting

 Identify users of information and 

their roles

 Decide on reporting attributes

–Quantitative vs. qualitative

– Simple vs. complex

 Agree on reporting frequency 

and quality 

70
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Internal Data Sources:

 Board and management 

meetings

 Customer satisfaction 

surveys

 Due diligence

 Email

 Government produced 

reports and studies

 Manufacturer reports

 Marketing reports from 
website tracking 
services

 Metadata

 Public indexes

 Social media and blogs

71

Leverage Information & Technology

Communication Methods

 Vary by organization or need

 Evaluate best communication 
methods for intended purposes:

– Electronic messages

– External/third-party materials

– Informal/verbal communications

– Public events

– Training and seminars

–Written internal documents

72
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 Portfolio view of 
risk

 Profile view of risk

 Analysis of root 
causes

 Sensitivity analysis

 Analysis of new, 
emerging, and 
changing risks

 Key performance 
indicators and 
measures

 Trend analysis

 Disclosure of 
incidents

 Tracking ERM 
management plans 
and initiatives

73

Types of Reporting

RECAP & Final Thoughts

74

Source: COSO Enterprise Risk Management – Integrating with Strategy and Performance. 
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Summary

 All organizations face risks

 New risks emerge over time

 Complexity or risk can change

 Risk appetite can change as well

 Need for risk management…

… and internal controls

75

ERM and Internal Control

76

 Internal control not specifically addressed 
by the new COSO ERM document

– ERM and internal control are distinct and 
have different focuses

– ERM addresses more than internal control

 However, they do connect and interact at 
various levels

 Internal control is indispensable
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ERM and Internal Control

77

What Comes First?

 Set objectives

– If wrong objectives set, unlikely to 
deliver best value to stakeholders

 Identify and assess risks (that matter) 
in relation to the objectives

 Design and implement controls to 
manage those risks

78
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Other Resources 

 Internal Control – Integrated 
Framework issued in 2013 by COSO

79

WHAT CAN I DO?

Risk Management and IC

80
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Role of the Board

 Oversight of enterprise risk management

– Understand key elements of enterprise risk 

management,

– Inquire of management about risks, and 

– Concur on certain management decisions

 However, the board is not in the position of 

making choices on behalf of management 

and does not alleviate management’s role in 

enterprise risk management

81

Role of CEO

 Provide leadership and direction to management

 Shape the entity’s core values, standards, expectations of 
competence, organizational structure, and accountability

 Know and appreciate the entity’s risk appetite

 Choose a strategy, evaluating alternative strategies

 Set objectives that consider supporting assumptions

 Maintain oversight of the risks facing the entity

 Direct management to identify, assess, prioritize, respond to, and 
report risks impacting strategy and business objectives

 Guide the development and performance of the enterprise risk 
management process 

 Delegate to various levels of management

 Communicate expectations (integrity, competence, key policies) and 
information requirements

82
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Role of the CFO

 Provide the needed disciplines and procedures to establish 
risk management as part of establishing business strategy 

 Provide organization with analytical tools to help determine 
risk appetite and risk tolerance

 Positioned to look across entity’s businesses and functions 
to develop and implement the portfolio view of risk

 Establish controls necessary to assure that the evaluation of 
risk is a continuing and integral part of the management 
process 

 Enforce consistency with the risk management philosophy 
agreed upon with the board

83

Role of Internal Audit

 Assist both management and the audit 
committee by examining, evaluating, reporting, 
and recommending improvements on the 
adequacy and effectiveness of management’s 
risk management processes. 

 The COSO Enterprise Risk Management –
Integrated Framework provides a benchmark for 
internal auditors to use in the evaluation of their 
organization’s risk management efforts. 

84
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Implementation

 It works best when an organization develops an 
integrated process to address risk throughout the 
organization, and further, that risk approach is led from 
the top of the organization. 

 Can be used in all functional areas, including 
information technology, finance, accounting, internal 
audit and risk specialists within any organization. 

 Designed to promote entity-wide capabilities for 
identifying, documenting, and dealing with risk on a 
consistent basis. 

85

Questions you should be asking

 What is our mission?

 What is our vision?

 What are our core values?

 What is our strategy?

 Does our strategy align with our 
mission, vision, and core values?

86



44

Questions you should be asking

 What are our major risks?

 How will these risks impact our strategy and 
business objectives?

 Have we identified all risks?

 Which of these risks can be mitigated?

 What is our plan to address identified risks? What 
are our lines of defense?

 What information should be collected and 
communicated (and how)?

 Who is or should be involved in the process?

87

Recommended Actions

 Read COSO’s updated Framework and related 
documents

 Evaluate the 20 principles 

 Educate the audit committee, C-suite, operating 
unit, and functional management

 Evaluate the quality of information provided to 
the board and/or management

 Assess the need to implement changes to the 
current risk management system

 Know your role, be alert, and communicate

88
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Expect Challenges

 Acquiring buy in from top management 

and the Board to recognize the value of 

the ERM process

 Securing resources

 Finding the time

 Building expertise

 Engaging appropriate parties

89

Questions?

90


