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Why are regulators focused on operational risk and
resilience? 7))

Operational risk and resilience have become a common focus area of regulators in the global markets.

01
Higher expectations for enhanced Increased operational complexity
customer experience susceptible to outages and breaks 02
Uninterrupted, 24/7 access to Mergers, acquisitions, enforced structural
products and services change and growing global entities are increasing
the scale and complexity of operations and groups 03

Increased confidence in security and
confidentiality of their data

Highly-complex and inter-connected operations
susceptible to increased operational outages and

Low tolerance for disruptions
P breaks

Systemic operational risk failures © o Increased risk of disruptions in legacy
Industry-wide failures in management % systems and during IT modernisations

of operational risk and remediation of Ageing infrastructure and legacy systems
known.lss:ues (Hayne Royal \ / prone to outages and posing integration
Commission) ?go challenges with newer systems and

Greater focus on non-financial risks applications

and increased scrutiny around Senior Invisible risk ide | lumi Managing old legacy systems while delivering
Management and Board oversight NVISIDIE TISKS reside In VOIUMINOUS  arge and complex transformation programs
Operational risk events leading to service providers brings exposure to the risk of disruptions
capital charges due to poorly-designed Increasing reliance on service providers

?rr;dn:;nmsacl)irgented operational risk Complex supply chains, i.e. third, fourth-

party and intra-group risks

Interconnectedness and substitutability
heightened the severity of single point of
failure risks in key systems “nodes”
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Key changes

As global requlations start to align, we begin to see similarities with the UK operational resilience framework, the US
Federal Reserve and the European Commission in the approach they are taking to Operational Resilience.

On 28th July, APRA released the draft Prudential Standard CPS 230 which consolidates the prudential standards
CPS 231 Outsourcing and CPS 232 Business Continuity Management, but more importantly raises the bar on
operational risk management practices.

Third parties

Now applies to ‘Material
Service Providers’, capturing a
broader range of third parties
compared to ‘outsourced’
material business activities

Operational risk

No previous operational risk
standard

Operational risk only covered
as part of CPS 220
requirements

CPS 231 will be superseded by

CPS 230 No previously articulated

' requirements for controls

Business continuity planning

Business continuity planning

The focus is on critical operations and
i minimising disruptions to them

CPS 232 will be superseded by CPS 230

__________________________________________________________
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Key features from APRA's draft standard

Business-line management, rather than risk
management functions, are responsible for the
oversight and management of operational risk.

For critical operations, an end-to-
end process map will be required, as
well as the mapping of key
dependencies on people, processes,
technology and third parties.

Tolerance levels must be
distinct from risk
appetites/RTOs, be
expressed referencing
customer outcomes and
metrics.
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Financial safety

Board
and SM

Critical
Operations

Material Service Providers

Tolerances Levels

Risk Profiles, Control Testing, and Monitoring

Entities will be required to
establish appropriate due
diligence procedures for each
material service provider.

Financial system

Customers and markets

Properly defined and
monitored contract
requirements will also be
required.

Critical operations, their
processes, risks and controls
have to be documented,
monitored, analysed and
reported. Control weaknesses
and incidents should act as feeds
to update risk profiles.
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What is APRA looking for?
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What is APRA looking for?
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What is APRA looking for?
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Challenges

Although many entities have standalone frameworks covering Operational risk, Business Continuity Planning, /ﬁ\
Disaster Recovery and Third-Party Risk Management which are directionally consistent with the Standard, this siloed
approach is no longer sufficient. Focus is now shifting to resilience over end-to-end processes which need to enable

operational endurance over an extended period, but also be robust to prevent service disruptions.

Lack of engagement
or challenge at Board
level

Lack of coordination
and oversight

Inefficiencies in the
control environment

Multiple change
programs

Limited focus on
continuity of critical
operations

Inadequate testing of
capabilities

12 Private and confidential

01

Lack of a clear Board-driven risk appetite, making it hard to determine true effectiveness of key controls
Poor quality information or lack understanding by Board members of technical details 02

Limited Business and/or IT buy-in to Resilience programmes
Siloed teams for Business Continuity, Disaster Recovery and Third-party Risk Management.- 03
Ineffective challenge by Boards, senior management as well as second and/or third line functions.

Inefficient/duplicative and inconsistent control testing activities across the 3LoD and teams
Inadequate frameworks, responsibilities, tools and enablers to manage the controls taxonomies and libraries
Limited understanding of third-party owned and operated controls

Complex, overlapping change programmes make it hard to identify where potential weaknesses are in controls and
core systems

Resilience requirements are not built-in to product, process and system design governance and controls
Technology and data changes are not tested robustly enough pre-implementation

Mediocre mapping of internal dependencies and systems, and understanding of external dependencies and third-
partis. Updates to mapping are infrequent.

Lack of understanding (and testing) of manual work-arounds or continuity arrangements for business processes for
when systems or third parties fail

Testing of Business Continuity, ITDR and Work Area Recovery plans is component-based, leaving gaps.

Tests are designed to ‘test for green’ - meaning that they do not consider real life scenarios based on potential
impact of disruption

Third parties and ecosystem participants are not included in testing, leaving gaps that are identified in incidents

EY






Insights from recent industry roundtable

(1)
EY recently hosted an industry roundtable on CPS 230 attended by a cross section of CAEs from reqgulated entities in
the Australian financial services sector. The roundtable gauged CAE views on key challenges and the likely response 01
and role of internal audit functions.
12% of Internal Audit functions have already factored CPS 230 related reviews into their internal audit plans. Only 02
12% of CAEs in attendance participated in the response to APRA’s consultation on CPS 230.
03

84% of CAEs believe that a moderate to significant uplift in capabilities will be required to demonstrate full

compliance with the standard.

What activities have IA conducted in relation to CPS 230 to date

4% Discussion only

12%

m Factored CPS 230

44% o )
m Participated in the APRA

consultation response

Planned a current state
assessment

Conducted a current state
assessment

14 Private and confidential

How much uplift is needed in your organisation to meet the

requirements of the draft CPS 230

5%

58%

Moderated uplift
m Significant uplift
® Minor uplift

Uncertain

EY



Insights from recent industry roundtable

What do you think internal audit’s role should be in meeting the requirements of CPS 2307

Assess readiness - Requlatory Began factoring it into audit

Readiness assessment . :
impact assessment planning

Gap Analysis readiness

Readiness Hold business to account
assessment

Have a clear audit plan that
Assessment of implementation provides sufficient DE and OE Assurance over the
plans coverage of key controls implementation
supporting obligations
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Insights from recent industry roundtable

What do you think internal audit’s role should be in meeting the requirements of CPS 2307

Readiness reviews, integrated
with existing 231-232 during
transition

Plan audit for 24 and be part of

the transition team

Ensuring end-to-end processes

are completely mapped. Risks

and controls to be identified as
they relate to 3rd/4th party
dependencies, BCP, etc., and
included in specific reviews

16 Private and confidential

Readiness and ability deliver to
meet timeline

Provide audit insights on gaps
to remediate based on historical
audit work performed

Readiness assessment, share
information for end-to-end
processing. Consider overall
harmony of distinct silos input

Resourcing and capability
review

Maturity assessment capability
assessment
(3 line of defences)

Helping the business create
cross-functional linkage and
dependencies
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Responsibilities across the 3LoD

First, Second, and Third line of Defense are coming together to jointly deliver and enable resilience across the enterprise

Enterprise Resilience Function Business and Operations
Responsible for day-to-day planning and Identify and prioritize critical business services
management of resilience program and Perform business continuity management
implementation Design, implement and test controls to enable continuity of
Perform crisis management planning, testing and business services under different operating environments
management Technology
Measure and report on resilience program Provide enabling technology solutions to ensure delivery of
maturity and performance critical business services

Manage disaster recovery and cyber resilience program
Design, implement and test controls to enable continuity of
business services under different operating environments

Risk and Compliance

» Define and monitor compliance to resilience policy and standards

» Review and challenge effectiveness of plans and capabilities

» Provide reporting on risks to the firm's resilience to Board and Committees

Internal Audit
» Provide independent validation of resilience program and capabilities, including associated process and controls

» Provide input or review of design effectiveness and maturity of resilience program

17 Private and confidential
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Roadmap for the business and IA

Actions where IA could play a role are bolded.

IA should also ensure that audits covering topics contained within CPS 230 (e.qg., CPS 231 and 232) are performed with an eye on the

future requirements.

1. Identify critical operations 3. Identify material service
APRA's initial list of critical providers
operations are a good Develop third-party risk
starting point, but are not profiling and assessment
necessarily exhaustive program based on an

established inventory

Re-visit contractual
obligations to obtain
transparency on third-
party operated controls

Clearly define ownership

7. Analyse, monitor and report

Set out roles, responsibilities Determine analysis methods
and accountability for risk data

Consider the impact on the Provide appropriate Board and
Banking Executive Senior Management reporting

Accountability Regime (BEAR)
and Financial Accountability
Regime (FAR)

Jan 2024

QOO OMmOmOmOmOn)

Jul 2022
6. Review and test internal
controls regularly
2. Document critical end-to-end 4. Establish tolerances levels Develop an end-to-end
in r . .
business processes Board approved internal controlst;estlng
Document critical acceptable levels of gioglga(m actr)gssd €
processes to understand impact/outage for CO"; ine
end-to-end data flows, processes and systems assurance
' licabl . - .
systems app‘ icable Ensure tolerance levels Id‘enfclfy resilience issues
operational risks, hand- X , within the current
S are ‘customer’ and . .
offs requlatory obligations ‘outcomes'- focused environment (e.qg., single
and control instances. points of failure)
18 Private and confidential

8. Update risk profile

Evaluate approach to
keeping the operational risk
profiles from GRC tool data
up to date. Data includes
incidents, control
weaknesses, potential
changes from products,
digitisation and
modernisation, processes
and technology that can
have a material impact on
the profile
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Operational risk framework diagnostic

1.

19

Perform a current state assessment
of operational risk maturity against
recent regulatory expectations and
latest industry trends.

Compare the current state against
minimum standards and any future
defined target state.

For the gaps between the current
state and target state, prioritise and
sequence the key framework
enhancements to provide greater
value to the business, information
to the board, and enable critical
services to be more resilient for
stakeholders.

Update the maturity model on a
regular basis and perform current
state assessment on targeted areas
of business to identify if capabilities
meet expectations.

Private and confidential

v

Level Level 2 Level Level 4 Level
—~ E 5

<Matarit Establiched A3 turi
aievei trdever
) £

Rating  Afesn of M Mean for EFM
(1.5  Comsoneat compenent

Fubsection O 1

02

03

fanction
cFa)

and are not independent 9. report ta

rerparadonmadhetbuisbzadon | |bubdonstaffeativel sonalas isucs sndlor wacespls sk | | Sppreprivtly and timely cosalates somplince inzuss, ezsss, breshas
maragiment judgsment

ik,
k), sing busines: objactives a3 the Saring pointto datermine:

Based upon the observations made during the current state assessment, ERM program capabilities have been assessed against
EY’s ERM Framework maturity diagnostic tool and rated accordingly. The chart on the left (below) indicates EY’s assessment of
the current maturity rating and ERM program’s desired target state rating for each capability, as it relates to the six major layers of
EY's ERM Framework. While xxx has made much progress in recent years in achieving the current state maturity, significant work
remains to achieve the desired target state and move the program from Established to Optimized.

ORNORNOMOMO

Basic Established gp\nmized —Crganization and———__
£ 45 —— Governance -

» Risk appefite and strategy
»Oversight and govermnance

77777777777777777777777777777777777777777777777777777777777 Decision and Planning Support
C)—@ » Risk appetite » Stress testing » Inclusion of risk in
» Strategic planning » Capital planning management decision making
Risk Lifecycle
24" 4 » Identification » Quantification » Risk responses
» Emerging risks » Model risk management  * Riskmonitoring
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 2 Siress festing
A Risk Reporting
43 » Accurate & comprehensive . Standard & ad-hoc » Appropriate
» Clarity & usefulness » Normal/stressed conditions  distribution
Py Data, T and IT Inir:
&) 41 » Data govemance & quality » Timely data availability » Reporting engines &
» Unified data sources » Integrated architecture analytics
Policies, Training and Culture
& 4.4 » Policies and procedures . pgint in time & on-going risk
» Risk culture 1t training

OEY’s current state assessment
OERM’S Desired target state

Source: EY Diagnostic Materials EY



esilience risk framework diagnostic

Governance structures: G d ight mechanisms t¢ bed and il i
= overnance and oversight mechanisms to embed and oversee resilience Maturity score
g Strategy, policy, regulatory review & framework: Goals and objectives to measure and enhance resilience . _ - -
o Target operating model: Organisation structure, including roles and responsibilities, to achieve the strategic intent of resilience 51liEncy mework S | ‘ 1 _ Rationalelsummary: -
o
a Risk appetite: Risk-informed decision making that integrates appetite, culture and loss management e @
< Culture, training and awareness: Business, technology and personnel resilience measurement and reporting, including scorecards and KPI's Sl = Governance v
to improve capability A ERES - O 1
@
e > =| =l =
Critical operations framework: Approach to achieving operational resilience and relevant regulatory requirements a1zl =
0 < > ad oKk, SR EIE 12|z Operating model ‘
Critical operations identification E2E business processes and : Resilience (scenario) testing and 2121z
i~ g and prieri ion resource mapping bpos3ieibmeo el analysis ol 3
'E [ 3, & =, Business resiliency ‘
a E Resource resilience: Understanding of the resilience of key resources sl ZI7F
el =<
oo ! e glz2|s 02
o ‘t Process Technology Data Third party People Facilities % ole Enterprise risk management
| =
al2l3
Z| o
Response and recovery: Maturity of approach to continuity, recovery, and incident response = = Resiliency management A
Business continuity Disaster recovery Incident and crisis management Crisis communications W g
Resilience-driven strategy to reduce Approach to recover technology to Coordination and control of incident Cross-functional communication, @
adverse business impact BAU response coordination and escalation c
=
- o Capability management O 3
Enhanced risk management and controls: Extent of integration of resilience into core functions and risk management domains 3
- ]
InfoSec, privacy and cyber Change management Third party risk management Operational risk
Security resilience and Embedding resilience into business Verification of vendor integration and Risk-driven decision making that -3 2
Financial management
protection of resilience modes as usual resilience capability integrates appetite, loss management
Reportint oring and reporting capabilities Infolcybersecurity and privacy ‘ —_— =
Dashboard and metrics: Metrics and thresholds for monitoring resilience
1 ‘? 5 Company A’s
- . ) ) Maturity o ! Suggested minimum maturity score
Compliance and controls: Approach to regulatory compliance, and process and control effectiveness 1 Nascent 2 Inconsistent 3 Defined [ esr
model: | baseline A Peer organisation

maturity score

Monitoring
and
assessment

Remediation and continuous improvement: Proactive testing and continuous improvement

Maturity ratings against EY's operational resilience framework Peer and industry benchmark

Our resilience maturity scale used in our reporting

Resilience is continuously
improved for sustainability and

Resilience is measured and technology / data-enabled.
» managed across the framework
Resilience processes and and through key activities.
Resili is int ittentl technology are documented,
ESIEEE S e ey then consistently executed. —
considered and activities Y Optimized

Resilience is not considered, key executed inconsistently.
activities are not in place. Y Managed

Defined

Inconsistent

Nascent

20 Private and confidential Source: EY Diagnostic Materials EY



EY | Building a better working world

EY exists to build a better working world, helping
to create long-term value for clients, people and
society and build trust in the capital markets.

Enabled by data and technology, diverse EY teams
in over 150 countries provide trust through
assurance and help clients grow, transform and
operate.

Working across assurance, consulting, law,
strategy, tax and transactions, EY teams ask
better questions to find new answers for the
complex issues facing our world today.

EY refers to the global organization, and may refer to one or more, of
the member firms of Ernst & Young Global Limited, each of which is a
separate legal entity. Ernst & Young Global Limited, a UK company
limited by guarantee, does not provide services to clients. Information
about how EY collects and uses personal data and a description of the
rights individuals have under data protection legislation are available
via ey.com/privacy. EY member firms do not practice law where
prohibited by local laws. For more information about our organization,
please visit ey.com.

© 2022 Ernst & Young, Australia.
All Rights Reserved.

Liability limited by a scheme approved under Professional Standards

‘Legislation. \

~In line with EY's commit
environment, this docume
high recycled content.
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This communication provides general information which is current at the time of
production. The information contained in this communication does not constitute
advice and should not be relied on as such. Professional advice should be sought
prior to any action being taken in reliance on any of the information. Ernst &
Young disclaims all responsibility and liability (including, without limitation, for
any direct or indirect or consequential costs, loss or damage or loss of profits)
arising from anything done or omitted to be done by any party in reliance,
whether wholly or partially, on any of the information. Any party that relies on the
information does so at its own risk.
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