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Agenda

– Comware 5 and Comware 7 device based AAA:

– RADIUS

– TACACS+ (with RBAC)

– Comware 5 and Comware 7 endpoint device AAA:

– MAC Authentication

– 802.1X Authentication

– Captive Portal
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Device based AAA
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Device based AAA support matrix

ClearPass Comware 5 Comware 7

RADIUS based AAA ■ ■

TACACS+ based AAA ■ ■

TACACS+ based AAA with RBAC ■ ■



5@ArubaEMEA | #ATM17EMEA

Comware 5 and RADIUS with ClearPass
Switch configuration

ssh server enable

public-key local create rsa

radius scheme clearpass

server-type extended

primary authentication 10.1.254.21 key simple secretpassword

primary accounting 10.1.254.21 key simple secretpassword

user-name-format without-domain

nas-ip 10.1.254.201

domain radius

authentication login radius-scheme clearpass local

authorization login radius-scheme clearpass local

accounting login radius-scheme clearpass local

user-interface vty 0 2

authentication-mode scheme

protocol inbound ssh

domain default enable radius
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Comware 5 and RADIUS with ClearPass
ClearPass Configuration

– Import new H3C dictionary (download from arubanetworks.com)

– Configure a NAD

– Create users/roles/rolemappings

– Create profiles (different access levels)

– Value = 0, 1, 2 or 3 (0=Access, 1=Monitor, 2=Manager and 3=Administrator)

– Create a policy (map the profiles)

– Create a service

– Test and checkout the Access Tracker
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Comware 7 and RADIUS with ClearPass
Switch configuration

ssh server enable

public-key local create rsa

radius scheme clearpass

server-type extended

primary authentication 10.1.254.21 key simple secretpassword

primary accounting 10.1.254.21 key simple secretpassword

user-name-format without-domain

nas-ip 10.1.254.201

domain radius

authentication login radius-scheme clearpass local

authorization login radius-scheme clearpass local

accounting login radius-scheme clearpass local

user-interface vty 0 2

authentication-mode scheme

protocol inbound ssh

domain default enable radius
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Comware 7 and RADIUS with ClearPass
ClearPass Configuration

– Configure a NAD

– Create users/roles/rolemappings

– Create profiles (different access levels)

– We are using the Cisco AV pair VSA: shell:roles= *

– Create a policy (map the profiles)

– Create a service

– Test and checkout the Access Tracker
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Comware 5 and Tacacs with ClearPass and RBAC
Switch configuration
ssh server enable

public-key local create rsa

hwtacacs scheme ClearPass

primary authentication 10.1.254.21 key simple secretpassword

primary authorization 10.1.254.21 key simple secretpassword

primary accounting 10.1.254.21 key simple secretpassword

domain tacacs

authentication login hwtacacs-scheme ClearPass local

authorization login hwtacacs-scheme ClearPass local

accounting login hwtacacs-scheme ClearPass local

authorization command hwtacacs-scheme ClearPass local

accounting command hwtacacs-scheme ClearPass

domain default enable tacacs

user-interface vty 0 2

authentication-mode scheme

command authorization

command accounting

protocol inbound ssh
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Comware 5 and Tacacs with ClearPass and RBAC
ClearPass Configuration

– Configure a NAD 

– Create users/roles/rolemappings

– Create profiles:
Assign Shell service with priv-lvl
For RBAC, deny unmatched commands

– Create a policy (map the profiles)

– Create a service

– Test and checkout the Access Tracker

– Checkout RBAC



11@ArubaEMEA | #ATM17EMEA

Comware 7 and Tacacs with ClearPass and RBAC
Switch configuration
ssh server enable

public-key local create rsa

hwtacacs scheme ClearPass

primary authentication 10.1.254.21 key simple secretpassword

primary authorization 10.1.254.21 key simple secretpassword

primary accounting 10.1.254.21 key simple secretpassword

domain tacacs

authentication login hwtacacs-scheme ClearPass local

authorization login hwtacacs-scheme ClearPass local

accounting login hwtacacs-scheme ClearPass local

authorization command hwtacacs-scheme ClearPass local

accounting command hwtacacs-scheme ClearPass

domain default enable tacacs

user-interface vty 0 2

authentication-mode scheme

command authorization

command accounting

protocol inbound ssh
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Comware 7 and Tacacs with ClearPass and RBAC
ClearPass Configuration

– Configure a NAD

– Create users/roles/rolemappings

– Create profiles:
Assign Shell service with priv-lvl (0-15)
For RBAC, deny unmatched commands

– Create a policy (map the profiles)

– Create a service

– Test and checkout the Access Tracker

– Checkout RBAC
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Endpoint based AAA
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Device based AAA support matrix

ClearPass Comware 5 Comware 7

Captive Portal ■

MAC Authentication ■ ■

802.1X ■ ■
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Comware 5 & 7 and MAC Authentication/802.1X

– RADIUS based enforcements

– ACL is configured locally on the switch

– VLAN assignment can be based on VLAN Name or VLAN ID

– Comware does not accept an ACL name via the RADIUS filter-id or url-redirect attributes

– ACL number must be sent

– If you do not send an ACL in the RADIUS response and there is no ACL statically configured on the port, all traffic is 
permitted for that session



16@ArubaEMEA | #ATM17EMEA

Comware 5 & 7 and MAC Authentication/802.1X

– Configure the RADIUS scheme and Domain

– Enable port-security globally

– Configure security parameters per port

– Other configurations include VLAN’s and ACL’s

radius scheme accesssecurity

primary authentication 10.1.254.21 key simple secretpassword

primary accounting 10.1.254.21 key simple secretpassword

accounting-on enable

user-name-format without-domain

domain accesssecurity

authentication lan-access radius-scheme accesssecurity local

authorization lan-access radius-scheme accesssecurity local

accounting lan-access radius-scheme accesssecurity local

dot1x authentication-method eap

mac-authentication domain accesssecurity

port-security enable

port-security mac-move permit (only on Comware 7)

interface GigabitEthernet1/0/1

port link-mode bridge

port link-type hybrid

port hybrid vlan 1 untagged

mac-vlan enable

stp edged-port

undo dot1x multicast-trigger

undo dot1x handshake

mac-authentication max-user 10

mac-authentication host-mode multi-vlan

port-security port-mode userlogin-secure-or-mac-ext

Switch Configuration
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Comware 5 & 7 and MAC Authentication/802.1X

– Configure the Network Access Device

– Configure users/roles/role mappings

– Create profiles that contains the VLAN/ACL assignments (different ones for MAC Auth and 802.1X)

– Create policies with rule mappings for MAC Auth and 802.1X

– Create a service for MAC authentication and 802.1X authentication

ClearPass Configuration
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Comware 5 & 7 and MAC Authentication/802.1X

– Test and check out the Access Tracker (MAC Authentication):
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Comware 5 & 7 and MAC Authentication/802.1X

– Test and check out the Access Tracker (802.1X Authentication):
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Comware 5 & 7 and MAC Authentication/802.1X

– Check out the switch (802.1X Authentication):

– Comware 5:

– display dot1x session interface gigabitethernet 1/0/1

– display dot1x interface gigabitethernet 1/0/1

– Comware 7:

– display dot1x connection interface gigabitethernet 1/0/1

– display dot1x interface gigabitethernet 1/0/1

– Check out the switch (MAC Authentication):

– Comware 5 & 7:

– display mac-authentication interface gigabitethernet 1/0/1
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Comware 5 and ClearPass Captive Portal

portal local-server http(s)

portal local-server ip 10.1.254.201

portal free-rule 0 source any destination ip 10.1.254.24 mask 

255.255.255.255

portal server banner Comware 5 Captive Portal with ClearPass

radius scheme webportal

server-type extended

primary authentication 10.1.254.21 key simple secretpassword

primary accounting 10.1.254.21 key simple secretpassword

user-name-format without-domain

domain webportal

authentication portal radius-scheme webportal local

authorization portal radius-scheme webportal local

accounting portal radius-scheme webportal local

domain default enable webportal

interface GigabitEthernet1/0/2

port link-type hybrid

port hybrid vlan 1 untagged

mac-vlan enable

portal local-server enable

portal auth-fail vlan 10

– Comware 5 only supports local web portal

– The local web portal can use ClearPass as AAA service (including VLAN and ACL push)

– Configuration steps on the switch:

– Configure the portal parameters

– HTTP or HTTPS / Add portal-free rule (for example to allow DHCP or DNS)

– Optionally set a banner

– Configure AAA

– Enable portal on the physical interface

– Set interface to hybrid mode

– Enable MAC VLAN (required for MAC address to VLAN mapping)



22@ArubaEMEA | #ATM17EMEA

Comware 7 and ClearPass Captive Portal
– Selected Comware 7 devices support Change of Authorization (CoA):

– HPE 5130EI (R3115P07)

– HPE 5130HI (R1308)

– HPE 5510HI (D1308)

– Supported CoA commands:

– Terminate Session: traditional disconnect message; reinitializes authenticator state

– Bounce Host Port: bounces the port by disabling and re-enabling the port    ClearPass uses this one for the 
Captive Portal

– Disable Host Port: administratively disables the port

– Important:

– NAD has to be configured as Cisco device (for now)

– URL redirection and ACL assignment is achieved through H3C AV-Pair VSA
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Comware 7 and ClearPass Captive Portal process

WAN

Client

ClearPass

– Client connects to switch

– Switch performs authentication with ClearPass (Mac Auth)

– ClearPass returns the redirection VSA’s (ACL to allow DHCP/DNS/Webportal)

– Client redirects to the Web Portal, authenticates (Web Auth) and client logs in

– Upon successful authentication Web Auth Service issues port bounce

– Switch performs authentication with ClearPass (Mac Auth)   Successful guest authentication

– ClearPass returns the “authenticated guest” VSA’s (guest VLAN and ACL) and client gains access
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Comware 7 and ClearPass Captive Portal

– Configure the RADIUS scheme and Domain

– Enable port-security globally and create a RADIUS dynamic-author server (required for CoA)

– Configure security parameters per port

– Other configurations include VLAN’s and ACL’s

radius scheme ClearPass

primary authentication 10.1.254.21 key simple secretpassword

primary accounting 10.1.254.21 key simple secretpassword

accounting-on enable

user-name-format without-domain

domain ClearPass

authentication lan-access radius-scheme ClearPass local

authorization lan-access radius-scheme ClearPass local

accounting lan-access radius-scheme ClearPass local

port-security enable

radius dynamic-author server

client ip 10.1.254.21 key simple secretpassword

port link-mode bridge

port link-type hybrid

port hybrid vlan 1 untagged

stp edged-port

mac-authentication domain ClearPass

port-security port-mode mac-else-userlogin-secure-ext

Switch Configuration

acl advanced 3001

description WebPortalRedirect

rule 0 permit ip destination 10.1.254.21 0

rule 5 permit ip destination 10.1.254.24 0

rule 10 permit udp destination-port eq bootps

rule 15 permit udp destination-port eq dns

acl advanced 3002

description guestAccess

rule 0 deny ip destination 10.1.254.0 255.255.255.0

rule 5 permit ip

vlan 10

vlan 11

interface gigabitethernet 1/0/24

description uplink

port link-type trunk

port trunk permit vlan 10 to 11
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Comware 7 and ClearPass Captive Portal (I)

– Ensure you have the latest H3C RADIUS Dictionary

– <Attribute profile="in out" type="String" name="H3C_AV_PAIR" id="210"/>

– Configure the NAD device (set Vendor name to Cisco)

– Create a profile for web redirection (with H3C AV-Pair VSA’s for redirect and ACL)

– Create a profile for guest access

ClearPass Configuration
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Comware 7 and ClearPass Captive Portal (II)

– Create a policy for MAC Authentication

– Assign guest role to authenticated guest user (authenticated through web portal)

– Assign redirect role to authenticated MAC user

– Create a policy for the port bounce

– Assign the “Cisco - Bounce-Host-Port” profile and update the endpoint information to known endpoint

ClearPass Configuration
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Comware 7 and ClearPass Captive Portal (III)

– Create a service for MAC Authentication

– Automatically authenticates all MAC Auth requests

– Depending on “User Authenticated” or “[Guest]” TIPS role either redirect or allow access (enforced through policy)

– Cache results to allow automatic MAC re-authentication (MAC information cached in ClearPass)

– Create a WebAuth service that bounces the access port upon successful web authentication

ClearPass Configuration
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Comware 7 and ClearPass Captive Portal (IV)

– Create a web portal page

– Vendor: Aruba Networks

– Login method: Server initiated to support CoA
(MAC Address is provided through the H3C-AVPair VSA)

– Set login delay long enough for the port to re-authenticate
after port bounce

– Create guest user accounts (assign to the appropriate role mapping)

ClearPass Configuration
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Comware 7 and ClearPass Captive Portal (V)

– Put it to the test….

ClearPass Configuration
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Comware 7 and ClearPass Captive Portal (VI)

– Put it to the test….

ClearPass Configuration
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Comware 7 and ClearPass Captive Portal (VII)

– Put it to the test….

ClearPass Configuration




