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Virtual Intranet Access

Aruba VIA is part of the Aruba remote networks solution targeted specially for road warriors and mobile 
users. It detects the users network environment (trusted and un-trusted) and automatically connects the 
user to the enterprise network. Trusted networks typically refers to a protected office network, that allows 
users to directly access corporate intranet and un-trusted networks are public wi-fi hotspots like airports, 
cafes, or home network.

If a user works from a remote location that is outside of the enterprise network, Aruba VIA automatically 
detects the environment as un-trusted and sets up a secure IPSec connection between the user and the 
enterprise network. When the user moves into the trusted network, Aruba VIA detects the network type and 
moves to idle state. Users can download Aruba VIA from the URL provided to them by their IT support 
install it on their computers. Alternatively, you can install Aruba VIA on users computer using SMS or other 
similar mechanism.Topics in this Document

“Feature Highlights” on page 1

“Beta Limitations and Known Issues” on page 1

“Configuring Aruba VIA” on page 3

“Using WebUI to Configure VIA” on page 4

“Using CLI to Configure VIA” on page 15

“Downloading VIA” on page 11

Feature Highlights
Centralized configuration of remote users

Easy installation of Aruba VIA on end-user system

Auto upgrade and auto login

Minimal end-user interaction

Built-in troubleshooting and diagnostic tools

Administrator configured connection profiles

Beta Limitations and Known Issues
The following are some known limitations in the beta version of Aruba VIA:

Does not support SSL connection if IPSec connection is not established.

MS Outlook reconnect issues after moving from a trusted network to an un-trusted network and vice 
versa.

Does not support certificate based authentication for IKE.

After you disconnect from your primary network, Aruba VIA does not reconnect.

In some situations the Aruba Networks services does not respond after you exit Aruba VIA. This requires 
you to restart the Aruba Networks service.

On some systems the installer may report this error —"There is a problem with this Windows installer 
package. A script required for this install to complete could not be run. Contact your support personnel 
or package vendor". This happens on systems that do not have permissions to execute VB scripts. 
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How Aruba VIA Works
Aruba VIA provides seamless experience to users when accessing enterprise network resource from an un-
trusted or trusted network environment. You can securely connect to your enterprise network from an un-
trusted network environment. By default Aruba VIA will auto-launch on system start and try to establish a 
remote connection. The following table explains the typical behavior:

Installing Aruba VIA
There are two common methods to install Aruba VIA in a users computer—users can either download 
Aruba VIA from a URL or you can install Aruba VIA on users computers using SMS (Systems Management 
Server) or other mechanisms.

User Installation Process

Users downloads the set up file to their computers and installs Aruba VIA on their computers.

After the installation is complete, Aruba VIA will auto-launch and prompt users to enter / select the 
following

Remote Server—Enter the IP address or the FQDN of the VIA controller.

Username—Enter the domain username

Password—Enter the password.

Table 1  Aruba VIA Connectivity Behavior

# User action / environment Aruba VIA’s behavior

1 The client moves from a trusted to un-trusted 
environment. Example: From office to a public hot-
spot.

Auto-launches and establishes connection to remote network.

2 The client moves from an un-trusted to a trusted 
environment.

Auto-launch and stay idle. Aruba VIA does not establish 
remote connection. You can, however, manually connect to a 
network by selecting an appropriate connection profile from 
the Settings tab.

3 While in an un-trusted environment, user 
disconnects the remote connection.

Disconnects gracefully.

4 User moves to a trusted environment. Stays idle and does not connect.

5 User moves to an un-trusted environment Stays idle and does not connect. This usually happens, if the 
user has in a previous occasion disconnected a secure 
connection by clicking the Disconnect button in Aruba VIA. 
Users can manually connect by:
1. Right click on the Aruba VIA icon in the system tray and select 

the Restore option.
2. Select the Connect option to connect using the default 

connection profile.

6 User clicks the Reconnect button. Establishes remote connection.

7 In an un-trusted environment, user restarts the 
system.

Auto-launches and establishes remote connection.

8 In an un-trusted environment, user shuts down the 
system. Moves to a trusted environment and 
restarts system.

Auto-launches and stays idle.
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Authentication Profile—This is displayed to the user, if you have configured more than one 
authentication profile in the VIA configuration.

Upgrade Workflow
Aruba VIA will check for upgrade requirements during the login phase. Currently, there are two types of 
upgrade:

Minimal Upgrade

This type of upgrade is initiated for bug fixes and some minor enhancements which requires only the client 
to be upgraded. When a VPN session is active the upgrade binary is downloaded by the VPN client from the 
controller. After the current VPN session is terminated, the upgrade process is started and the VIA client is 
upgraded. This type of upgrade does not require a system reboot.

Complete Upgrade

This requires an upgrade to Aruba VIA and its underlying network drivers. This type of upgrade requires a 
system reboot. Aruba VIA downloads the upgrade binary from the controller and displays a message about 
upgrade process. The user can choose to proceed or cancel the upgrade process. If the user chooses to 
upgrade, a system reboot is required. If the user cancels the upgrade, Aruba VIA will automatically upgrade 
during the next system restart.

Configuring Aruba VIA
You must configure Aruba VIA server before your users can start using it. The following steps are required 
to successfully configure Aruba VIA on your controller. These steps are described in detail in the 
subsections that follow.

1. Install Next Gen VPN server module license—The minimum license required to configure VIA

2. Create VIA roles—VIA user roles contain access control policies for users connecting to your network 
using Aruba VIA.

3. Create VIA authentication profiles—A VIA authentication profile contains a server group for 
authenticating VIA users.  The server group contains the list of authentication servers and server rules to 
derive user roles, VLANs based on the user authentication.  You can configure multiple VIA 
authentication profiles and/or use the default VIA authentication profile created with Internal server 
group.

4. Create VIA connection profiles— A VIA connection profile contains settings required by VIA to establish 
a secure connection to the controller. You can configure multiple VIA connection profiles.  A VIA 
connection profile is always associated to a user role and all users belonging to that role will use the 
configured settings.

5. Configure VIA web authentication—A VIA web authentication profile contains an ordered list of VIA 
authentication profiles. The web authentication profile is used by end users to login to VIA download 
page (https://<server-IP-address>/via) for downloading the VIA client. You can configure more than one 
web authentication profile and if there are more than one VIA web authentication profile, the user can 
select an appropriate connection profile to download the VIA client.

6. Associate VIA connection profile to user role—A VIA connection profile has to be associated to a user 
role.  Users will login by authenticating against the server group specified in the VIA authentication 
profile and are put into that user role. The VIA configuration settings are derived from the VIA 
connection profile attached to that user role.

7. Configure VIA client WLAN profiles—Aruba VIA provides an ability to push WLAN Profiles to clients 
that use the Windows Wireless Zero Config (WZC) service to configure and maintain their wireless 
networks.  These profiles will automatically show up as an ordered list in the preferred networks. The 
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VIA client WLAN profiles provisioned on the client can be selected from the VIA connection profile 
described in Step 6.

8. Customize VIA logo—You can use your custom logo on the VIA client and on the VIA download web 
page.

9. Customize the landing page for VIA download—You can create a custom download page that contain 
specific instructions for VIA users.

10. Download VIA installer and version file

Using WebUI to Configure VIA
The following steps illustrate configuring your controller for Aruba VIA using the WebUI.

Install VPN Server Module license

The Aruba VIA solution requires the Next Generation Policy Enforcement Firewall Module license on the 
controller. See Chapter 28, “Software Licenses” on page 551 in the ArubaOS 5.0 User Guide for licensing 
requirements.

1. Navigate to Configuration > Network > Controller and select the Licenses tab on the right hand 
side. Paste the license key in the Add New License key text box and click the Add button.



Aruba Virtual Intranet Access [BETA] | User Guide Virtual Intranet Access | 5

Figure 1  VIA - Install Next Generation PEF Module

Create VIA User Roles

To create VIA users roles: 

1. Navigate to Configuration > Security > Access Control > User Roles. 

2. Click Add to create new policies. Click Done after creating the user role.

Figure 2  VIA - Add New User Role
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Create VIA Authentication Profile

This step requires you create an authentication profile and associate users to a server group. 

1. Navigate to Configuration > Security > Authentication > L3 Authentication. Under the Profiles 
section, expand the VIA Authentication Profile option. You can configure the following parameters 
for the authentication profile:

2. To create a new authentication profile:

1. Enter a name for the new authentication profile under the VIA Authentication Profiles section and 
click the Add button. 

2. Expand the VIA Authentication Profiles option and select the new profile name. 

3. To modify an authentication profile, select the profile name to configure the default role

The following screenshot uses the default authentication profile.

Figure 3  VIA - Associate User Role to VIA Authentication Profile

4. Click Server Group under VIA Authentication Profile and select New to create a new server group.

Figure 4  VIA - Creating a new server group for VIA authentication profile

5. Enter a name for the server group.

Table 2  VIA - Authentication Profile Parameters

Parameter Description

Default Role This role that will authenticate all VIA users using this VIA Authentication Profile.

Max Authentication Failures Specifies the maximum authentication failures allowed. The default is 0 (zero).

Description A user friendly name or description for the authentication profile.
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Figure 5  VIA - Enter a name for the server group

Figure 6  VIA - Server group details

Create VIA Connection Profile

To create VIA connection profile:

1. Navigate to Configuration > Security > Authentication > L3 Authentication tab. 

2. Click VIA Connection Profile option and enter a name for the connection profile. Click Add to continue.

Figure 7  VIA - Create VIA Connection Profile

3. Now click the new VIA connection profile to configure connection settings:
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Figure 8  VIA - Configure VIA Connection Profile

You can configure the following options for a VIA connection profile. 

Table 3  VIA - Connection Profile Options

Configuration Option Description

1 VIA Controllers 1. Enter the following information about the VIA controller.
Controller Hostname/IP Address: This is the public IP address or the DNS 
hostname of the VIA controller. Users will connect to remote server using 
this IP address or the hostname.
Controller Internal IP Address: This is the IP address of any of the VLAN 
interface IP addresses belongs to this controller.
Controller Description: This is a human-readable description of the 
controller.

2. Click the Add button after you have entered all the details. If you have 
more than one VIA controller you order them by clicking the Up and Down 
buttons.
To delete a controller from your list, select a controller and click the Delete 
button.

2 VIA Authentication Profiles 
to provision

This is the list of VIA authentication profiles that will be displayed to users in 
the VIA client. See “Create VIA Authentication Profile” on page 6. 

Select an authentication profile and click the Add button to add to the 
authentication profiles list.
You can change the order of the list by clicking the Up and Down buttons. 
To delete an authentication profile, select a profile name and click the 
Delete button.
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3 VIA tunneled networks A list of network destination (IP address and netmask) that the VIA client will 
tunnel through the controller. All other network destinations will be reachable 
directly by the VIA client.

Enter an IP address & network mask and click the Add button to add to 
the tunneled networks list.
To delete a network entry, select the IP address and click the Delete 
button.

4 VIA Client WLAN profiles A list of VIA client WLAN profiles that needs to be pushed to the client 
machines that use Windows Zero Config (WZC) to configure or manage their 
wireless networks.

Select a WLAN profile and click the Add button to add to the client WLAN 
profiles list.
To delete an entry, select the profile name and click the Delete button.

See for more information.

5 VIA IKE Policy List of IKE policies that the VIA Client has to use to connect to the controller.  
These IKE policies are configured under Configuration > Advanced Services 
> VPN Services > IPSEC > IKE Policies. 

6 VIA IPSec Crypto Map List of IPSec Crypto Map that the VIA client uses to connect to the controller.  
These IPSec Crypto Maps are configured in CLI using the crypto-local 
ipsec-map <ipsec-map-name> command.

7 VIA Client Network Mask The network mask that has to be set on the client after the VPN connection is 
established.
Default: 255.255.255.255

8 VIA Client DNS Suffix List The DNS suffix list (comma separated) that has be set on the client once the 
VPN connection is established. 
Default: None.

9 VIA Support E-mail Address The support e-mail address to which VIA users will send client logs.  
Default: None.

10 Client Auto-Login Enable or disable VIA client to auto login and establish a secure connection to 
the controller. 
Default: Enabled

11 Allow client to auto-upgrade Enable or disable VIA client to automatically upgrade when an updated 
version of the client is available on the controller. 
Default: Enabled

12 Enable split-tunneling Enable or disable split tunneling.
If enabled, all traffic to the VIA tunneled networks (Step 3 in this table) will 
go through the controller and the rest is just bridged directly on the client.
If disabled, all traffic will flow through the controller.

Default: off

13 Allow client-side logging Enable or disable client side logging. If enabled, VIA client will collect logs that 
can be sent to the support email-address for troubleshooting.
Default: Enabled

14 Use Windows Credentials Enable or disable the use of the Windows credentials to login to VIA.  If 
enabled, the SSO (Single Sign-on) feature can be utilized by remote users to 
connect to internal resources. 
Default: Enabled

Table 3  VIA - Connection Profile Options

Configuration Option Description
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Configure VIA Web Authentication

To configure VIA web authentication profile:

1. Navigate to Configuration > Security > Authentication > L3 Authentication tab.

2. Expand VIA Web Authentication and click on default profile. 

3. Select a profile from VIA Authentication Profile drop-down list box and click the Add button. 

To re-order profiles, use the Up and Down buttons.

To delete a profile, select a profile and click the Delete button.

4. If a profile is not selected, the default VIA authentication profile is used.

Figure 9  VIA - Select VIA Authentication Profile

Associate VIA Connection Profile to User Role

To associate a VIA connection profile to a user role:

1. Navigate to Configuration > Security > Access Control > User Roles tab.

2. Select the VIA user role (See “Create VIA User Roles” on page 5) and click the Edit button.

3. In the Edit Role page, navigate to VIA Connection Profile and select the connection profile from the 
drop-down list box and click the Change button.

15 Allow user to save 
passwords

Enable or disable users to save passwords entered in VIA.
Default: Enabled

16 Validate Server Certificate Enable or disable VIA from validating the server certificate presented by the 
controller.
Default: Enabled

17 VIA max session timeout The maximum time (minutes) allowed before the VIA session is disconnected.
Default: 1440 min

18 Maximum reconnection 
attempts

The maximum number of re-connection attempts by the VIA client due to 
authentication failures. 
Default: 3

19 Allow user to disconnect VIA Enable or disable users to disconnect their VIA sessions.
Default: on

Table 3  VIA - Connection Profile Options

Configuration Option Description
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Figure 10  VIA - Associate VIA Connection Profile to User Role

Configure VIA Client WLAN Profiles

To configure a VIA client WLAN profile:

1. Navigate to Configuration > Advanced Services > All Profiles.

2. Expand Wireless LAN and select VIA Client WLAN Profile.

3. In the Profile Details, enter a name for the WLAN profile and click the Add button.

Figure 11  VIA - Create VIA Client WLAN Profile

4. Expand the new WLAN profile and click SSID Profile. In the profile details page, select New from the 
SSDI Profile drop-down box and enter a name for the SSID profile.

5. In the Basic tab, enter the network name (SSID) and select 802.11 security settings. Click the Apply 
button to continue.
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Figure 12  VIA - Configure VIA Client WLAN Profile

6. You can now configure the SSID profile by select the SSID profile under VIA Client WLAN Profile option.

Figure 13  VIA - Configure the SSID Profile

The following options can be configured for a SSID profile:

Table 4  Configure SSID Profile for VIA

Option Description

EAP-PEAP options Select the following options, if the EAP type is PEAP (Protected EAP):
validate-server-certificate: Select this option to validate server certificates.
enable-fast-reconnect: Select this option to allow fast reconnect.
enable-quarantine-checks: Select this option to perform quarantine checks.
disconnect-if-no-cryptobinding-tlv: Select this option to disconnect if server does not 
present cryptobinding TLV.
dont-allow-user-authorization: Select this to disable prompts to user for authorizing 
new servers or trusted certification authorities.

EAP Type Select an EAP type.
Default: EAP-PEAP
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Customize VIA Logo

To use a custom logo on the VIA download page and the VIA client:

1. Navigate to Configuration > Advanced Services > VPN Services > VIA tab.

2. Under Customize Logo section, browse and select a logo from your computer. Click the Upload button 
to upload the image to the controller.

EAP-Certificate 
Options

You can choose the following EAP certificate options:
mschapv2-use-windows-credentials
use-smartcard: Use a smart card based certificate
simple-certificate-selection: 
use-different-name
validate-server-certificate

Inner EAP Type Select the inner EAP type.
Default: EAP-MSCHAPv2

Inner EAP 
Authentication 
options:

mschapv2-use-windows-credentials: Automatically use the Windows logon name and 
password (and domain if any)
use-smartcard: Use a smart card
simple-certificate-selection: Use a certificate on the users computer or use a simple 
certificate selection method (recommended)
validate-server-certificate: Validate the server certificate
use-different-name: Use a different user name for the connection (and not the CN on 
the certificate)

Automatically connect 
when this WLAN is in 
range

Select this option if you want VIA client to connect when this network (SSID) is available.

EAP-PEAP: Connect 
only to these servers

Comma separated list of servers.

Enable IEEE 802.1x 
authentication for this 
network

Select this option to enable 802.1x authentication for this network.
Default: Enabled.

EAP-Certificate: 
Connect only to these 
certificates

Comma separated list of servers.

Authenticate as 
computer when 
computer info is 
available

Inner EAP-Certificate: 
Connect only to these 
servers

Comma separated list of servers.

Authenticate as guest 
when computer or 
user info is unavailable

Connect even if this 
WLAN is not 
broadcasting

Default: Disabled

Table 4  Configure SSID Profile for VIA

Option Description
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To use the default Aruba logo, click the Reset button.

Customize the Landing Page for Web-based Login

To use a custom landing page for VIA web login:

1. Navigate to Configuration > Advanced Services > VPN Services > VIA tab.

2. Under Customize Welcome HTML section, browse and select the HTML file from your computer. Click 
the Upload button to upload the image to the controller.

3. The following variables are used in the custom HTML file:

All variables in the custom HTML file have the following notation

<% user %>: this will display the username.

<% ip %>: this will display the IP address of the user.

<% role %>: this will be display the user role.

<% logo %>: this is the custom logo (Example: <img src="<% logo %>">)

<% logout %>: the logout link (Example: <a href="<% logout %>">VIA Web Logout</a>)

<% download %>: the installer download link (Example: <a href="<% download %>">Click here 
to download VIA</a>)

To use the default welcome page, click the Reset button.

4. Click the Apply button to continue.

Download VIA Installer and Version File

To download the VIA installer and version file:

1. Navigate to Configuration > Advanced Services > VPN Services > VIA tab.

2. Under VIA installers for various platforms section, click ansetup.msi to download the VIA MSI.

Figure 14  VIA - Customize VIA logo, Landing Page, and download VIA Installer
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Using CLI to Configure VIA
The following steps illustrate configuring VIA using CLI.

Install VPN server module license
(host) (config)# license add <key>

Create VIA roles
(host) (config) #user-role default-via-role
(host) (config-role) #access-list session "allowall" position 1
(host) (config-role) #ipv6 session-acl "v6-allowall" position 2

Create VIA authentication profiles
(host) (config) #aaa server-group "via-server-group"
(host) (Server Group "via-server-group") #auth-server "Internal" position 1
(host) (Server Group "via-server-group") #aaa authentication via auth-profile default
(host) (VIA Authentication Profile "default") #default-role default-via-role
(host) (VIA Authentication Profile "default") #desc "Default VIA Authentication Profile"
(host) (VIA Authentication Profile "default") #server-group "via-server-group"

Create VIA connection profiles
(host) (config) #aaa authentication via connection-profile "via"
(host) (VIA Connection Profile "via") #controller addr 202.100.10.100 internal-ip 10.11.12.13 desc 
"VIA Primary Controller" position 0
(host) (VIA Connection Profile "via") #auth-profile "default" position 0
(host) (VIA Connection Profile "via") #tunnel address 10.0.0.0 netmask 255.255.255.0
(host) (VIA Connection Profile "via") #split-tunneling
(host) (VIA Connection Profile "via") #windows-credentials
(host) (VIA Connection Profile "via") #client-netmask 255.0.0.0
(host) (VIA Connection Profile "via") #dns-suffix-list arubanetworks.com
(host) (VIA Connection Profile "via") #dns-suffix-list example.com
(host) (VIA Connection Profile "via") #support-email via-support@example.com

Enter the following command after you create the client WLAN profile.

(host) (VIA Connection Profile "via") #client-wlan-profile "via_corporate_wpa2" position 0

Configure VIA web authentication
(host) (config) #aaa authentication via web-auth default
(host) (VIA Web Authentication "default") #auth-profile default position 0

Associate VIA connection profile to user role
(host) (config) #user-role "default-via-role"
(host) (config-role) #via "via"

Configure VIA client WLAN profiles
(host) (config) #wlan ssid-profile "via_corporate_wpa2"
(host) (SSID Profile "via_corporate_wpa2") #essid corporate_wpa2
(host) (SSID Profile "via_corporate_wpa2") #opmode wpa2-aes
(host) (SSID Profile "via_corporate_wpa2") #wlan client-wlan-profile "via_corporate_wpa2"
(host) (VIA Client WLAN Profile "via_corporate_wpa2") #ssid-profile "via_corporate_ssid"

Customize VIA logo, landing page and downloading installer

This step can only be performed using the WebUI.
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	5. In the Basic tab, enter the network name (SSID) and select 802.11 security settings. Click the Apply button to continue.

	Figure 12 VIA - Configure VIA Client WLAN Profile
	6. You can now configure the SSID profile by select the SSID profile under VIA Client WLAN Profile option.

	Figure 13 VIA - Configure the SSID Profile
	Table 4 Configure SSID Profile for VIA

	Customize VIA Logo
	1. Navigate to Configuration > Advanced Services > VPN Services > VIA tab.
	2. Under Customize Logo section, browse and select a logo from your computer. Click the Upload button to upload the image to the controller.

	Customize the Landing Page for Web-based Login
	1. Navigate to Configuration > Advanced Services > VPN Services > VIA tab.
	2. Under Customize Welcome HTML section, browse and select the HTML file from your computer. Click the Upload button to upload the image to the controller.
	3. The following variables are used in the custom HTML file:
	4. Click the Apply button to continue.

	Download VIA Installer and Version File
	1. Navigate to Configuration > Advanced Services > VPN Services > VIA tab.
	2. Under VIA installers for various platforms section, click ansetup.msi to download the VIA MSI.
	Figure 14 VIA - Customize VIA logo, Landing Page, and download VIA Installer
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