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This document is intended to help field engineering, customers, and channel partners integrate ClearPass
Policy Manager with Palo Alto Networks next-generation firewalls and its central management system,
Panorama. Customers can now leverage the identity tracking features provided by ClearPass for known
enterprise users using Active Directory and LDAP servers, and for unknown guest/public users that are used
by Guest and Hotspot networks.

Why is this Integration Important?

Palo Alto Networks next-generation firewall offers contextual security for all users for a number of reasons,
but especially for safe enablement of application access. Simple firewalling using IP addresses or TCP port
numbers only provides a subset of the enhanced security required for enterprises to secure their networks.

As an example, it's no longer acceptable to just ‘deny Twitter’ or ‘deny Facebook’ access. Many organizations
use social networking Web sites to advertise their products, solutions, and activities. Social networking has
become an accepted marketing tool and many companies now opt to use this as a mainstream part of their
marketing efforts. As such, legacy firewalls are not able to differentiate valid authorized users from casual
social networking users. So today’s challenge to allow Facebook based upon contextual data such as
username makes it almost impossible for legacy firewalls to implement granularity in their security policy.

The Challenge

Historically, traditional firewalls make decisions based on Layer 3/4 and some Layer 7 information. For Web-
based traffic, a decision can be made based upon a domain or a URL string. Today, enterprises want to
make decisions based upon the user (or group) and associated permissions. For this to happen, the firewall
needs to correlate between the user and the assigned IP address. The challenge is finding meaningful
sources of user information covering the full spectrum of network activity, including known users, guests,
and non-enterprise users.

Background

One of the core features of the Palo Alto Networks next-generation firewall is User-ID, which provides many
methods for connecting to sources of identity information and associating them with firewall policy rules.
For example, it has an option to gather user information from an Active Directory or LDAP server. In the
past, this functionality required the use of a Palo Alto Networks User-ID agent running on a Windows
workstation.

Similarly, an agent can be used to allow integration with a legacy Amigopod deployment to gather user
information for the guest users. This integration allows Amigopod to send user information to a Palo Alto
Networks firewall via the User-ID agent running on a Windows workstation. In both scenarios above, the
past approaches required an agent which created dependencies that might not be easy to resolve in certain
deployment scenarios. Now you can take advantage of the Palo Alto Networks and Aruba Networks
ClearPass Policy Manager, making a more seamless integration possible.
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Next-Generation Solution

Starting with the release of ClearPass Policy Manager 6.1, Aruba re-architected the integration between
ClearPass and the Palo Alto Networks next-generation firewall to take advantage of the new XML APIs that
were available in the PAN OS 5.x code release. This simplified the solution significantly by making it more
efficient and streamlined. The requirement to download and configure a separate plug-in was eliminated
and instead the solution was fully integrated into the ClearPass core product.

Figure 1: ClearPass and Palo Alto Networks Integration Overview
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Software Requirements

The minimum software version required on ClearPass Policy Manager is 6.1.0, released in April 2013. The
minimum software version on the Palo Alto Networks firewall is PAN-OS 5.0.0, released in November 2012.

However, it is recommended that you regularly review software updates to utilize the benefits from the
latest fixes and feature updates from Aruba and Palo Alto Networks.

Configuring ClearPass Policy Manager for Palo Alto Networks firewall integration is a fairly simple,
straightforward process. Step-by-step instructions are outlined in the following sections. The configuration
has been separated into several sections, the first being to highlight the new functionality in ClearPass 6.6,
then several sections covering the integration.

The ClearPass Policy Manager Exchange framework was enhanced in 6.5 and subsequently in 6.6 and now
provides integration with additional 3" party vendors. This allows ClearPass to push the endpoint source IP
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address, username and other attributes such as Health/Posture and Role to other 3™ party firewalls (e.g.
Checkpoint, Fortinet, and iboss).

What's new in ClearPass 6.6?

No new functionality was added in the initial 6.6.0 ClearPass release. However, in the 6.6.4 release new
functionality was added that had been requested from a number of customers/partners. Everyone should
be familiar with the concept of ClearPass assigning a ROLE as part of user or device authentication. This is a
point in time calculation based upon a multitude of meta-data that represents elements of the user, device,
location, time, health, etc. Being able to share this ROLE (think label) with other parts of the security
landscape simplifies the creation of a ubiquitous security policy across differing vendors and platforms. Palo
Alto has never had the ability to consume this ROLE/label and subsequently utilize this in a form where it
can be used to enforce security policy.

Starting in 6.6.4 the ability to send the ROLE (label) as a Dynamic-Access-Group (DAG) tag was added. With
the tag now holding the ROLE, policy can be built within the Palo Alto firewall based upon the tag. This
significantly simplifies the policy integration between ClearPass and a Palo Alto firewall.

In ClearPass 6.6.5, a new option was exposed to OPTIONALLY send the ROLE information and the generic
IP/User mapping. There are some restrictions within the lower-end VM firewalls limiting the number of
supported DAGs. Sending significant numbers of ROLES could cause resource related issues.

What was new in ClearPass 6.5.

Back in ClearPass version 6.5 released in March 2015, some new features were added and a couple of older
features modified to improve their function.

Policy Manager, when it's aware of the posture/health for an endpoint, can share this information with Palo
Alto. ClearPass gathers different health class information from the OnGuard client, context such as the state
of the endpoint firewall (enabled/disabled, engine version), derives a posture state, and then returns a
healthy/un-healthy state per class back to the Palo Alto firewall. There are 10 classes that can be reported
against and they are covered later in the document.

The other item of notable reference is the reduction of the post_authentication daemon sleep-timer to 3-
seconds. This aids in making the update between ClearPass and Palo Alto faster.
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NOTE

NOTE

ClearPass Basic Configuration - Enabling Insight & Profiling

Before starting the configuration of the Palo Alto Networks services/profiles, etc., ensure that basic
configuration items are completed. Starting with ClearPass 6.1.x and all subsequent releases the Insight
Database is disabled by default. This must be enabled on at least one node in the cluster for the Palo Alto
Networks integration to function.

Under Administration > Server Manager > Server Configuration > System, check both the ‘Enable
Insight’ and ‘Enable this server for endpoint classification’ settings.

Figure 2: Checking Insight DB is enabled

Administration » Server Manager » Server Configuration - cppm6dot6-160

Server Configuration - cppm6dot6-160 (10.2.100.160)

m Services Control Service Parameters System Monitoring Network FIPS

Hostname: cppmBdot6-160
FQDN: cppmBdot6-160.ns-tme.com
Policy Manager Zone: default +
| Enable Profile: # Enable this server for endpoint classification |

Enable Performance Monitoring Display: ¥ Enable this server for performance monitoring display
| Insight Setting: ¢ Enable Insight | ¢ Enable as Insight Master Current Master:cppm6dot6-160(10.2.100.160)
OnConnect Setting:

v/ Enable OnConnect Primary master $
Enable Ingress Events Processing: ¢/ Enable Ingress Events processing on this server
Span Port: -~ None -~ =

Why INSIGHT must be enabled - The Insight Application must be running. It is used to collate the records
that feed the APl used to send information to Palo Alto. The RADIUS Authentication triggers a NetEvent,
from which data is written into the Insight DB. When Insight receives the RADIUS Accounting data (again
from a NetEvent) it's matched with the endpoint MAC address to update the source IP address in Insight.

Why PROFILING must be enabled - Additionally, it's extremely important that you Enable Profiling.
Profiling allows ClearPass to identify the device-types, device-categories, etc. of the authenticating devices
on the network. Profiling uses several techniques to identify the device, be that a SPAN port, DHCP-
fingerprinting, TCP-fingerprinting, HTTP User-Agent, NMAP passive scanning, Netflow/IPFIX, etc.

In addition to enabling the profiling on ClearPass, it's important to know that other configuration is required on the
network to make the ClearPass Profiling/Fingerprinting work, for example on the network to plan port-spans/port-taps
to forward data to a ClearPass node with a port configured as a port-span.

ClearPass Basic Configuration - Interim Accounting

Next, ensure that ClearPass is logging the RADIUS Interim-Accounting Updates it receives from the NAD.
This can be checked at Administration > Server Manager > Server Configuration > Service Parameters
as shown below:

The default is FALSE. Ensure its configured as TRUE as shown below.
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Figure 3: Checking RADIUS Interim-Accounting is enabled on ClearPass

IAdminis(ra(ion » Server Manager » Server Configuration - cppm-prod-vm1

Server Configuration - cppm-prod-vm1 (10.2.100.225)

System Services Control System Monitoring Network

Process Server-Status Request FALSE + FALSE

Main

Authentication Port 1812 , 11645 1812, 1645

Accounting Port 1813 , 1646 1813, 1646

Maximum Request Time 30 seconds 30 5-120
Cleanup Time 5 seconds 5 2-10
Local DB Authentication Source Connection Count 32 32 5-150
AD/LDAP Authentication Source Connection Count 64 64 5-300
SQL DB Authentication Source Connection Count 32 32 5-100
EAP-TLS Fragment Size 1024 bytes 1024 512-1500
Use Inner Identity in Access-Accept Reply FALSE s FALSE

Reject if OCSP response does not have Nonce TRUE 2 TRUE

Check the validity of all certificates in the chain against CRLs TRUE + TRUE

TLS Session Cache Limit 3750 sessions 3750 1000-100000
Thread Pool

Maximum Number of Threads 20 threads 20 10-300
Number of Initial Threads 10 threads 10 10-300
AD Errors

Window Size H minutes 5 1-60
Number of Errors 150 150 10-1000
Recovery Action None s None

EAP-FAST

Master Key Expire Time 1 weeks + 1 weeks

Master Key Grace Time 3 weeks  § 3 weeks

PACs are valid across cluster true v true

Accounting

Log Accounting Interim-Update Packets TRUE G FALSE

NAS/NAD Basic Configuration - Interim Accounting

Ensure RADIUS interim accounting is enabled on the NAS device. Also, it's very important to ensure that the
calling-station-ID is set to use the MAC address of the client (this is the default for Aruba controllers). If the
NAS device is configured to use the system IP address, ClearPass will not be able to collate the data correctly
within Insight, and thus will be unable to send the correct data to the Palo Alto Networks Firewall or
Panorama system.

d An example of checking this on a Cisco wireless-controller is below. Note that the IP address is used by default. Ensure

this is configured as shown below.
NOTE

For Aruba controllers, enable RADIUS Interim accounting as shown below on the AAA Profile.

ClearPass and Palo-Alto Networks Integration - TechNote



Figure 4: Enable RADIUS Interim accounting on Aruba Controller

ARUSA  \VOBILITY CONTROLLER | Clearpassaruba2

network

Dashboard = Monitoring | Configuration | Di i i Plan Save Configuration | ¥ Logout admin
WIZARDS lsacurlty > Authentication > Proﬂlesl
AP Wizard Servers | AAA Profiles | L2 icati 3 icati User Rules | Advanced
Controller Wizard
WLAN/LAN Wizard B At Profie
,
License Wizard ' AAA Profile > etips122_aaa_prof Show Reference Save As Reset
WIP Wizard B captive178-222 prof
NETWORK ) cppmiz2-aaa-profie-mab Initial role [logon ) MAC Authentication Default Role | guest )
Controller B defautt 802.1X ication Default Role | guest :) L2 Authentication Fail Through o
VLANs
Ports [® default-dotix RADIUS Interim Accounting [ZI User derivation rules | --NONE-- %
Uplink @ defaut-dotix-psk Wired to Wireless Roaming [/ SIP authentication role [ -=-NONE-- &
® B defautt-mec-2uth Device Type Classification 4 Enforce DHCP @]
FECURITY [ default-open
Access Control [ defaut-xmi-2pi
WIRELESS B etipsi06 222 prof

AP Configuration

E

AP Installation
cppmi22-aza-
MANAGEMENT MAC Authentication Profle  authentication-

For Cisco controllers, ensure RADIUS Authentication and RADIUS Accounting are configured as shown
below, taking special notice that the Call-Station-ID Type is set to System MAC Address.

Figure 5: Configuring RADIUS authentication on Cisco WLC

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security |RADIUS Authentication Servers|
v AAA
Ganeral | call Station ID Type 2 | System MAC Address |
+ RADIUS
Authentication Use AES Key Wrap (7} (pesigned for FIPS customers and requires a key wrap compliant RADIUS server)
Accounting
Falback MAC Delimiter | Hyphen aal
» TACACS+
tDAF; Net User: Network Server
M‘;\Cg FI: R User Management Index Server Address Port IPSec Admin Status
iltering
Disabled Clients ~ ~ 1 192.168.5.217 1812 Disabled Enabled [~]
User Login Policies ™ ~ 2 10.2.51.113 1812 Disabled Enabled (~]
AP Policies
A e ~ ~ 3 10.2.50.178 1812 Disabled Enabled [~]

Figure 6: Configuring RADIUS accounting on Cisco WLC

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Accounting Servers
v AAA
General I MAC Delimiter | Hyphen $ ||
« RADIUS

Authentication Network Server Admin

Accounting User Index Server Address Port IPSec Status

Falback & .

» TACACS+ 1 192.168.5.217 1813 Disabled Enabled ﬂ
LDAP ~ 2 10.2.51.113 1813 Disabled Enabled [~}
Local Net Users "

ST @ 4 192.168.5.220 1813 Disabled Enabled
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The data that ClearPass collates and writes to the Insight DB is extracted and written to the Palo Alto
Networks Firewall or Panorama endpoint by the post_authentication daemon. The running of this daemon
is controlled by system/cluster-wide configuration discussed below.

The version of ClearPass in use will dictate the frequency this daemon runs and how it can be adjusted. See
below to understand the run-time/sleep frequency values of this daemon.

Several seconds can elapse between when the client has authenticated and obtains its IP address and when
the NAS sends RADIUS Accounting packets to ClearPass (it needs this for the client IP address). Assuming
that Profiling is enabled, ClearPass then will profile the endpoint. Following these steps ClearPass has the
attributes it needs to update the Palo Alto Networks endpoint. The process to gather all the contextual data
into a format that ClearPass sends has been streamlined over several releases. Once the data is gathered
there is a process which POSTs this data to the Palo Alto firewall. This batch process is called the
post_authentication daemon and is discussed below.

The below table shows the settings of the post_authentication daemon.

Back in ClearPass 6.2 this process was separated into two child tasks, the lazy and eager handler. We are only concerned

N(T;lE with the EAGER handler with respect to Palo Alto integration. This is what is shown in the below table.

Figure 7: Post Authentication run-times across different ClearPass versions

ClearPass Max / Min / Default Values Recommended Expected delay in endpoint
Version Value appearing in Palo Alto
6.1.x 10 mins /3 mins /5 mins 3 mins 2-3 mins

6.2.x 300 sec/ 10 sec/ 30 sec 10 sec ** 10-15 seconds

6.3.x 300 sec/ 10 sec/ 30 sec 10 sec ** 10-15 seconds

6.4.x 300 sec/ 10 sec/ 30 sec 10 sec ** 10-15 seconds
6.5/6.6 300 sec/ 3 sec/ 30 sec 10 sec ** 10-15 seconds

Lowering the Eager handler must be done with care such that it does not affect other system functions. The
process to gather all of the data was significantly streamlined in ClearPass 6.3 under a process called the
real-time-framework. Read more on the Real-Time Framework on the following next pages.
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ClearPass 6.6/6.5/6.4/6.3 post_authentication configuration

ClearPass 6.5 introduced new features related to Palo Alto Networks Integration. The post_authentication
eager_handler daemon was lowered to a minimum configurable value of 3 seconds. This 3-seconds refers
to the interval the post_authentication daemon will sleep until its next processing cycle. When it wakes, it
looks for new complete session details that have been gathered that can then be posted to the Palo Alto
firewall.

Figure 8: Modifying the Post-authentication daemon sleep-time under ClearPass 6.6/6.5/6.4/6.3

| Administration » Server Manager » Server Configuration - cppm161 |

Server Configuration - cppm161 (10.2.100.161)

System Services Control Service Parameters System Monitoring Network FIPS

Select Service: | Async network services Bl |
Parameter Name Parameter Value Default Value Allowed Values
Post Auth
Number of request processing threads 20 threads 20 Note new.3 20-100
Lazy handler polling frequency 5 minutes 5 second delay 3-10
| Eager handler polling frequency 30 seconds 30 3-300 ]
Send Posture Data TRUE + FALSE

ClearPass 6.2 and 6.1 post_authentication configuration

Back in the ClearPass 6.2 release, the post_authentication processing was split into two separate processes.
The ‘eager handler’ is responsible for the Palo-Alto Networks updates, whilst the remaining
post_authentication processing is handled by the ‘lazy handler'.

Figure 9 below shows the configuration options for the post_authentication under ClearPass 6.2.x. The
default of 30 seconds remains the recommendation under ClearPass 6.2.

Figure 9: Modifying the post_authentication daemon sleep-time under ClearPass 6.2.x

[Administration » Server Manager » Server Configuration - cppm-6.2.0]

Server Configuration - cppm-6.2.0 (10.2.100.155)

System Services Control Service Parameters Yy ing k

Select Service:

| Async network services :]
Parameter Name Parameter Value Default Value Allowed Values
Post Auth
Number of request processing threads 20 threads 20 20-100
Lazy handler polling frequency 5 minutes 5 3-10
|Eager handler polling frequency| 30 seconds 30 10-300

Figure 10 shows the configuration for the post_authentication daemon under ClearPass 6.1.x.

Figure 10: Modifying the post_authentication daemon sleep-timer under ClearPass 6.1.x

[Administration » Server Manager » Server Configuration - cppm-prod-vm1 |

Server Configuration - cppm-prod-vm1 (10.2.100.225)

System Services Control System Monitoring Network

Parameter Name Parameter Value Default Value Allowed Values
Post Auth

Number of request processing threads 20 threads 20 20-100

Polling frequency 5 3-10
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Minor differences exist in the GUI Context Server configuration depending on the version in use. These
mainly relate to capability enhancements between ClearPass and Palo Alto Networks firewalls.

Adding Palo Alto Context Servers in ClearPass 6.6.5

As discussed above in ‘What's new in ClearPass 6.67, the ability to control the sharing of Roles and IP/Device
mapping was added. The endpoint profile information has always been sent, and when roles were
introduced in 6.6.4, they were sent as well. In 6.6.5 a new option was exposed to be selective in the sending
of IP/device mapping and roles as shown below.

Figure 11: Configuring the optional sending of roles and IP/Device mapping in ClearPass 6.6.5+

Modify Endpoint Context Server .

Server Type: Palo Alto Networks Firewall

Server Name: [10.2.100.10 \

Server Base URL: \https://{serverjp)/api]?type:keygen&user:(username)&password:(password)
Username: |cppm-api |

Password: [eececcccananass | Verify: [eesssscccccccas
Username Transformation: | Use Full Username :)

GlobalProtect: () GlobalProtect Enabled on Palo Alto Networks Firewall
ClearPass Profiler: ¥ Enable sending of endpoint profile information | Sending of Roles is disabled
ClearPass Role: | Enable sending of applicable role information by default
UserID Post URL: |https://{server_ip}/api/?type=user-id&action=set&key={key} B

Validate Server: () Enable to validate the server certificate

Adding Palo Alto Context Servers in ClearPass 6.5 & 6.4

Under Administration > External Server > Endpoint Context Servers > Add Context Server > [choose]
Palo Alto Networks Firewall, enter the required IP address of the Palo Alto Networks Firewall, and a
username/password pair that ClearPass will use to send user/endpoint context data.

Figure 12: Configuring GlobalProtect option in ClearPass 6.5 and 6.4

[Administration » External Servers » Endpoint Context Servers]

Endpoint Context Servers

Modify Endpoint Context Server

Server Type: Palo Alto Networks Firewall
Server Name:
Server Base URL: https://{server_ip}/api/?type=keygenduser={username}&password={password}
Username: cppm-api
Password: sssssssssssssce Verify: ssssscscsssssse
Username Transformation: Prefix NETBIOS name 4

| GlobalProtect: GlobalProtect Enabled on Palo Alto Networks Firewall |
UserID Post URL: https://{server_ip}/api/?type=user-id&action=set&key={key}&cmd={cmd}
Validate Server: ~| Enable to validate the server certificate
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Configuring the username on the Palo Alto configuration above is documented in a later section, “Configuring
Palo Alto Networks Next-Generation Firewall”.

| :I Do not change the Server Base URL or UserlID Post URL. Although the fields can be modified, they are specifically

NoTa formatted to work with a Palo Alto Networks firewall or Panorama system.

In earlier versions of ClearPass 6.2/6.1 the option to select GlobalProtect did not exist. Enabling
GlobalProtect on ClearPass signifies that it can send Host Information Profile (HIP) Objects to the Palo Alto
Networks firewall to allow it to apply enforcement policies based upon the HIP context attributes received
for a user/endpoint; this is in addition to the more basic UserID XML API attributes. HIP data allows
ClearPass to send more granular context about the endpoint. As an example, when sending context about
the endpoint with the UserID XMLAPI ClearPass tells Palo Alto the endpoint is a SmartDevice. With HIP data,
we can enrich that basic data and tell Palo Alto the endpoint is an Apple iPad running I0S 9, so a significantly
more granular level of contextual data.

Starting with ClearPass 6.4 and later the ability to send/append the domain level data for a user when they
authenticate was added. In the scenario when a user authentication is not in the format
DOMAIN\username and ClearPass receives a username, ClearPass can append the DOMAIN.

Prior to ClearPass 6.3 there was an option to send Full Username in the User ID updates to Palo Alto. The
Use Full Username prefix can include the user domain (NETBIOS name as in case of Active Directories) or
an LDAP domain (less frequent as in case of OpenLDAP or a non-AD source). In ClearPass 6.4 this option is
deprecated and replaced with Prefix NETBIOS name. This addresses the problem when a domain prefix is
available if the user is authenticated against AD.

When None is selected - User ID updates and HIP Reports will only have an entry for the username.

When Prefix NetBIOS Name is selected - User ID updates will have an entry as NetBIOS Name\username;
the HIP Report will also have NetBIOS Name\username, and will include NetBIOS Name as domain field.

When Use Full Username is selected - User ID updates will have an entry as Full Username propagated by
policy server. If authentication is against AD it will be similar to above NetBIOS Name\username, else Some
Other Domain\username in case of say Guest Captive Portal or Username@somedomain which is not ac-
cepted by Palo Alto, HIP Report will have same entry, but the domain field will not be sent.

Figure 13: Appending DOMAIN/Full-username

Password: None [
Prefix NETBIOS name E
|Username Transformation: | VN
GlobalProtect: GlobalProtect Enabled on Palo

ClearPass normalizes the formatting sent to the Palo Alto firewall as domain\username. If ClearPass
receives an incoming ID that reads “danny@arubanetworks.com”, ClearPass sends
ARUBANETWORKS.COM\danny as the payload. If we receive ARUBANETWORKS.COM\danny, we'll send
ARUBANETWORKS.COM\danny as the payload to Palo Alto.

| :I The Palo Alto Networks firewall can only accept the UserID in the following format domain\username. Policies on the

p— Palo Alto can then be configured to use the “domain” portion of the domain\username if required.
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Adding Palo Alto Networks Panorama Context Server Endpoint

Under Administration > External Server > Endpoint Context Servers > Add Context Server > [choose]
Palo Alto Networks Panorama, enter the required IP address of the Palo Alto Networks Panorama server
and a username/password pair that ClearPass will use to send the information. In addition, it's very
important that you configure the serial numbers of the Palo Alto Networks firewalls that are under
management by the Panorama appliance as shown below, e.g. 1234567890 in Figure 14.

Configuring the username used below is discussed in a later section “Configuring Palo Alto Networks Next-
Generation Firewall”.

Figure 14: Adding Palo Alto Networks Panorama endpoint
Modify Endpoint Context Server 2

Server Type: Palo Alto Networks Panorama
Server Name: [1¢ |
Server Base URL: https://{server_ip}/api/?type=keygen&user={username}&password={password}
Username: cppm-api
Password: sssessssessnsas Verify: essseessssecess
Username Transformation: None N
GlobalProtect: _| GlobalProtect Enabled on Palo Alto Networks Firewall
ClearPass Profiler: Enable sending of endpoint profile information
ClearPass Role: _| Enable sending of applicable role information
Palo Alto Firewall Serial Numbers: 1234567890

0987654321 /
UserID Post URL: https://{server_ip}/api/?type=user-id&action=set&key={key}
Validate Server: _| Enable to validate the server certificate

(Updats | Cancal|

The same option is discussed in the previous section in relation to the support for GlobalProtect, and
appending Domain information to usernames is supported within the Panorama configuration.
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NOTE

Summary of Shared Context Attributes

The following table details the contextual attributes ClearPass Policy Manager currently shares with the Palo
Alto Networks firewalls.

Figure 15: Attributes we can share with Palo Alto Networks endpoints

Attribute ClearPass 6.1.x | ClearPass 6.3/6.4 | ClearPass 6.5.x ClearPass
& 6.2.x 6.6.4+
UserID v v v v
Source IP v v v (4
User Role ® P 4 ® v 4]
Device Type v v v v
Domain Name ® v 112 v v
Host Name % v m v m v 1]
Per-Class % P 4 v 3] v 3]
Health/Posture

Note: [1] These attributes are passed from ClearPass to the Palo Alto Networks endpoint via HIP Objects. The Palo Alto
Networks firewall MUST have a Global Protect License installed to be able to utilize the received HIP data and thus use it
in its policy enforcement.

Note: [2] The Domain Name can be passed starting in ClearPass 6.3.0 with the UserID XML API or via the HIP Objects
enabled by use of the GlobalProtect License.

Note: [3] To capture the Health/Posture context for an endpoint requires that OnGuard be installed on that endpoint.
OnGuard is available for Windows/Mac OS X/Ubuntu. The ability to send this endpoint context was added in ClearPass
6.5.

Note: [4] Implicit sharing of TIPS roles with Palo Alto was initially added in ClearPass 6.6.4. In 6.6.5 the option to select if
this data was shared with a Palo Alto along with sending the IP/Device mapping was exposed in the Context Server
configuration.

After completing the steps in the previous sections, there are a couple of final steps to ensure that as users
are authenticated with ClearPass, information is sent to update the Palo Alto Networks endpoint. This is
performed using post_authentication Session Restrictions profiles discussed next.
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In ClearPass 6.5, changes were made to expand the Policy Manager Exchange Framework. This resulted in a
new post_authentication profile type “Session Notification Enforcement” being created.

For ClearPass systems upgrading from 6.4 or earlier, automatic migration of the previous ClearPass enforcement profile
(Session Restrictions Enforcement profiles) to the new enforcement profile type will be performed.

NOTE

Adding this new enforcement profile for Palo Alto is slightly different from previous ClearPass versions. An
example is shown below. Note that you have to specify two attributes of type Session-Notify, a Server-
Type and a Server IP. If you have not previously defined the Palo Alto context server endpoint, then when
trying to configure this step nothing will be available in the Value drop-downs.

Figure 16: Adding an enforcement-profile for Palo Alto in ClearPass 6.5/6.6

|Configuration » Enforcement » Profiles » Edit Enforcement Profile - PAN-update-node |

Enforcement Profiles - PAN-update-node

m Profile Attributes

Profile:
Name: PAN-update-node

Description: PAN-update-node
Type: Post_Authentication
Action:
Device Group List: -
Attributes:
Type Name Value

Palo Alto Networks Firewall
10.2.100.10

[y

Session-Notify Server Type
Session-Notify Server IP

B

Create a new Enforcement Profile as shown. Ensure this profile is created from the Session Restrictions
Enforcement template. Select Type to be Session-Check as shown below, then Name to be IP-Address-
Change-Notification and finally from the Value field the IP address of the Palo Alto Networks firewall.

Figure 17: Adding a Session Restriction Enforcement profile

[ Configuration » Enforcement » Profiles » Edit Enforcement Profilel- Palo Alto Updates Trigger

Enforcement Profiles - Palo Alto Updates Trigger

Summary Profile Attributes

Type Name Value
Session-Check vl IIP-Address-Change-Notii 'vl = ||10.2.100.10 'Il

[

2 IClick ta add

Type = Session-Check

Name = IP-Address-Change-Notification

noTe Value = Palo Alto Networks endpoint, previously added (this is a drop-down list)
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CAUTION

If you don't see the IP address of a Palo Alto Networks endpoint, then it's likely a step was missed in one of the earlier
sections, such as adding the endpoint under the Context Servers.

If multiple Palo Alto Networks Firewall / Panorama need to be configured then you must create multiple separate
Enforcement Profiles, one per device. The option exists as shown below to add multiple Palo Alto Networks endpoints to
a single enforcement profile, however this configuration is invalid.

Figure 18: Adding a Session-Check ..... one endpoint per enforcement profile

Configuration » Enforcement » Profiles » Edit Enforcement Profile - pan-enforcement

Enforcement Profiles - pan-enforcement

Summary Profile Attributes

Type Name Value
1.|Session-Check IP-Address- otify = 10.2.100.10
| 2.|session-Check IP-Addres otify = 10.2.100.15]

Adding an Enforcement Profile to an Enforcement Policy

Completing the configuration from this point is standard ClearPass workflow. An enforcement policy needs
to be created with the enforcement action to call the enforcement-profile, or an existing policy needs to be
modified to add this new profile. The example below is based upon an AD group membership match for the
user.

Following this, add the enforcement policy to a service profile. In the below example, ClearPass will send an
update when the authenticated user is a member of the AD Group ns-tme.

Figure 19: Trigger Palo Alto update on AD memberOf ‘contains’ rule

|Configuration » Enforcement » Policies » Edit - update-pan-ﬁrewam

Enforcement Policies - update-pan-firewall

Enforcement Rules

Enforcement:
Name: update-pan-firewall
Description:
Enforcement Type: RADIUS
Default Profile: [Allow Access Profile]
Rules:

Rules Evaluation Algorithm: First applicable
Conditions Actions

1. (Authorization:win28k:memberOf ns-tme) PAN-update-node (dot10), [Allow Access Profile]
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Adding an Enforcement Policy to a Service

Next an example of adding the Enforcement policy to a Service.

Figure 20: Palo Alto enforcement profile added to a service

|Configuration » Services » Edit - PANW Service|
Services - PANW Service

Summary Service Authentication Roles m

Use Cached Results: Use cached Roles and Posture attributes from previous sessions

update-pan-firewall o Add new E

Enforcement Policy:

Enforcement Policy Details

Description:
Default Profile: [Allow Access Profile]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

1. I (Authorization:win28k:memberOf ns-tme) I I PAN-update-node (doth)I [Allow Access Profile]

ClearPass can now send OnGuard Posture/Health context to Palo Alto. This was introduced in the ClearPass
6.5 release. To take advantage of this feature requires several items to be configured.

E The configuration of OnGuard is beyond the scope of this document.

NOTE
Adding this functionality ClearPass provides additional valuable health/posture context about the endpoint
to Palo Alto to allow it to make more enhanced granular policy enforcement decisions.

The OnGuard client has the ability to report multiple individual attributes about a health/posture class
(listed below), as an example for Antivirus: is the AV Product current/back level, is the AV engine
current/back level, has the signature data-file been updated in the last X hours, when was the last scan
performed, is real-time scanning enabled?

The complete list of classes checked are as follows; note that different checks can happen based upon the
Client OS.

e Client Version Check

e File Check

e Process's Check

¢ Virtual machine Check

e Firewall Check

e AntiVirus Check

e AntiSpyWare Check

¢ Network Connection Check
e Hotfixes Check

e Installed Applications
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ClearPass then evaluates this information and sends it to the Palo Alto, at an individual class level with a
posture token that can be one of the following as configured in OnGuard:

healthy / quarantined / checkup / transition / infected / unknown per class.

For the Palo Alto to take advantage of this context requires configuration both on ClearPass and within Palo
Alto.

Configuring OnGuard on ClearPass

The configuration of the OnGuard client and Policy is beyond the scope of this document. In brief, use the
standard ClearPass wizards to build the basic service policy definitions and then create your posture policies
as required per platform: Windows/OSX/Linux.

Configuring Palo Alto to use Health/Posture context

Within the Palo Alto firewall utilize TAGS and ADDRESS-GROUPS to match the data posture/health context
being sent. These items need to be pre-created on the Palo Alto.

Configuring TAGS for Health/Posture

Under the Device Tab->TAGS [Add] create the following tags. The names and case have to be a 100% match
to the list below, else the data sent by ClearPass will not match and the policy enforcement will fail.

Figure 21: Configuring TAGS on Palo Alto

paloalfo

Dashboard Monitor Policies Objects Network

S, Addresses ‘§|
&
% Address Groups []| Name Location ‘ Color
@ Regions :
Applications [[] iPhone
Application Groups [[] _ipAD
& Application Filters [ ] clientVersion_Not_Healthy [l Red
# Services [T | FileCheck_Not_Healthy Il Red
L4 Service Groups [ | Processes_Not_Healthy Il Red
vIP ot [ | virtualMachine_Not_Healthy Il Red
obalPro
M HIP Objects [ | Firewall_Not_Healthy Il Red
W% HIP Profiles [ | AntiVirus_Not_Healthy Il Red
@& Dynamic Block Lists [ | AntiSpyware_Not_Healthy I Red
v I—b Custom Objects “[T7] | NetworkConnection_Not_Healthy [l Red
Data Patterns
D Spyware [ | Hotfixes_Not_Healthy [l Red
(¥ Vulnerability [ | InstalledApplication_Not_Healthy [l Red
Aot cotmmnn.

Below is a list that can be copied as a reference for the above TAGS when configuring them in the Palo Alto

firewall.
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Figure 22: Examples off “Not_Healthy” TAGS

ClientVersion Not Healthy
FileCheck Not Healthy
Processes Not Healthy
VirtualMachine Not Healthy
Firewall Not Healthy
AntiVirus Not Healthy
AntiSpyware Not Healthy
NetworkConnection Not Healthy
Hotfixes Not Healthy
InstalledApplication Not Healthy

Create the TAGS with “_Not_Healthy"” extensions. Use the _Not_Healthy TAG to capture and enforce when
devices are outside the policy, not when they are compliant. After creating the TAGS assign them to an
Address Group, as below. Address Groups are a collection of TAGS, but the Address-Group match can be
built using Boolean AND / OR conditions to make for very granular and specific policy rules. See the Address
Group example below that looks for ANYTHING un-healthy to trigger a match.

Figure 23: Creating an Address-Group to match on ANYTHING unhealthy

#R paloalic

Dashboard ACC Monitor Policies

Name Location Members

Y| _Unhea dynamic

Address Group ® &
Name  Unhealthy

Description
Type Dynamic v

Match 'Processes_Not_Healthy' or
'ClientVersion_Not_Healthy' or
'FileCheck_Not_Healthy' or
"VirtualMachine_Not_Healthy' or
'Firewall_Not_Healthy’ or 'AntiVirus_Not_Healthy' or
‘AntiSpyware_Not_Healthy' or
'NetworkConnection_Not_Healthy' or
'Hotfixes_Not_Healthy' or
'InstalledApplication_Not_Healthy'

(+) Add Match Criteria

Tags v

Coc L o |

During testing, additional checks were defined as shown below; they are self-explanatory.
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Figure 24: Creating different Address-groups to check on individual failures

paloalto
nETwoRes Dashboard ACC Monitor Policies Network Device
gg Addresses ‘5|
:ddlress Srou [] Namew Location Members Count Addresses
egions

Applications [E] virus_unhealthy dynamic more...
Application Groups [E] ' unhealthy dynamic more...
[&F Application Filters [0 Healthy dynamic more...
¥ Services [[]  firewall_unhealthy dynamic more...
@8 Service Groups

Once the Address Groups have been created, multiple can exist according to how you need to

enforce/restrict endpoints based upon their health/posture context. These can then be applied to policies

within the Palo Alto firewall.

Figure 25: Adding an Address-group to a firewall policy

{ Uasnooara J ACT J ™ONo
NAT
%. QoS
&3 Policy Based Forwarding Name Tags Zone Address User HIP Profile Zone
Decryption 1
:5l Application Override > _ )
€ Captive Portal . Security Policy Rule
§ DoS Protection —
4 General [EYIIT) || User | Destination | Application | Service/URL Category | Actions
5
Ay Ay
6
||| Source Zone & ||| Source Address &
7
e trust ] (53 unhealthy
8 -
Address
' 60 9 Aruba Internal
x
ForeScout
Name Address Address Group
ST firewall_unhealthy
.0.0.0-10.255.25... Healthy
10.2.100.30 Unhealthy
Add E]Delehe virus_unhealthy
0 ion
0.0.0.0-0.255.255.255 (Reserved(0.0.0.0-0.255.255.255))
10.0.0.0-10.255.255.255 (Reserved(10.0.0.0-
10.255.255.255))
100.64.0.0-100.127.255.255 (Reserved(100.64.0.0-
100.127.255.255))

Setting the ClearPass Posture/Health Delay Timer

When ClearPass is sending OnGuard posture/health status to a Palo Alto firewall, you must set the
post_authentication eager timer to a MINIMUM of 120 seconds. This is required to allow the OnGuard client

time to receive the policy analysis required for the endpoint and then trigger the local processing on the

endpoint to analyze and post the results back to ClearPass. For this reason it is strongly recommended the

eager-timer is set to a minimum of 120 seconds.
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WARNING

Figure 26: Setting Eager handler to 120 seconds when sending posture/health

| Administration » Server Manager » Server Configuration - cppm161|
Server Configuration - cppm161 (10.2.100.161)
_* | Eager handler polling freq y should be set to 120 or more when sending Posture Data to External Servers(Palo Alto Firewalls) I &-

System Services Control System Monitoring Network FIPS

Select Service:

Async network services s
Parameter Name Parameter Value Default Value Allowed Values
Post Auth
Number of request processing threads 20  |threads 20 20-100
Lazy handler polling frequency 5 | minutes 5 3-10
Eager handler polling frequency 10 |seconds 30 3-300
| send Posture Data TRUE |

FALSE

This is a tradeoff in that the user information will not be posted into the Palo Alto for quite a while. This may cause other
access issues, e.g. if the firewall is waiting for user/IP mapping to allow access to resource this can be delayed.

Starting in ClearPass 6.6.4, the capability was added to send the Aruba Role calculations to Palo Alto such
that this can be used within the Policy Enforcement on the firewall. Using roles simplifies the security
interoperability between ClearPass and Palo Networks. As an example, ClearPass is able to understand the
concept of a location, be that from a switch or from within the wireless network such as an Aruba AP Group.
This location information cannot historically be shared directly with the firewall, but using roles the location
can be used in a firewall policy to restrict access from or to a secure or restricted resource/application.

Sending roles to Palo Alto was detailed on Page 15 (note that the default is NOT to send roles). Once this has
been enabled there is nothing else that is required on ClearPass.

ClearPass uses Palo Alto Dynamic Access Groups [DAGs] as the method to send the roles into the firewall
policy engine. To utilize the DAGs in Palo Alto, the configuration must match the roles transmitted by
ClearPass. As an example of the configuration, assume you want to match a user and assign a role of PLM.
Figure 27: Role Mapping example

Configuration » Services » Edit - Secure-Access with Cylance and MSFT-Intune {Remedy}
Services - Secure-Access Vv !

Summary Service Authentication Authorization m Enforcement

Role Mapping Policy: prod_mgmt B Modify |
Description:
Default Role: [Guest]
Rules Evaluation Algorithm: first-applicable

Conditions Role
1. (Authorization:win28k-tme.ns-tme.com:memberOf PLM) PLM
2. (Authorization:win28k-tme.ns-tme.com:memberOf TME) TME
3. (Authorization:win28k-tme.ns-tme.com:memberOf SE) root
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Here in Access-Tracker you see the user cam authenticating and being assigned a role PLM.

Login Status:
Session Identifier:
Date and Time:
End-Host Identifier:

ACCEPT

R0000108d-01-5907674e
May 01, 2017 09:50:22 PDT
(Computer / Windows / Windows 8/10)

60672001E42A

I Username:

cam |

Access Device IP/Port:

Service:

Authentication Source:
Authorization Source:

System Posture Status:
Secure-Access with Cylance and MSFT-Intune {Remedy}
EAP-PEAP,EAP-MSCHAPvV2
AD:win28k-tme.ns-tme.com
win28k-tme.ns-tme.com, InTune-authZ-endpoint-check

Authentication Method:

10.2.100.20:0
UNKNOWN (100)

(10.2.100.20 / Aruba)

| Roles:

PLM, [User Authenticated] |

Enforcement Profiles:

panw-user-device-update-cppm10, InTune-unmanaged-device-ArubaRole

Figure 28: User authentication with role mapping

Above you can see the user ‘cam’ was authenticated and assigned two roles, PLM and [User Authenticated].

On the Palo Alto, you need to create TAGS to match the roles being sent from ClearPass. Note these are

case specific.

Figure 29: Creating the TAGs

paloalto
e Dashboard ACC Monitor Policies Network Device
% Addresses -‘|
|
LE:::ness Groups [ Narne -
ions Location Color
Applications fpho“e
[E3 Appiication Groups iPAD
[F Application Filters QlientVersion_Not_Healthy I Red
FileCheck_Not_Healthy I Red
Processes_Not_Healthy Il Red
VirtualMachine_Not_Heal Red
v @, GlobalProtect . thy ||
& HIP Objects Firewall_Not_Healthy I Red
%% HIP Profiles AntiVirus_Not_Healthy I Red
& Dynamic Block Lists [F] AntiSpyware_Not_Healthy I Red
b @Custnm Objeds NetworkConnection_Not_Healthy - Red
cr e Hotfixes_Not_Health I Red
D Spyware = — i 4
@ Vulnerability InstalledApplication_Not_Healthy Il Red
[@ URL Category PLM I Boe
v [’yéecurity Profiles T™E —r
Antivirus
CSE Blue
D Anti-Spyware . -

After building the TAGs, these need to be ‘grouped’ into one or more Address-Groups. The Address-Groups
are then used to match in the firewall policies.
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Figure 30: Adding TAGs to an Address-Group

Dashboard

Address Group

|
&

Name »

Monitor

Policies

Objects

P roe

Network

%Tags

v @& GlobalProtect

firewall_unhealthy

alice

]
B Apphications [F] virus_unhealthy Description [
[E3 Application Groups [ Unhealthy | Type Dynamic
[& Application Filters [ tme-role Match ['PLer
# Services pim-role ‘
(58 service Groups [E] Healthy
[l
O

Device

The below firewall rule uses the Address-Group to match on the PLM-role and has an action of Drop.

Figure 31: Firewall rule with Address-Group match

Source Destination
Name Tags Type Zone Address User HIP Profile Zone Address Application Service Action Profile Options
1 Unhealthy Devices none universal g trust (59 Unhealthy any any ) untrust any any R application-d. N none B
2 | drop-ipad none universal any any any W HIP-iPad any any twitter & application-d... o) none [E]
3 test none universal  any any any W% HIP-iPad any any any R application-d... 5] none B
| ¢ | match-pim none universal () trust pim-role any any i untrust | any any any [S) none =]
S  match-tme none universal g trust (59 tme-role any any 8 untrust any any any ] none B
Finally, below is the firewall rule dropping traffic based upon the PLM traffic.
Figure 32: Firewall dropping data against plm-role
e
( rule eq match-pim )
RecciveTime  Type FromZone ToZone  Source SourceUser  Destination To Port | Appiication Action | Rule e Bytes
@ 05/01 11:27:39  drop trust untrust 10.2.100.215 cam 172.217.17.131 443 not-applicable deny match-plm policy-deny l 66
I;_Q 05/01 11:27:39  drop trust untrust 10.2.100.215 cam 172.217.17.131 443 not-applicable deny match-plm policy-deny 66
Ep 05/01 11:27:39  drop trust untrust 10.2.100.215 cam 172.217.5.106 443 not-applicable deny match-plm policy-deny 66
@ 05/01 11:27:38 | drop trust untrust 10.2.100.215 cam 172.217.5.106 443 not-applicable deny match-plm policy-deny 66
@ 05/01 11:27:36  drop trust untrust 10.2.100.215 cam 172.217.17.131 443 not-applicable deny match-plm policy-deny 66
@ 05/01 11:27:36 | drop trust untrust 10.2.100.215 cam 172.217.17.131 443 not-applicable deny match-plm policy-deny 66
@ 05/01 11:27:30  drop trust untrust 10.2.100.215 cam 104.92.126.97 80 not-applicable deny match-plm policy-deny 62
@ 05/01 11:27:29 | drop trust untrust 10.2.100.215 cam 104.92.126.97 80 not-applicable deny match-plm policy-deny 62
@ 05/01 11:27:27  drop trust untrust 10.2.100.215 cam 216.58.194.202 443 not-applicable deny match-plm policy-deny 62
lg) 05/01 11:27:26 | drop trust untrust 10.2.100.215 cam 216.58.194.202 443 not-applicable deny match-plm policy-deny 62
@ 05/01 11:27:26  drop trust untrust 10.2.100.215 cam 208.78.70.9 53 not-applicable deny match-plm policy-deny el
@ 05/01 11:27:24 | drop trust untrust 10.2.100.215 cam 52.72.89.177 443 not-applicable deny match-plm policy-deny 66
B 05/0111:27:24  drop trust untrust 10.2.100.215 cam 172.217.17.99 443 not-applicable deny  match-pm policy-deny 62
@ 05/01 11:27:24 | drop trust untrust 10.2.100.215 cam 172.217.17.99 443 not-applicable deny match-plm policy-deny 62
B 05/01 11:27:24  drop trust untrust 10.2.100.215 cam 104.92.126.97 80 not-applicable deny match-plm policy-deny 66
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Multiple steps need to be completed to take advantage of the integration and many use cases exist in the
scope of this integration in how to utilize the context sent by ClearPass to manage and control a user's and a
device’s access. Below is the documentation for how to configure a Palo Alto to allow ClearPass to send data
and then for the Palo Alto Firewall to be able to use this data/context to make enforcement decisions.

Configuring ClearPass to communicate with Palo Alto using the UserID API

For ClearPass to send data to a Palo Alto, you should create a dedicated account within the Palo Alto
Networks firewall/Panorama system. It's possible to use the built-in admin account, however this is not
recommended. Create a new account that will be used solely for the purpose of ClearPass communication.
Create a role-based account; this account can be limited to only communicating with the Palo Alto Networks
firewall via the XML API.

Under the Device tab and Admin Roles create an admin-role as below. Ensure that you disable all the
options on the Web Ul Tab and the XML API except the User-ID Agent as shown below.

Figure 33: Creating a restricted Admin-Role

| Deven

— | Admin Role Profile ®
[Rosmn e ] Name | cppm-xmi-rolel| |

Description

[z Fcomman s

® Report

®Log

® Configuration

® Operational Requests
% Commit

) Export

& Import

Legend: (2) Enable (&) Read Only & Disable

e =N

Next create the actual Admin userid. This will be used when defining the Palo Alto endpoint on ClearPass in
the Context-Server definition. Again, under the Device tab but this time under Administrators create an
admin user.

E The account name created here must match that configured in the endpoint context server on ClearPass when adding

the Palo Alto Networks endpoints as a Context Server.
NOTE
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Figure 34: Adding a User to Palo Alto Networks Firewall

| Device

Administrator ®

: Authentication Profile None v

Use only client certificate authentication (Web)
Password eessseee
Confirm Password eeesecee
Use Public Key Authentication (SSH)
Role Dynamic (®) Role Based

Profile  cppm-xml-role v

Password Profile None v

o]

In this example, add an admin user account called admin-cppm. See how it references the profile cppm-
xml-role created in the previous step. This profile is limited to the User-ID agent APIs.

Configuring a Policy on Palo Alto to use the ClearPass context data - generic info....

In PAN-OS 6.0+, create TAGS and then combine these identifiers together under an Address Group. Then
use Boolean logic like AND / OR to combine multiple tags in the Address Group. Then through the XMLAPI,
‘attach’ the client’s IP address to the tags.

A Palo Alto Networks firewall can then enforce a policy utilizing the dynamic object’'s TAGs; in essence an
object type that is not tied to a fixed IP address. ClearPass can complement a Palo Alto Networks firewall by
supplying the dynamic object data and mapping an endpoint to a Tag.

Creating Device Profile Categories

Device categories need to be manually created in PAN-OS. Starting in ClearPass 6.3 the granularity of the
endpoint information ClearPass is able to send to the Palo Alto Networks endpoint was enhanced. Prior to
this release ClearPass only sent the Device Category, e.g. Computer or SmartDevice. Now, utilizing the
power of the Profiler to classify the endpoint, ClearPass can also send the Device Family and Device Name to
the Palo Alto Networks firewall.

A device profile is a hierarchical model consisting of 3 elements - Device Category, Device Family, and
Device Name - derived by Profile from endpoint attributes.

Device Category - This is the broadest classification of a device. It denotes the type of the device. Examples
include Computer, SmartDevice, Printer, Access Point, etc.

Device Family - This element classifies devices into a family and is organized based on the type of operating
system or vendor. For example, when the category is Computer, ClearPass Policy Manager could show a
Device Family of Windows, Linux, or Mac OS X, and when the Category is SmartDevice, ClearPass Policy
Manager could show a Device Family of Apple or Android.
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Device Name - Devices in a family are further organized based on more granular details, such as operating
system version. For example, in a Device Family of Windows, ClearPass Policy Manager could show a
Device Name of Windows 7 or Windows 2008 Server.

This hierarchical model provides a structured view of all endpoints accessing the network. As a reference,
the list of Device Category, Family, or Name of a device that was authenticated in ClearPass can be viewed
under Administration >Dictionaries > Fingerprints.

Figure 35: ClearPass Fingerprints

|Administration » Dictionaries » Fingerprints |

Device Fingerprints

Filter:| Category % | contains * + m (WA Show | 10 4 records

# Category A Family Name
12.| Access Points HP HP ProCurve AP
13.| Access Points Cisco Cisco AP
14.| Access Points Enterasys/Trapeze Enterasys/Trapeze AP
15.| Barcode Scanner Symbol Symbol Scanner
16. Barcode Scanner Intermec Intermec Scanner
17.| Computer Windows Windows 95
18. Computer Windows Windows 2008

Configuring Palo Alto Networks PAN-OS 6.x - Tags and HIP Objects

There are two methods that can be used to match devices and users within Palo Alto firewall policies using
context that is sent from ClearPass. The first method is Tags and the second is HIP.

Tags can be manually (static) or automatically (dynamically) created. Use static tags as you know what they
will be. Dynamically created tags are typically unknown. Once you decide on the Categories of devices
required by ClearPass, create them on the Palo Alto firewall as Tags.

Profiling must be enabled or ClearPass is unable to send HIP level data.

NOTE
To create the Tags select the Object Tab, then Tags and then on the bottom LHS click (HJAdd ¢5 add a

new Tag. Below are a number of example Tags that have been created.

Figure 36: Adding a TAG under PAN-OS 6.x

Name apple_iTouch

(%) Color | [l Red

Comments ‘ iTouch
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Group TAGS in Address Groups

After creating the individual Tags you have the option of grouping them. In this example, multiple Tags for
different Apple types are created, then grouped under a generic Apple grouping in an Address Group.

Boolean logic can also be applied to the match criteria to enhance the selection of a match. When creating the Address
group, the Address Group created must be type ‘dynamic’ as shown below.

NOTE

Figure 37: Grouping Tags into a Dynamic Address Group

2 palo

@® AND () OR

<

%¢ Addresses

6items| @

|‘ ) Address Grou Efl-

- Name
& Regions a

| e |

(= Application Groll apple_iPad
[5# Application Filte]
Services

Service Groups CILIEE e

® Tags Android JB
K& HIP Objects
& HIP Profiles
&E| Dynamic Block &
:; Custom Objects]
Data Pattern)
J Spyware
5 Vulnerability|
\; URL Categor|
%) Security Profileq
i;; Antivirus
3 Anti-Spywardl

E5l Applications Windows_Vista/7/2008  dynamic

apple_iPhone static

@ GlobalProtect | apple_iTouch static

static

static
static

PEEHE®

bcation Members Count

Address Group

Name
Description
Type
Match

Tags

Apple

Apple

Dynamic I

‘apple_iPhone' and 'apple_iPad' I

() Add Match Criteria

Addresseq

To create the HIP Objects select the Object Tab, then under GlobalProtect, you will find the HIP

Objects and HIP Profiles. On the bottom LHS click (+)Add . This adds a new HIP Object. HIP Profiles are a

collection of HIP Objects in a similar way that Address Groups are a collection of Tags. When creating a HIP
Object, use only the options on the General Tab in the match, the below example shows using the Host OS.

Figure 38: Creating HIP Objects

I
)
g
-3
ﬁﬂ

Mobile Device
Patch Management

Anti-Spyware

Disk Backup

Disk Encryption

Data Loss Prevention
Custom Checks

®
Configuration
Name |iPad|
Description
@ Host Info
Domain None hd
OS Contains Apple w  iPad w
Client Version None -
Host Name None v

Mobile Device Network Info

Network None

This match criteria applies to mobile devices only.
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Other supported Attributes for HIP Object

Domain is used as in the context of the attribute Domain\Username when a user logs-in.
Client Version comes from the attribute Name in the ClearPass fingerprints DB, see below.
Host Name is in the context of the attribute profiled from the endpoint.

The below screenshot shows an example fingerprint database with a small subset of device-types that can
be matched against for HIP context. The current shipping fingerprint database includes over 400
fingerprints. These are continually updated through a bi-weekly fingerprint updates. These updates are
automatically pushed to all Internet-connected ClearPass nodes with an active subscription license.
Customers are actively encouraged to send newly discovered fingerprints to Aruba by opening a TAC case.

Figure 39: ClearPass Fingerprints — Client Version

lAdministration » Dictionaries » Fingerprints|

Device Fingerprints

Filter:| Category $ | contains + | [+ “
# Category A Family Name

21.| Computer Linux Chrome OS
22.| Computer Linux FortiOS
23.| Computer Windows Windows XP
24.| Computer Solaris Solaris
25.] Computer Linux SUSE
26., Computer Linux Debian/Ubuntu/Knoppix
27.] Computer Windows Windows 95
28.| Computer Linux Fedora
29.| Computer Windows Windows 2008
30., Computer Apple Mac Mac 0S X
31.| Computer Windows Windows ME
32.| Computer Windows Windows

Using the above user/endpoint context, the Palo Alto Networks firewall can make more granular decisions
on how traffic should be processed.

Figure 40: Utilizing Tags in a Firewall Rule

m palo &commt & @ {

% NAT
<& Qos ‘ ‘

[ Policy Based Forwarding Name Tags Zone Address User HIP Profile Zone Address Application Service Action
& Decryption 1 Deny Apple apple_iPad any any any any any %4 Drop apple any R application-d. ®
Application Override

(oot e

[ Dos Protection applalTod

Historically, traditional firewalls classify traffic based on port number and IP address. However, port number
is no longer a meaningful way to classify traffic, because any application can use any port number. The Palo
Alto Networks next-generation firewall classifies traffic by application, and enforces policy based on the
context of business elements such as application, user, and content.
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The following rule shows the use of device types rather than IP address as a source in the Trust zone,

making an enforcement decision against the match of context type of the endpoint rather than on the MAC

address or IP address.

E This device-data would be shared by ClearPass Policy Manager.

NOTE Figure 41: Building a security policy using endpoint type

Name Tag Zone Address User

Security Policy Rule

HIP Profile

Zone

General m User | Destination | Application | Service/URL Category Actlons

Address

_ Any | Any
Source Zone a ‘ Source Address a
[ trust ] 'gg Network_Camera
Vam
D 5; SmartDevice
r
5§ Game_Console
(H)Add (-)Delete (+]Add (-)Delete
|| Negate
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The following page is credited to Palo Alto, find it here
https://www.paloaltonetworks.com/documentation/60/virtualization/virtualization/about-the-vm-series-
firewall/use-dynamic-address-groups-in-policy.html

Dynamic address groups allow you to create policy that automatically adapts to changes—adds, moves, or
deletions of servers. It also enables the flexibility to apply different rules to the same server based on its role
on the network or the different kinds of traffic it processes.

A dynamic address group uses Tags as a filtering criteria to determine its members. A tag is a string or
attribute that the firewall uses to match on and determine its group members. Tags use
logical and & or operators for defining the filtering criteria.

Tags can be defined statically on the firewall and/or registered (dynamically) to the firewall. All entities that
have the tags and match the defined criteria become members of the dynamic group. The difference
between static and dynamic tags is that static tags are part of the configuration on the firewall, and dynamic
tags are part of the runtime configuration. This implies that a commit is not required to update dynamic
tags; the tags must however be used in policy and the policy must be committed on the device.

The IP address and associated tags for an entity can be dynamically registered on the firewall using the XML
APl or the VM Monitoring Agent on the firewall; each registered IP address can have up to 32 tags. Within 60
seconds of the API call, the firewall registers the IP address and associated tags, and automatically updates
the membership information for the dynamic address group(s). Because the members of a dynamic address
group are automatically updated, using dynamic address groups in lieu of static address objects, allows you
to adapt to changes in your environment without relying on a system administrator to make policy changes
and committing them on the firewall.

Use the following table to verify the maximum number of IP addresses that can be registered for each
model of firewall:

Figure 42: Number of supported DAG's across Palo Alto Platforms

Platform Maximum number of dynamically registered IP addresses
PA-7050, PA-5060, VM-1000 100,000

PA-5050 50,000

PA-5020 25,000

PA-4000 Series, PA-3000 Series | 5000

PA-2000 Series, PA-500, PA-200,
VM-300, VM-200, VM-100

1000

ClearPass and Palo-Alto Networks Integration - TechNote



There are several commands and log-files available within the Palo Alto Networks Firewall and ClearPass to
assist an administrator in identifying communication and integration problems.

The first section covers some useful cli commands to assist in debugging the Palo Alto Networks
environment specifically related to receiving data feeds from ClearPass.

UserID <-> IP Address Mapping

To look at the user’s that are logged in and their IP address mapping, use the following command: show
user ip-user-mapping all

Figure 43: Signed in User’s to their IP Mapping

show user ip-user-mapping all

Use the command show user ip-user-mapping ip [ip address] to show additional information where user
attributes are being used by Palo Alto policies.

Figure 44: showing active Users relative to their IP Mapping and also policy matches
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Dynamic Device (Tag) <-> IP Address Mapping

Use the following command: debug user-id dump registered-ip all

Figure 45: Dynamic Object Category - IP Address Mapping

ebug user-id dump registered-ip all

UserlID <-> ClearPass Roles

To show the ClearPass Role mapped to a Palo Alto DAG/TAG use the following command: show object
registered-ip all

Figure 46: Showing ClearPass Role to DAG mapping
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UserID <-> Showing all Dynamic DAGs

To show the pre-configured DAG groups and their use in policy, use the following command: show ob-
ject dynamic-address-group all

Figure 47: Showing configured DAGS and their assigned Policy

Show HIP Reports

To display the HIP data related to an endpoint (assuming it is available) use the command: debug user-
id dump hip-report computer <c> ip <i> user <u>. Note you have to supply specific values for com-
puter, IP, and user.

Figure 48: HIP Report for a user
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Some additional Debugging Commands

Showing the HIP Database: debug user-id dump hip-profile-database

Show XMLAPI statistics

The below is a high-level view of the XMLAPI statistics. If there is zero activity here then you can assume
some serious configuration or network problems exist between ClearPass and the Palo Alto Networks
devices.

debug user-id dump xmlapi-stats

Figure 49: XMLAPI Stats

debug user-id dump xmlapi-stats]
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Real-Time debug monitoring of the UserID process

A very effective way to monitor the XMLAPI process in real-time is using the following commands. This will
set up an interactive (like tail -f) rolling update for the UserID process.

debug user-id on debug
debug user-id set userid all
tail follow yes mp-log useridd.log

v‘ﬁ Remember to disable the logging debug user-id off

WARNING
The final debug command for the Palo Alto Networks Firewall shows all of the UserID Manager Data. This

shows all users that have been registered through the XMLAPI process.

debug user-id dump idmgr type user all

Figure 50: List of ALL users registered through ID Manager
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Check ClearPass Logs files

ClearPass collects multiple log files that can assist the administrator in debugging ClearPass to Palo Alto
Networks integration problems. The most useful of these logs is the postauthctrl.log file. The process that
triggers sending data via the XMLAPI is performed by the post_authentication daemon which updates this
log file. Checking this log file can provide a valuable insight into the workings of this process on the
ClearPass side and possible issues related to the communication with Palo Alto Networks endpoint.

To collect and access this log file takes multiple steps, please follow these steps:

Under Administration -> Server Manager -> Server Configuration, select your system if you have a
cluster then click ‘Collect Logs'.

Once this process has completed, download this tar file and open with an appropriate application. For
MacOS, finder will allow you to extract the file to a folder for analysis with the built-in Archive Utility. For
Microsoft Windows multiple applications exist, but a really good utility is 7-Zip http://www.7-zip.org.

NOTE

You only need to collect as highlighted below ‘Logs from all Policy Manger services’ to obtain the postauthctrl.log file.

This will save significantly on the log collection process and the corresponding download file is much
smaller. If you are not able to analyze an issue and you engage Aruba TAC, it is likely they will want System
logs in addition to the Policy Manager services logs.

Figure 51: Collecting ClearPass Logs — limited data, but includes postautctrl.log

[Administration » Server Manager » Server Configuration|

Server Configuration

Output file name (.tar.gz extension will be added)

Collect the following logs

] System logs

Publisher Server: [M Logs from all Policy Manager services|
)] Capture network packets Duration of dump: 60| secs.
o Server | Diagnostic dumps from Policy Manager services Profile
| _J Back up CPPM configuration data !
1., CPPM63! Enabled
Showing 1+ - Specify date range Collect Logs
For number of days until today 1
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Figure 52: Collection of ClearPass Logs complete

|Administration » Server Manager » Server Configuration|

Server Configuration

Publisher Server: cppm-6.2.0 [10.2.100.155]

# Server Name A Management Port Data Port Zone
1[@ cppm-6.2.0 10.2.100.155 = NorthAmerica
cr\nm_ﬁ ) N 0 1N D 1NN 14 = Mnﬂ-hAmeriCa
ci SR HAmerica
: ci Collect logs complete \
Sh°+ ?ﬁggl?%gﬁlgescg:;géé in the range 2013-09-16 to 2013-09-16 ‘

INFO - Collecting SystemLogs...

INFO - Collecting DiagnosticDumps...

INFO - Collecting PolicyManagerLogs...

INFO - Created Policy Manager log dump cppm-logs-2013-9-16-11-5-6.tar.
INFO - The file can be accessed by logging into https://cppm-6.2.0
Collect logs complete

After you have opened the archive, the postauthctrl.log file can be found in the following path:

PolicyManagerLogs/async-netd/postauthctri*.log

Figure 53: Where to locate postauthctrl.log

Vv ] tmpbmVhcy
Vv ] PolicyManagerLogs
Vv [ async-netd
deviceprofiler.log
mdm.log

B postauthctrl.log

Once you have located the postauthctrl.log file, there are certain entries you will want to look for; several
examples are shown below. These provide an insight into the XMLAPI communication between ClearPass
and the Palo Alto Networks Firewall. Once a user has associated and been authenticated, if the service
match that authenticates the user has a post_authentication Palo Alto Networks trigger then you should be
able to match that session to an entry in this log file.

Below are five example messages sent from ClearPass to a Palo Alto Network endpoint. You would expect
to find these or very similar ones within the postauthctrl file. The last one shown is specific for HIP Objects.
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Sending login UserID + Source IP@, as user logs in

<uid-message>

<version>1.0</version>
<type>update</type>
<payload>
<login>
<entry name="dannyj" ip="10.4.28.110"/>
</login>
</payload>

</uid-message>

Adding IP@ to Category, as ClearPass profiles the IP@

<uid-message>
<version>1.0</version>
<type>update</type>
<payload>
<register>
<entry identifier="SmartDevice" ip="10.4.28.110"/>
</register>
</payload>
</uid-message>

Sending logoff UserID + IP@, as user logouts

<uid-message>
<version>1.0</version>
<type>update</type>
<payload>
<logout>
<entry name="dannyj" ip="10.4.28.110"/>
</logout>
</payload>

</uid-message>

Removing IP@ from Category as device logout
<uid-message>
<version>1.0</version>
<type>update</type>
<payload>
<unregister>
<entry identifier="SmartDevice" ip="10.4.28.110"/>
</unregister>
</payload>
</uid-message>

XML example of HIP Object

Sending username, domain-name, host-name, IP@ and client-version (OS-type).

<uid-message>
<version>1.0</version>
<type>update</type>
<payload>
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<login>
<entry name="ClearPasseccert\certuserl" ip="192.168.100.1"><hip-report>
<md5-sum>aaea39d589al1f7540d137e56a6d60b31</md5-sum>
<user-name>certuserl</user-name>
<domain>ClearPasseccert</domain>
<host-name>toshi-driver-32</host-name>
<ip-address>192.168.100.1</ip-address>
<generate-time>06/03/2014 12:01:31</generate-time>
<categories><entry name="host-info">
<host-name>toshi-driver-32</host-name>
<domain>ClearPassECCERT</domain>
<client-version>Windows 7</client-version>
</entry></categories>
</hip-report></entry>
</login>
</payload>

</uid-message>

Aruba’s ClearPass in conjunction with Palo Alto Networks can provide administrators with full context and
visibility about the users and devices on the network to deliver end-to-end safe application enablement. We
continue to evolve ClearPass to provide more contextual information about endpoints and users to Palo
Alto Networks firewalls to allow them to make more advanced policy decisions with regard to the network
and its users.
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