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Introduction

The Home Care & Hospice Association of NJ (HCHANJ) has designed this resource guide so that home
care providers can educate and prepare themselves, their patients, and their agencies for a wide-range
of disaster situations. It is the hope of HCHANJ that home care providers will use this resource guide as a
starting point for developing a specific disaster preparedness plan.

The definition of vulnerable is any individual or group that has a diminished ability or capacity to
anticipate, cope, resist or recover from a natural or manmade hazard.Home care providers are entrusted
with the care and protection of the most vulnerable residents of our state. As such, a lack of
preparedness for a disaster could result in the home care provider itself being vulnerable. During a
disaster, capacity — or the resources available to the community to help cope and respond to the
disaster — may be diminished. HCHANJ aims to help home care providers prepare for disasters so that
together we can increase the capacity of home care providers to play a major role in emergency
preparedness and recovery.

This resource guide is divided into eight sections:

Assessments

Incident Command System
Business Continuity Planning
Emergency Plan by Event
Exercises

HIPAA and Disasters
Succession Plans

Resource Contact Information

There are many resources available to assist you in increasing your knowledge of emergency
preparedness. We used some of these sources in building this resource guide.Information was gathered
from the NJ Office of Preparedness and Response, Occupational Safety Health Administration, Centers
for Disease Control and Prevention, U.S.Department of Homeland Security, ASPR TRACIE, and the
Federal Emergency Management Agency.

HCHANJ wishes to thank the Maryland National Capital Homecare Association (MNCHA) for sharing
their work and research in the creation of this Resource Guide.

We hope you will use this manual to be better prepared as a company — and to help your patients and
their families become better prepared. As always, we encourage your feedback on this resource and your
input into future initiatives.

Sincerely,

NS4tk

Nancy Fitterer,
President & CEO
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Part 1: Assessments

Conducting a Hazard Vulnerability Assessment

Overview

A Hazard Vulnerability Assessment (see Exhibit A) is a tool designed to help companies identify and evaluate
their level of risk and preparedness for a variety of emergency or hazardous events. The assessment lists the
most common weather-related events that may occur in our region based on research of prior weather
events over the past ten years.The other events include potential hazards that agencies need to be prepared
for.This template is designed with the ability to be customized based on your own assessment of your service
area, your company, and your hazard vulnerabilities.

Instructions

Evaluate your company's probability, vulnerability and preparedness for each event listed based on a three-
level scale.

Probability: Rated based on the frequency or likelihood of an event occurring.
3: Very likely event may occur (every 1-3 years)
2: Likely event may occur (every 3-10 years)
1: Unlikely event may occur (greater than 10 years)

Vulnerability: Rated based on the degree to which your company will be impacted. Consider items such as
service disruption, infrastructure damage, health hazard, financial impact, and potential for life threatening
incidents.

3: Total Disruption - Inability to provide services, utilize facilities, loss of life

2: Moderate Disruption - Inability to provide services, utilizing facilities for short period of time

1: Low Disruption - Little or no impact on ability to provide services, utilize facility

Preparedness: Rated based on your agency’s experience in dealing with events of this nature or strength of
emergency preparedness plan to address these events. (*Note the scale is in the opposite order from prior scale)
1: Good - Plan is in place or agency has encountered event with successful outcome
2: Fair - Plan is in place but could be improved, event occurred however agency faced challenges
3: Poor — No plan in place or event occurred and agency was unable to overcome challenges

Once all areas are completed in the chart, multiply the ratings for each event area. The higher total scores for
each event will identify the events that have the highest risk and may need immediate organizational planning.
Agencies should determine the total score for an event that is an acceptable risk for their agency.



Exhibit A.1: Hazard Vulnerability Assessment Tool (sample)

Man-Made Disasters
Civil Disturbance

>

Probability Level Vulnerability Level Preparedness Level TOTAL

3 2 1 3 2 1 1 2 3 SCORE

Multiply

Total Moderate Low each
EVENT Very Likely Unlikely | Disruption | Disruption | Disruption Good Fair Poor column
Likely

Heat Emergency X X X 3
Cold Emergency X X X 3
Thunderstorm X X X 3
Tornado X X X 8
Hurricane X X X 8
Flooding X X X 8
Ice/Snow X X X 6
Blizzard X X X 12
Earthquake X X X 9
Fire X X X 9
Epidemic/Pandemic Flu X X X 2
Epidemic/Pandemic Disease X X X 3
Chemical Incident X X X 3
Nuclear Incident X X X 9
Air Pollution/Air Quality X X X 2

Bomb Threat

Terrorist Threat

Mass Casualty

X X[ X|X

Workplace Violence

Active Shooter
Operational

XXX X[X|X

X | X[ XX

ol RVoRNe) R Ne) NN SN Ne)}

Electrical Power Failure X X X 6
Communication Failure X X X 6
Water Failure X X X 1

Transportation X X X 9
Cyber Event X X X 18




Conducting a Home Care/Hospice
Emergency Preparedness Assessment

Once you have assessed your hazard vulnerability, you must evaluate your company's preparedness
status. You can use the tool provided in Exhibit B to complete this step.

This quick assessment will help you identify your company’s preparedness in case of an emergency. This
list is not inclusive of all items an agency may need to assess when preparing an emergency plan. An
agency needs to consider their unique differences and specialties.

Exhibit B: Home Care/Hospice Emergency Preparedness Assessment Tool

Yes No

Do you have access to updated patient census?

Do you identify patients' acuity/risk/transportation levels?

Do you update patients’ acuity/risk/transportation levels?

Do you have written emergency preparedness education for patients?

Have you completed a hazard vulnerability assessment?

Have you set up an incident command?

Do you have an emergency preparedness plan and policy?

Do you have a current list of employee contact information?

Do you have your employees’ emergency contact information?

Have you provided education to all staff on the agency’s emergency preparedness policy?

Have you held an emergency preparedness drill?

Have you identified your community emergency preparedness contacts?
(See list in back of this manual) Do you have a GETS/WPS number?

Have you communicated with your community emergency preparedness team?

Do you have a plan for securing medical supplies during an extended emergency?

Do you have a plan for transportation in case of emergency?

Have you created a business continuity plan?

If you answered no to any of these questions then NOW is the time to review, update or create a
comprehensive emergency preparedness manual.
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Patient Acuity Assessment

An important part of preparedness is knowing each patient’s status, physical needs, and the availability of a caregiver to
assist in an emergency.Upon admission, each patient should have an acuity assessment completed and kept on file for
easy access. Using acuity levels, patients should then be categorized in an acuity risk level report. This list should be
updated frequently and be easily accessible. The following Patient Acuity Assessment Template can be modified to fit
the patient population that the organization serves.

Exhibit C: Patient Acuity/Risk Assessment Template

Patient name / I.D. Caregiver:
Address: Phone Number:
Diagnosis:

Case Manager/Assigned Staff:

1. High Priority — Patient must have care.Patients in this priority level need uninterrupted services. In case of
disaster or emergency, every possible effort must be made to see this patient. The patient’s condition is
highly unstable and deterioration or inpatient admission is highly probable if patient is not seen.

2. Moderate Priority — Services may be postponed with telephone contact. A caregiver can provide basic care until
the emergency improves. Patient’s condition is somewhat unstable, requires care but care can be postponed
without jeopardy to the patient.

3. Low Priority — Patient may be stable and has access to informal resources to assist them.Patient can safely miss a
scheduled visit safely with basic care provided by family or other support measures including the patient

1-High 2 - Moderate 3-Low

Medical Treatments/Procedures/Supplies Priority Priority Priority
Respiratory
Ventilator
BiPap
Oxygen
Suction

Nebulizer

Tracheostomy Care

Nutrition

Enteral Nutrition (Tube Feedings)
Parental Nutrition (TPN)

Meal Preparation

Needs Assistance to be Fed
Elimination

Colostomy/lleostomy

Urinary Catheter (indwelling or intermittent)

Dialysis in Home

Dialysis at Center

Toileting Assistance Needed

Incontinent
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1-High 2-Moderate 3-Low

Medication

Priority Priority Priority

Oral Medication Assistance

Intravenous Medication Continuous

Intravenous Medication Intermittent

Wound Care

Basic Wound Care

Complicated Wound Care

Wound Vac

Infection - MRSA, VRE

ADL's/Supervision/Communication
Bedbound

1-High 2-Moderate 3-Low
Priority Priority Priority

Requires Assistance with Transfer

Wheelchair Dependent

Dementia/Alzheimer’s Supervision

Behavioral Health Supervision

Aphasia

Deafness

Non-English Language

Other

Disease Management Assessment

Palliative Care

Hospice Care

Transport Car

Transport Wheelchair

Transport Ambulance

requires

Durable Medical Equipment
Walker, Crutches, Cane

In Home electric Portable

Hospital Bed

Specialty Air Mattress

Hoyer Lift

Wheelchair

Medical Supplies
Glucometer

‘ Amount needed per day/week

Insulin Pumps

Other
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Part 2: Incident Command System

Incident Command

Overview

The use of the Incident Command System (ICS) is a well-established emergency response protocol in
military, public and private sectors.In 2004, the Homeland Security Presidential Directive-5 developed and
implemented the National Incident Management System (NIMS). The goal of NIMS is to develop a
national template for preparedness and response that incorporates government and nongovernment
agencies to work together through collaboration of providers.

Home care and hospice providers are unique in the health care setting in that they are focused in the
community versus in an institution. The ability for home care and hospice providers to support vulnerable
patients and the community emergency management system requires an ICS that is designed so that all
resources can integrate into the emergency operations structure with an established chain of command.

The ICS features include the following:

1. Common Terminology/Clear Text: The use of common terminology and the avoidance of using
codes, slang or discipline-specific information allows for clear communication. Common
terminology is used in the ICS instead of organizational titles or roles.

2. Modular Organization: The ICS structure starts at the top and expands downward as needed per
event. The positions within the ICS that are needed are based on the extent or impact of the
emergency event.

3. Management by Objective: Emergency events are not “business as usual,” so clearly defined
objectives will assist staff in focusing on their roles in an emergency response. Incident objectives
are specific and state what is to be accomplished, are measurable with a timeframe, are attainable
and reasonable, and are evaluated to determine effectiveness of strategies or tactics.The incident
objectives should be based on a clear understanding of your organization’s policies.

4. Incident Action Planning: The incident objectives are documented in the Incident Action Plan
(IAP) and reflect the overall strategy for the incident management.The IAP is a written plan that
enables staff to take action based on the incident objectives identified in the plan.

5. Manageable span of Control: The incident management should be effective and efficient;
thus the incident managers should have responsibility for no more than 3 to 7 subordinates.

6. Pre-Designed Incident Locations/Facilities: In the planning stage of ICS, a determination
should be made on coordinating sites, command posts, staging areas for staff and supplies, and
evacuation plans for office staff and patients.

7. Resource Management: Resources are defined as either tactical or support.Tactical resources
include staff and equipment available for use in the response system. Support resources are all
other resources to support the event including food, equipment, supplies, vehicles, and
communication tools. It is important to identify the location and availability of the resources
not only within your agency but within your community or medical mutual aid system.
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8.

10.

Integrated Communication: The integrated communication includes the hardware (telephones,
cell phones, radios, and Internet), the advance planning of the communication policy and plan,
and lastly the plan to share information internally and externally.

Command structure: ICS provides a common command structure that identifies core
principles and an efficient chain of command. Unity of command dictates that each person
within the structure report to one supervisor. Single command exists when a single agency
responds to the event; unified command structure is used when multiple agencies/disciplines
are working together during the event.An example of unified command would be during a
weather emergency when the emergency management incident commander and the agency
incident commander work together to meet the incident objectives.

The Incident Command Structure should be updated minimally once a year, more often as
necessary.

Access information about how to receive formal ICS training at_https://training .fema .gov/nims/ .
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Incident Management Team Roles

and Responsibilities

Overview

The Incident Command System (ICS) is a management system, not an organizational chart. The incident
command functions are developed based on a number of principles of emergency management including:

Every event requires certain management functions be performed: the evaluation of the
current incident, the development of incident objectives, the release of necessary resources
and ongoing evaluation of the incident. Successful implementation of ICS requires defined
incident command functions.

ICS organization and titles frequently do not correlate to daily operation responsibilities or
functions within your company. This is done purposefully to avoid role and title confusion.
Those assigned positions in ICS come together during an event as the Incident Management
Team (IMT) whose purpose is to respond to and recover from the event through a coordinated
effort.

Titles within the ICS should remain unchanged thus promoting interoperability between
internal and external response partners.

The IMT consists of command, general, branch, and unit staff with clearly defined roles and
responsibilities. Depending on the size of the operations, some parts of the organizational
structure may be eliminated such as branch or units.

The IMT consists of the following:

e Incident Commander: ALWAYS activated in an incident regardless of size or extent of
incident. The Commander sets the objectives, devises strategies, prioritizes, and
maintains overall responsibility for managing the incident. The Incident Commander is
supported by four other management team members.

» Operations: Responsible for tactical operations to carry out the incident objectives.

e Planning: Collects and evaluates information and data for decision support, maintains
resource status information, responsible for documentation of incident.

» Logistics: Provides support, resources and other essential services to meet incident objectives.

« Finance: Monitors costs related to incident, procurement of items, time recording, and cost
analysis.

Based on the incident size and company size, the Incident Commander may assume more than one
role but the Incident Commander is always one individual and must always be activated in an
emergency event.
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The Incident Management Team members also have other position titles that define roles and tasks assigned
to the role including:

Officers: Part of the command section. Officer roles include Liaison Officer, Public Information
Officer, Medical Director/Specialist, and Safety Officer.Each of these reports directly to the Incident
Commander

Chiefs: Oversight of the section (operations, planning, logistics, finance).Reports directly to the
incident commander.

Directors: Section branches may be activated. An example would be identifying a branch for
infrastructure under the operations section.In order to maintain the chain of command and provide
specific duties and roles to the branch a director is identified. The director reports to the
corresponding section chief.

Leaders: A unit under the branch may be activated. Example: infrastructure has an information
system unit.The person assuming responsibility for the unit is the leader.The leader reports to the
director.

Role Definitions

Command Section

The command section includes the incident commander and officers who support the incident commander.

¢ Incident Commander: The incident commander is the only role that is always initiated in an
event. Theincident commander directs the emergency response through development of
incident objectives.A critical role of the commander is to determine the level of emergency
response in relation to the impact on life, property, and capability to maintain operations.

¢ Public Information Officer: The public information officer is responsible for developing and
releasing information about the incident to the news media, to incident personnel, and to
other appropriate agencies and organizations.

o Safety Officer: This position supports the command staff and is responsible for the overall
safety of the response activities. The safety officer evaluates the data from multiple sources
(weather alerts, emergency management updates) and communicates to the incident
commander. The safety officer ensures that internal locations are hazard-free.

e Liaison Officer: The liaison officer serves as a link between external partners and the
agency. This includes relay of information to the community, county or state emergency
officials, public health authorities, and other agencies identified in the emergency plan.

¢ Maedical Director: This is a person that has specific expertise in clinical areas, such as
infectious disease and trauma management, and is a resource for staff. The medical
director/specialist reports directly to the incident commander but works directly with
operations as a resource.

18



Operations section

The operations section considered the “doers,” consists of up to four positions.

e Operations section Chief: The operations section chief oversees tactical operations.The chief
activates additional positions based on the event needs as well as the availability of qualified
staff to fill the positions. If there is no available qualified staff to fill the position, then the
position is the responsibility of the highest position within the section.

¢ Patient Care Branch Director: The patient care branch director is responsible for
continuation of patient care services and provision of care to injured volunteers/staff.
The branch director is also responsible for patient census, triaging patients and patient
location accountability Infrastructure Branch Director: This position is responsible for
assessment and functionality of agency facility structure.

¢ Facility/Security Unit Leader: Under the infrastructure branch director, the
facility/security unit leader is responsible for maintaining safety and security of the
facility.This position integrates with local emergency or law enforcement officers.

Planning section

The planning section considered the “thinkers,” is activated when there is sufficient staff for operations
and logistics. The role of planning is to gather, analyze and track event data from internal and external
sources. This section is responsible for projecting the ability to sustain operations based on current
information and future status.

¢ Planning Section Chief: This position oversees the planning section and determines the
need for activation of situation and documentation units. The section chief collects and
disseminates incident situation reports to the incident commander and is responsible for
developing the Incident Action Plan.

e Situation Unit Leader: This unit leader is responsible for writing and maintaining
incident updates based on internal and external resources.

¢ Documentation Unit Leader: This unit leader works with all members of the incident
management team to ensure complete documentation of the incident and is responsible for
archiving documents upon completion of event.
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Logistics section

The logistics section, referred to as the "getters," provides the necessary services and support to sustain
operations during the event. Included in this section are communication, information technology (IT),
supply management, staffing, and scheduling and transportation.Responsibility in this section includes
identification and inventories of current resources including supplies, equipment, personnel, and items
to support operations.

e Logistics Section Chief: This position oversees the provision of services and support to sustain
operations and operational response to event. The section is made up of two major branches:
Service and Support. The logistics section works closely with the operation section.

e Service Branch Director: The service branch director is responsible for ensuring the essential
services of communication and information technology.

¢ Communications and IT Unit Leaders: Under the service branch director, leaders assist in
maintaining communication and IT solutions.

e Support Branch Director: This position organizes and maintains supplies, medical supplies,
transportation, and labor/volunteer pool.The branch director is accountable for resources used
and requested for operations and ensures that resources are available.

e Supply Management Unit Leader: This unit leader, who reports to the support branch director,
ensures that medical and office supplies are inventoried, available and dispensed as needed.

o Staffing/Scheduling Unit Leader: This unit leader ensures the current list of available staff is
accurate and identifies staff that is assigned to other departments.

e Transportation Unit Leader: This unit leader coordinates transportation assistance as needed
for staff.

Finance/Administration section

The finance/administration section oversees the costs, time allowance and expenditures related to the
emergency event, including the purchasing of additional supplies, equipment, meals etc...

= Finance/Administration section Chief. The finance section chief accounts for the
expenditures and loss revenue associated with response and recovery and ensure that
incident-related claims are investigated and submitted.

= Time unit Leader: This unit leader ensures that all staff and volunteer hours utilized during the
event are recorded. This position also assists with screening volunteers or staff prior to
assignments.

= Procurement/Claims/Costs unit Leader: This position works with the logistics section to
obtain additional supplies, equipment, etc.This unit leader clearly documents cost of additional
supplies and projects during the recovery phase and coordinates all claims and compensation
related to response and recovery.

The Exhibit D Incident Command System is a visual example of the ICS hierarchy which can be
modified to reflect your company’s size and/or incident. As appropriate, roles can be combined.
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Exhibit D: Incident Command system

Incident Commander

Public Information Liaison
Officer Officer
Safety
Officer

Operations Section

Planning Section

Logistics Section

Finance/Admin.
Section

—

Air Ops

Branches Branch

I_I_|

Divisions Groups

Strike Team

Task Force

Single Resource

Resources Demob. Service J. Support Time Compensation
Unit Unit Branch Branch Unit Claims Unit
] |
Situation Doe. Procurement Cost
Unit Unit Ll Commun. Suppw Unit Unit
Unit Unit
Medical Facilities
Unit Unit
Food E:: :::!t
Unit Unit

21




Exhibit E: Incident Command Assignment List

Incident name:

Date of Incident: Start/Stop Time of Incident:

Position Name/Department
Command Section

Incident Commander

Public Information Officer

Liaison Officer

Safety Officer

Medical Director/Specialist

Operations Section

Operations Chief

Patient Care Branch Director

Infrastructure Branch Director

Facility/Security Unit Leader

Logistics Section

Logistics Chief

Service Branch Director

Communication/IT Unit Leader

Support Branch Director

Supply Management Unit Leader

Staffing/Scheduling Unit Leader

Transportation Leader

Planning Section

Planning Chief

Situation Unit Leader

Documentation Unit Leader

Finance/Administration Section

Finance/Administration Chief

Time Unit Leader

Procurement/Claims/Cost Unit Leader

Date/Time:
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Part 3: Business Continuity Planning

A business continuity plan incorporates prevention, preparedness, response, and recovery as part of a
planning process to manage the risk in the event of an emergency. It is designed for use in emergencies
where the agency is severely impacted. The business continuity plan should address the critical
processes in each department that are essential to maintaining operations.The agency should involve a
multidisciplinary team to address the critical processes and ensure that patient care is a priority along
with the solvency of the agency.

The Home Care and Hospice Continuity Planning Toolkit is being offered as a guide to assist in
developing continuity plans. There are multiple methods to develop a continuity plan, and the materials
presented in this toolkit do not represent all methodologies or mandates for home care providers. The
toolkit should be used to supplement the emergency preparedness plan that addresses the specific
responses to each type of emergency event.

Home care and hospice are unique in that most services are performed outside of the facility.As a home
care /hospice provider, agencies care for the most vulnerable patients in the community. A continuity
plan will assist the agency during the recovery period after an emergency event in returning to or
maintaining operations.

There are several parts of a Continuity Plan, including:

Home Care Business Continuity Checklist
Business Impact Analysis

Employee Contact Information Report
Emergency Contact List — External Resources
Business Record Location List

Vendor List

Information System Data Back-Up Plan
Information Systems Report

Information Systems Software List

Forms and Supplies

Insurance Contact List

Event Log

Financial Tracker

Risk Management Plan
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This checklist provided in Exhibit F is intended to provide home care and hospice providers with
guidance on their Business Continuity Program components.Home care and hospice providers may
elect to integrate their Continuity Plan with their Emergency Operations Plan (EOP) or create and
maintain a separate document.However, during an event, it is assumed that both will be activated
and, ultimately, managed through a similar structure and process. The order of the components
listed here is suggested, not mandated. |t is recommended that supporting documentation be kept in
computer files or within separate binders and can be referenced in the “Reference/Location” column.

This document is not intended to cover all aspects of your business or every continuity standard.

Program Component Reference/Location| Status

1. Governance

A.Policy and Purpose: Consider augmenting existing Emergency
Management Program (EMP) policies with Home care Continuity Program
components

B.Scope and Applicability: Align with organizational priorities

C.Planning Assumptions

D.Authority and Responsibility

Home care/hospice continuity program organization chart

Home care/hospice continuity program responsibilities

E.Program Evaluation (See also Execution section of this checklist tool,
below)

2. Data: Identifying essential services and Applications

A. Business Impact Analysis (BIA) Identify essential services and
applications (both IT and non-IT supported) that must be continued
to maintain essential operations (e .g.supply chain, payroll, research)
and health care delivery (patient care) following a disaster.

Design questionnaire

Conduct business impact analysis

Perform analysis and summarize findings

Complete report

3. Integration: Developing Business Continuity strategies

A. Analytics and Strategy: Review BIA and Hazard Vulnerability Analysis
(HVA) findings to understand what risks pose the greatest threat to
essential functions. Use data to make decisions to reduce risks that will
have the greatest adverse patient care and financial impacts.
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B.Develop Business Continuity Strategies

Clinical: Examine capabilities to provide care with a 96- hour
disruption and identify and finalize strategies for ensuring
continuity of essential clinical services. Identify essential
personnel and duties.

Research: Identify strategies for continuity during an
interruption of essential services. Determine alternate
locations for continuity of research operations in the event
the primary location is unavailable

Administrative: Identify strategies for continuity during an
interruption of essential services. Determine alternate locations
for continuity of business and finance operations in the event
the primary location is unavailable

C.Develop format and approach to align and/or integrate emergency
operations and home care continuity plans

4. Planning: Developing and Integrating Business Continuity Plans

A.Align initiation and termination procedures associated with business
continuity with existing procedures in the EOP

B.Incorporate home care/hospice Incident Command System reference
materials for the business continuity branch director and associated unit
leaders, such as:

Job action sheets

Incident response guides

Forms—Financial tracking and incident action plan
documentation to ensure cost recovery and resumption of
operations

C.Management of Clinical and Support Activities

Align plans for relocation and continuity of essential clinical services

With home care surge/expansion plans. Include procedures for
alternate site set up and operations.

Departmental Plans
o Department Status Forms/Summary
o ldentify/document infrastructure
o Criteria and steps for closing and relocating a branch/unit
o Resumption of operations of essential clinical functions
o Downtime procedures for an extended IT outage

D.Information Technology and Communications Systems

Plans for downtime/workaround procedures for long-term
disruptions

Alignment with disaster recovery planning for IT & communications

Document IT interdependencies

E.Management of Resources and Assets

Augment procedures for the Management of Resources and
Assets in EOP with plans for continuity of essential services
during supply chain interruptions

Establish plans and agreements for alternative modes of
transportation
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Coordinate Just in Time or immediately on-hand inventories
and protocol to preserve critical care capacity. Define
procedures (e .g ., triaging visits) to expand and extend
capacity to provide essential services as needed

Document vital records

Document vital equipment

F.Management of Workforce Roles and Responsibilities

Process for assessment of staff availability and address up to 30%
reduction in staff availability, with considerations of an ongoing
surge of patients

Process for post-event staff rotation

Process for assigning staff to essential functions and the
management of spontaneous volunteers

Process for telecommuting to maintain continuity of business
functions

Identification of requirements (e.g ., space, equipment, technology)
and the process for relocation and resumption of responsibilities
if at an alternate worksite

G.Management of Utilities

Review plans for provision, sustainability, and alternate
means of providing utilities when primary source of essential
utilities are unavailable

Process for continuity of essential services during the loss of utilities

H.Recovery and Resumption of Normal Operations

Process for assessing and evaluating the agency for recovery
and resumption of operations

Process for testing functionality of equipment and
identifying remaining needs for recovery

Identification and establishment of agreements (MOUs/MOAs)
with vendors and suppliers for recovery and resumption
activities (e .g ., debris removal, vital record recovery)

Process for return of employees to normal workspace and
resumption of normal operations

5. Execution: Training, Testing and Measuring Business Continuity Programs

A.Testing and exercises

Expand current exercises to include scenarios with operational
impacts (e .g ., supply chain operations, critical infrastructure,
technology)

Conduct department specific exercises (intake, scheduling, billing)

B.Results monitoring: Data collection of gaps and results to drive future
priorities

Track and monitor number continuity metrics (e.g ., number of
BIAs completed, number of departmental continuity plans
completed, number of exercises completed)
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A business impact analysis (BIA) is performed within each department/office to identify and prioritize
essential processes. An essential process is defined as a process that if not performed will disrupt
operations, interfere with patient care, prevent meeting of mandatory regulations/requirements, or
inhibit the meeting of the agency’s mission.

Each department should complete the business impact analysis and identify the specific essential
functions needed to perform patient care services or maintain operations. The departments should also
identify a return to operation or “RTO.” RTO is the amount of time and service level within the
department in which the process must be restored after an emergency event in order to avoid severe
consequences. Once the department has a list of essential functions, each function should be prioritized
as to its impact on restoring to normal operations.The agency then shall take each department BIA and
prioritize the essential functions based on the agency’s operational needs to restore operations and to
guide resource allocations.

A Business Impact Analysis Template is provided in Exhibit G.

Critical Description Priority Impact of loss rTo
Business (Describe losses in terms (Critical
Activity of financial, stdffing, period before
loss of reputation, etc.) business
losses occur)
SAMPLE: Submit OASIS data via Mod Loss revenue until OASIS | 1 month
OASIS Submission | Internet 3x week submit

Regulation state

SAMPLE: Print Physician Mod Regulation state must be | 28 days
Physician Orders | Orders Mail Orders signed within 28 days
Receive Orders Unable to bill until order
Post Orders received
EMR
Internet High Loss of Revenue
Disruption Communication
Completed by: Date:
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An employee contact information report is used to track communication with employees in the event of emergency.This tool is an
ongoing list of employees that includes name, title, and contact numbers.At the initiation of an emergency plan this tool can be updated

with the time of notification and response.

Employee

Title/Function

Work
Cell

Personal
Cell

Email

Time
Called

Response
Time

Comment
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Exhibit I: Emergency Contact List — External Resources

Along with employee contact information the agency needs to keep an updated list of key community
contacts including local emergency management offices and utility providers. Please add names, titles and
contact information.

Local Health Department

Police

Emergency Services

Ambulance

Medical

Security

Insurance company

Suppliers

Water and Sewage

Gas

Electricity

Telephone
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Most companies have numerous locations of business records including contracts, employment records and
patient related information. A business record location tool is utilized as a record of where these records

are located throughout the agency.

Primary Location of | Alternate (Backup) Other sources to
Description records Location of records obtain records
SAMPLE: Payer Contracts Administration Office Manager Files Scanned into private
drive and Biller has copy
SAMPLE: Service Contracts Administration Office CEO office Scanned into private

drive
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Most companies have numerous vendors from patient related care to operational vendors. A vendor

list can be used as a tool to list all vendors and contact information in a central location. The vendor list
includes contact information without having to locate the vendor contract.

Goods/service
Vendor name Provided Contact name Email Phone #
SAMPLE: Medical Supplies 2 You Patient supplies Mary Jo Goods | 2you@email.com | 555-555-5555

SAMPLE: Interpret This

Foreign Language
Interpreters

Sue Coordinate

Interpret@i.com

555-555-5432
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Exhibit L: Information System Data Back-up Plan

All computerized information should be backed up to a location that is accessible during an emergency.This tool will assist the agency in
the identification of who will back up the information and where that information is stored.

= Remove external drive from fire safe
= Copy data from Customer database
= Return external drive to fire safe

SAMPLE: Customer database | Weekly External hard drive A Person
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Most companies use many reports as part of their daily operation.As part of the business continuity
planning, a list should be prepared of reports, their function, and how to retrieve them.

_ BT Alternate Sources
Report Name Report Description Produced From of Report
SAMPLE: Daily Census Active patients on census with Yes Paper Medical
address Record
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Most companies use many software products as part of their operations. These software products may be
in addition to their electronic medical record. A listing of all software products should be compiled along
with the priority rating needed for business recovery impact on operations.

Recovery
Software Application Publisher or Vendor Platform Criticality

SAMPLE: Bill Maker Payer National Software Windows VH
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Along with computerized items, prepare a list of all paper forms and supplies needed for operations.In
case of destruction of office materials, a list of alternate storage locations and vendor contacts should be

included.

Primary Alternate sources to Vendor
Form/Supply name/Description | Locations Stored obtain Form/Supply| Name/Phone
Sample: Patient Consents/Admission Book | Copy Room 2nd shelf | Storage Company ABC Forms 333-333-

3333
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Compile alist of all insurance carriers and review the contract for inclusions/exclusions of coverage in an emergency.Keep this list handy as a
contact tool during emergencies.

with mileage logs

Insurance Company
Insurance Type Policy Coverage Policy Exclusions and Contact Last Review Date Payments Due

Sample: Business interruption Terror: ism XYZ Insurance, A Person | 4/1/2014 copy of Yearly January 1
Business due to: Tsunami Ph: XXX-XXX-XXXX business license sent
Interruption Fire Landslide

Flood

Theft
Sample: Workers Employees during Driving to and from work| ABC 12 Memorial Drive | 1/1/2014 Current copy | Yearly January 1
Compensation work hours New Jersey 21212 of employees sent along
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Upon initiating of incident command system an event log needs to be started and maintained through

the emergency event. This log will be used during the event as a report of actions and is an important
part of the post evaluation of the incident.

Date Time Information / Decisions / Actions Initials
Sample: 8am Activate Business Continuity Plan extended snowstorm TL
12/12/12
Sample: 11lam Received triage patient list Scheduling Priority 1 DL
12/12/12
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Upon initiation of the incident command system, a financial tracking log should be implemented.The financial tracker is used to record all
expenses related to an incident and may be used for reporting and reimbursement.

Incident Title/Date:

. . PO/Invoice
Date Payee/Payor Description :::‘:)II:::: sg:;:g Equipment |Personnel Food Mileage | NUmber|  other | subtotal
6/12/15 | ABC Grocers Water Bottles/ice 15.00 15.00
6/12/15 | 123 Supply first aid kits 125.00 125.00
6/12/15 | Office Supply CO laptop/printer/paper 25.00| 2,450.00 2,475.00
6/12/15 | XYZ Hospital aide to hospital 8 hrs 80.00 5.25 85.25
Expense Total 125.00 25.00| 2,450.00 80.00 15.00 525 —| 2,700.25

Note: It is also recommended that you create a scanned file of any expenses as a computerized record.

40




Exhibit S: Risk Management Plan

A part of the development of business continuity plan is to identify potential risks (hazard assessment) and identify actions that can be done
to minimize impact. The next step would be identifying the contingency plan that can be used to reduce impact to patient care and
operations.

SAMPLE: Severe VH VH VH | m Ensure staff have completed triage list of patients | m Make visits prior to storm

Weather limiting = Have up to date 4 wheel driver list = Triage over phone

travel = Key members arrive to facility prior to severe w Utilize alternative transportation, i.e., 4 wheel
weather drive volunteers/National Guard
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Part 4: Emergency Plan by Event

Hazard Vulnerabilities

Overview

A crucial part of emergency preparedness is identifying the hazard vulnerabilities in your area.The
development of a response plan enables an agency to educate their providers, patients, and caregivers in
the event of an emergency.The following emergency plans can be used as a starting point in preparing
emergency preparedness policies for your agency.This is not intended to be a complete list of all
potential emergency incidents or a complete emergency response plan.

PLEASE SEE PART ONE: ASSESSMENTS
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Bioterrorism

Overview

Biological agents are organisms or toxins that can kill or incapacitate people, livestock, and crops. A
biological attack is the deliberate release of germs or other biological substances that can make you
sick.

There are three basic groups of biological agents that could likely be used as weapons: bacteria,
viruses, and toxins. Biological agents can be dispersed by spraying them into the air, person-to-person
contact, infecting animals that carry the disease to humans and by contaminating food and water

Before a Biological Threat

Abiological attack may or may not be immediately obvious.In most cases local health care workers will
report a pattern of unusual illness or there will be a wave of sick people seeking emergency medical
attention. The public would be alerted through an emergency radio or TV broadcast, or some other
signal used in your community, such as a telephone call or a home visit from an emergency response
worker.

Home care and hospice organizations should be monitoring via syndromic surveillance.

The following are things a patient, or staff, can do to protect self, family and property from the effects of a
biological threat:

= Build an emergency supply Kit (https://www .ready .gov/build-a-kit)

= Make a Family emergency Plan (https://www .ready .gov/make-a-plan)

= Check with patient’s doctor to ensure all required or suggested immunizations are up to date
for self, children, and elderly family members.

= Consider installing a High-Efficiency Particulate Air (HEPA) filter in furnace return duct,
which will filter out most biological agents that may enter the house.
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During a Biological Threat

The first evidence of an attack may be when symptoms of the disease caused by exposure to an agent are
noticed.In the event of a biological attack, public health officials may not immediately be able to provide
information on what should be done. It will take time to determine exactly what the illness is, how it
should be treated, and who is in danger.

Patients should follow these guidelines during a biological threat:
=  Watch TV, listen to the radio, or check the Internet for official news and information including

signs and symptoms of the disease, areas in danger, if medications or vaccinations are being
distributed and seek medical attention (locations} if the patient becomes ill.

= |fyou become aware of an unusual and suspicious substance, quickly get away.

= Cover mouth and nose with layers of fabric that can filter the air but still allow
breathing. Examples include two to three layers of cotton such as a t-shirt,
handkerchief, or towel.

= Depending on the situation, wear a face mask to reduce inhaling or spreading germs.

= [f exposed to a biological agent, remove and bag clothes and personal items. Follow
official instructions for disposal of contaminated items .

= Wash with soap and water and put on clean clothes.

= Contact authorities and seek medical assistance. You may be advised to stay away from others
or even quarantined .

= |f symptoms match those described and you are in the group considered at risk,
immediately seek emergency medical attention .

= Ifthe disease is contagious expect to receive medical evaluation and treatment.

= Fornon-contagious diseases, expect to receive medical evaluation and treatment.

= Inadeclared biological emergency or developing epidemic avoid crowds

= Wash hands with soap and water frequently .

= Do not share food or utensils.

After a Biological Threat

Pay close attention to all official warnings and instructions on how to proceed . The delivery of medical
services for a biological event may be handled differently to respond to increased demand .

The basic public health procedures and medical protocols for handling exposure to biological agents
are the same as for any infectious disease . It is important to pay attention to official instructions via
radio, television, and emergency alert systems .

Visit the Centers for Disease Control and Prevention https://emergency.cdc.gov/agent/agentlist-
category.asp for a complete list of potential agents/diseases and appropriate treatments .

Source: Ready.gov
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CDC Bioterrorism Agents

Diseases/Agents — Category A

Anthrax (Bacillus anthracis)

Botulism (Clostridium botulinum toxin)

Ebola (Ebola virus disease

Plague (Yersinia pestis)

Smallpox (variola major)

Tularemia (Francisella tularensis)

Viral hemorrhagic fevers (filoviruses [e.g. Ebola, Marburg] and arenaviruses [e.g. Lassa, Machupo])

The U .S. public health system and primary healthcare providers must be prepared to address various
biological agents, including pathogens that are rarely seen in the United States. High-priority agents
include organisms that pose a risk to national security because they:

can be easily disseminated or transmitted from person to person;

result in high mortality rates and have the potential for major public health impact;
might cause public panic and social disruption; and

require special action for public health preparedness.

Diseases/Agents — Category B

Brucellosis (Brucella species)

Epsilon toxin of Clostridium Perfringens

Food Safety threats (e.g. Salmonella species, Escherichia coli O157:H7, Shigella)
Glanders (Burkholderia mallei)

Melioidosis (Burkholderia pseudomallei)

Psittacosis (Chlamydia psittaci)

Q fever (Coxiella burnetii)

Ricin Toxin from Ricinus Communis (castor beans)

Staphylococcal Enterotoxin B

Typhus Fever (Rickettsia prowazekii)

Viral encephalitis (alphaviruses [e .g. Venezuelan equine encephalitis, eastern equine encephalitis, western
equine encephalitis])

Water Safety threats (e .g. Vibrio cholerae, Cryptosporidium parvum) Category A

Diseases/Agents Second highest priority agents include those that:
= are moderately easy to disseminate;

= result in moderate morbidity rates and low mortality rates; and

= require specific enhancements of CDC's diagnostic capacity and enhanced disease surveillance
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Diseases/Agents — Category C

Emerging infectious diseases such as Nipah Virus and Hantavirus

Third highest priority agents include emerging pathogens that could be engineered for mass
dissemination in the future because of:

= availability;
= ease of production and dissemination; and

= potential for high morbidity and mortality rates and major health impact.

From CDC | Bioterrorism Agents/Diseases (by Category) | Emergency Preparedness & Response
https://emergency.cdc.gov/agent/agentlist-category.asp
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Chemical Emergencies

Overview

Chemical agents are poisonous vapors, aerosols, liquids and solids that have toxic effects on
people, animals or plants. While potentially lethal, chemical agents are difficult to deliver in lethal
concentrations because they dissipate rapidly outdoors and are difficult to produce.

Before a Chemical Emergency

A chemical attack could come without warning. Signs of a chemical release include people having difficulty
breathing, eye irritation, loss of coordination, nausea, or burning in the nose, throat and lungs. The presence
of many dead insects or birds may indicate a chemical agent release.

What should be done to prepare for a chemical threat:

= Build an emergency supply Kit https://www.ready.gov/kit

= Make a Family emergency Plan https://www.ready.gov/plan

During a Chemical Emergency
What should be done in a Chemical Attack:

= Quickly try to define the impacted area or where the chemical is coming from, if possible
. Take immediate action to get away.

= [f the chemical is inside the building, get out of the building without passing through the
contaminated area, if possible.

= [f unable to get out of the building or find clean air without passing through the affected area,
move as far away as possible and shelter-in-place https://www.ready.gov/shelter

If instructed to remain in the home or office building:

= Close doors and windows and turn off all ventilation, including furnaces, air conditioners,
vents, and fans.

= Seek shelter in an internal room with the disaster supplies kit.

= Seal the room with duct tape and plastic sheeting.

= Listen to the radio or television for instructions from authorities.
If caught in or near a contaminated area outdoors:

= Quickly decide what is the fastest way to find clean air:

= Move away immediately, in a direction upwind of the source.

= Find the closest building to shelter-in-place https://www.ready.gov/shelter
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After a Chemical Emergency

Do not leave the safety of a shelter to go outdoors to help others until authorities announce it is safe to
do so.

A person affected by a chemical agent requires immediate medical attention from a professional.If
medical help is not immediately available, decontaminate yourself and assist in decontaminating
others.

Decontamination guidelines are as follows:
= Use extreme caution when helping others who have been exposed to chemical agents.

= Remove all clothing and other items in contact with the body.
e Cut off clothing normally removed over the head to avoid contact with the eyes, nose
and mouth.
» Put contaminated clothing and items into a plastic bag and seal it. Remove eyeglasses or
contact lenses.
e Put glasses in a pan of household bleach to decontaminate them and then rinse and dry.
= Wash hands with soap and water.
=  Flush eyes with water.
= Gently wash face and hair with soap and water before thoroughly rinsing with water.
= Proceed to a medical facility for screening and professional treatment.

Source: Ready.gov
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Civil Disturbance and Workplace
Violence

Civil disturbance and workplace violence are issues that can interfere with the patient care and
operations of a home care and hospice providers. Health care professionals are faced with increased risk
of workplace violence due to several factors, including prevalence of handguns in patients’ homes and
neighborhoods, number of mentally ill patients living independently in communities without follow-up
care, abuse of drugs and alcohol, increased presence of gang membership, dealing with distraught
families and the solo work associated with home care and hospice industry . Agencies should have
training in place on ways to mitigate and respond to potential or actual violent threats in the home
based or community setting.

Terminology

Civil Disturbance: An act of disorder or violence to the public law and order.Some examples of civil
disturbances include riots, acts of violence, insurrections, and unlawful obstructions or assemblies.

Workplace Violence: Any act or threat of physical violence, harassment, intimidation, or other threatening
disruptive behavior that occurs at the worksite, including patient homes.

Emergency Plan for Civil Disturbance

= Assoon as you are aware of a civil disturbance occurring in your area, implement your
communication plan to alert staff.

= Staff should remain calm, and leave and avoid areas of civil disturbance, if possible.

= Triage patient visits as appropriate.

= [fvisits need to be made to the area, then they should be made in pairs or with an escort.

= Transfer of patients from the area to a safe location should be considered and arrangements made.

= [f civil disturbance is occurring and visible at the office or a patient’'s home, notify 911
immediately and seek a secure location.

= All doors should be locked with entrance only by verification of credentials.

= If need be, evacuation of the building or relocation of personnel will be decided by the incident
commander.
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Pre-Emergency Plan for Workplace Violence

= ldentification and mitigation of potential workplace violence should occur continuously.

= Upon admission, staff should screen each patient’s environment for potential threats and follow
policy for refusal of admission due to an unsafe environment.

= Communication with all visiting staff should be made, identifying any potential issues or
disruptive situations in a patient’'s home.

= Staff members are encouraged to report any incident or questionable behavior to a
supervisor immediately, and a zero tolerance for workplace violence should be in place.
Staff members are encouraged to report incidents of violence to local police.

There are several things that a health care provider can do to prevent or respond to workplace violence,
including:

= Ensure that there is always an unobstructed exit from room/building during patient visits.

= Immediately recognize and respond to escalating behaviors and warning signs.
If feeling threatened at any time, conclude the visit, vacate the location, and immediately
contact a supervisor.

Utilize a "buddy system” if there is a potential for violence by combining nursing, therapy, or
aide visits at the same time. An agency may consider security escorts in cases of high-risk
locations or if there is a potential for escalation of behaviors due to crucial conversations that
could lead to violence. Communicate with the office upon arrival and departure of patient
home with a planned check-in time set.

= Avoid visiting a patient during high-risk times, such as after hours or evenings.
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Active Workplace Violence

= Ifviolent behavior is exhibited, immediately leave the area.
= If there is an active shooter occurrence in either the office or a patient home:

o Evacuate: Leave belongings behind and seek a safe area. Assist patients or others in
leaving if possible.Prevent others from entering areas where the active shooter may be.
When safe to do so, call 911.

= If evacuation is not possible:

o Hide Out: Find a place to hide where the active shooter is less likely to find you.The hiding
place should be out of the view of the active shooter in an area with protection from shots
fired directly at you (such as in a locked room or under desk/furniture). If possible, avoid
locations that would keep you from exiting.Turn off or silence cell phones.Do not talk and
turn off any source of noise.Remain calm and hide behind large items.Dial 911 and alert
police to the active shooter’s location.If unable to speak, leave the line open and allow the
dispatcher to listen.

o Take Action: As a last resort, and only when in imminent danger, attempt to disrupt or
incapacitate the active shooter. Take aggressive action toward the person, such as throwing
items, improvising a weapon, and yelling. Be committed and prepared to act.

o After Police Arrive: Once the police arrive, their first purpose is to stop the active shooter.
Officers will proceed directly to the area where the last shots or communication occurred.
Remain calm and follow officers’ instructions.Put down anything in your hands.Raise your
hands and keep them visible at all times.If given orders to evacuate, immediately leave the
area with your hands visible.

= Following a workplace violence incident, emotional and psychological support to all employees
should be provided.
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Communication Interruption

Communication systems in the home care and hospice industry are a vital link to staff and patients. A
communication system failure can include telephone and information systems failures. Home care and
hospice providers need to have a plan in place to ensure operations continue uninterrupted.

Telephone Interruption

Transfer or forward all calls to a working number or answering service, if possible.

Utilize cell phones to communicate with patients and staff.Give patients the cell phone
number of a designated contact person if necessary.

Contact the telephone provider to alert them of the outage.
Initiate incident command for extended outages.

Communication with the office should be kept open for emergency use only.

Information System Interruption

In the event of a planned interruption in computerized medical records, a hard copy should be
printed for use by visiting staff. This should include, at minimum, a medication list,
demographics, and plan of care.

If the interruption will last longer than 24 hours, an alternative documentation plan should be
activated.

Administrative staff will ensure that paper forms for documentation are available for staff to utilize.

If the interruption is less than 24 hours, then staff should plan on completing data entry within 48
hours.

Initiate incident command for extended outages.
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Extreme Heat and Cold

Extreme heat and cold can cause illness and death in the vulnerable population that home care providers
serve.Extreme heat and high humidity make it harder for the body to maintain normal temperature
through skin evaporation. Atmospheric conditions and poor air quality can also cause respiratory
emergencies. Conditions such as heat exhaustion and heat stroke along with asthma and respiratory
distress can occur during heat emergencies. Extreme cold weather can also cause emergency health
conditions and death.Conditions such as frostbite and hypothermia can occur quickly in the very young
and elderly.

Extreme Heat

Communicate with patients and ensure they have air conditioning.Fans will not prevent heat-
related illnesses.

Ensure that patients and staff have sufficient water available.
Encourage patients to stay indoors in air conditioning.

Avoid activities during the midday time frame and try to stay in shaded areas. If they must be
active outdoors, they should take regular breaks in an air-conditioned environment and rehydrate.
Know the signs and symptoms of a heart attack.

Know the signs and treatments of heat exhaustion.

o Symptoms of heat exhaustion include extreme thirst, fatigue, weakness, clammy skin,
nausea or vomiting, and rapid breathing.

o To treat heat exhaustion, have the victim drink cool water, rest, take a cool shower or bath.
o Goto an air-conditioned environment.

Know the signs and treatments of heat stroke.The most serious heat-related illness, heat stroke
occurs when body temperature rises too rapidly, to as much as 106 degrees F or higher within 10
to 15 minutes.Heat stroke can cause death or permanent disability if emergency treatment is not
provided. Symptoms of heat stroke include red, hot and dry skin, no sweating, and rapid, weak
pulse.

o Move the victim to a shady or cool area and call 911 immediately.

o Until they arrive, cool the victim as quickly as possible with a cool bath or shower, a spray
of cool water from a garden hose, or by wrapping the victim in a cool, wet sheet.

o Check body temperature and continue cooling efforts until temperature drops to 101-102 F.
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Extreme Cold

= Communicate with patients and ensure that they have a safe heat source available in their home.

= Encourage patients to stay indoors.

= Patients should avoid strenuous activities and dress in warm layers when outside.

= Make sure they know the signs and symptoms of a heart attack.

= Encourage staff to have vehicles prepared for cold weather, including assessing antifreeze/windshield
fluids, heater in operating condition, and a car emergency kit including items such as blankets, food
and water, flares, and jumper cables.

= Instruct staff to wear appropriate clothing covering vulnerable skin areas such as fingers, toes, ears,
and head.

= Know the signs and treatment for frostbite.Frostbite is an injury to the body caused by freezing
of the skin and underlying tissues. Symptoms include reddened skin with gray/white patches,
numbness in affected part, extremity feels firm or hard, and blisters may occur in severe cases.

= |Immediately move patient to warm dry area cover the body with blankets.
= Do not rub affected area or use hot water to warm it.
m Seekimmediate medical attention.

= Know the signs and treatment for hypothermia. Hypothermia occurs when body heat is lost
faster than it can be replaced, and body temperature falls below 95 degrees F. Symptoms may
include uncontrollable shivering, cold, pale skin, numbness, fatigue, poor circulation,
disorientation, slurred speech, and bluish or puffy skin. This is a medical emergency.

= Call 911 and move patient to warm and dry area.
= Remove any wet clothing and replace with warm, dry clothes and blankets.

= Warm the center of the body first — chest, neck, head, and groin — using an electric blanket,
if available.

= Do not warm the hands and feet first, as warming extremities first can cause shock.
= Do notimmerse the person in warm water.Rapid warming can cause heart arrhythmia.

= Give the person a warm drink, only if conscious. Avoid caffeine or alcohol.
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Fire Emergency

Fire Emergency at Office Location

Each department or office location should have assigned an incident commander, area monitor and
assistant for persons with special needs.

In the event of a fire at the office location:

R = Rescue: Anyone in immediate danger if it does not endanger your life.
A = Alarm: Activate nearest fire alarm and call 911.
C = Confine: Close all doors and windows.
E = Extinguish: Use a fire extinguisher ONLY if it is a small fire.
Evacuate: Evacuate the area if fire is large or there is no fire extinguisher available.

When fire is discovered:
m Activate the nearest fire alarm.

= Assign an individual to notify the local fire department by calling 911.

= If the fire alarm is not available, notify the site personnel about the fire emergency by
the following means:
o Voice Communication
o Overhead Paging
o Phone Paging

Upon being notified about the fire emergency, occupants must:
= Turn off lights and shut office doors if safe to do so.

= Leave the building using the designated escape routes.

= Assemble in the designated area (specify location ).

m Remain outside until the incident commander announces that it is safe to reenter.

Incident commander and supervisors must:
= Coordinate an orderly evacuation of personnel.
= Performan accurate head count of personnel reported to the designated area.
= Determine a method to locate missing personnel that does not include reentering building.

= Provide the fire department personnel with the necessary information about the facility and
missing personnel.

= Perform assessment and initiate emergency preparedness plan.
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Area monitors must:
= Ensure that all employees have evacuated the assigned area or floor.

= Report any problems to the incident commander at the assembly area.

Assistants to persons with special needs:
= Assist all persons with special needs in emergency evacuation.

Only return to the building once the “all clear” message is communicated by the emergency
responders or incident commander.

Fire Emergency at Patient’'s Home

All homes should have a safety evaluation completed on admission.Include a check for working
smoke detectors. All patients and caregivers should be instructed on the emergency plan and
evacuation plan.

In the event of a fire during a patient visit:

R = Rescue: Anyone in immediate danger if it does not endanger your life.
A = Alarm: Activate nearest fire alarm and call 911.
C = Confine: Close all doors and windows.
E = Extinguish: Use a fire extinguisher ONLY if it is a small fire.
Evacuate: Evacuate the area if fire is large or there is no fire extinguisher available.

If unable to evacuate the patient from the home:
= Move the patient to an area that has access to outside.
= Close all doors.

= Turn off oxygen equipment unless harm will come to patient.

= If able, open a window in your location a few inches from top and bottom.
DO NOT BREAK THE WINDOW.

= Notify 911 of your location and the need for rescue.
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Floods

Floods can be internal (e.g.broken water pipes) or external caused by weather or destruction of water
containment walls or equipment (e .g. broken water main or damage to dam).

Floods can occur in a few minutes to a few days.

Know the Terminology for Flood Alerts

Flood Watch: Flooding is possible in your area.

Flash Flood Watch: Flash flooding (rapidly rising water) is possible. Be prepared to move to higher
ground.

Flood Warning: Flooding is occurring or will occur soon. If advised to evacuate.Do so immediately.

Flash Flood Warning: A flash flood is occurring; seek higher ground immediately.Never attempt to
drive through flooded roads.

Internal Flooding

Upon identification of flooding in a building, initiate emergency preparedness plan and assess area
for structural damage.

= [f able, move items that are in danger of damage to a secure location.
= Turn off all electrical appliances if able.

= Activate emergency communication with staff alerting them not to report to the office until clear.

External Flooding

If any flood watch or warning is announced for your area, the following should be initiated:
= Evaluate patients’ demographics and access to homes in case of flooding.
= Triage patient visits prior to flooding, if possible.
= Assessall patients’ ability to respond to floods and potential evacuation.
= Assess all patients’ level of supplies (medicine, medical supplies, oxygen, food, water).

= Ensure patients have communication available for emergency updates via television,
radio or telephone.

= Encourage patients to have a “grab and go” kit including medication, medication list, health
information, contact information, charged batteries, cell phone, flashlight, durable medical
equipment/medical supplies, change of clothing, cash, food and water.

= Ensure patient knows evacuation locations and plan.
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Instructions for Patients and Families for Each Flood Alerts

Flood Watch is Issued

= If able, move to a higher floor of home.

= Arrange transportation in case an evacuation is ordered.

Flood Warning is Issued

= Follow the above actions and stay alert to news stations for evacuation alerts.
= |f EVACUATION alert is given, gather “grab and go” kit and evacuate immediately.

= Onceyou are safely at the evacuation area, notify the home care office.

Flash Flood Watch is Issued

= Bealert to signs of flash flooding (rapidly rising water).
= Be prepared to move to higher ground.

= Never drive onto roads that are covered with water.

Flash Flood Warning is Issued

= Evacuate Immediately! (There may only be seconds to escape).

= Move to an area away from streams, creeks, rivers, and storm drains.
= Do not drive around barricades.

= Do notdrive onto roads that are covered with water.

= If carstalls in rapidly rising water, abandon car and climb to higher ground immediately.

After the Flood

= Listen to reports to learn when it is safe to return.
= Listen to reports to learn if the water supply is safe to drink.
= Avoid floodwaters. Floodwaters are often contaminated and may be electrically charged.

= Inspect property and building for structural damage, sewer system damage, and well
water contamination. Do not enter a building if the framing or foundation is damaged.

= Clean and disinfect everything that got wet.Discard all food that came in contact with

floodwaters, including canned goods.

= Notify your supervisor that you have returned to your home.
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Hurricane

A hurricane is a tropical storm with winds that have reached a speed of 74 mph or more. There are
sustained winds, possible tornadoes, and flooding. The Atlantic Ocean hurricane season is June 1 to
November 30.

Terminology

Tropical Depression: A rotary circulation of clouds with winds up to 38 mph.

Tropical Storm: A rotary circulation of clouds with winds between 39 and 73 mph.

Hurricane Watch: Issued when there is a threat of hurricane conditions within 36 hours or less.
Hurricane Warning: Issued when hurricane conditions are expected in 24 hours or less.

Storm Surge: A huge dome of water pushed onshore by a hurricane.When coupled with high tide, the
storm surge will be the tide and surge combined causing flooding.

Emergency Preparedness for Hurricane Watch
= Update patient acuity triage information and Initiate communication with patients.

= Evaluate patient demographics and assess whether they live in an evacuation area. Remind
patients of the importance of communicating with the home care provider if and when they
evacuate.

= Instruct patient on preparing a “grab and go” kit (including medications, identification, cell
phone, money, food, and water).

= Evaluate each patient’s level of supplies to last at least three days per person in the home.

= |dentify patient needs for back-up oxygen source in case of power outage.Assist patient in
notification of Oxygen Company.

= Secure outside environment by tying down or removing items that could become airborne.

= Prepare vehicle with a full tank gas.

Emergency Preparedness for Hurricane Warning

= Asthe storm approaches, the Hurricane Watch may change to a Hurricane Warning, meaning
that the storm arrival is within 24 hours.

= Communicate with patients on evacuation plans and reinforce that they need to call the agency
when and where evacuation occurs.

= [nitiate agency incident command.

= Notify local emergency management incident command of any patients that are in need of
assistance with evacuation.

= Triage visits for the next 24-48 hours and continue to monitor emergency broadcasts.
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Influenza

The role of the emergency preparedness plan is to take measures to protect home care and hospice staff
members and prevent further spread of the illness. Influenza is transmitted mostly through airborne
droplets (sneezing or coughing), but indirect contact through hand transfer from contaminated
surfaces to mucosal surfaces (such as the nose or mouth) can occur.

Home care and hospice agencies are likely to be called upon to support the care of these patients.
Patients may be diverted from hospital facilities to the home and community setting to free up beds for
more acute patients.The agencies may become overburdened, and a shortage of personnel and supplies
may occur, thus preplanning and coordination with local health departments and health systems is a
must.

In the event of pandemic influenza, your local health department will implement an incident
command structure and give guidance to health care providers.

Terminology

Seasonal Flu: Strain or type of flu viruses that circulate each year typically from October to as late as May.

Pandemic Flu: A new strain of flu with little or no immunity for people.Although rare, this type of
pandemic illness can cause severe consequences, including high rates of worker absenteeism,
overcrowding at health care systems and death among residents. At the pandemic level, the virus is
spread over multiple continents.

Preparation for Seasonal Flu

= |dentify/Update your annual influenza vaccination policy for all employees.

= Identify contact at local health department.

= Develop and educate staff on management of ill staff members (fever and respiratory symptoms).

= Educate staff on standard precautions and screening of patients with potential influenza symptoms.
= Educate staff on individual response planning including backup for family or childcare arrangements.

= Monitor NJ's influenza surveillance reporting at https://www.nj.gov/health/cd/statistics/flu-stats/

= NJ Department of Health Influenza home page: https://www.nj.gov/health/cd/topics/flu.shtml

Supply Preparation
= Two to three weeks of medical supplies including personal protection equipment should be
available in the office and in clinicians’ trunk supplies.
= Gloves
=  Gowns
= Antimicrobial soap
= Alcohol-based hand sanitizers
= N95 face mask/respirator
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Identification/Screening of Patients

Before and during influenza season (October to May) assess patient for influenza vaccination
status and assist patients in acquiring vaccinations, if appropriate.

The symptoms of influenza include fever or feeling feverish/chills, cough, sore throat, runny or
stuffy nose, muscle aches, headache, and fatigue .

Infection Control for Patients with Suspected or Confirmed Influenza
lliness

Schedule patients with influenza symptoms or iliness with the same caregivers to reduce the risk of
spread. Staff should follow standard precautions including:

Hand hygiene: Wash hands before and after patient contact, after contact with any
potentially infectious material, and before and after donning protective equipment,
including gloves.

Gloves: Wear gloves for any contact with potentially infectious material (e .g.secretions, tissues,
dirty linens).

Gowns: Gowns should be worn with patient care activity when contact with body fluids is
likely, including respiratory excretions.

Instruct patients on respiratory hygiene and hand hygiene.Cover mouth and nose when coughing
or sneezing. Throw tissues away after each use.Wash hands often, especially after coughing,
sneezing, and wiping or blowing the nose.

Staff should follow droplet precautions for patients with suspected or confirmed influenza
for seven days after illness onset or until 24 hours after resolution of fever and respiratory
symptoms. Droplet precautions include:

o All the standard precautions, plus:
o Placing patients in separate rooms away from other family members, if possible.

Instruct on using tissue when coughing or sneezing and to place used tissues immediately in
plastic bag for disposal in regular trash.

Instruct patient/caregivers on frequent handwashing after contact with patient or patient articles.
Wear mask (preferably N95) prior to entering room.
Hand hygiene before and after removing mask.

Instruct patients to wear masks, if possible, when leaving the home for appointments and to limit
visitors to home.
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Pandemic Influenza

Overview

An influenza pandemic is a global outbreak of a new influenza a virus. Pandemics happen when new
(novel) influenza a viruses emerge which are able to infect people easily and spread from person to
person in an efficient and sustained way. The United States is NOT currently experiencing an influenza
pandemic. CDC influenza programs protect the United States from seasonal influenza and an influenza
pandemic, which occurs when a new flu virus emerges that, can infect people and spread globally.

Source: Centers for Disease Control and Prevention (CDQ)

Before a Pandemic

Store a two-week supply of water and food.
Periodically check regular prescription drugs to ensure a continuous supply in your home.

Have any nonprescription drugs and other health supplies on hand, including pain relievers,
stomach remedies, cough and cold medicines, fluids with electrolytes, and vitamins .

Get copies and maintain electronic versions of health records from doctors, hospitals,
pharmacies, and other sources and store them, for personal reference. Get help
https.//www.healthit.gov/topic/patient-access-information-individuals-get-it-check-it-use-it/blue-button
accessing electronic help records.

Talk with family members and loved ones about how they would be cared for if they got sick, or
what will be needed to care for them at home.

During a Pandemic

Limit the Spread of Germs and Prevent Infection:

Avoid close contact with people who are sick and wear a mask that has been designated protective
by NJDOH.

When sick, keep your distance from others to protect them from getting sick too.

Cover mouth and nose with a tissue when coughing or sneezing.It may prevent those around
you from getting sick.

Washing hands often will help protect from germs.
Avoid touching eyes, nose or mouth.

Practice other good health habits.Get plenty of sleep, be physically active, manage stress,
drink plenty of fluids, and eat nutritious food.

Source: Ready .gov
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How is Seasonal Flu different from Pandemic Flu?

Seasonal Flu vs. Pandemic Flu

Seasonal Flu Pandemic Flu

How often does it
happen?

Happens annually and usually peaks
between December and February

Rarely happens (three times in 20" century)

Will most people be
immune?

Usually some immunity from previous
exposures and influenza vaccination

Most people have little or no immunity
because they have no previous exposure
to the virus or similar viruses

Who is at risk for
complications

Certain people are at high-risk for serious
complications (infants, elderly, pregnant
women, extreme obesity and persons with
certain chronic medical conditions)

Healthy people also may be at
high risk for serious
complications

Where can | get
medical care?

Health care providers and hospitals can
usually meet public and patient needs

Health care providers and hospitals may be
overwhelmed

Alternate care sites may be available to meet
public and patient needs

Will a vaccine be
available?

Vaccine available for annual flu season
Usually, one dose of vaccine is needed
for most people

Although the US government maintains a
limited stockpile of pandemic vaccine,
vaccine may not be available in the early
stages of a pandemic

Two doses of vaccine may be needed

Will antivirals be
available?

Adequate supplies of antivirals are usually
available

Antiviral supply may not be adequate to
meet demand

How many
people could get
sick and suffer
complications?

Rates of medical visits, complications,
hospitalizations and death can vary
from low to high CDC estimates that
flu-related hospitalizations since 2010
ranged from 140,000 to 710,000, while
flu-related deaths are estimated to have
ranged from 12,000 to 56,000.

Rates of medical visits, complications,
hospitalizations and death can range from
moderate to high

Number of deaths could be much higher
than seasonal flu (e .g. The estimated U .S.
death toll during the 1918 pandemic was
approximately 675,000)

What impact will it
have on schools and
workplaces?

Usually causes minor impact on the
general public, some schools may close
and sick people are encouraged to stay
home

Manageable impact on domestic and world
economies

May cause major impact on the general
public, such as travel restrictions and
school or business closings

Potential for severe impact on domestic and
world economies

Related Links:

How Influenza Pandemics Occurs (NIAID Video)

Source: Centers for Disease Control and Prevention (CDC)
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Exhibit T: Home Care and Hospice Pandemic Influenza Planning Checklist

HOME AND HOSPICE SERVICES PANDEMIC INFLUENZA PLANNING CHECKLIST _/

oF MEALyy,

Planning for pandemic influenza is critical. The Department of Health and Human Services (HHS) and the
Centers for Disease Control and Prevention have developed the following checklist to help public and private %
organizations that provide home health care services assess and improve their preparedness for responding to e
pandemic influenza. Home health agencies will likely be called upon to provide care for patients who do not

require hospitalization for pandemic influenza, or for whom hospitalization is not an option because hospitals have reached their
capacity to admit patients. These agencies may become overburdened very quickly and shortages of personnel and supplies for
providing home health care may occur. This checklist is modeled after the one included in the HHS Pandemic Influenza Plan
(www.hhs.gov/pandemicflu/plan/sup3.html#app2). The list is comprehensive but not complete; each home care agency will
have unique and unanticipated issues that will need to be addressed as part of a pandemic planning exercise. Also, some items
on the checklist may not be applicable to a given agency. Collaboration with hospitals, local pandemic planning committees
and public health agencies will be essential to ensure that the affected population receives needed health care services. Further
information can be found at www.pandemicflu.gov.

This checklist identifies key areas for pandemic influenza planning. Home health care organizations can use this tool to identify
the strengths and weaknesses of current planning efforts. Links to websites with information are provided throughout the
document. However, actively seeking information that is available locally or at the state level will be necessary to complete the
development of the plan. Also, for some elements of the plan (e.g., education and training programs), information may not be
immediately available and it will be necessary to monitor selected websites for new and updated information.

1. Structure for planning and decision making.

Completed | In Progress Not Started

Pandemic influenza has been incorporated into emergency management planning for the organization.

D D D A planning committee has been created to specifically address pandemic influenza preparedness.

D D D A person has been assigned responsibility for coordinating preparedness planning (hereafter referred to
as the pandemic response coordinator) for the practice or organization. (Insert name, title and contact
information)

D D D Members of the planning committeel include the following: (Insert name, title and contact information
for each)

Administration:
Nursing:
Clerical:
Other:
D D D A point of contact has been identified for questions/consultation on infection control (e.g., hospital- or

state health department-based infection control professional, healthcare epidemiologist). (Insert name,

title, and contact information)

2. Development of a written pandemic influenza plan.

Completed | In Progress Not Started

D D D Copies of relevant sections of the Department of Health and Human Services Pandemic Influenza Plan
D D D have been obtained. (www.hhs.gov/pandemicfiu/plan/)

D D D A written plan has been completed or is in progress that includes the elements listed in #3 below.

D D D The plan describes the organizational structure (i.e., lines of authority, function and assignment of
responsibility) that will be used to operationalize the plan.

Copies of available state and/or local pandemic influenza plans have been obtained.

D D D The plan complements2 local response plans in communities served by the home health care agency.

1. The committee could be very small (e.g., two or three staff members) or very large, depending on the size and needs of the organization. Members of the “group of professional personnel”
required by CMS as one of the Home Health Agency Conditions of Participation should be included on the planning committee.

2. As communities develop their pandemic response plans, the provision of home health care will be a pivotal concern. Home health care agencies should have input into these plans to ensure there
are no conflicts between what the agency can provide and what the community expects.
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3. Elements of an influenza pandemic plan.

Completed | In Progress Not Started
D D D A plan is in place for monitoring for pandemic influenza in the population served.

u Responsibility has been assigned for monitoring national and state public health advisories (e.g., .
www.cde.gov/flu/weekly/fluactivity.htm) and updating members of the é)andemlc influenza planning
committee when cases of pandemic influenza have been reported in United States and in the geographic

area. (Insert name, title, and contact information)

U A system has been created to monitor infl a-like illness in patients cared for in th e (i.e., weekl
or aﬁy huihber ol%pa%engs Wil nlﬁuenza— ike 11]ness}. www.cﬁc.gov?ffu/rproﬁ%ss{lona s}} Pagnosis) o>
(Having a system for tracking illness trends during seasonal influenza will ensure that organizations
can detect stressors that may affect operating capacity, including staffing and supply needs, during a

pandemic.)

u ﬁ s3ﬁ§em ils in place to report unusual cases of influenza-like illness and influenza-related deaths to local
ealth authorities.

D D D A communication plan has been developed and includes the following information:

J Ksuarblinhoathnelataolors g nfonsa bave been identified.

Local health department

State health department

d
d
d Local emergency management
d

Ehe organi ation’s point.person for. ex)t%rglsag)gglrlngslumca&oa éSé%t’ with hospitals, nursing h ealth

es {1
epartfnents, social servites agencies signe name, title and contact information

U a list has been created of healthcare entities and their points of contact (e.g., other home care services
providers, local hospitals, residential care facilities, social service agencies, emergency medical services
providers, health centers and rural health facilities, relevant community organizations [including those

involved with disaster preparedness]) with whom the home care agency anticipates that it will be
necessary to maintain communication and coordination of care during a pandemic. (Insert location of
contact list):

U Thepandemic response coordinator h[as conﬁ'lctedl ca{or regional Spandemic influenza planning groups
to obtain information on communication and coordination of plans:

U The 1p(fmde ic response coogdinator as contaﬁte 0 home care sebrvic‘ﬁs rgroviders in the area
regarding their pandemic intluenza planining etforts. enever possible, home care agencies should

consider joint planning and coordination opportunities.)

D D D An education and training program has been developed to ensure that all personnel understand the
implications of, and control measures for, pandemic influenza and the current community response
plan. (For more information on the scope of recommended education and training, see
www.hhs.gov/pandemicflu/plan/sup3.html#edutrain)

d a person_has been designated to coordinate education and training (e.g., identify and facilitate access
to education and training programs, ensure that home care personnel attend, and maintain a record o
attendance). (Insert name, title, and contact information):

U Currentand potential sites haye been identified for long-distance (le.g. web-based programs offered by
professional associations or federal agencies) and loca] (e.g., healti'department or hgspital sponsored
programs) education of home care pefsonnel. (www.cdc.gov/flu/professionals/training

4 R T e R R e St s ot B mat AmE eh% Siffis in
place for obtaining these materials.

U The education and training program includes information on infection control measures to prevent the
spread of pandemic influenza, including information on measures home health care personnel should
apply during home care of patients. (For further information on infection control recommendations for

home care, see www.hhs.gov/pandemicflu/plan/sup4.html#care)

3. Most home health agencies will already have a list of healthcare organizations and points of contact that can be used for this purpose.
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Completed

Jd

In Progress

Jd

Not Started

Jd

Informational materials on pandemic influenza for patients and their families have been identified
that are language and reading-level appropriate for the population being served and a plan is in
place to obtain and disseminate these materials.

d DAHSHRIS A st IR s R devsioRetie A BaNb MEHRSE O/ IafA4p3. figptfo! and care of

a ‘I?V%thegésaaggof_%é & g}r)% f:}gl%?%rgﬁ_e& }?sﬁé%’fét%% a %gz{i%ya§é119ply of medications and medical supplies as

A plan has been developed for the management of patients during a pandemic, which covers the
following issues:

- PlarsbaysheBariordle BROARALSTHSHR g s iiant ofpandemic o accommodate the

a gr}z)ev%g seh%fs Sﬁg‘é}f% etalllralg/ tggﬁgggcy will provide and those that will be denied or referred to other

2 ThegslsandeanemmibyibRhts asennc s arding e uion of M GeRB SR BRGH ek
families has been discussed with a local or regional pandemic influenza planning group.

U Pplan incll de degision tools for d%terrn' 1[1)11% which patients can have altered service schedules based on
their health conditions, needs, and availableé resources.

0 foca e R A Y B R N L o R S B L)

free-up bed space for critically ill patients.)

J  Theplan considers how social service agencies (e.g., Red Cross, Salvation Army) will help meet the
needs of families in the community (e.g., by providing child- or elder-care meals, shopping services) in
homes where there are patients with pandeémic influenza, particularly where the primary adult support
person living in the home is ill.

U The plan considers how the agency will maintain a database of clients who require electrically-
dependent technology-driven care (e.g., ventilators, breathing treatments, suction, pumps, turning
devices), oxygen, special nutrition requirements, dialysis, efc.

An infection control plan is in place and includes the following:

J  An infection control policy for the care of pandemic influenza patients in the home.
(www.hhs.gov/pandemicflu/plan/sup4.html and www.cdc.gov/flu/professionals/infectioncontrol/)

d v}vlsva'oélggé%%li‘lllrceisdg%Hhaapr/egpeirssoci%%ﬁolntos 3% %1%‘1(11(1%%1111 and Droplet Precautions (i.e., mask for close
contact) (www.cdc.gov/ncidod/dhgp/gl isolation droplet.html) with symptomatic patients.

I fhlbeanryioRsd TR BRI 5 rHesisth vkt fphor based hand bygiene products)

An occupational health plan has been developed that includes the following:

d Aliberal/non-punitive sick 1 licy fc i : 1 who h 1 f,
Ao Rl S RO SO DB R B onnel who have sympioms of or

* The handling of staff who become ill at work
* When personnel may return to work after recovering from pandemic influenza
» When personnel who are symptomatic, but well enough to work, will be permitted to continue working

R A R B S A3 epport Forduty hasbeen developed and

U Mental hsi:a&th.and faithabased resources have been identified that are available to provide counseling to
personnel during a pandemic.

sl Rsaameh HhepE AL N Wt ki s R R e green

administrative leave or altering their work location

d Stzaff have been,encour: %ed to develogt eir owr}famil care plang for thg care,ofgeg?niient minors
and seniors 1 the event community containment measures (€.g., - snow days,” schobl closures) are

implemented and for possible illness in adult family members.

O

The agency has the ability to monitor influenza vaccination of healthcare personnel.

]

Influenza vaccine is offered or made available on an annual basis to healthcare personnel.
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Completed

d

In Progress

d

Not Started

d

A vaccine and antiviral use plan has been developed.

J Welnltsherorinincuiss fbmlidansbolth dpatmspissagmendations for the use and

(www.cdc.gov/flu/professionals/vaccination/)

d PRCTRIS a5 BeSP S aRed SR AR RIS Y BRopRYIERS Kagsieshi S L indaiveonst

use. (www.hhs.gov/pandemicflu/plan/appendixd.html)

U The potentia] role of the home health care organization in the distribution of vaccine and antivirals in
the community has been discussed with the local health department and/or regional pandemic planning
committee.

Issues related to surge capacity during a pandemic have been addressed.

a é glragahs_l IJR’ %I% ggc)gsl?lanaglng a staffing shortage within the organization due to illness in personnel or

The minimum number and categories of nursin% staff and other professional personnel necessary to,
sustain home care services for a given number of patients or on a day-to-day basis have been detérmined.
Cross-training (where applicable) has been implemented.

Priorities for providing care have been established.

Contingency staffing plans have been developed for either limiting home care access or recruitin,
tempot%ry }}érsonne% Hurlng a staf%ng chisis P & &

Egtsﬁ)ﬁtglrsegggr%tehse.r appropriate healthcare service providers have been consulted regarding contingency

é‘s?i%%?ea&.ed consumable resource needs (e.g., masks, gloves, hand hygiene products) have been

[ I Ny A Y S A

A primary plan and contingency plan to address supply shortages have been developed, including
detailed procedures for acquisition of supplies through normal channels as well as requesting resources
for replenishing supplies when normal channels have been exhausted.

[

lans include stockpiling at least a week’s suy of resources when there is evidence that the potential
or panrzferlllnc m ue%za as reacflegv ﬁlekﬁnltgglglta es. " W v P

< Thsisiean vndsrrnding ol e RreSsan BRSSP SRS i iRl protective

d }H(t; r 1%tgl(i‘rér}rll%sv lgf:gl% ﬁ%tadgggacs)g dl%?grlnaﬂ(lie rﬁg%gglal plans and resources for dealing with mass fatalities
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Power Outage

Power outages can occur any time of year and cause emergency situations for patients in home and hospice
care and interrupt home care operations.

Agency Power Outage

Initiate incident command for extended power outages.

If an emergency generator is available, it should be checked regularly.
Essential electric equipment should be connected to generator.
Emergency lighting should be available and additional battery operated flashlights can be used.

Determine if alternative work location is available.

Patient Home Power Outage

Patients should notify their electric power company when there is a power outage, especially
if the patient is on oxygen or any power-dependent durable medical equipment.

Patients should discuss back-up devices and battery-operated devices in case of power
outage with their home equipment supplier.

Patients that are on medication that requires refrigeration should keep back-up cold packs
available for storage during power outages.

Prolonged power outages may result in food spoilage.Encourage patients to be aware of
proper food handling.

Be aware of the danger of carbon monoxide poisoning. Never run a generator inside a home,
basement or garage, even if the windows are open. Never use a gas range or oven to heat a
home.Never use a charcoal grill, hibachi, lantern, or portable camping stove inside a home.
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Radiological Emergencies

Overview

Although rare, radiation emergencies are possible. It is important for the public to prepare in advance,
which can help alleviate fear and panic.

Radiological Dispersal Device or Dirty Bomb

radiological Dispersal Device (rDD): a device that spreads radioactive contamination.
Dirty Bomb: when explosives are used to spread radioactive powder or pellets.

A dirty bomb is not the same as a nuclear weapon and does not have the force and destruction of a
nuclear blast.The main danger from a dirty bomb is from the explosion, which may cause serious injuries
and property damage.

Immediate serious illness from radiation exposure is very unlikely unless people are extremely close to the
blast. Contamination, inhalation, or ingestion of radioactive dust may create an increased risk of illness.

Improvised Nuclear Device or Nuclear Weapon

Improvised Nuclear Device (InD): an explosive nuclear weapon.

A nuclear explosion involves a large blast that produces an intense wave of heat, light, air, and
radiation.Anything immediately near the explosion, including buildings, roads, and cars, will be
destroyed.

The resulting radioactive dust and debris cloud, known as fallout, can be carried long distances before
falling to the ground. This can expose many individuals to high levels of radiation.

Industrial Plant/Nuclear Power Plant Accident or Incident

Radioactive material used for commercial, industrial, or medical purposes could be released
accidentally. The radiation risk to individuals who are not immediately close to the accident is low.

Nuclear power plants have protection in place to prevent the release of radiation.However, a serious
incident could allow some radiation to escape, most likely as a plume of steam carried by the wind. The
risk to residents would depend on plume size, direction, and wind speed.

New Jersey has nuclear generating stations in Salem County (the Salem and Hope Creek Generating
Stations) and in Ocean County (the Oyster Creek Generating Station). You can find more information at
https://nj.gov/njoem/plan-prepare/nuclear-generating-stations.shtml to keep your family aware of what
to do in the unlikely event of an emergency at one of these stations.

Additionally, parts of the state are less than 50 miles from four other plants in Pennsylvania, New York,
and Maryland. These areas, known as ingestion pathway zones, could be affected by contaminated
food or water in a radiation emergency.
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Radiological Exposure Device

radiological exposure Device (reD): a terrorist threat intended to expose people to
significant radiation without their knowledge. Also called a hidden sealed source.

A Radiological Exposure Device is constructed from an unprotected radioactive material.lt could be hidden
in a public place, exposing those who sit or pass close by to potentially harmful levels of radiation.

If the radioactive contents are released from the container, the device could be capable of causing
radiological contamination.

What are the Health Effects of Radiation?

The health impact of radiation exposure depends upon the type of radiation, length of exposure time, and
protection provided by surrounding materials.

Short-term effects: could impact the brain, skin, intestines, and blood system.
Long-term effects: could include an increased risk of cancer.

Any emergency, including those involving radiation, can cause emotional and psychological distress.
Many more people will experience the mental health effects than the physical effects during a radiation
emergency.

What Protective Action Can be Taken?

= Follow the directions of local and state authorities.

= Stay together if you are with family and/or friends. Notify the authorities of your location,
names of yourself and those you are with, and serious injuries or medical problems.

= Reduce the amount of time you are exposed to or contaminated by radioactive dust.

= Seek safe shelter to protect yourself from radiation exposure.

o Ina building: stay there if it is not damaged.Seek an interior room and close all
windows and doors. Turn off fan systems (heating, air conditioning).

o Outside: seek a safe building for shelter.
o Do not leave safe shelter until advised by first responders and authorities.
= Reduce radioactive contamination.

o Cover your nose and mouth with cloth to avoid inhaling radioactive dust.Only remove the
face cover once you are in a safe place and have thrown away contaminated clothes.

o Throw out clothing which may be contaminated. Place the clothing in a plastic bag and store
away from others.

o Avoid eating and drinking food or fluids which could have been contaminated. Eating or
drinking from sealed containers is okay if the outer surfaces have been cleaned of
contamination.

o Wash exposed skin or shower to reduce external contamination of your body
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Tornado

Atornado is a violent windstorm characterized by a rotating, funnel-shaped cloud that can spawn
thunderstorms. Tornados can occur without advance warning.

Terminology

Tornado Watch: Issued when conditions are favorable for formation of tornadoes.

Tornado Warning: Issued when a tornado has been sighted or indicated by weather radar.

At the Office

Tornado Watch: Stay alert to emergency broadcast for changes in condition.
Tornado Warning: Complete the following:
= Overhead announcement/message to staff that tornado warning is in effect.

= Staff/visitors should move to secure location within the building, in the lowest level away from
windows, doors and outside walls. Locations such as small interior rooms or hallways on the lowest
level are desirable.

= Inyour secure location (if able) get under sturdy furniture and use arms to protect your head and
neck.

= Stay in the location until the all clear is announced.

In the Community/At a Patient’s Home

Tornado Watch: Communicate with staff.Be alert and monitor emergency broadcasts for changes in
condition.

Tornado Warning:

= Ifin the patient home: Assist patient/caregivers to assess safe area in home. A safe location should
be in lowest level of home or cellar away from windows, doors and outside walls. If unable to
relocate the patient to another floor, then move the patient as far away as possible from windows,
hanging objects on the walls, and tall furniture.

o Move to an interior hallway or small interior room if possible.

o Close all windows and curtains.

o Pad patient with extra blankets/pillows.

o Remainin safe location, monitoring emergency broadcasts, until the all clear is announced.

NOTE: If patient lives in a manufactured home (e .g.mobile homes, trailer park), immediately
leave location and go to nearest building or storm shelter.

O

73



= Invehicle: If you are traveling in a car during a Tornado Warning, immediately drive to a secure
location or storm shelter.

o Never try to outrun a storm.

o Take coverimmediately.If debris is flying in the air and hitting the car, pull over and park.
Avoid parking under an overpass or bridge.

o Ifyou are able, get out of your car, lie in a ditch or low-lying area away from the vehicle.

o If unable to exit the car, then take cover with a seat belt on covering head/neck with
arms and any padded material, such as coats, cushions, etc.

After a Tornado

= Afteratornado has passed, assess everyone for injuries and provide first aid.
= Bealert for downed power lines and flash flooding.

= Do not reenter buildings until you are told it is safe to enter.

= Initiate the incident command, if appropriate.

= Communicate with staff/supervisors on conditions.
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Winter Weather

Winter weather can range from accumulating snow to ice conditions. Winter weather can make driving
hazardous and cause barriers to entry into patients’ homes. Prior to performing visits, assess if the patient
has been able to clear sidewalks and driveways of ice and snow.

Terminology

Severe Winter Storm: A severe winter storm is a storm that produces four or more inches of snow in a
12-hour period or six or more inches during a 24-hour period.

Winter Storm Watch: Indicates that severe winter weather may affect your area.
Winter Storm Warning: Indicates that a winter storm is occurring, or will occur, in your area.

Freezing Rain: Rain that freezes when it hits the ground, creating a coating of ice on roads, walkways,
trees, and power lines.

Sleet: Rain that turns to ice pellets before reaching the ground.Sleet causes moisture on roads to freeze
and become slippery.

Blizzard Warning: Sustained winds or frequent gusts to 35 mph or greater and considerable amounts of
falling or blowing snow are expected to prevail for a period of three hours or longer.

Ice Storms: Occur when freezing rain falls from clouds and freezes immediately when it touches the
ground.

Planning for Winter Weather

During winter season all staff should prepare and assess vehicles for winter weather conditions:

= Vehicle: Make sure to use windshield fluid with a freeze factor below 32 degrees F and
antifreeze.Always have a full tank of gas.Assess tire tread for wear and replace if needed.

= Equipment: Include an emergency kit with jumper cables, flares, windshield ice scraper,
shovel/broom, ice melt or kitty litter, flashlight, blankets, change of clothing, food, and water,
charged cell phone, and first aid kit.

Before storm season arrives, identify individuals with four-wheel drive vehicles and the ability to use
alternative means of transportation.
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During Winter Weather Watch/Warning

Initiate communication with patients including:
= Evaluate patients’ demographics and assess main roads/snow removal plan.
= Evaluate patients’ level of supplies (medicine, medical supplies, oxygen, food and water).

= Update patient acuity and assess visit schedule needs for next 1-2 days.

During Winter Weather Event

= Initiate incident command.
= Triage patient visits based on needs assessments.
= Monitor emergency weather and road condition reports.

= Priorto patient visit, inquire if there is safe access to home (e.g.ice/snow accumulation
prohibiting entry).
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Active Shooter

HOW TO RESPOND WHEN AN ACTIVE SHOOTER IS IN YOUR VICINITY.

Quickly determine the most reasonable way to protect your own life.

- Remember that staff are likely to follow the lead during an active shooter situation.
- Evacuate if there is an accessible escape path, attempt to evacuate the premises.

- Be sure to have an escape route and plan in mind.

- Evacuate regardless of whether others agree to follow.

- Leave your belongings behind.

- Help others escape, if possible.

- Prevent individuals from entering an area where the active shooter may be.

Keep your hands visible.

Follow the instructions of any police officers.

Do not attempt to move wounded people.

Call 911 when you are safe.

- Hide out if evacuation is not possible.

- Find a place to hide where the active shooter is less likely to find you.

- Your hiding place should be out of the active shooter’s view.

- Provide protection if shots are fired in your direction (i.e., an office with a closed and locked door)
- Do not trap you or restrict your options for movement.

- To prevent an active shooter from entering your hiding place, Lock the door, blockade the door with
heavy furniture.
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If the active shooter is nearby:

- Lock the door.

- Silence your cell phone and/or pager.

- Turn off any source of noise (i.e., radios, televisions).
- Hide behind large items (i.e., cabinets, desks.)

- Remain quiet.

If evacuation and hiding out are not possible:
- Remain calm.
- Dial 911, if possible, to alert police to the active shooter’s location.

- If you cannot speak, leave the line open and allow the dispatcher to listen.

Take action against the active shooter:
- As a last resort, and only when your life is in imminent danger, attempt to disrupt and/or incapacitate.
the active shooter by acting as aggressively as possible against him/her, throwing items and

improvising weapons, as well as yelling.
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Government Emergency

Telecommunications

Overview

Everyday incidents, such as weather-related events, cyber attacks, and human errors, can suddenly cause
network congestion or degradation, hindering response times and critical information sharing among
essential personnel and organizations.

As the Nation’s risk advisor, the Cybersecurity and Infrastructure Security Agency (CISA) offers the
Government Emergency Telecommunications Service (GETS), which provides subscribers with priority
access and processing on landline telephone networks during emergency incidents.

Priority in communications is crucial to continuity of operations when facing adverse conditions such as
weather events, mass gatherings, cyber-attacks, or events arising from human error. CISA’s Emergency
Communications Division (ECD) promotes communications used by emergency responders and government
officials. ECD responds to adversarial and hazardous events as one unified team.

CISA offers three Priority Telecommunications Services (PTS) that enable essential personnel to communicate
when networks are degraded or congested:

1. Wireless Priority Service (WPS) for wireless voice communications

2. Government Emergency Telecommunications Service (GETS) for wireline voice communications

3. Telecommunications Service Priority (TSP) for repair and installation of organizations’ critical voice
and data circuits.

Wireless Priority Service (WPS) is a White House-directed cellular communications service provided and
managed by CISA in compliance with Federal Communications Commission (FCC) Report and Order, FCC- 22-
36. WPS provides authorized devices with priority calling on all nationwide and several regional cellular
networks. WPS calls do not preempt calls in progress or deny the general public’'s use of the telephone
network. WPS carriers activate eligible devices which enables priority calling in the service providers’ networks
when the 272 service code is dialed. Calls made with WPS overcome network congestion/degradation and
complete with a success rate of 95%.

Government Emergency Telecommunications Service (GETS) is a White House-directed emergency telephone
service provided and managed by CISA. GETS provides subscribers with priority access and prioritized
processing in the local and long-distance segments of landline telephone networks. Subscribers are issued a
Personal Identification Number (PIN) that assigns priority status to calls in service provider networks when
used.
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Physical GETS cards and usage guides are issued to all subscribers for easy reference. Calls made with GETS
overcome network congestion and/or degradation and complete with a success rate of 98%. GETS calls do
not preempt calls in progress or deny the general public’s use of the telephone network.

Service Selection

GETS

WPS

(240) 555-0186

James Ramsburg (mobile)

Auto Dial GETS PIN ® (ON

PTS Dialer logo

ues completing a call

Telecommunications Service Priority (TSP) is a Federal Communications Commission (FCC) program, managed
by CISA, which mandates that service providers prioritize voice and data circuits provisioning and restoration
requests made by organizations with national security and emergency preparedness missions.
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Cybersecurity

What is Cybersecurity?

Cybersecurity is the art of protecting networks, devices, and data from unauthorized access or criminal use
and the practice of ensuring confidentiality, integrity, and availability of information. It seems that everything
relies on computers and the internet now—communication (e.g., email, smartphones, tablets), entertainment
(e.g., interactive video games, social media, apps), transportation (e.g., navigation systems), shopping (e.g.,
online shopping, credit cards), medicine (e.g., medical equipment, medical records), and the list goes on.

How much of your business relies on technology? How much personal health data information is stored either
on your company’s computer, smartphone, tablet or on someone else's system?

What are the risks to having poor Cybersecurity?

There are many risks, some more serious than others. Among these dangers are malware erasing your entire
system, an attacker breaking into your system and altering files, an attacker using your computer to attack
others, or an attacker stealing your agency credit card information and making unauthorized purchases. There
is no guarantee that even with the best precautions some of these things won't happen, but there are steps to
take to minimize the chances. As cyber threats become increasingly sophisticated, it is critical that
organizations implement layered security frameworks to protect their data and infrastructure. Jumpstart the
process by using these templates to establish policies that formalize security controls as ongoing processes.

What can you do to improve your cybersecurity?

The first step in protecting yourself is to recognize the risks. Familiarize yourself with the following terms to
better understand the risks:

o Hacker, attacker, or intruder — These terms are applied to the people who seek to exploit
weaknesses in software and computer systems for their own gain. Although their intentions are
sometimes benign and motivated by curiosity, their actions are typically in violation of the intended
use of the systems they are exploiting. The results can range from mere mischief (creating a virus with
no intentionally negative impact) to malicious activity (stealing or altering information).

e Malicious code — Malicious code (also called malware) is unwanted files or programs that can cause
harm to a computer or compromise data stored on a computer. Various classifications of malicious
code include viruses, worms, and Trojan horses. (See Protecting Against Malicious Code for more
information.) Malicious code may have the following characteristics:

o It might require you to actually do something before it infects your computer. This action could
be opening an email attachment or going to a particular webpage.

o Some forms of malware propagate without user intervention and typically start by exploiting a
software vulnerability. Once the victim computer has been infected, the malware will attempt
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to find and infect other computers. This malware can also propagate via email, websites, or
network-based software.

o Some malware claims to be one thing, while in fact doing something different behind the
scenes. For example, a program that claims it will speed up your computer may actually be
sending confidential information to a remote intruder.

Vulnerabilities — Vulnerabilities are flaws in software, firmware, or hardware that can be exploited by
an attacker to perform unauthorized actions in a system. They can be caused by software
programming errors. Attackers take advantage of these errors to infect computers with malware or
perform other malicious activity.

To minimize the risks of cyberattacks, follow basic cybersecurity best practices:

o Keep software up to date. Install software patches so that attackers cannot take advantage of known
problems or vulnerabilities. Many operating systems offer automatic updates. If this option is available,
you should enable it. (Understanding Patches and Software Updates for more information.)

e Run up-to-date antivirus software. A reputable antivirus software application is an important
protective measure against known malicious threats. It can automatically detect, quarantine, and
remove various types of malware. Be sure to enable automatic virus definition updates to ensure
maximum protection against the latest threats. Note: Because detection relies on signatures—known
patterns that can identify code as malware—even the best antivirus will not provide adequate
protections against new and advanced threats, such as zero-day exploits and polymorphic viruses.

e Use strong passwords. Select passwords that will be difficult for attackers to guess, and use different
passwords for different programs and devices. It is best to use long, strong passphrases or passwords
that consist of at least 16 characters. (Choosing and Protecting Passwords.)

e Change default usernames and passwords. Default usernames and passwords are readily available
to malicious actors. Change default passwords, as soon as possible, to a sufficiently strong and unique
password.

e Implement multifactor authentication (MFA). Authentication is a process used to validate a user's
identity. Attackers commonly exploit weak authentication processes. MFA uses at least two identity
components to authenticate a user's identity, minimizing the risk of a cyber attacker gaining access to
an account if they know the username and password. (Supplementing Passwords.)

e Install a firewall. Firewalls may be able to prevent some types of attack vectors by blocking malicious
traffic before it can enter a computer system, and by restricting unnecessary outbound
communications. Some device operating systems include a firewall. Enable and properly configure the
firewall as specified in the device or system owner's manual. (See Understanding Firewalls for Home
and Small Office Use.)

o Be suspicious of unexpected emails. Phishing emails are currently one of the most prevalent risks to
the average user. The goal of a phishing email is to gain information about you, steal money from you,
or install malware on your device. Be suspicious of all unexpected emails. (See Avoiding Social
Engineering and Phishing Attacks.)

Source: CISA
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Crisis Standards of Care

What is Crisis Care/Crisis Standards of Care, and when does it occur?

Crisis standards of care (CSC) is defined as a substantial change in usual health care operations and the level
of care it is possible to deliver, which is made necessary by a pervasive public health emergency (e.g.,
pandemic influenza) or catastrophic disaster (e.g., earthquake, hurricane) (National Academies of Medicine,
2012). Crisis conditions may also occur in the absence of a disaster when critical medications or supplies are
in shortage. In these situations, state actions are less likely, but a coordinated response is still critical to ensure
equity of access to care.

A "declaration” of CSC is not as important as having strategies to recognize and resolve these challenging
conditions in the delivery of home and hospice care. When these cannot be resolved in cooperation with
other resources, health care providers should engage with the state; the state should provide legal, policy,
regulatory, and other support to relieve the situation and support the strategies being employed by the
health care facilities to address the demand.

Agencies should always implement the strategies necessary to adapt to the situation and support clinicians in
their crisis decision-making; “avoiding” CSC or “waiting until CSC is declared” puts patients and providers at
unnecessary risk.

Strategies used may vary depending on whether it is possible to obtain additional resources or move patients
to sites with more resource availability.

Communication of the crisis situation to the community at large (in addition to existing patients and their
loved ones) is important to provide transparency and manage expectations.

What are some key areas of shortage?

Shortages in supplies such as certain medications, N95 masks, and dialysis equipment have been key drivers
of CSC conditions. Although much planning was historically devoted to ventilator allocation, this was not a
significant issue during the COVID-19 pandemic and therefore should not be the primary focus of triage
planning in the future.

Shortages in staff, particularly those with specialized training in areas such as critical care and respiratory
therapy have been a key limiting factor to providing comprehensive patient care.

Space and the ability to transport patients has also been an issue, particularly in smaller communities that
may be hit particularly hard and not able to move home care and hospice patients to other providers.
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What should Home Care and Hospice Providers do to be prepared?

Ensure that surge plans for space and staff define the incremental changes that will be used to adapt to
increasing demand. This includes defined “triggers” that will prompt a request for regional / state support.
This includes identifying alternate care areas that can be readily available and opened for overflow.

When a crisis “trigger” point is reached all non-emergency procedures should have stopped.

Agencies should participate in regional Medical Operations Coordination Centers (MOCC) or other patient
distribution strategies that aim to load-balance patients across the health care system in an equitable way.

Ensure the agency develops best practices and guidelines for care and is anticipating shortages and issues;
collaboration to develop best practices for consistency is ideal.

Ensure that all patients have documented end-of-life care expectations.

Engage with health care coalition (HCC), emergency management, and other stakeholders to ensure that
essential elements of information are shared to support activities and decision-making (including state actions
to support providers during CSC).

Provide on-call expert consultant to be contacted whenever a provider is making an allocation decision that
is unusual for them or for which they do not have good guidance (as well as any potential “triage” decision
that could result in death; this should be considered by a formal multi-disciplinary triage team).

Provide education on ethical decision-making. Make sure that everyone understands their role, and how to
request assistance with making challenging decisions.
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Shortage Triage
Threshold Threshold
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Part 5: Exercises

Types of Emergency Preparedness
Exercises

Overview

On September 30, 2019 CMS published in the Federal Register the Medicare and Medicaid Programs;
Regulatory Provisions To Promote Program Efficiency, Transparency, and Burden Reduction; Fire Safety
Requirements for Certain Dialysis Facilities; Hospital and Critical Access Hospital (CAH) Changes To Promote
Innovation, Flexibility, and Improvement in Patient Care Final Rule which revised some of the emergency
preparedness requirements for providers and suppliers.

Purpose: To establish national emergency preparedness requirements to ensure adequate planning for both
natural and man-made disasters, and coordination with federal, state, tribal, regional and local emergency
preparedness systems. The following information will apply upon publication of the final rule:

e Requirements will apply to all 17 provider and supplier types.

e Each provider and supplier will have its own set of Emergency Preparedness regulations incorporated
into its set of conditions or requirements for certification.

e Must be in compliance with Emergency Preparedness regulations to participate in the Medicare or
Medicaid program. The below downloadable sections will provide additional information, such as the
background and overview of the final rule and related resources.

Training Note: The download section includes a memorandum which provides guidance to surveyors on
training. Following the same site, the TRAINING IS AVAILABLE TO THE PROVIDERS. When prompted, please
select "l am a Provider" on the training website and search for the course.

Life Safety Code Note: As the EP Final Rule defers to the Fire Safety Final Rule which excluded chapters 7, 8,
12 and 13, the requirements in chapters 7,8, 12 and 13 are not required by CMS to be met by providers.

The below downloadable sections will provide additional information, such as the background and overview
of the final rule and related resources.

NOTE: The CMS Appendix Z is updated frequenely. For the full Appendix Z, please see /Regulations-
and-Guidance/Guidance/Manuals/downloads/som107ap z emergprep.pdf (PDF).
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Exhibit U: Discussion-Based Exercises

Type of
exercise

Utility/Purpose

Type of Player
Action

Duration

Real-Time?

Discussion-
Based

To familiarize players
with current plans,
policies, agreements,
and procedures;
develop new plans,
policies,

agreements, and pro-
cedures

notional; player
actions are
imaginary or
hypothetical

>8
hours

no

Varies

Seminar

Provide an overview of
new or current plans,
resources, strategies,
concepts, or ideas

N/A

2-5 hours

No

Multi- or single
agency

Workshop

Achieve a specific

goal or build a

product (e .g.,

exercise objectives, SOPs,
policies, or plans)

N/A

3-8 hours

No

Multiagency
or multiple
functions

Tabletop
Exercise

Assist senior officials
in the ability to
understand and
assess plans, policies,
procedures, and
concepts

Notional

4-8 hours

No

Multiagency
or multiple
functions

Game

Explore

decision

making

processes and
examine the
consequences of those
decisions

Notional

2-5 hours

No (some
simulation
s provide
real- or

near-real-
time play)

Multiagency
or multiple
functions
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Exhibit V: Operations-Based Exercises

Type of

Exercise

Utility/Purpose

Type of Player
Action

Duration

developed in previous
exercises

Operations- Testand validate Actual; player May be Yes Varies
Based plans, policies, action mimics hours, days,
agreements, reaction, or weeks
and procedures; response, depending
clarify roles and mobilization, and ON purpose,
responsibilities; commitment of type, and
identify resource personnel and scope
gaps resources
Drill Testasingle Actual 2-4 hours Yes Single
operation or agency or
function function
Functional Test and evaluate Command 4-8 hours Yes Multiple
Exercise capabilities, staff actions or several functional
functions, plans, are actual; days or areas/
and staffs of movement of weeks Multiple
Incident Command, other functions
Unified Command, personnel,
Intel centers, or equipment,
other or adversaries is
command/operatio simulated
ns centers
Full-Scale Implement and Actual 1 full day or Yes Multiple
Exercise analyze plans, longer agencies
policies, or
procedures, and multiple
cooperative agreements functions
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Part 6: HIPAA and Disasters

What Emergency Professionals
Need to Know

Overview

Disasters and emergencies can strike at any time with little or no warning and the local healthcare system
in the midst of an emergency response can be rapidly inundated with patients, worried family and friends
looking for their loved ones, and media organizations requesting patient information. Knowing what
information can be released, to whom, and under what circumstances, is critical for healthcare facilities in
disaster response. This guide is designed to answer frequently asked questions regarding the release of
information about patients following an incident.

NOTE: This guide does NOT replace the advice of your facility Privacy Officer and/or legal counsel who
should be involved in planning for information release prior to an event, developing policy before a
disaster that guides staff actions during a disaster, and during an emergency when contemplating
disclosures.

This guide does address what information can be disclosed and under what circumstances. Covered
entities can disclose needed patients’ protected health information (PHI) without individual authorization:

= If necessary to treat the patient or a different patient or if the information would help treat
a different patient.

= To apublic health authority, as outlined below.

= At the direction of a public health authority, to a foreign agency acting in collaboration with
the public health authority.

= To persons at risk of contracting or spreading a disease or condition (if authorized by other law).
= With certain people involved with patient’s care/ responsible for the patient.

= When there is imminent threat to public health/ safety.

What is HIPAA and the Privacy Rule?

The Health Insurance Portability and Accountability Act (HIPAA) of 1996 and its implementing
regulations, the HIPAA Privacy, Security, and Breach Notification Rules, protect the privacy and security
of patients’ PHI, but is balanced to ensure that appropriate uses and disclosures of the information may
still be made when necessary to treat a patient, to protect the nation’s public health, and for other
critical purposes .
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Does HIPAA Appy to Me or my Organization?

The HIPAA Privacy rule applies to disclosures made by employees, volunteers, and other
members of a covered entity’s or business associate’s workforce. Covered entities are health
plans, healthcare clearinghouses, and those healthcare providers that conduct one or more covered
healthcare transactions electronically, such as transmitting healthcare claims to a health plan.

Business associates generally include persons or entities (other than members of the workforce
of a covered entity) that perform functions or activities on behalf of, or provide certain services to, a
covered entity that involve creating, receiving, maintaining, or transmitting PHI. Business associates
also include subcontractors that create, receive, maintain, or transmit PHI on behalf of another
business associate.

HIPAA does not apply to disclosures made by those who are not covered entities or business
associates.
(although such persons or entities are free to follow the standards on a voluntary basis if desired).

When can HIPAA be Shared?

Patient health information, or PHI, can be shared under the following circumstances:

Treatment: under the HIPAA Privacy rule, covered entities may disclose, without a patient’s
authorization, PHI about the individual as necessary to treat the patient or to treat a different
patient. Treatment includes the coordination or management of healthcare and related services by one
or more healthcare providers and others, consultation between providers, providing follow-up
information to an initial provider, and the referral of patients for treatment.

Public Health Activities: The HIPAA Privacy Rule recognizes the legitimate need for public health
authorities and others responsible for ensuring public health and safety to have access to PHI that is
necessary to carry out their public health mission.Therefore, the HIPAA Privacy Rule permits covered
entities to disclose needed PHI without individual authorization:

= To a public health authority that is authorized by law to collect or receive such information
for the purpose of preventing or controlling disease, injury or disability, or to a person or
entity acting under a grant of authority from or under contract with such public health agency, .
This could include, for example: the reporting of disease or injury; reporting vital events, such
as births or deaths; and conducting public health surveillance, investigations, or interventions.

m At the direction of a public health authority to a foreign government agency that is
acting in collaboration with the public health authority.

= To persons at risk of contracting or spreading a disease or condition if other law, such as
state law, authorizes the covered entity to notify such persons as necessary to prevent or control
the spread of the disease or otherwise to carry out public health interventions or investigations .
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Disclosures to Family, Friends, and Others Involved in an Individual’s Care and for notification:
A covered entity may share PHI with a patient’s family members, relatives, friends, or other persons
identified by the patient as involved in the patient’s care. A covered entity may also share information
about a patient as necessary to identify, locate, and notify family members, guardians, or anyone else
responsible for the patient’s care, of the patient’s location, general condition, or death. This may
include—if necessary to notify family members and others—the police, the press, or the public at large.

= The covered entity should get verbal permission from individuals or otherwise be able to
reasonably infer that the patient does not object, when possible; if the individual is incapacitated
or not available, covered entities may share information for these purposes if, in their
professional judgment, doing so is in the patient’s best interest .

= In addition, a covered entity may share PHI with disaster relief organizations such as the
American Red Cross, which are authorized by law or by their charters to assist in disaster relief
efforts, for the purpose of coordinating the notification of family members or other persons
involved in the patient’s care, of the patient’s location, general condition, or death . It is
unnecessary to obtain a patient’s permission to share the information in this situation if doing so
would interfere with the organization’s ability to respond to the emergency.

Imminent Danger: Healthcare providers may share patient information with anyone as necessary to
prevent or lessen a serious and imminent threat to the health and safety of a person or the public —
consistent with applicable law (such as state statutes, regulations, or case law) and the provider's
standards of ethical conduct.

Disclosures to the Media or Others not Involved in the Care of the Patient/notification: Upon
request for information about a particular patient by name, a hospital or other healthcare facility may
release limited facility directory information to acknowledge an individual is a patient at the facility and
provide basic information about the patient’s condition in general terms (e .g ., critical or stable, deceased,
or treated and released) if the patient has not objected to or restricted the release of such information or, if
the patient is incapacitated, if the disclosure is believed to be in the best interest of the patient and is
consistent with any prior expressed preferences of the patient. Reference 45 CFR 164 .510(a).In general,
except in the limited circumstances described elsewhere, affirmative reporting to the public or media of
specific information about treatment of an identifiable patient,

such as specific tests, test results or details of a patient’s illness, may not be done without the patient’s
written authorization (or the written authorization of a personal representative who is legally authorized to
make healthcare decisions for the patient).

General or aggregate information in mass casualty events that does not identify an individual or meets the
requirements of the HIPAA Privacy Rule’s de-identification provisions is not considered PHI (e .g ., X
number of casualties were received by the hospital with the following types of injuries) .

94



Minimum necessary: For most disclosures, a covered entity must make reasonable efforts to limit the
information disclosed to that which is the “minimum necessary” to accomplish the purpose.(Minimum
necessary requirements do not apply to disclosures to health care providers for treatment purposes)
Covered entities may rely on representations from a public health authority or other public official that
the requested information is the minimum necessary for the purpose.

NOTE: The disclosures listed above are at the discretion of the covered entity and are not required
disclosures under the Rule.Some of these disclosures may be required by other federal, state or local
laws.

Does the HIPAA Privacy Rule Permit Disclosure to Public Officials
Responding to a Bioterrorism Threat or Other Public Health
Emergency?

Yes. The HIPAA Privacy rule recognizes that various agencies and public officials will need PHI to
deal effectively with a bioterrorism threat or emergency. The public health threat does not have to
reach a declared emergency status. If information is needed by a government agency to protect the
health of the public (e .g. a food-borne outbreak), the agency may request and receive appropriate
clinical and other information about the patient’s disease, care, and response to treatment. To facilitate
the communications that are essential to a quick and effective response to such events, the HIPAA Privacy
Rule permits covered entities to disclose needed information to public officials in a variety of ways.
Further, if the covered entity has obligations to report test results and other information to public health
agencies by statute, rule, or ordinance, the HIPAA Privacy Rule generally permits these disclosures.

Covered entities may disclose PHI, without the individual’s authorization, to a public health
authority acting as authorized by law in response to a bioterrorism threat or public health
emergency (reference 45 CFR 164 .512(b)), public health activities). The HIPAA Privacy Rule also permits a
covered entity to disclose PHI to public officials who are reasonably able to prevent or lessen a serious and
imminent threat to public health or safety related to bioterrorism (reference 45 CFR 164 .512(j)), to avert a
serious threat to health or safety) . In addition, disclosure of PHI, without the individual’s authorization, is
permitted where the circumstances of the emergency implicates law enforcement activities (reference 45
CFR 164 .512(f)); national security and intelligence activities (reference 45 CFR 164 .512(k) (2)); or judicial and
administrative proceedings (reference 45 CFR 164 .512(e)).

Is the HIPAA Privacy Rule “Waived” or “Suspended” during
an Emergency?

The HIPAA Privacy Rule is not suspended during a public health or other emergency; however, under
certain conditions the Secretary of the U .S. Department of Health and Human Services may waive
certain provisions of the HIPAA Privacy Rule section 1135(b)(7) of the Social Security Act, if such a
waiver is deemed necessary for the particular incident when the Secretary declares a public health
emergency and the President declares an emergency or disaster under the Stafford Act or National
Emergencies Act. For more information, access “Is the

HIPAA Privacy Rule suspended during a national or public health emergency?” Access Hurricane Irma and
HIPPA Bulletin: Limited Waiver of HIPAA Sanctions and Penalties During a Declared Emergency for an
example of how sanctions and penalties could be waived in a declared emergency.
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Does the HIPAA Privacy Rule Permit Disclosure to
Law Enforcement?

A HIPAA-covered entity may disclose PHI to law enforcement with the individual’s signed HIPAA
authorization. A covered entity may disclose directory information as mentioned above to law
enforcement upon request.

Further disclosures to law enforcement for purposes of reunification and family notification are permitted as
discussed above.

A HIPAA-covered entity also may disclose PHI to law enforcement without the individual’s signed HIPAA
authorization in certain incidents, including:

= Toreport to a law enforcement official reasonably able to prevent or lessen a serious and
imminent threat to the health or safety of an individual or the public.

= Toreport PHI that the covered entity in good faith believes to be evidence of a crime that
occurred on the premises of the covered entity.

= To alert law enforcement to the death of the individual, when there is a suspicion that death
resulted from criminal conduct.

= When responding to an off-site medical emergency, it is necessary to alert law
enforcement about criminal activity.

= Toreport PHI to law enforcement when required by law to do so (such as reporting gunshots
or stab wounds).

= To comply with a court order or court-ordered warrant, a subpoena or summons issued by a judicial
officer, or an administrative request from a law enforcement official (the administrative request
must include a written statement that the information requested is relevant and material, specific
and limited in scope, and de-identified information cannot be used) .

= To respond to a request for PHI for purposes of identifying or locating a suspect, fugitive,
material witness or missing person, but the information disclosed must be limited to certain
basic demographic and health information about the person.

= To respond to a request for PHI about an adult victim of a crime when the victim agrees (or in
limited circumstances if the individual is unable to agree). Child abuse or neglect may be
reported, without a parent’s agreement, to any law enforcement official authorized by law to
receive such reports.
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How does the HIPAA Privacy Rule Apply to Disclosures involving
Foreign Nationals?

Covered entities may disclose PHI for all persons, regardless of nationality, according to the disclosures
listed in the Privacy Rule and discussed above.Disclosure of PHI to embassies, consulates or other third
parties, such as the American or International Red Cross acting in a capacity to facilitate notifications or
repatriation following an emergency, is permitted under the existing disclosures of the HIPAA Privacy
Rule, as referenced above.

For More Information:

= Bulletin: HIPAA Privacy in Emergency Situations
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/hipaa
-privacy-emergency-situations.pdf

= Health Information Privacy — Is HIPAA Privacy Rule Suspended during a National or Public
Health Emergency? https://www.hhs.gov/hipaa/for-professionals/faq/1068/is-hipaa-
suspended-during-a-national-or-public-health-emergency/index.html

= Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule: A Guide for Law
Enforcement
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/final_hi
paa_guide law _enforcement.pdf

= HIPAA Privacy Rule: Disclosures for Emergency Preparedness — A Decision Tool
https://www.hhs.gov/hipaa/for-professionals/special-topics/emergency-preparedness/decision-
tool-overview/index.html

= Hurricane Katrina Bulletin: HIPAA Privacy and Disclosures in Emergency Situations
https://www.hhs.gov/sites/default/files/katrinanhipaa.pdf

= Incorporating Active Shooter Incident Planning into Health Care Facility Emergency Operations
Plans. Appendix A: Information Sharing. (Page 29 of 33)
https://www.phe.gov/preparedness/planning/Documents/active-shooter-planning-

eop2014.pdf

= HIPAA Policy Brief https://aspr.hhs.gov/legal/Pages/hipaa-policy-brief.aspx

For more information on HIPAA and Public Health:
Department of Health and Human Services: https://www.hhs.gov/hipaa/index.html

For more information on HIPAA and Emergency Preparedness and Response:
https://www.hhs.gov/hipaa/for-professionals/special-topics/emergency-preparedness/index.html

General information on understanding the HIPAA Privacy Rule may be found at:
https://www.hhs.gov/hipaa/index.html

Source: Aspr-Tracie: Healthcare Emergency Preparedness Information Gateway: https://asprtracie.hhs.gov/
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Part 7: Succession Plans

Succession Planning is defined as “"Delegation of authorities during an emergent situation is critical. It
establishes the order in which the organization’s leadership team, at different levels, will assume
responsibilities and control of the operations in the absence of the primary leadership. The succession
plan ensures continuous coverage of leadership duties critical to ongoing operations of the organization
thus providing continuity of patient care.It is expected to ensure continuity in not only functioning of the
agency but also in external relationships and partnerships.”

The following forms will assist you in developing a structure for communication and delegation.
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The emergency plan must also identify which staff would assume specific roles in another’s absence through succession planning and
delegations of authority. Succession planning is defined as a process for identifying and developing staff with the potential to fill key

business leadership positions in the company.

lines of Succession

Planning requirement Answer

Person responsible

Due Date

Complete
?

What are the orders of
succession for your agency by
the title (not name) of the
official?

Who is the designated successor
of each listed official?

What are the conditions under
which designated successors
would assume authority and
responsibility (e .g ., in the
absence of

the director or inability to
contact an official) and how
would they assume it?
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Delegation of Authority

Planning requirement

Answer

Person responsible

Due Date

Complete?

What are your facility or
agency's predelegated
authorities for making
policy determinations
and decisions at
headquarters, field, and
other organizational
levels or locations?

What types of authority
are to be delegated (e .g
. authority to issue
isolation

or quarantine orders)
during a public health
emergency?

What is the position title
associated with each type of
authority listed above?

What are the triggers for
activating each of the listed
authorities?
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Exhibit X:
Communication Succession Plan

Planning requirement Answer Person responsible Due Date | Complete?

To whom will you

communicate changes in your
agency's operations as a result
of a public health emergency?

When will you communicate with
them?

How will you communicate with
them?

Who will speak to the press or
outside agencies in a public
health emergency?
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Part 8: Resource Contact Information

New Jersey State Resources

Emergency Management Agencies

New Jersey Office of Emergency Management: https://nj.gov/njoem/

NJ Office of Emergency Management County Coordinators:

https://nj.gov/njoem/about-us/county-coordinators.shtml

List of NJ OEM Offices by County:

Atlantic County OEM

County Coordinator:

Michael Steinman

Phone: 609-407-6765

Email: Steinman_Michael@aclink.org
Address: ACTC

5033 English Creek Ave.

Egg Harbor Twp., NJ 08234-5743

24/7 Phone: 609-909-7200

Alert Systems: http://www.readyatlantic.org

Bergen County OEM

County Coordinator: Capt. Matthew Tiedemann
Phone: 201-785-5757

Email: Tiedemann@bcoem.org

Address: 285 Campgaw Road

Mahwah, NJ 07430-2598

24/7 Phone: 201-785-5740

Web Site: http://www.bcoem.org/
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Burlington County OEM
County Coordinator: David R.Barnes
Phone: 609-284-7709

Email: dbarnes@co.burlington.nj.us
Address: PO Box 6000

1 Academy Drive

Westampton, NJ 08060

24/7 Phone: 609-518-7200

Web Site: www.co.burlington.nj.us/oem

Camden County OEM

County Coordinator: Joseph P. Hales

Phone: 856-783-4808 ext 5202

Email: joseph.hales@camdencodps.org Address:

Charles J. DePalma Complex

2311 Egg Harbor Rd

Lindenwold NJ, 08021

24/7 Phone: 856-783-4808 ext. 6200

Web Site: http://www.camdencounty.com/public-safety/office-emergency-management

Cape May County OEM

County Coordinator: Chris Leusner

Phone: 609-600-5070

Email: Christopher.Leusner@co.cape-
may.nj.us

Address: 30 West Mechanic Street

Cape May Court House, NJ 08210

24/7 Phone: 609-600-5055

Web Site: http://www.capemaycountygov.net
http://Capemaycountyemergency.net

Alert Systems: http://www.capemaycountygov.net/Cit-e-Access/webpage.cfm?TID=5&TPID=12940%20

Cumberland County OEM

County Coordinator: Dawn Bowen

Phone: 856-455-776-6850

Email: DawnBo@cumberlandcountynj.gov
Address: 637 Bridgeton Ave.

Bridgeton NJ, 08302

24/7 Phone: 856-455-8770

Web Site: http://www.co.cumberland.nj.us/OEM
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Essex County OEM

County Coordinator: Sheriff Amir D. Jones
Phone: 973-324-9750

Email: Essexoem@essexsheriff.com
Address: 560 Northfield Ave.

West Orange, NJ 07052

24/7 Phone: 973-621-4111

Web Site: http://www.essexsheriff.com/

Gloucester County OEM
County Coordinator: Jack DeAngelo
Phone: 856-307-7100

Email: jdeangelo@co.gloucester.nj.us
Address: 1200 North Delsea Drive
Clayton, NJ 08312

24/7 Phone: 856-589-0911

Web Site: http://www.co.gloucester.nj.us

Hudson County OEM

County Coordinator:

Edoardo”Junior” Ferrante

Phone: 201-369-5200

Email: efferrante@hcnj.us

Address: Juneau Building

110 Hackensack Ave Kearny, NJ 07029

24/7 Phone:201-832-5615

Web Site: http://www.hudsoncountynj.org/oem/

Hunterdon County OEM

County Coordinator: Brayden Fahey

Phone: 908-788-1196

Email: bfahey@co.hunterdon.nj.us

Address: 201 Cherryville Rd

PO Box 2900

Flemington, NJ 08822-1495

24/7 Phone: 908-788-1196

Web Site: http://www.co.hunterdon.nj.us/oem.html
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Mercer County OEM

County Coordinator:

Richard Kraemer

Phone: 609-462-5833

Email: RKraemer@mercercounty.org
Address: 350 Lawrence Station Rd
Lawrenceville, NJ 08646

24/7 Phone: 609-799-0110

Web Site: http://www.mercercounty.org

Middlesex County OEM

County Coordinator: Jack Kramer

Phone: 732-316-7105

Email: jack.kramer@co.middlesex.nj.us
Address: 1001 Fire Academy Dr

Sayreville, NJ 08872

24/7 Phone: 732-316-7100

Web Site: http://www.middlesexcountynj.gov

Monmouth County OEM

County Coordinator: Scott Nielsen

Phone: 732-431-7400 ext. 1801

Email: snielsen@mcsonj.org

Address: 2000 Kozloski Road

Freehold, NJ 07728

24/7 Phone: 732-577-8700

Web Site: http://www.monmouthsheriff.org

Morris County OEM

County Coordinator: Scott DiGiralomo
Phone: 973-829-8600

Email: sdigiralomo@co.morris.nj.us
Address: 500 West Hanover Ave
Parsippany, NJ 07054

24/7 Phone: 973-285-2900

Web Site: http://www.morrisoem.org
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Ocean County OEM

County Coordinator: Sheriff Michael G. Mastronardy

Phone: 732-341-3451

Email: mmastronardy@co.ocean.nj.us

Address: RJ Miller Air Park

PO Box 2191

120 Hooper Ave

Toms River, NJ 08754-2191

24/7 Phone: 732-341-3451

Web Site: http://www.co.ocean.nj.us/OCsheriff/EmMgmtMain.aspx

Passaic County OEM

County Coordinator: George Rosenthal
Phone: 973-904-3621

Email:

georger@passaiccountynj.org

Address: 300 Oldham Road

Wayne, NJ 07470-2209

24/7 Phone: 973-389-5951

Web Site: http://www.passaiccountynj.org

Salem County OEM

County Coordinator: Scott Haines

Email: shaines@salemcountynj.gov

Address: 135 Cemetery Road

Woodstown, NJ 08098-9455

24/7 Phone: 856-769-2959

Web Site: http://www.readysalem.org/

http://www.salemcountynj.gov/

Alert Systems: Register for Reverse

Notification: http://www.salemcountynj.gov/cmssite/default.asp?contentlD=1296

Somerset County OEM

County Coordinator: Lisa M Werner

Phone: 908-307-1380

Email: Werner@co.somerset.nj.us

Address: 402 Roycefield Road

Hillsborough, NJ 08844

24/7 Phone: 908-526-2500

Deputy OEM Coordinator, Phone, e-mail

Web Site: https://www.co.somerset.nj.us/government/public-health-safety/emergency-management
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Sussex County OEM

County Coordinator: Sheriff Michael Strada

Phone: 973-579-0380

Address: 135 Morris Turnpike

Newton, NJ 07860

24/7 Phone: 973-940-5500

Director of Emergency Preparedness: Robert Hafner

Email: mstrada@sussexcountysheriff.com

Web Site: http://www.sussexcountysheriff.com/about/emergency management/

Union County OEM

County Coordinator: Michael Scaino

Phone: 908-654-9886

Email: mscanio@ucnj.org

Address: 400 North Ave East

Westfield, NJ 07090

24/7 Phone:908-654-9800

Web Site: http://www.ucnj.org

Alert Systems: https://www.ucfirstalert.org/index.php?CCheck=1

Warren County OEM

County Coordinator: Alex Lazorisak

Phone: 908-475-6521

Email:

oemcoordinator@co.warren.nj.us

Address: 1024 Route 57

Washington, NJ 07882

24/7 Phone: 908-835-2030

Web Site: http://www.wcpublicsafety.com/
Alert Systems: SwiftReach Network
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Health Departments

New Jersey Department of Health: https://www.nj.gov/health/
PO Box 360
Trenton, NJ 08625-0360

Frequently Requested Services:
= NJ DOH Main Line: 800-367-6543
= Commissioner’s Office: 609-292-7838
= After Hours Contact: 609-392-2020

NJ Local Health Departments

Cumberiand

L .
The link below represents a listing of Local Health Departments (LHDs) that is dynamic and as
comprehensive as possible at this time. As coverage areas and contact information of LHDs change

frequently, we encourage you to visit the OLPH website for the most current version of the directory at
https://www.nj.gov/health/lh/documents/LocalHealthDirectory.pdf
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Regional Healthcare Coalitions

Health & Medical Coalitions are separated into regions in New Jersey . These coalitions of health care
providers and public health professionals collaborate on emergency planning for each region . Each of
the regional coalitions has an assigned home care representative . You may visit https://www.njhcc.org for
more information .

NEW JERSEY HEALTHCARE & _
PUBLIC HEALTH COALITIONS MAP /
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Federal Government Resources

Priority Telecommunications Services (GETS):
http://www.dhs.gov/government-emergency-telecommunications-services-gets

1135 Waiver

When the President declares a major disaster or an emergency under the Stafford Act or an emergency
under the National Emergencies Act, and the HHS Secretary declares a public health emergency, the
Secretary is authorized to take certain actions in addition to his regular authorities under section 1135 of
the Social Security Act. He may waive or modify certain Medicare, Medicaid, Children’s Health Insurance
Program (CHIP) and Health Insurance Portability and Accountability Act (HIPAA) requirements as
necessary to ensure to the maximum extent feasible that, in an emergency area during an emergency
period, sufficient health care items and services are available to meet the needs of individuals enrolled in
Social Security Act (SSA) programs and that providers of such services in good faith who are unable to
comply with certain statutory requirements are reimbursed and exempted from sanctions for
noncompliance other than fraud or abuse .
https://aspr.hhs.gov/legal/1135-Waivers/Pages/1135-Waivers.aspx

HIPAA Disclosures for Emergency Preparedness
https://www.hhs.gov/hipaa/for-professionals/special-topics/emergency-preparedness/decision-tool-
overview/index.html

HIPAA Decision Making TOOL

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/emergencypr
epdisclose.pdf

HHS ASPR TRACIE (Assistant Secretary for Preparedness and Response and
Technical Resources, Assistance Center, and Information Exchange)

https://asprtracie.hhs.gov/

https://files.asprtracie.hhs.gov/documents/aspr-tracie-fact-sheet.pdf
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Resources to Prepare this Manual:

Active Shooter How to Respond (2008) U.S. Department of Homeland Security.
https://www.dhs.gov/xlibrary/assets/active shooter booklet.pdf

CMS Emergency Preparedness Rule
https:www.cms.gov/medicare/health-safety-standards-quality-safety-
oversight-emergency-preparedness-rule

Cold Stress Guide, United States Department of Labor Occupational Safety & Health Administration.
www.osha.gov

Emergency Disasters in Homecare (2011) Occupational Safety Health Administration.
https://www.osha.gov/sites/default/files/2018-12/fy10 sh-20861-10 emergencydisasters.pdf

Emergency Preparedness and Response (2014) Centers for Disease Control and Prevention.
https://www.cdc.gov/disasters/hurricanes/about/index.html

Guidelines for Preventing Workplace Violence for Health Care and Social Service Workers
(2016)United States Department of Labor: Occupational Safety and Health Administration.
https://www.osha.gov/sites/default/files/publications/osha3148.pdf

Heat Safety Tips and Resources (2026).
https://www.weather.gov/safety/heat

Safe Winter Driving. New Jersey Department of Transportation.
https://www.state.nj.us/emergency/general/driving.pdf

Prevention Strategies for Seasonal Influenza in Health Care Settings, Centers for Disease Control and
Prevention. (2025)
https://www.cdc.gov/flu/professionals/infectioncontrol/healthcaresettings.htm

Ready Prepare. Plan. Stay Informed: (2026) Tornado.
https://www.ready.gov/tornadoes
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This 2026 version of the HCANJ Preparedness Resource Guide was updated by Barbara B. Citarella, RBC Limited
Healthcare and Management Consultants.

Funding for this project was a grant from The New Jersey Department of Health (NJDOH), Division of Disaster
Preparedness. Resiliency, & Emergency Medical Services (DPREMS)-Hospital Preparedness Program Grant
(DPRE26FULO04) given to the Home Care and Hospice Association of New Jersey.
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