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Preface

Few responsibilities in corporate governance are more important than that
of service on the audit committee of a public company. Congress, the Securities
and Exchange Commission, the New York Stock Exchange, Nasdaq and the Public
Company Accounting Oversight Board have placed great responsibilities on—and
displayed significant confidence in—the audit committee and its members. Among
other things, the audit committee is expected to monitor the integrity of the
company’s financial statements and internal controls, the qualifications and
independence of the company’s independent auditor, the performance of both the
company’s internal audit function and its independent auditor, compliance by the
company with legal and regulatory requirements and, for many companies, risk
oversight. The oversight function of the audit committee is critical, and a well-
functioning audit committee plays a crucial part in reassuring investors that
corporate governance represents an effective system for controlling large public
companies, for enhancing companies’ ability to create value and for fairly and
completely reporting their financial results to investors and others.

To assist those who serve on the audit committee with their special role, this
Guide provides an overview of the key rules applicable to audit committees of
NYSE- and Nasdag-listed companies and describes some of the best practices that
audit committees should consider. In addition, attached as exhibits are a Model
Audit Committee Charter for NYSE-listed companies, a Model Audit Committee
Charter for Nasdag-listed companies, a Model Audit Committee Responsibilities
Checklist, a Model Audit Committee Member Financial Expertise and
Independence Questionnaire, a Model Audit Committee Pre-Approval Policy,
Model Policies and Procedures with respect to Related Person Transactions, Model
Whistleblower Procedures and a Model Audit Committee Self-Evaluation
Checklist. These models are just that—models that can and should be adapted by
a company to fit its own circumstances.

The audit committee must be vigilant not only in monitoring financial
reporting and compliance, but also in following appropriate procedures in
performing its duties. It is incumbent upon every audit committee to ensure that its
policies and procedures are “state of the art.” We hope that this Guide will assist
audit committees in doing so.

Martin Lipton,

Eric S. Robinson, David M. Silk, David C. Karp, David B. Anders, lan Boczko,
Ahsan M. Barkatullah, Brittany A. Brady, Sabina M. Beleuz Neagu

July 2004 / updated April 2025



About this Guide and Exhibits

This Guide provides an overview of the key rules applicable to audit
committees of NYSE- and Nasdag-listed U.S. companies and best practices that
audit committees should consider. This Guide outlines audit committee members’
responsibilities, reviews the composition and procedures of audit committees and
considers important legal standards and regulations that govern audit committees
and audit committee members. Although generally geared toward public company
audit committee members, this Guide is also relevant to private company audit
committee members, especially if the private company may at some point consider
accessing the public capital markets.

A well-run audit committee—i.e., an audit committee composed of
financially knowledgeable, independent members who are focused on the right
areas of inquiry and intent on asking tough questions of management, internal
auditors and the independent auditor—can assist the company in its financial
reporting, risk management and compliance obligations. To this end, this Guide
proposes specific practices designed to promote effective audit committees.

A few necessary caveats are in order. This Guide is not intended as legal
advice, cannot take into account particular facts and circumstances and does not
generally address individual state corporation laws. That said, we believe that this
Guide will offer directors sound guidance in terms of the general rules and practices
that audit committee members should follow.

The exhibits to this Guide include sample charters, policies and procedures.
All of these exhibits are to some extent useful in assisting the audit committee in
performing its functions and in monitoring compliance. However, it would be a
mistake to simply copy published models. The creation of charters and written
policies and procedures is an art that requires experience and careful thought. In
order to be “state of the art” in its governance practices, it iS not necessary that a
company have everything another company has. When taken too far, a tendency to
expand the scope of charters, procedures and policies can be counterproductive.
For example, if an audit committee charter or procedure requires review or other
action to be taken and the audit committee has not made that review or taken that
action, the failure may be considered evidence of lack of due care. Each company
should tailor its own audit committee materials, limiting audit committee charters
and written procedures to what is truly necessary and what is feasible to accomplish
in actual practice. These materials should be carefully reviewed each year to prune
unnecessary items and to add only those items that will in fact help directors in
discharging their duties.
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Audit Committee Oversight Duties

Since the New York Stock Exchange (NYSE) first mandated in 1978 that
each of its listed companies appoint an audit committee of independent directors,
the audit committee has played a leading role in corporate governance. That role
has become more and more important, as the oversight duties that Congress, the
Securities and Exchange Commission (SEC), the NYSE, the Nasdaq Stock Market
(Nasdaq), the Public Company Accounting Oversight Board (PCAOB) and federal
banking regulators (for financial institutions), as well as the expectations corporate
stakeholders, have placed on audit committees and their members have
continuously increased in scope and nature.

In the context of today’s rapidly evolving legal and regulatory landscape,
the audit committee is the principal means by which the board of directors
discharges its duty to monitor financial and disclosure compliance. Accordingly,
boards should carefully select audit committee members and, to the greatest extent
possible, be attuned to the quality of the audit committee’s performance. In view
of the audit committee’s centrality to the board’s duties of financial review, it also
is important for a board as a whole to receive periodic reports from the audit
committee and to be comfortable that the audit committee, the auditors and
management are satisfied that the financial position and results of operations of the
company are fairly presented in its financial reports. At a minimum, an audit
committee is charged with assisting the board in its oversight of the following:

o the qualifications, independence and performance of a company’s
outside auditor;

o the performance of a company’s internal audit function;
o the integrity of a company’s financial statements; and
. a company’s compliance with legal and regulatory requirements.

This Chapter focuses on key aspects of an audit committee’s oversight
duties and offers practices that an audit committee might find useful in performing
its duties. Additional required functions of an audit committee are discussed in
Chapter II: “Audit Committee Charter.”

The rapidly changing political and economic environment, including newly
implemented tariffs, the ongoing conflicts in Ukraine and the Middle East and the



resulting sanctions, ongoing inflationary and cost-of-living pressures, supply chain
disruptions, the increasing frequency and sophistication of cybersecurity attacks,
the fast-evolving development and use of artificial intelligence technologies and
uncertainty in the markets, is creating both financial and operational pressure on
companies, making effective oversight more important than ever.

A Overseeing the Independent Auditor

It is an audit committee’s responsibility to select a company’s independent
auditor. An audit committee, in most instances, will depend to some extent on a
company’s financial reporting executives for information about an independent
auditor’s qualifications. However, the retention process should be organized to
effectively signal that an independent auditor’s client is the audit committee, not
company management.

By carefully reviewing an auditor’s independence and competence, as well
as the auditor’s proposed audit plan, the audit committee will highlight to the
independent auditor the responsibilities that such independent auditor has toward
the audit committee. The SEC has emphasized that an audit committee should also
pay close attention to the audit fee, and use the fee to measure and reward the scope
of audit work. An audit committee should benchmark the fee of the independent
auditor against the fees of auditors of comparable companies. The idea is not to
economize on the audit fee but, rather, to spot an audit fee that seems low or high
in relation to peer companies. A low fee may signal an inadequately thorough audit.
A high fee may indicate inefficiency in the audit or even raise questions regarding
an auditor’s independence. The factors that an audit committee should evaluate in
assessing an auditor’s independence and competence are discussed in Chapter V:
“Relationship with the Independent Auditor.”

No aspect of an audit committee’s role is more vital than its oversight of the
audit process. An audit committee should have procedures in place to ensure that
it stays abreast of evolving standards and best practices in this area. The PCAOB
has promulgated strengthened independence and ethics rules and adopted auditing
standards relating to the transparency and quality of audit reports, including
requirements for enhanced disclosures of certain critical audit matters, and the
effectiveness of communications between an audit committee and the independent
auditor. The PCAOB?’s rules and proposals relating to the audit work are discussed
in Chapter V: “Relationship with the Independent Auditor.”

Finally, an audit committee should insist that the financial disclosures and
the accounting judgments made in preparing financial statements have the
independent auditor’s support. An audit committee may consult with legal counsel



or other accountants if it has questions about the performance of an independent
auditor.

B. Supervising Internal Audit

Each NYSE-listed company must have an internal audit function to provide
management and the audit committee with ongoing assessments of a company’s
risk management processes and systems of internal control.> Internal auditors,
when carefully selected and appropriately managed, are a powerful safeguard
against defects in financial controls or financial statements. A strong, well-
performing internal audit function also may help to moderate the fees of an
independent auditor and to facilitate the independent auditor’s audit of a company’s
internal controls required by Section 404(b) of the Sarbanes-Oxley Act of 2002
(Sarbanes-Oxley) (discussed in Chapter VII: “Internal Controls and Oversight
Effectiveness”).

Although a company may choose to outsource the internal audit function to
a third-party service provider other than its independent auditor, internal auditors
typically are full-time employees and should have access to all of the inputs into a
company’s financial statements and risk assessments. It is important to keep in
mind, however, that there are potential weaknesses inherent in the internal audit
function because of the typical status of the internal auditors as employees.
Accordingly, an audit committee should seek to insulate the internal auditors from
undue corporate pressures. It can do this by taking an active role in the selection
and evaluation of the performance of the internal auditor. First, although not
required, an audit committee should have ultimate authority over the selection of
the senior internal auditor. Second, an audit committee should be involved in
performance reviews of the senior internal auditor and should review compensation
levels and structures. In that respect, it should be noted that most forms of incentive
pay tied to stock price, sales or other measures of financial performance potentially
create a conflict of interest for an internal auditor.

! Rule 303A.00 of the NYSE Listed Company Manual provides a one-year transition period to comply with
the internal audit function requirement for certain companies transferring to the NYSE from another national
securities exchange and companies newly listed on the NYSE in connection with an initial public offering or
carve-out or spin-off transaction. According to the NYSE, the audit committee of a company availing itself of
the transition period should review management’s plans with respect to the responsibilities, budget and staffing
of the internal audit function and the company’s plans for the implementation of the internal audit function. In
2013, Nasdaq considered imposing a similar requirement for Nasdag-listed companies to have an internal audit
function, but withdrew its proposed rule as a result of broad opposition by smaller companies. Nasdaq
nonetheless stated that it remained committed to the underlying goal of ensuring that listed companies have
appropriate processes in place to assess risks and systems of internal controls. SEC Release No. 34-69792
(June 18, 2013). No revised proposal has been submitted since the original proposal was withdrawn in 2013.



An audit committee should meet regularly and privately with the internal
auditor and satisfy itself that the internal auditor has direct access to the audit
committee. An audit committee should also be comfortable that the internal audit
staff is afforded, and avails itself of, the opportunity to stay professionally current,
and otherwise has adequate resources.

C. Integrity of a Company’s Financial Statements

The fundamental responsibility for a company’s financial statements and
disclosures rests with management and the independent auditor. However, audit
committee members must have the financial literacy to understand a company’s
financial reporting in order to pass appropriately on the adequacy and integrity of
the company’s financial statements and management’s discussion and analysis Of
financial condition and results of operations (MD&A) disclosures in a company’s
SEC filings.

Given the complexity of the financial statements of large public companies,
audit committee members are not required to explain the detailed accounting
aspects of each transaction. Still, an audit committee should satisfy itself as to the
business purposes, the appropriate accounting and the general risks associated with
all major transactions. An audit committee should not hesitate to enlist the services
of management and the independent auditor, as well as any outside advisors in
special situations where it deems necessary, to help describe for the audit
committee—comprehensively and comprehensibly—the financial condition of the
company and its results of operations. A thorough presentation of a company’s
financial condition should be made by senior management to new directors as soon
as possible after their election or appointment to the board.

In addition, an audit committee should discuss with the independent auditor
the accounting principles and critical accounting policies and judgments made in
connection with the preparation of the company’s financial statements. An audit
committee should discuss possible alternative accounting treatments whenever the
independent auditor either has discussed these alternatives with management or
believes that these alternative policies would better reflect the underlying economic
transactions and values. An audit committee should understand the range of results
that would follow if alternative accounting methods had been used and why the
method chosen was appropriate. Audit committees, particularly of financial
institutions, should also focus on the methods and assumptions used in determining
the “fair value” of financial assets and, if applicable, should satisfy themselves as
to the reliability of information obtained by third-party pricing services that may be
used by management to develop such “fair value” estimates. With the help of the
independent auditor, directors should not hesitate to “drill down” into key



accounting issues and review a company’s financial statements and audit reports
critically. While an audit committee is not expected to make any of the assumptions
and judgments used in the preparation of a company’s financial statements, an audit
committee should understand such material assumptions and judgments and assess
their basis and their reasonableness.

An audit committee should also discuss with the independent auditor its
judgments about the quality, not just the acceptability, of a company’s accounting
principles as applied in its financial reporting. In that respect, both the PCAOB and
the SEC have put an emphasis on significant unusual transactions and complex
financial transactions and how they are reflected in a company’s financial
statements. PCAOB Auditing Standard 2401 (PCAOB AS 2401) requires the
independent auditor to: (1) identify “significant unusual transactions,” e.g.,
transactions that are outside the normal course of a company’s business or that
otherwise appear to be unusual due to their timing, size or nature; (2) understand
and evaluate the business purpose (or the lack thereof) of these transactions; and
(3) consider whether they may have been executed to engage in fraudulent financial
reporting or conceal misappropriation of assets. Under PCAOB Auditing Standard
1301 (PCAOB AS 1301), independent auditors are required to communicate to the
audit committee significant unusual transactions identified by them, the policies
and practices management used to account for such transactions and the
independent auditors’ understanding of the business purpose (or lack thereof) of
such transactions. Certain SEC initiatives and interpretative guidance have also
focused on intra-quarter liquidity fluctuations and transactions such as short-term
borrowings, securities lending transactions and repurchase agreements, with a view
that financial reporting fairly “tells the story” of a company’s financial condition
and does not merely reflect such company’s period-end position. An audit
committee should pay particular attention to these transactions and, as mandated by
the PCAOB, discuss with the independent auditor its understanding of the business
rationale for such transactions. In this regard, an audit committee should bear in
mind its oversight function of both the integrity of a company’s financial reporting
and a company’s risk management and risk exposure and how that function might
be affected by significant unusual transactions.

An audit committee should also review the company’s internal controls over
financial reporting. This is a critical area in light of Sarbanes-Oxley’s mandate that
a company’s independent auditor conduct an audit of the company’s internal
controls. An audit committee’s responsibilities for oversight of internal control
over financial reporting and compliance with the SEC and PCAOB requirements
are discussed in Chapter VII: “Internal Controls and Oversight Effectiveness.”



An audit committee’s discussions with the independent auditor should
include a period during which management is excused. During these executive
sessions, explicit inquiry should be made concerning significant discussions
between the independent auditor and a company’s chief executive officer (CEO),
chief financial officer (CFO), treasurer, comptroller or other senior officers. The
NYSE has stated that an audit committee should review with the independent
auditor any audit problems or difficulties encountered by the independent auditor,
as well as management’s response. However, even when there have been no
disagreements between the independent auditor and management, an audit
committee should inquire as to the nature and extent of issues that the independent
auditor and management spent time discussing during the audit.

As a general practice, audit committee members are entitled to rely on
presentations, reports and other information provided by management, the internal
auditor, the independent auditor, legal counsel and other advisors, absent a reason
to doubt their competence or fidelity. Of course, if an audit committee discovers
credible evidence that it cannot rely on such information, it must be diligent in
pursuing any concerns. SEC regulations require an audit committee to have the
power to engage independent counsel and other advisors as it determines necessary
to carry out its duties.> A company also is required to provide sufficient funding to
the audit committee to pay the independent auditor and any advisors employed by
the audit committee, as well as the administrative expenses of the audit committee
that are incurred in carrying out its duties.> While it is important for an audit
committee to be able to use this power in appropriate circumstances, it is not
necessary, and often counterproductive, for audit committees to routinely, or
reflexively, retain separate advisors.

D. Compliance Oversight and Risk Management

Volatile markets, criminal and regulatory enforcement investigations and
the ascendancy of other classes of risk such as hacking and cyber intrusions have
underscored the need for global, enterprise-wide risk management and compliance
oversight processes. The “enterprise-wide risk management” approach aims at
developing a robust and holistic top-down view of the key risks a company faces.*

2 Securities Exchange Act of 1934, as amended (Exchange Act), Rule 10A-3(b)(4).

3 Exchange Act, Rule 10A-3(b)(5).

4 Paul Munter, then-Chief Accountant of the SEC, emphasized the importance of avoiding too narrow of a
focus on information and risks that directly impact financial reporting, while disregarding broader, entity-level
issues. See SEC Statement of SEC Chief Accountant Paul Munter, The Importance of a Comprehensive Risk
Assessment by Auditors and Management (Aug. 25, 2023).



The SEC has set forth disclosure requirements regarding the board’s role in
company risk oversight, including how the board administers its oversight function
and the effect that this has on a company’s leadership structure (e.g., whether the
persons who oversee risk management report directly to the board as a whole, to
the audit committee or to another standing committee of the board) and whether
and how the board, or such committee, monitors risk.>

Many boards delegate oversight of risk management to the audit committee,
which is consistent with the NYSE listing standard that requires an audit committee
to discuss policies with respect to risk assessment and risk management.® In a
survey of audit committee members conducted by the Center for Audit Quality
(CAQ) and Deloitte’s Center for Board Effectiveness that was published in
February 2025, 52% responded that enterprise risk management oversight for their
organization falls to the audit committee, while 28%, 19% and 1% of respondents
indicated the full board, a separate risk committee or the nominating and
governance committee, respectively, was responsible for such oversight.” Financial
companies may be required under the Dodd-Frank Wall Street Reform and
Consumer Protection Act (Dodd-Frank Act) to have dedicated board-level risk
management committees. At other companies, the appropriateness of a dedicated
risk committee—instead of delegating such task to the audit committee—will
depend on industry practice and the specific circumstances of the company. Boards
should also bear in mind that the expertise of different committees may be best
suited to oversee management of different types of risks—an advantage that may
outweigh any benefit from having a single committee specialize in risk
management oversight. For instance, boards are required to oversee risks arising
from compensation policies and programs and to discuss such risks in the
company’s proxy statement to the extent they are reasonably likely to have a
“material adverse effect” on the company; such oversight may be best effected by
the compensation committee (risks arising from compensation programs are further
discussed in our Compensation Committee Guide, 2025). The board should
implement a coordinated approach toward risk oversight and ensure an effective
flow of information among the directors, senior management and risk managers in
order to satisfy itself as to the adequacy of the risk oversight function and to
understand the company’s overall risk exposures. Given the NYSE requirement, if
a company oversees some or all risk management through a structure that uses a
board committee other than the audit committee, these processes should
nonetheless be reviewed in a general manner by the audit committee (but the risk

517 CFR § 229.407(h).
6 NYSE Listed Company Manual, Rule 303A.07 (b)(iii)(D).

7 Center for Audit Quality and Deloitte’s Center for Board Effectiveness, Audit Committee Practices Report:
Common Threads Across Audit Committees, 4™ Edition (Feb. 2025).



management function of such other committee need not be replaced or duplicated
by the audit committee).

If a company charges the audit committee with overseeing risk
management, the audit committee should schedule time in its agenda for periodic
reviews of risk management outside the context of its role in reviewing financial
statements and accounting compliance. The audit committee should also hold
sessions in which it meets directly with key executives primarily responsible for
risk management and compliance programs. In light of the Caremark standard
discussed below (see Chapter XI: “Audit Committee Member Liability Issues”),
an audit committee charged with overseeing risk management should feel
comfortable that “red flags” and “yellow flags” are being reported to it so that key
risks may be investigated and reported to the board if appropriate. It is important
to build a record demonstrating allocation of sufficient time and focus to the risk
oversight role. The goal should be to provide, through one means or another,
serious and thoughtful board-level attention to the company’s risk management
process and system. Further, in light of a 2023 Delaware case holding that
corporate officers may be held liable for breach of the duty of oversight, as
discussed below (see Chapter XI: “Audit Committee Member Liability Issues™),
the board committee tasked with overseeing risk management should seek to
understand the steps taken by officers to implement appropriate corporate controls
and to address issues as necessary.®

In the current dynamic environment, it is important for audit committees to
remain focused on fraud risk and communicate frequently with CFOs, especially
concerning issues such as asset impairment, contract accounting and going
concern.® Discussions between audit committees and CFOs should also include
strategic issues that may impact the business, including risk management and
processes for communicating issues among the audit committee, the board and
management.

An audit committee that oversees enterprise risk management should
review whether management (1) has adequately identified the major categories of
risk that the company faces, (2) regularly updates the risk profile of the company,
(3) has adopted and implemented proper risk assessment and risk management
strategies that are responsive to the company’s risk profile, specific material risk

8 In re McDonald’s Corp. Shareholder Derivative Litigation, C.A. No. 2021-0324-JTL (Del. Ch. Jan. 26,
2023).

9 Audit committees should also be aware that failure by an independent auditor to detect fraud may have
consequences for the independent auditor itself. For example, in April 2023, an accounting firm was banned
from auditing companies of public interest in Germany for two years after it failed to uncover large-scale fraud
at one of its audit clients.



exposures and risk tolerance thresholds, and that are consistent with the company’s
business strategies, (4) integrates consideration of risk and risk management into
business decision-making throughout the company and (5) adequately transmits
necessary information with respect to material risks to senior executives and the
audit committee, as appropriate. For instance, an audit committee should make
inquiry as to whether each relevant category of risk is adequately addressed by the
company’s risk management procedures, and ensure that effective communication
and coordination exist between the different departments charged with overseeing
each category of risk. In carrying out its responsibilities, an audit committee may
rely on the knowledge and expertise of management and other advisors, although
it should be wary of any “red flags” regarding their competence or knowledge. An
audit committee that oversees enterprise risk management does not have a duty to
mitigate risk, nor should it be involved in actual day-to-day risk management, but
it is responsible for overseeing the implementation by management of appropriate
risk monitoring systems, and taking appropriate action when it becomes aware of a
problem and believes management is not properly dealing with it.

Specific types of actions that an audit committee should consider taking
include the following:

. review with management the company’s risk appetite, the ways in
which risk is measured on a company-wide basis, the setting of
aggregate and individual risk limits (quantitative and qualitative, as
appropriate), the policies and procedures in place to hedge against
or mitigate risks and the actions to be taken if risk limits are
exceeded;

. review with management the major categories of risk the company
faces, including any risk concentrations and risk interrelationships,
as well as the likelihood of occurrence, the potential impact of those
risks and mitigating measures;

o review with management the assumptions and analysis
underpinning the determination of the company’s principal risks and
whether adequate procedures are in place to ensure that new or
materially changed risks are properly and promptly identified,
understood and accounted for;

o review with other board committees and management expectations
as to each group’s responsibility for risk oversight and management
of specific risks to ensure a shared understanding as to
accountabilities and roles;



review, in conjunction with the compensation committee, whether
the company’s executive compensation structure is appropriate in
light of the company’s articulated risk appetite and is creating proper
incentives in light of the risks the company faces;

review the risk policies and procedures adopted by management,
including procedures for reporting matters to the board and audit
committee and providing updates, in order to assess whether they
are appropriate and comprehensive;

review management’s implementation of its risk policies and
procedures to assess whether they are being followed and are
effective;

review with management the quality, type and format of risk-related
information provided to directors;

review the steps taken by management to confirm adequate
independence of the risk management function and the processes for
resolution and escalation of differences that might arise between risk
management and business functions;

review with management the design of the company’s risk
management functions, as well as the qualifications and
backgrounds of senior risk officers and the personnel policies
applicable to risk management, to assess whether they are
appropriate given the company’s size and scope of operations;

review the role of internal audit in validating the effectiveness of
risk management systems;

review with management the means by which the company’s risk
management strategy is communicated to all appropriate groups
within the company so that it is properly integrated into the
company’s enterprise-wide business strategy;

review internal systems of formal and informal communication
across divisions and control functions to encourage the prompt and
coherent flow of risk-related information within and across business
units and, as needed, the prompt escalation of information to
management (and to the board or board committees as appropriate);
and
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o review reports from management, independent auditors, internal
auditors, legal counsel, regulators, stock analysts and outside
experts as considered appropriate regarding risks the company faces
and the company’s risk management function.

An audit committee should also consider asking its independent auditor the
following risk assessment-related questions as suggested by the PCAOB:*°

o whether the PCAOB’s inspections or the internal inspections of the
independent auditor’s firm identified any significant deficiencies in
the audit firm’s compliance with the PCAOB’s risk assessment
standards, and if so, what actions has the audit firm taken to address
them;

. which audit areas have been identified by the independent auditor as
having significant risks of material misstatement and, at a high level,
how does the audit plan address those risks; and

. in the independent auditor’s view, how have the areas of significant
risk of material misstatement changed since the prior year and why
and what new risks has the independent auditor identified.

An audit committee that oversees enterprise risk management should also
pay special attention to cybersecurity risks. Online security breaches, theft of
proprietary or commercially sensitive information and damage to information
technology infrastructure can have a significant financial and reputational impact
on companies. A recently-published CAQ and Deloitte survey of audit committee
members found that 93% of respondents ranked cybersecurity among their top three
areas of focus in the following year, up from 69% in the prior year.!! The audit
committee should ensure that management has implemented effective procedures
to track, report and reduce cybersecurity risks and incidents and to benchmark the
company’s cybersecurity measures. It is also critical to ensure that management
has appropriate plans, resources and training to address such risks and react
appropriately in the event of a breach. Cybersecurity risks are further discussed in
Chapter VII: “Internal Controls and Oversight Effectiveness.”

10 PCAOB Release No. 2015-007, Inspection Observations Related to PCAOB “Risk Assessment” Auditing
Standards (No. 8 through No. 15) (Oct. 15, 2015).

11 Center for Audit Quality and Deloitte’s Center for Board Effectiveness, Audit Committee Practices Report:
Common Threads Across Audit Committees, 4" Edition (Feb. 2025); Center for Audit Quality and Deloitte’s
Center for Board Effectiveness, Audit Committee Practices Report: Common Threads Across Audit Committees
(Mar. 2024).
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In addition, an audit committee that oversees enterprise risk management
should assess whether there exist external pressures that can push a company to
take excessive risks and consider how best to address those pressures. In particular,
pressure from hedge funds and activist shareholders to produce short-term results
may lead to an increase of the company’s risk profile (for example, through
increased leverage to repurchase shares or to pay out special dividends, excessive
cost-cutting or spinoffs that leave the resulting companies with smaller
capitalizations). The audit committee should pay attention to the risk impact of
those measures.

Where risks facing a company are highly complex, such as those involving
complex derivative instruments or financial structures, the audit committee should
request that management or other advisors explain for directors the company’s
positions and risks, including, as appropriate, scheduling risk tutorials. An audit
committee should discuss with management a sensitivity analysis or “stress test”
regarding the company’s exposures and the steps management has taken to prepare
for various contingencies. Under the Dodd-Frank Act, regular periodic stress tests
are mandated for large banking institutions and the audit (or risk management)
committee of such institutions should discuss with management and oversee the
integrity of these tests and related communications with regulators. An audit
committee also should seek to ascertain whether these risks and plans are
adequately described in the company’s risk factors and MD&A disclosure in its
SEC filings. In this regard, audit committees should be aware that the SEC has
adopted rules that changed the disclosure standard from the “most significant” risk
factors to the “material” risk factors that make an investment in the company
speculative or risky.'? Risk management and risk oversight are further discussed
in our memorandum, Risk Management and the Board of Directors (updated March
2025).

Audit committees of regulated financial institutions should understand the
principal general risk areas being identified, from time to time, by regulators
through supervisory letters, speeches, enforcement or supervisory actions involving
peer institutions and the like, and understand how their institutions are positioned
with respect to such risks. At many financial institutions, regulators work with
company personnel on a daily basis, and the audit committee should satisfy itself
that there is an adequate procedure in place to promptly alert senior management,
the risk management committee and/or the audit committee itself, as applicable, to
problems or tensions that develop in that relationship. The audit committee should
periodically review the structure of the company’s legal and regulatory compliance
departments to ensure proper lines of authority and reporting, as well as to review

12 SEC Release Nos. 33-10825 and 34-89670 (Aug. 26, 2020).
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the structure of the conflict review function. Compliance officers should report to
the committee periodically about the company’s relationships with its regulators
and its compliance with legal and regulatory rules, as well as with the company’s
internal codes of ethics, conduct and compliance (including disciplinary measures
taken due to any failure to comply). Institutions with more complex regulatory
profiles should consider prioritizing the development of advanced communication
tools, such as dashboards, to facilitate directors’ understanding of the state of
compliance. If these matters have been delegated to a separate risk management or
compliance committee, the audit committee should at least understand the scope of
the other committee’s processes and ensure that there are no material gaps or
inconsistencies between the work of the other committee and its own oversight
responsibilities for risk management.

Audit committees should consider how post-pandemic realities, including
hybrid and remote work arrangements, may put pressure on compliance oversight.
Rather than addressing these developments with short-term fixes, audit committees
should focus on enhancing their companies’ processes and polices that may be
impacted by these developments, including whistleblower programs and other
reporting channels. By implementing robust processes and policies, audit
committees and their companies will be well-positioned to address similar
disruptions in the future.

An audit committee should meet regularly with the company’s general
counsel and chief compliance officer, including in executive session, to monitor
compliance with legal and regulatory requirements. An audit committee should
oversee an annual review of the company’s compliance programs and its
information and reporting systems, and receive an opinion from the general counsel
as to their adequacy. Where there is a serious investigation or litigation that is being
handled by outside counsel, direct reports by such counsel to the board or to the
audit committee are desirable. These meetings and reports should be designed to
permit an audit committee to monitor a company’s overall compliance program.
Such monitoring is especially significant, given that the Organizational Sentencing
Guidelines issued by the U.S. Sentencing Commission define stringent criteria for
effective compliance programs and place significant responsibility on directors and
officers for the oversight and management of compliance programs. The guidelines
promote comprehensive compliance procedures and careful monitoring by
requiring that directors be knowledgeable about compliance programs, be informed
by those with day-to-day responsibility over compliance and participate in
compliance training. The guidelines also reward with sentencing reductions
companies that provide their chief compliance officers with direct reporting
responsibility to the company’s audit committee (defined as the “express authority
to communicate personally” to the audit committee either “promptly” when
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reporting potential criminal conduct or at least annually when evaluating the
implementation and effectiveness of the compliance and ethics program).

E. Managing the Intersection of Management, Internal Audit and
Independent Auditor

An audit committee is the critical nexus among the independent auditor, the
internal auditors and management. An audit committee must have direct,
unmediated access to each of these three groups and must be able to communicate
in confidence with them. This permits an audit committee, in overseeing the
performance of these three groups, to enlist the services of each in order to assist in
monitoring the others. Thus, in separate meetings, each group should be
encouraged to offer suggestions as to how the performance of the others can be
improved.

-14-



Audit Committee Charter

Both the NYSE and Nasdaq have specific rules regarding audit committee
charters. Also, while not specifically requiring a charter, federal statutes and the
rules of the SEC prescribe various specific responsibilities to audit committees.
This Chapter discusses key aspects of such requirements.

A. NYSE Requirements

The NYSE requires that each audit committee of a listed company have a
formal written charter, approved and adopted by the board. An audit committee
charter must provide for an annual performance evaluation of the audit committee.
While audit committee evaluations should reflect the particular issues and concerns
facing each company, a model audit committee self-evaluation checklist is
provided on Exhibit H. It also is good practice for an audit committee to review
and reassess the adequacy of its charter on a regular basis.*®

1. Specific Duties and Responsibilities

An audit committee charter must set out in sufficient detail the specific
duties and responsibilities of the audit committee. These specific duties derive in
part from outside requirements, such as applicable statutes, the rules promulgated
by the SEC and other relevant regulatory bodies, the NYSE’s listing rules and best
practices derived from suggestions by accounting and other experts, and in part
from internal requirements reflecting the company’s particular business and
corporate structure. These duties and responsibilities must include:

. Being directly responsible for the appointment, compensation,
retention and oversight of the company’s independent auditor
(including resolution of financial reporting disputes between
management and the independent auditor) for the purpose of
preparing or issuing an audit report or performing other audit,
review or attest services for the company, and ensuring the direct
reporting relationship of the independent auditor to the audit
committee. Companies still may seek shareholder approval or
ratification of the selection of an independent auditor, but the audit

13 NYSE Listed Company Manual, Rule 303A.07.
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committee must be responsible for making the recommendation or
nomination of the independent auditor to shareholders.

Obtaining and reviewing, at least annually, a report from the
company’s independent auditor describing its internal quality-
control procedures, any material issues raised by the most recent
internal quality-control review or peer review of the independent
auditor or by any inquiry or investigation by governmental or
professional authorities within the preceding five years regarding an
independent audit carried out by such independent auditor, any steps
taken to deal with such issues and all relationships between the
independent auditor and the company.

Reviewing and discussing the annual and quarterly financial
statements with management and the independent auditor (including
the company’s disclosures in its MD&A).

Discussing earnings press releases, financial information and
earnings guidance provided to analysts and ratings agencies.

Discussing the company’s policies with respect to risk assessment
and risk management.

Holding periodic mandatory executive sessions with each of
management, internal auditors and the independent auditor.

If the company does not yet have an internal audit function,
discussing with the independent auditor management’s plans with
respect to the responsibilities, budget and staffing of the internal
audit function and the company’s plans for the implementation of
the internal audit function.

Reviewing with the independent auditor any audit problems or
difficulties (including any restrictions on the scope of the
independent auditor’s activities or on access to requested
information, and any significant disagreements with management)
and management’s responseS. Among such items an audit
committee may want to review with the independent auditor are:

- any accounting adjustments that were noted or proposed by the
independent auditor but were “passed” (as immaterial or
otherwise);
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- any “management” or “internal control” letter issued, or
proposed to be issued, by the independent auditor to the
company; and

- responsibilities, budget and staffing of the company’s internal
audit function.

Having the authority to engage independent counsel and other
advisors, and having available sufficient funding to pay these
advisors, as well as the independent auditor and ordinary
administrative expenses incurred in the course of carrying out its
duties.

Setting clear hiring policies for employees or former employees of
the independent auditor, in view of the pressures that may
consciously or subconsciously exist for auditors seeking a job with
the company they audit.

Establishing procedures for receipt, retention and treatment of
complaints regarding accounting, internal accounting controls or
auditing matters, including procedures for the confidential,
anonymous submission by employees of concerns about
questionable accounting or auditing matters.

Reporting regularly to the full board of directors.

Each NYSE issuer also should conduct an appropriate review of all related-
party transactions required to be disclosed in the company’s public filings for
potential conflicts of interest on an ongoing basis, and such transactions should be
subject to the approval of the audit committee or a comparable body. See Chapter
VIII: “Audit Committee Report, Disclosure Obligations and Financial Reporting

Integrity.”

2.

Model Audit Committee Charter for NYSE-Listed Companies

Attached as Exhibit A is a model audit committee charter for NYSE-listed
companies. Note that this audit committee charter is only a model intended to
reflect the requirements of an audit committee charter for an NY SE-listed company.
Companies should customize the model to their particular needs and circumstances.
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B. Nasdaq Requirements

Nasdaq also requires that an audit committee have a formal written charter.
In addition, Nasdag requires that an audit committee review and reassess the
adequacy of its charter on an annual basis.'*

1. Specific Duties and Responsibilities

An audit committee charter must specify the scope of the audit committee’s
responsibilities, and how it carries out those responsibilities, including structure,
processes and membership requirements. These specific responsibilities derive in
part from outside requirements, such as applicable statutes, the rules of the SEC
and other relevant regulatory bodies, Nasdaq’s listing rules and best practices
derived from suggestions by accounting and other experts, and in part from internal
requirements reflecting the company’s particular business and corporate structure.
In particular, the charter must provide that the audit committee has the following
duties and responsibilities:

. Ensuring that the audit committee receives from the independent
auditor a formal written statement delineating all of the relationships
between the independent auditor and the company.

. Actively engaging in a dialogue with the independent auditor with
respect to any disclosed relationships or services that may impact
the objectivity and independence of the auditor.

. Taking, or recommending that the full board take, appropriate action
to oversee the independence of the outside auditor.

o Overseeing the accounting and financial reporting processes of the
company and the audits of the financial statements of the company.

. Being directly responsible for the appointment, compensation,
retention and oversight of the independent auditor (including
resolution of disputes between management and the independent
auditor regarding financial reporting) for the purpose of preparing
or issuing an audit report or performing other audit, review or attest
services for the company, and ensuring the direct reporting
relationship of the independent auditor to the audit committee.

14 Nasdagq Listing Rule 5605(c). See also SEC Rule 10A-3.
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o Establishing procedures for the receipt, retention and treatment of
complaints regarding accounting, internal accounting controls or
auditing matters, including procedures for the confidential,
anonymous submission by employees of concerns about
questionable accounting or auditing matters.

o Having authority to engage independent counsel and other advisors.

o Having sufficient funding to pay such advisors as well as the
independent auditor and ordinary administrative expenses incurred
in the course of carrying out its duties.

In addition, each Nasdaq issuer must conduct an appropriate review of all
related-party transactions required to be disclosed in the company’s public filings
for potential conflict-of-interest situations on an ongoing basis, and such
transactions should be subject to the approval of the audit committee or a
comparable body. See Chapter VIII: “Audit Committee Report, Disclosure
Obligations and Financial Reporting Integrity.”

2. Model Audit Committee Charter for Nasdaqg-Listed
Companies

Attached as Exhibit B is a model audit committee charter for Nasdag-listed
companies. Note that this audit committee charter is only a model intended to
reflect the requirements of an audit committee charter for a Nasdag-listed company.
Companies should customize the model to their particular needs and circumstances.
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Audit Committee Meetings and Chairperson

An audit committee must meet sufficiently often to address its duties and
should devote adequate time to planning the timing and agenda and to notifying
participants of its meetings. The precise number of meetings an audit committee
should hold depends upon various factors, including the scope of the audit
committee’s responsibilities and the size and business of the company. Neither the
SEC nor the major securities markets have specific guidelines in this regard,
although the NYSE requirement that an audit committee meet to discuss the
company’s annual and quarterly financial statements effectively means that the
audit committee of a NYSE-listed company must meet at least quarterly (and
meeting at least quarterly is a best practice for audit committees of Nasdag-listed
companies).

The SEC requires that the proxy statement disclose the number of audit
committee meetings held during the prior fiscal year, as well as the name of any
director who attended fewer than 75% of the aggregate number of meetings of the
full board and the committees on which such director served. Corporate
governance and proxy advisory firms, such as Institutional Shareholder Services
(ISS) and Glass, Lewis & Co. (Glass Lewis), generally recommend that
shareholders vote “against” or “withhold” their votes for individual directors who
attended less than 75% of the number of full board and committee meetings for the
period for which they served, unless an acceptable reason, such as serious illness
or extenuating circumstances, is disclosed in an SEC filing.*®

A. Regular Meetings

An audit committee should meet prior to the filing of the company’s
quarterly and annual reports to discuss the proposed disclosures in such reports and
related earnings announcements. After each of these meetings, an audit committee
should meet separately with each of management, the independent auditor and the
internal auditors, and in executive session. Note that an audit committee’s
responsibility to discuss earnings releases, as well as financial information and

15 See ISS, United States Proxy Voting Guidelines: Benchmark Policy Recommendations (Effective for
Meetings on or after February 1, 2025). Where a director has served for less than one full year, Glass Lewis
will typically not recommend voting against such director for failure to attend 75% of full board or committee
meetings, but will note such director’s “poor attendance” with a recommendation to track the issue going
forward. Glass Lewis, 2025 Benchmark Policy Guidelines (United States).
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earnings guidance, may be fulfilled in a general manner (i.e., through discussion of
the types of information to be disclosed and the type of presentation to be made).

In addition to reviewing a company’s financial information and reports, the
audit committee should annually discuss the audit plan and the performance,
retention and compensation of the independent and internal auditors. The factors
an audit committee should evaluate in assessing the independent auditor’s
independence and competence are discussed in Chapter V: “Relationship with the
Independent Auditor.”

An audit committee also should schedule time to address its other
responsibilities, including oversight of the functioning of internal controls, risk
assessment and management guidelines and review of related-party transactions.
See Chapter VII: “Internal Controls and Oversight Effectiveness.” Management
and the independent auditor should bring to the attention of the audit committee
any significant deficiencies or material weaknesses in, or problems with, the
company’s internal controls and any steps that have been taken to remedy those
deficiencies, weaknesses and problems. An audit committee also should be
apprised of complaints from whistleblowers or communications from regulatory
agencies regarding the company’s accounting, internal controls or auditing matters.
See Chapter IX: “Audit Committee Whistleblower Rules and Ethics Codes.”

Audit committee meetings, like board meetings, have become longer and
more substantive than was common practice before the enactment of Sarbanes-
Oxley and related reforms. Many companies often schedule their audit committee
meetings for the day prior to full board meetings to permit adequate time to consider
and discuss agenda items.

Given the above, an audit committee should create at the beginning of the
fiscal year a responsibilities checklist or calendar that identifies the tasks to be
performed and their timing according to its charter to ensure that all tasks identified
in the audit committee charter are being performed during the year. Attached as
Exhibit C is a model audit committee responsibilities checklist. Note that this audit
committee responsibilities checklist is only a model intended to reflect the
requirements included in the model audit committee charters attached as Exhibits
A and B. Companies should customize the model to their particular needs and
circumstances and in accordance with the tasks identified in their audit committee
charter.
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B. Audit Committee Meeting Minutes

Audit committees typically prepare minutes of their meetings, including
their executive sessions where significant matters were discussed. Enough
information should be recorded to establish that the audit committee sought the
information it deemed relevant, reviewed the information it received and otherwise
engaged in whatever actions and discussions it deemed appropriate in light of the
then-known facts and circumstances. It bears emphasis that courts and regulators
frequently regard minutes as the best record of what happened at a board or
committee meeting. As a result, audit committee minutes should reflect the
substance of the discussions at audit committee meetings and the time the audit
committee spent on significant issues, and make clear reference to the documents
that were furnished to the directors before and after an audit committee meeting.
Regulated companies such as financial institutions should have due regard for the
expectations of examiners and supervisors regarding board and committee minutes.
If there were significant discussions with or among directors prior to or after an
audit committee meeting, consideration should be given to making appropriate
reference to them in the minutes. Drafts of minutes should be prepared promptly
after an audit committee meeting and circulated promptly to the directors involved
in the meeting.!®

An audit committee should provide a report or a copy of the minutes of each
audit committee meeting to the full board (see Chapter VIII: “Audit Committee
Report, Disclosure Obligations and Financial Reporting Integrity”). Directors who
do not serve on the audit committee should have the opportunity to ask audit
committee members questions, including about financial reporting, audit process,
internal controls and other matters relating to the audit committee’s responsibilities
or the topics covered at audit committee meetings. Some audit committees also
prepare an annual report to the full board summarizing the audit committee’s
activities, conclusions and recommendations of the prior year and the proposed
agenda for the upcoming year.

C. Audit Committee Chairperson

While the effectiveness of an audit committee turns on the diligence and
energy of each of its members, an audit committee chairperson has a special role.
An audit committee chairperson is responsible for ensuring that audit committee

16 In one Delaware decision, In re Netsmart Technologies, Inc. Shareholders Litigation, C.A. 2563-VCS
(Mar. 14, 2007), then-Vice Chancellor Leo Strine criticized the common practice of providing drafts of board
and committee meeting minutes to directors for approval a substantial period of time (several months in
Netsmart) after the meeting. In the words of then-Vice Chancellor Strine, this practice is “to state the obvious,
not confidence-inspiring.”
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meetings run efficiently and that each agenda item receives the appropriate level of
attention. An audit committee chairperson also often is the key contact person
between the audit committee and the other board members, senior management,
internal audit staff and the independent auditor.

In choosing an audit committee chairperson, the board should seek to select
a director with leadership skills, including the capability of forging productive
working relationships (among committee members and with other board members,
senior management, internal audit staff and the independent auditor). An audit
committee chairperson often is an audit committee financial expert (see Chapter
IV:  “Audit Committee Membership”’). No matter who is appointed audit
committee chairperson, as part of the annual review of the audit committee, the
audit committee and the board should review the combination of talents, knowledge
and experience of audit committee members to assure that the audit committee has
the right mix.

D. Consideration of Additional Compensation for Audit Committee
Members and Chairperson

The significant time commitment demanded from directors who serve on
the audit committee may call for additional director compensation. Although there
are reasons that would support a judgment not to discriminate in compensation
among directors (e.g., concerns that greater compensation for audit committee
members could create or exacerbate a feeling on the part of other directors that
financial disclosure and statements in MD&A are not really their responsibility but
that of others who are paid more to deal with them), reasonable additional fees for
audit committee members are legal and may be appropriate. Additional
compensation for committee chairs is another way to give fair compensation for
those most burdened with responsibilities. In most public companies, the
compensation committee reviews the compensation for board members, including
directors serving on audit committees.
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Audit Committee Membership

A. Composition of the Audit Committee

An audit committee must be comprised solely of directors who meet the
listing standards for director independence of the company’s particular securities
market, as well as the audit committee independence standards under the federal
securities laws.

The major U.S. securities markets require a minimum of three members on
an audit committee,!” and an audit committee typically consists of three to five
independent directors. In addition, mindful of the time commitment necessary to
be an effective audit committee member, the NYSE discourages directors from
serving on too many audit committees. Under the NYSE’s listing standards, if a
company does not limit to three or fewer the number of public company audit
committees on which its audit committee members may serve, and if an audit
committee member simultaneously serves on the audit committees of more than
three public companies, then the board must affirmatively determine that such
simultaneous service does not impair the ability of the director to serve effectively
on the company’s audit committee. This determination must be disclosed in the
company’s annual proxy statement. Every prospective audit committee member
should evaluate carefully the existing demands on his or her time before
undertaking the commitment to serve on an audit committee.

B. Financial Literacy and Financial Expertise

An audit committee should be comprised of individuals or members with
sufficient understanding of the language of accounting and corporate finance to act
as effective overseers of the integrity of a company’s financial reporting process
and its financial statements. Indeed, in a 2018 speech, the then-SEC Chief
Accountant cautioned that “[j]Just meeting the technical requirements of financial
literacy may not be enough to understand the financial reporting requirements fully
or to challenge senior management on major, complex decisions.”*® Hence, audit
committees should be composed of individuals who, in addition to possessing the

17 Nasdag Rule 5605 and NYSE Rule 303A.07(a).
18 Speech by Wes Bricker, Institute of Management Accountant’s 2018 Annual Conference (June 19, 2018).
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relevant financial literacy and expertise, have the “time, commitment, and
experience to do the job well.”®

1. Financial Literacy

The major U.S. securities markets require that each member of an audit
committee be able to read and understand fundamental financial statements.?°

Under the NYSE listing standards, it is the board’s duty to make a
determination, in its business judgment, that each member of the audit committee
is financially literate. The board’s determination of financial literacy may be
expressed: “By reason of education or experience and in light of all of the factors
of which the Board of Directors has become aware, it appears that [Name of
Director] possesses such degree of financial literacy as is required to select and
oversee the performance of the independent and internal auditors; to monitor the
integrity of the Company’s financial statements; and otherwise to execute the
charter of the Audit Committee.”

Members should be adjudged competent when they are selected and agree
to serve. Companies should also provide audit committee members during their
tenure with professional advice and continuing education in evolving audit
committee concepts and responsibilities, including updates on important
accounting, auditing, finance and legal developments, and should consider the
usefulness of regular tutorials (by internal and external experts) to help keep
directors abreast of current industry and company-specific developments and
specialized issues (whether legal, accounting or operational).

Although not currently a requirement, companies should also consider
whether their audit committees have sufficient technological expertise to properly
leverage their financial literacy. Companies should take steps to ensure audit
committee members are kept abreast of rapid developments in data analytics,
digitization, information technology infrastructure and other audit-related
technology matters. Companies that are particularly concerned about these issues
might consider adding directors with existing technology expertise to their audit
committee.

191d. Also see, Speech by then-SEC Chair Mary Jo White, American Institute of Certified Public Accountants
Conference on SEC and PCAOB Developments (Dec. 9, 2015).

20 The NYSE permits members to become financially literate within a reasonable period of time after being
appointed to an audit committee, but Nasdaq does not.
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2. Financial Expertise

The NYSE requires that at least one member of the audit committee have
accounting or related financial management expertise as determined by the board
in its business judgment. The expertise requirement generally is fulfilled by a
background in finance that permits a board to conclude in good faith that the
director is capable of understanding the most complex issues of accounting and
finance that are likely to be encountered in the course of a company’s business.
The NYSE permits a board to presume that an individual who is an ‘“audit
committee financial expert” within the meaning of the SEC’s rules (described in
Section 3 below) has the requisite “accounting or related financial management
expertise” to satisfy the NYSE’s listing standards.

Nasdaq rules require that at least one member of an audit committee have
past employment experience in finance or accounting, requisite professional
certification in accounting, or any other comparable experience or background that
results in the individual’s financial sophistication, including being or having been
a CEO, CFO or other senior officer with financial oversight responsibilities. An
individual who is an “audit committee financial expert” within the meaning of the
SEC’s rules is deemed to fulfill this latter requirement.

3. Audit Committee Financial Expert

Under the direction of Sarbanes-Oxley, the SEC issued rules requiring a
public company to disclose in its annual reports (or annual proxy statements)
whether any member of its audit committee qualifies as an audit committee
financial expert (as defined below), as determined by the board in its business
judgment. If a board determines that there is at least one audit committee member
who is a financial expert, then the company must disclose the name of at least one
such member and whether such member is independent. If no audit committee
member qualifies, then the company must state why its audit committee lacks a
financial expert. If a board determines that the audit committee has more than one
member who qualifies as a financial expert, the company may, but is not required
to, disclose the names of those additional members. If a company does disclose the
names of any such additional financial experts serving on the audit committee, it
also must indicate whether they are independent.

ISS’s corporate governance scoring product (QualityScore) includes in its
scoring model the number of financial experts serving on a company’s audit
committee (ISS considers whether a company has zero, one or two financial experts
on its audit committee). Since most U.S. public companies will have at least one
financial expert serving on the audit committee under stock exchange listing
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requirements, this scoring factor should have little impact on the overall score of
U.S. companies.

The SEC regulations define an “audit committee financial expert” as an
individual who has all of the following attributes:

an understanding of U.S. generally accepted accounting principles
(GAAP) and financial statements;

the ability to assess the general application of GAAP in connection
with accounting for estimates, accruals and reserves;

experience preparing, auditing, analyzing or evaluating financial
statements that present a breadth and level of complexity of
accounting issues that are generally comparable to the breadth and
complexity of issues that can reasonably be expected to be raised by
the company’s financial statements, or experience actively
supervising persons engaged in such activities;

an understanding of internal controls and procedures for financial
reporting; and

an understanding of audit committee functions.

An individual must have acquired the five audit committee financial expert
attributes listed immediately above through any one or more of the following:

education and experience as a principal financial officer, principal
accounting officer, controller, public accountant or auditor, or
experience in one or more positions that involve the performance of
similar functions;

experience actively supervising a principal financial officer,
principal accounting officer, controller, public accountant, auditor
or person performing similar functions;

experience overseeing or assessing the performance of companies
or public accountants with respect to the preparation, auditing or
evaluation of financial statements; or

other relevant experience.
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In addition to CFOs, chief accounting officers and public accountants, the
SEC’s definition enables many CEOs and people actively engaged in professions
such as investment banking, venture capital investment and financial analysis to
qualify as audit committee financial experts. The SEC noted, however, that the
mere fact that a CFO reports to a CEO would not necessarily qualify the CEO as
an audit committee financial expert unless the CEO engaged in active supervision
of the CFO.

It is important to note that there should be no additional liability under
federal law for an audit committee financial expert. An individual who is
determined by a board to be an audit committee financial expert will not be deemed
to be an expert (a term that has special legal significance under the Securities Act
of 1933) for any purpose as a result of being so designated, and will not be subject
to any duties, obligations or liability that are greater than the duties, obligations and
liability imposed on such individual as a member of the audit committee and board
in the absence of such designation. Nor does the designation of a member of the
audit committee as an audit committee financial expert alter or affect the duties,
obligations or liability of any other member of the audit committee or the board.
Although this safe harbor provision does not expressly apply to state laws, the SEC
has stated that it did not believe the designation of a director as an audit committee
financial expert would increase that individual’s exposure to liability under state
law.?! In 2023, approximately 68% of Fortune 100 companies had three or more
financial experts serving on their audit committee, up from 65% in 2021 and 51%
in 2012, reflecting both the increasing complexity of audit committee obligations
and increased expectations regarding the importance and competence of audit
committees and their members.??

C. Independence Criteria of the Major Securities Markets

The major securities markets require the audit committees of all listed
companies to consist entirely of independent directors (with a limited exception
under the Nasdaq rules, discussed below). All independent directors must be
identified as independent in proxy disclosure. Both the NYSE and Nasdaqg have
adopted specific rules as to who can qualify as an independent director. The NYSE
and Nasdaq independence rules are in addition to the audit committee independence
requirements imposed by the federal securities laws (discussed later in this
Chapter), and both the NYSE and Nasdaq explicitly require compliance with those

21 SEC Release Nos. 33-8177 and 34-47235 (Jan. 24, 2003) (“Our new rule provides that whether a person is,
or is not, an audit committee financial expert does not alter his or her duties, obligations or liabilities. We
believe this should be the case under federal and state law.”).

22 Data based on the 75 companies on the 2023 Fortune 100 list that filed proxy statements each year from 2012
to 2023. EY Center for Board Matters, What audit committees are reporting to shareholders (Feb. 2024).

-29-



independence requirements. Both markets require the board of any listed company
to make an affirmative determination, which must be publicly disclosed (along with
the basis for such determination), that each director designated as “independent”
has no material relationship with the company that would impair his or her
independence. Such disqualifying relationships can include commercial, industrial,
banking, consulting, legal, accounting, charitable and familial relationships, among
others. However, ownership of a significant amount of stock, or affiliation with a
major shareholder, should not, in and of itself, preclude a board from determining
that an individual is independent. In addition, the listing standards of both the
NYSE and Nasdaq set forth circumstances that constitute per se bars to a
determination of independence.

As a general matter, a director will be viewed as independent only if the
director is a non-management director free of any family relationship or any
material business relationship, other than stock ownership and the directorship,
with the company or its management, and has been free of such relationships for
three years. The following relationships bar a director from satisfying the
independence standards of the NYSE or Nasdag, as applicable:

. the director is, or has been within the last three years, an employee??
of the company or of any parent or subsidiary of the company;?*

. an immediate family member? of the director is, or has been within
the last three years, an executive officer of the company or of any
parent or subsidiary of the company;

o the director is a current partner (or employee, under the NYSE rules)

of a firm that is the company’s external auditor (or internal auditor,
under the NYSE rules);

23 Both the NYSE and Nasdaq provide that former employment as an interim executive officer does not, in and
of itself, disqualify a director from being considered independent following such employment. Under the
Nasdaq rules, however, such interim employment cannot last for more than one year. The Nasdaq rules
emphasize, however, that the board still must consider whether such former interim employment would
interfere with a director’s exercise of independent judgment in carrying out the responsibilities of a director.
24 Both the NYSE and Nasdaq define “company” to include a parent or subsidiary in a consolidated group with
the company. Any time the term “company” appears in this bulleted list, it also refers to any parent or
subsidiary of the listed company.

%5 General Commentary to Rule 303A.02(b) of the NYSE Listed Company Manual defines “immediate family
member,” and Nasdaq Rule 5605(a)(2) defines “family member,” as a person’s spouse, parents, children,
siblings, mothers- and fathers-in-law, sons- and daughters-in-law, brothers- and sisters-in-law, and anyone
(other than domestic employees) who shares such person’s home.
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J an immediate family member of the director is a current partner of
a firm that is the company’s external auditor (or internal auditor,
under the NYSE rules);

o under the NYSE rules, an immediate family member of the director
is a current employee of the company’s internal or external auditor
and personally works on the company’s audit;

o the director or an immediate family member was within the last three
years a partner or employee of a firm that is the company’s external
auditor (or internal auditor, under the NYSE rules) and worked on
the company’s audit at any time within that time;

. under the NYSE rules, the director or an immediate family member
of the director is, or has been within the last three years, an executive
officer of another company where any of the company’s present
executive officers at the same time serves or served on that other
company’s compensation committee;

o under the Nasdag rules, the director or an immediate family member
of the director is an executive officer of another entity where at any
time during the past three years any of the executive officers of the
company served on the compensation committee of such other
entity;

o under the NYSE rules, the director is a current employee, or an
immediate family member of the director is a current executive
officer, of a company that has made payments to, or received
payments from, the company for property or services in an amount
that, in any of the last three fiscal years, exceeds the greater of
$1 million, or 2% of such other company’s consolidated gross
revenues;®

o under the Nasdaq rules, the director, or an immediate family
member of the director, is a partner, controlling shareholder or

% The NYSE specifies that both the payments and the consolidated gross revenues to be measured shall be
those reported in the last completed fiscal year of such other company. The look-back provision for this test
applies solely to the financial relationship between the listed company and the director or immediate family
member’s current employer; a listed company need not consider former employment of the director or
immediate family member.
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executive officer of any organization to which the company made,
or from which the company received, payments for property or
services, in the current or any of the past three fiscal years, that
exceed 5% of the recipient’s consolidated gross revenues for that
year, or $200,000, whichever is greater;?’

. under the NYSE rules, the director or an immediate family member
of the director has received during any 12-month period within the
last three years more than $120,000 in direct compensation?® from
the company (other than in director and committee fees and pension
or other forms of deferred compensation for prior service (provided
that such compensation is not contingent in any way on continued
service) and compensation received by an immediate family
member for service as a non-executive employee);?°

o under the Nasdag rules, the director or an immediate family member
of the director accepted any compensation®® from the company in
excess of $120,000 during any 12-month period within the last three
years (other than director or committee fees, benefits under tax-
qualified retirement plans, or nondiscretionary compensation, and
compensation paid to an immediate family member for service as a
non-executive employee);3 and

27 Nasdaq excludes from the calculation payments arising solely from investments in the company’s securities
and payments under nondiscretionary charitable contribution matching programs.

28 The NYSE focuses on direct compensation. Consequently, investment income from the company (such as
dividend or interest income) would not count toward the $120,000 threshold. In addition, the NYSE’s focus
on direct compensation means that bona fide and documented reimbursement of expenses also may be
excluded. Note, however, that the NYSE considers payments to a director’s solely owned business entity to
be direct compensation.

29 The NYSE also permits companies to exclude from the $120,000 threshold compensation received by a
director for former service as an interim executive officer of the company.

30 Unlike the NYSE rule, the Nasdaq rule is not limited to direct compensation. Accordingly, even indirect
compensation must be included in the calculation of the $120,000 threshold. For instance, Nasdaq provides
that political contributions to the campaign of a director or an immediate family member of the director would
be considered indirect compensation, and, as such, must be included for purposes of the $120,000 threshold.

31 Nasdag permits companies to exclude from the $120,000 threshold compensation received by a director for
former service as an interim executive officer of the company as long as such interim employment did not last
longer than one year. The Nasdaq rules emphasize, however, that the board still must consider whether such
compensation would interfere with the director’s exercise of independent judgment in carrying out the
responsibilities of a director.
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o under the Nasdaq rules, the director, while serving as an interim
executive officer, participated in the preparation of the financial
statements of the company or any current subsidiary of the company
at any time during the past three years.

Independence determinations must be based on all relevant facts and
circumstances. Thus, even if a director meets all the bright-line criteria set out
above, a board is still required to make an affirmative determination that the
director has no material relationship with the company. Under the NYSE rules, the
principles underlying the determination of independence also must be publicly
disclosed in the company’s annual report or proxy statement. Under the SEC
disclosure rules and the NYSE and Nasdaq rules that mandate compliance with
such disclosure rules, for each director that is identified as independent, a company
must describe, by specific category or type, any transactions, relationships or
arrangements (other than transactions already disclosed as related-party
transactions) that were considered by the board under the company’s applicable
director independence standards (e.g., the NYSE or Nasdag independence rules).

Under the Nasdag rules, one director who does not meet its independence
criteria may be appointed to the audit committee if the board, under exceptional
and limited circumstances, determines that membership on the audit committee by
the individual is required in the best interests of the company and its shareholders,
provided that:

o such individual meets the SEC’s independence criteria (discussed
below);
. such individual is not a current executive officer or employee or

family member of an executive officer;

. the board discloses, either on or through the company’s website or
in the next annual proxy statement subsequent to such
determination, the nature of the relationship and the reasons for that
determination; and

. a member appointed under this exception serves no longer than two
years and does not chair the audit committee.

32 While this factor would not specifically preclude a director from being considered independent under the
Nasdagq rules, it would preclude service on an audit committee.
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D. Audit Committee Member Independence Standards under Federal
Securities Laws

In addition to the requirement that all audit committee members be
independent as defined by the listing standards of the securities market(s) on which
a company’s securities are traded, public company audit committee members must
also satisfy the special definition of audit committee independence set forth in
Sarbanes-Oxley and SEC Rule 10A-3.

This special definition is, in some respects, more stringent than the major
securities markets’ definitions of director independence. Audit committee
members may not, directly or indirectly, receive any compensation from the
company—such as consulting, advisory or similar fees—other than their director
fees and certain qualified compensation under a retirement plan for prior service
with the company, and may not be affiliates of the company or any subsidiary
thereof. The affiliate disqualification covers any individual who, directly or
indirectly through one or more intermediaries, controls, is controlled by, or is under
common control with, the company. The prohibition on accepting compensatory
fees precludes audit committee service if the company makes any such payments
either directly to the director, or indirectly, to the director’s spouse, minor child or
stepchild, child or stepchild sharing a home with the director, or to entities
providing accounting, consulting, legal, investment banking or financial advisory
services to the company or any subsidiary thereof, of which the director is a partner,
member, managing director, executive officer or holds a similar position.

Director independence is further discussed in our Nominating and
Corporate Governance Committee Guide, 2024.

E. Model Audit Committee Member Financial Expertise and
Independence Questionnaire

Attached as Exhibit D is a model audit committee member financial
expertise and independence questionnaire. Companies should customize the model
to their particular needs and circumstances.

F. Getting Prospective or New Audit Committee Members Up to Speed

Assuming they comply with the relevant independence and financial
expertise requirements outlined in this Chapter, prospective and new audit
committee members also should make sure they obtain whatever background
information they deem appropriate. At a minimum, they will need to understand
the duties and responsibilities of an audit committee, the expected time
commitment and an overview of the business and financials of the company.
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Prospective and new members also should comprehend the key risks, claims and
litigation facing the company, and its internal controls and financial reporting
systems. Reviewing recent meeting books (given to audit committee members
prior to audit committee meetings) and minutes of the audit committee may prove
helpful in this regard.

In particular, a prospective or new audit committee member might consider
asking the following questions:

. Are the company’s public disclosures, especially regarding financial
affairs and legal and regulatory compliance, clear, transparent and
comprehensible?

. Who are the company’s principal advisors and independent auditor
and what are their roles?

o What are the audit committee’s mandate and responsibilities as set
forth in its charter?

. Who are the current audit committee members and what are the
procedures followed by the audit committee?

. What skills, knowledge or experience will | bring to the audit
committee and what role is intended for me?

G. Term of Service

There is no rule regarding length of audit committee service. When
assessing how long a director should serve on an audit committee, the board needs
to strike the right balance. An audit committee with high turnover may not be
optimal given the investment of time required of audit committee members to
understand a company’s business, financials and other relevant information. An
audit committee with no or very low turnover risks losing the benefits and
perspective that a new member might bring. To accommodate these competing
goals, a board should consider periodically rotating qualified directors onto the
audit committee.
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Relationship with the Independent Auditor

The PCAOB is the primary regulator of independent public accounting
firms. Every public accounting or audit firm that prepares, issues or participates in
the preparation or issuance of public company audits must register with the
PCAOB, including non-U.S. accounting or audit firms that audit non-U.S.
companies listed in the United States or that otherwise file reports with the SEC.
The PCAOB has authority to (1) adopt auditing, quality control, ethics,
independence and other standards relating to the preparation of audit reports, (2)
enforce the applicable SEC and PCAOB requirements and (3) conduct inspections
and, where needed, investigations of public accounting or audit firms registered
with the PCAOB. Both SEC rules and PCAOB rules regulate the relationship
between an audit committee and the independent auditor, mandating the audit
committee to oversee an outside auditor’s independence and performance.

A. Audit Committee Oversight of Auditor Independence
and Performance

An audit committee must make a specific inquiry about an auditor’s
independence and competence. An audit committee should present its conclusions
with respect to auditor independence to the full board.

1. Independence Inquiry

A public company must have its financial statements and internal controls
audited by an “independent” auditor under SEC rules. As a general matter, the SEC
will not recognize an auditor as independent vis-a-vis an audit client if the auditor
is not capable of exercising objective and impartial judgment on all issues
encompassed within the auditor’s engagement. In determining whether or not this
standard has been met, the SEC will consider all relevant circumstances, including
all relationships between the accountant and the audit client, focusing on whether
any such relationship (1) creates a mutual or conflicting interest between an auditor
and the audit client, (2) places an auditor in the position of auditing its own work,
(3) results in an auditor acting as management or as an employee of the audit client
or (4) places an auditor in a position of being an advocate of an audit client. Audit
committees should be aware of and ensure that they or management have
implemented appropriate policies and procedures to identify and evaluate such
relationships and potential conflicts of interest. In June 2016, the Deputy Chief
Accountant of the SEC at the time emphasized that it is important for “management
and audit committees to have appropriate policies and procedures in place that are
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consistently executed to promote a thorough identification and evaluation of
potential auditor independence conflicts.”®® Additionally, in June 2022, then-SEC
Chief Accountant Paul Munter reminded accounting firms and audit committees of
“the importance of an accountant’s independence from its audit client in both fact
and appearance.”*

As part of the inquiry concerning an auditor’s independence, an audit
committee should examine carefully the scope of work that the independent auditor
has undertaken for the company and the value of that work to the auditor, including
any related fees. An independent auditor also should be vetted carefully for any
relationships that might be perceived as affecting its independence, such as the
presence of its former employees, or relatives of its employees, on a company’s
board or audit committee or among a company’s management or senior financial
staff, as well as any financial or other business relationships between an
independent auditor and a company or its officers, directors or substantial
shareholders. SEC officials have advised that audit committees should also
consider whether corporate changes or other events (for example, transactions that
create new business relationships) have impacted auditor independence and should
timely notify audit firms of these events.®* Provision of certain non-audit services
to a company or services to audit committee members or to a company’s senior
executives in their personal capacities also may impair the independent auditor’s
independence.® See Chapter VI: “Prohibited Independent Auditor Activities and
Pre-Approval Policy.”

In addition, the PCAOB has adopted ethics and independence rules that
require an audit firm to disclose in writing to the audit committee all relationships
between the auditor and the company that, in the auditor’s professional judgment,
may reasonably be thought to bear on its independence and to affirm to the audit
committee that the auditor is independent.3” Such written communication should
be discussed with and addressed to the audit committee before the initial

33 Speech by Wesley Bricker, then-Deputy Chief Accountant of the SEC, 35th Annual SEC and Financial
Reporting Institute Conference (June 9, 2016).

34 SEC Public Statement, The Critical Importance of the General Standard of Auditor Independence and an
Ethical Culture for the Accounting Profession (June 8, 2022).

35 SEC Public Statement, Statement on Role of Audit Committees in Financial Reporting and Key Reminders
Regarding Oversight Responsibilities (Dec. 30, 2019).

3% In 2023, about 92% of the Fortune 100 companies reviewed by EY disclosed that their audit committee
considers non-audit fees and services when assessing auditor independence. EY Center for Board Matters,
What audit committees are reporting to shareholders (Feb. 2024).

37 PCAOB, Ethics and Independence Rule 3526.
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engagement of the auditor and on, at least, an annual basis thereafter. The rules
also require the audit firm to document the substance of its discussion with the audit
committee. Relatedly, a company is required to disclose in its annual proxy
statement whether the audit committee received the written disclosures and letters
required by these PCAOB rules and whether it has discussed with the auditor its
independence.®

a. Rotation of Audit Partners (and Audit Firms)

An important aspect of auditor independence is the auditor’s partner
rotation and other staffing and personnel policies. For each client of a registered
public accounting firm, both the lead and concurring audit partners must be rotated
at least once every five years, with a five-year cooling-off period. Audit partners
who are not lead or concurring partners must be rotated every seven years, with a
two-year cooling-off period. The SEC interprets the rotation requirements as
covering tax or other specialty (non-audit) partners who serve as the “relationship”
partner for a company and have a high level of contact with its management and its
audit committee.

There is no U.S. requirement that the auditing firm itself be rotated. The
PCAOB has in the past proposed mandating the rotation of audit firms for U.S.-
listed companies, but after facing forceful opposition from audit firms and other
stakeholders (including the approval by the House of Representatives of a
bipartisan bill opposing the proposal), the PCAOB indicated that it is no longer
pursuing the idea. However, the PCAOB has noted that while “[aJuditors with
relevant experience, both in general and with a particular client, may be able to
approach the audit in a more knowledgeable and effective manner[,] auditors who
spend too much time on a particular team may begin to lose their capacity for
skepticism through simple familiarity.”3®

Across the Atlantic, the European Union (EU) has adopted audit regulations
that require audit firms to rotate engagements every 10 years for most EU-based
public companies.®® These regulations indirectly impact U.S. companies with

38 SEC Release Nos. 33-10876 and 34-90210 (Sept. 26, 2008).

39 PCAOB Release No. 2015-005, Audit Quality Indicators (July 1, 2015).

40 Regulation (EU) No. 537/2014 of the European Parliament and of the Council (Apr. 16, 2014). Individual
EU member states may extend the rotation period to 20 years if the public interest entity conducts a public
bidding process to select an audit firm and to 24 years if the public interest entity appoints more than one audit
firm to conduct joint audits. Also see, John C. Coffee, Jr., Auditing Is Too Important to Be Left to the Auditors!
(Jan. 28, 2019), available at http://clsbluesky.law.columbia.edu/2019/01/28/auditing-is-too-important-to-be-
left-to-the-auditors (arguing, among other things, that while “[m]andatory rotation of auditors was intended to
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affiliates that are EU-based public interest entities. Given the small number of large
and reputable auditing firms both in the United States and in Europe, those U.S.
companies may need to consider rotating independent auditors along with their
European affiliates so that the number of audit firms available to provide non-audit
services is not further limited.

Although rotating the audit firm is not required in the United States, the
NYSE recommends that each audit committee consider whether, in the interest of
assuring continuing auditor independence, there should be regular rotation of the
independent auditor. Also, under PCAOB Auditing Standard No. 3101 (PCAOB
AS 3101),* auditors are required to disclose, as part of their audit reports, the year
in which they began serving consecutively as the company’s auditor to foster public
understanding of audit tenure.

If a change in the independent auditor is being considered, an audit
committee should review:

o any disagreements within the past three years between the
company’s senior financial management and the current
independent auditor regarding accounting and financial statements;

o any consultations within the past three years between the company
and a proposed new auditor regarding the application of accounting
principles; and

o whether, in seeking an engagement, a proposed new auditor has
proposed a change in accounting principles, or the manner in which
the company has been doing business, which would result in a
material increase in reported revenues or earnings or in a material
change in assets or liabilities.

b. Business and Financial Relationships Between the Company
and the Independent Auditor

Other than the provision of professional services, an independent auditor is
restricted from having any direct or material indirect business relationship with the
audit client, its officers or directors who have the ability to affect decision-making

protect auditor independence by preventing permanent relationships [...], mandatory rotation may actually
facilitate the ability of management to seek more frequently the most accommodating auditor (who is willing
to face more risk of scandal than its rivals)”).

41 PCAOB Release No. 2017-001, The Auditor’s Report on an Audit of Financial Statements when the Auditor
Expresses an Unqualified Opinion and Related Amendments to PCAOB Standards (June 1, 2017).
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at the entity under audit, or the beneficial owners (known through reasonable
inquiry) of its equity securities, where such beneficial owners have significant
influence over the entity under audit. This restriction extends to certain categories
of individuals called “covered persons”:

o all audit engagement team members;

o any person who has supervisory authority over the audit (including
senior members of the independent auditor), or who evaluates the
performance or recommends the compensation of the audit
engagement partner, or who provides quality control or other
oversight of the audit;

o any other partner, principal, shareholder or managerial employee of
the independent auditor who has provided at least ten hours of non-
audit services to the company during the audit engagement period
or who expects to provide at least ten hours of such services on a
recurring basis; or

o any other partner, principal or shareholder from the same office in
which the lead audit engagement partner primarily practices in
connection with the audit.

Certain financial relationships between an auditor and a company will also
prevent an auditor from being considered independent under the SEC rules.
Specifically, an independent auditor, a covered person and any immediate family
member of a covered person cannot have any direct investment in the company,
such as stocks, bonds, notes, options or other securities. In addition, among other
limitations, an audit client, its officers or directors who have the ability to affect
decision-making at the entity under audit, or beneficial owners (known through
reasonable inquiry) of the audit client’s equity securities, where such beneficial
owners have significant influence over the entity under audit, cannot lend to or
borrow from its independent auditor or from any of the individuals referred to in
the preceding sentence, subject to limited exceptions for certain automobile loans,
insurance policies, home mortgages, student loans and loans fully collateralized by
cash deposits at the same financial institution.*?

42 SEC Release No. 33-10648 (June 18, 2019); SEC Release Nos. 33-10876 and 34-90210 (Oct. 16, 2020).
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C. Employing Members of the Independent Auditor

Under the SEC rules, a company’s auditor will not be independent if a
current partner, principal, shareholder or professional employee of the auditor is
employed by the company or serves on its board. In addition, the employment by
a company, in an accounting or financial reporting oversight role,*® of a close
family member of a “covered person” automatically will cause the auditor not to be
considered independent.

An auditor’s independence also will be deemed impaired if the company
employs a former partner, principal, shareholder or professional employee of the
audit firm in an accounting or financial reporting oversight role, and if that person
maintains some influence over the audit firm’s operations or financial policies, has
a capital balance remaining with the audit firm, or has a financial arrangement with
the audit firm (other than certain fixed payments, such as pursuant to a retirement

plan).

In addition, under PCAOB independence rules, ongoing discussions
between a company and a member of the auditor’s audit engagement team (or an
individual in a position to influence the audit engagement) over potential future
employment of such individual by the company taint the auditor’s independence.
Such individuals must be removed immediately from the audit engagement and the
independent auditor then must review such individual’s work during the audit
engagement. While the PCAOB standard is directed at independent auditors (rather
than their clients), public companies should be mindful of this standard and exercise
care in approaching any member of their independent auditor about the possibility
of employment with the company. It is advisable for companies to establish
procedures that company personnel must abide by before approaching, and during
discussions with, members of the independent auditor about the possibility of
employment with the company. As noted in Chapter II: “Audit Committee
Charter,” the charter of an NYSE-listed company’s audit committee must charge
the audit committee with the responsibility to set clear hiring policies for employees
or former employees of the independent auditor.

A one-year “cooling-off” period is required before members of an audit
engagement team for a public company can accept employment with that company

43 The SEC defines a person in a “financial reporting oversight role” as someone who is in a position to, or
does, exercise influence over the contents of the financial statements and related information, including
MD&A, or anyone who prepares such statements or information. This would include a director, chief executive
officer, president, chief financial officer, chief operating officer, general counsel, chief accounting officer,
controller, director of internal audit, director of financial reporting, treasurer or any equivalent position. The
SEC takes the position that every member of an audit engagement team is subject to a one-year “cooling-off”
period prior to working in any such position for the audited company or any of its subsidiaries.
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in a “financial reporting oversight role.” The cooling-off period runs from the date
such individual last served on the audit engagement team until one year after the
date the company files its annual financial statements for the period in which such
individual served on the audit engagement team. In other words, the restriction
requires that the independent auditor complete one annual audit subsequent to when
the potentially conflicted individual served on the audit engagement team.

In January 2014, the SEC also issued a report reminding public companies
and independent auditors that so-called “loaned staff arrangements” between an
independent auditor and its audit client (in which the independent auditor “loans”
its staff to its audit client) appear inconsistent with SEC independence rules that
prohibit independent auditors from acting as employees of their audit client.** The
SEC’s report emphasized that:

o an independent auditor may not provide otherwise permissible non-
audit services (such as permissible tax services) to an audit client in
a manner that is inconsistent with other provisions of the SEC
independence rules;

. an arrangement that results in an independent auditor acting as an
employee of the audit client implicates SEC independence rules
regardless of whether the independent auditor’s staff also acts as an
officer or director, or performs any decision-making, supervisory,
or ongoing monitoring functions, for the audit client; and

. audit firms and audit committees must carefully consider whether
any proposed service may cause an independent auditor’s staff to
resemble employees of the audit client in function or appearance
even on a temporary basis.

An approach for evaluating the independent auditor’s non-audit services is
discussed in Chapter VI: “Prohibited Independent Auditor Activities and Pre-
Approval Policy.”

d. Compensation for Non-Audit Engagements

Under the SEC rules, the independence of an auditor is automatically
compromised if, at any point during an engagement period, any audit partner
receives compensation (including indirectly, such as through allocation of equity
shares in the audit firm) based on the audit partner procuring engagements with the

4 SEC Release No. 34-71390 (Jan. 24, 2014).
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audit client to provide non-audit services. In 2023, about 92% of Fortune 100
companies reviewed by EY disclosed that their audit committee considers non-
audit fees and services when assessing auditor independence, a dramatic increase
from 23% of those companies in 2012, illustrating the increased emphasis on and
visibility of such decisions.*®

2. Competence Inquiry

When assessing an independent auditor’s competence, an audit committee
should pay particular attention to:

. the independent auditor’s expertise in the company’s industry;

. the independent auditor’s experience with other companies
comparable in size or complexity;

. the education and experience of the key partners on the audit team
and any partners who are expected to replace them in the near future
under the partner rotation requirements;

. if a company has significant operations outside the United States,
information with respect to an independent auditor’s offices or
affiliates in the relevant countries;

o the scope, plan and staffing of the independent auditor’s audit and
attestation services, including whether the proposed staffing and
fees are adequate and appropriate relative to the scope of the work
contemplated; and

o any recent inquiries or investigations of, or litigations against, the
independent auditor by governmental or professional regulators,
whether the independent auditor is subject to any orders or consent
decrees of the SEC, PCAOB or other regulator, material settlements,
adjudications of liability or other involvement in notable private
litigation, as well as any other material reputational issues.

An audit committee should make inquiry as to whether an independent
auditor’s registration with the PCAOB and its annual reports and other recent
materials filed with the PCAOB are in good order. An audit committee should also
inquire about the results of an independent auditor’s inspection by the PCAOB,
noting that such discussions “can have value for an audit committee not only in

45 EY Center for Board Matters, What audit committees are reporting to shareholders (Feb. 2024).
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relation to the audit committee’s oversight and evaluation of the audit engagement
generally, but also in relation to the audit committee’s role in the oversight of the
company’s financial reporting process.”*® To foster such discussions, the PCAOB
has identified questions that an audit committee may wish to ask an independent
auditor, both during the inspection and when the PCAOB has issued a final
inspection report, including:

whether the company’s audit has been selected for review in an
inspection and, if so, (i) whether the independent auditor will share
the results, (ii) whether the independent auditor will share
information regarding the areas of the audit being reviewed and
whether any deficiency in the audit was identified, and (iii) whether
there were any audit areas that required significant discussions with
the PCAOB that did not result in a comment form;

whether anything suggests the possibility that an audit opinion on
the company’s financial statements is not sufficiently supported or
that otherwise reflects negatively on the independent auditor’s
performance on the audit, and what the auditor has done or plans to
do about it;

whether a question has been raised about the fairness of the
company’s financial statements or the adequacy of its disclosures;

whether a question has been raised about the auditor’s independence
relative to the company;

whether the engagement partner has been inspected on other
engagements and, if so, what the results of such inspections were;

whether there are any audit procedures that are unnecessarily
complicated or not straightforward because the company’s
management is not providing clear, supportable information;

whether the PCAOB has identified deficiencies in other audits that
involved auditing or accounting issues similar to issues presented in
the company’s audit; and

46 PCAOB Release No. 2012-003, Information for Audit Committees about the PCAOB Inspection Process

(Aug. 1, 2012).
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o how issues described by the PCAOB in general reports summarizing
inspection results across groups of firms relate to the independent
auditor’s practices, and potentially the audit of the company’s
financial statements, and how the independent auditor is addressing
those issues, including the overall increase in inspection findings.

In recent years, the PCAOB has taken steps intended to improve
communication with certain key stakeholders, including audit committees. One
such step has been to enhance the format and transparency of its inspection reports,
by aiming to make them more user-friendly, including new sections, such as a
section focused on independence violations, and including increased commentary
and graphic representations of data.*’ In addition, the PCAOB has increased the
scope of its interactions with audit committees during inspections, and in 2023, the
PCAOB spoke with 230 audit committee chairs, up from 211 in 2022 and 88 in
2018.8 The revamped PCAOB inspection and communication program should
help audit committees better evaluate their auditors.

PCAOB inspections have identified a recent trend of increasing audit
deficiencies in the aggregate, stemming from failure to obtain sufficient audit
evidence and failure to comply with PCAOB standards and rules.*® Approximately
46% of the audits reviewed in 2023 were estimated to have one or more Part I.A
deficiencies, up from 40% in 2022, 34% in 2021 and 29% in 2020, and
approximately 46% of the audits reviewed in 2022 were estimated to have one or
more Part I.B deficiencies, up from 40% in 2021 and 26% in 2020.5° However,
when isolating Deloitte, EY, KPMG and PricewaterhouseCoopers, which as of

47 PCAOB News Release, PCAOB Enhances Transparency of Inspection Reports With New Section on Auditor
Independence and More (May 2, 2023); PCAOB News Release, PCAOB Issues Six Largest U.S. Firm
Inspection Reports in New User-Friendly Format, Guide to Reading Reports (June 1, 2020).

48 PCAOB, 2023 Conversations with Audit Committee Chairs (June 2024); PCAOB, 2022 Conversations with
Audit Committee Chairs (Sept. 2023); PCAOB, Conversations with Audit Committee Chairs: What We Heard
& FAQs (2019).

49 PCAOB, Spotlight: Staff Update on 2023 Inspection Activities (August 2024); PCAOB, Spotlight: Staff
Update and Preview of 2022 Inspection Observations (July 2023).

50 Part 1.A of the “PCAOB inspection reports discusses deficiencies, if any, that were of such significance that
[the PCAOB] believe[s] the firm, at the time it issued its audit report(s), had not obtained sufficient appropriate
audit evidence to support its opinion(s) on the issuer’s financial statements and/or internal control over financial
reporting (ICFR).” And Part I.B “discusses certain deficiencies, if any, that relate to instances of
noncompliance with PCAOB standards or rules other than those where the firm had not obtained sufficient
appropriate audit evidence to support its opinion(s). This section does not discuss instances of potential
noncompliance with U.S. Securities and Exchange Commission (SEC) rules or instances of noncompliance
with PCAOB rules related to maintaining independence.” See PCAOB, Spotlight: Staff Update and Preview
of 2022 Inspection Observations (July 2023).
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December 31, 2023 collectively audited approximately 80% of the market
capitalization, aggregate Part I.A. deficiencies held steady at 26% in 2023 after
jumping from 16% in 2020 to 25% in 2022. In particular, the PCAOB has
highlighted an increase in audit deficiencies related to the engagement quality
review process in which a reviewer who is not part of the engagement team
evaluates significant judgments made by the audit engagement team.>® The
percentage of audits reviewed with at least one engagement quality review
deficiency increased from 37% in 2020 to 43% in 2023. In light of these findings,
an audit committee may want to discuss with the independent auditor its quality
control systems to detect audit deficiencies, including engagement quality review
deficiencies.>

In 2020, the PCAOB released guidance for auditors of issuers transacting
in or holding cryptoassets, and in 2023 the PCAOB released updated observations
relating to audits involving cryptoassets.”®> The PCAOB suggested that, when
cryptoassets are relevant, audit committee members should probe the auditor’s skill
and knowledge by pursuing recommended lines of inquiry that include whether
specialized technology-based audit tools are needed to identify, assess and respond
to risks of material misstatement and whether the audit firm would be able to
supplement the engagement team’s expertise if necessary (e.g., by engaging
relevant specialists, noting that certain audit firms have established centralized
groups that specialize in items such as cryptography, blockchain technology, etc.).>

51 PCAOB News Release, New PCAOB Staff Report Sheds Light on Rising Audit Deficiencies Related to
Engagement Quality Reviews (Oct. 12, 2023).

52 The PCAOB has suggested the following questions that audit committees may consider related to
engagement quality review (EQR) deficiencies: (i) What policies and procedures does the audit firm have in
place to provide reasonable assurance that the EQR reviewer has sufficient competence, independence,
integrity, and objectivity to perform the EQR in accordance with the standards of the PCAOB?, (ii) Does the
audit firm have individuals with experience in their specific industry that have not served as the engagement
partner during either of the two audits preceding the current audit, who can serve as the EQR reviewer? If not,
will the auditor go outside of the audit firm to fill this role?, (iii) Were there any significant judgments discussed
or challenged by the EQR reviewer? What was the outcome of those discussions?, and (iv) Has the auditor
obtained concurring approval of issuance from the EQR reviewer prior to the issuance of the engagement report
(or communicating its conclusion if no report is issued)? See PCAOB, Inspection Observations Related to
Engagement Quality Reviews (Oct. 2023).

53 PCAOB, Audits Involving Cryptoassets Spotlight (2020); PCAOB, Inspection Observations Related to
Public Company Audits Involving Crypto Assets (June 2023).

54 In November 2022, the PCAOB sanctioned Hall & Company Certified Public Accountants & Consultants,
Inc. (Hall & Co.), and the partner in charge of Hall & Co.’s audit department and responsible for quality control,
for violations of PCAOB rules and quality control standards. The PCAOB found that Hall & Co.’s audit of the
2017 financial statements of The Crypto Company failed to: (1) appropriately consider the risks and (2) staff
the audit with personnel having appropriate experience in auditing companies with substantial cryptocurrency
assets.
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The PCAOB also reminded auditors of their responsibilities when dealing with
such newer technologies and related risks, and companies should expect enhanced
procedures to be put in place by auditors to address a company’s exposure to digital
assets. More generally, and consistent with the SEC’s December 2019 statement®
encouraging proactive and robust communication among audit committees,
auditors and management, public companies should continue to engage proactively
with auditors regarding applicable emerging technologies that may affect a
company’s financial statements or internal control environment. For more
information, please see our memorandum, Audit Committee Emerging Risk Issues:
Cryptoassets and Auditor Considerations (June 5, 2020).

Audit committees may view with skepticism partial or unresponsive
answers from independent auditors to questions the audit committee may pose,
including those suggested above, particularly with respect to questions regarding
findings by the PCAOB of deficiencies in the performance of the audit. As
applicable, an audit committee should satisfy itself that appropriate remediation
measures are implemented by the independent auditor.

In addition, it is good practice for an audit committee to assess an
independent auditor’s leadership and integrity. Such an assessment should focus
on the performance of the audit partners, whether the audit team is able to work
effectively with and challenge management, the independent auditor’s compliance
with the partner rotation requirements and the possible impact of such rotation on
the quality of the independent auditor’s services. The evaluation of the lead partner
of the independent auditor should take into account the opinions of management
and a company’s internal auditors.

Evaluating competence also requires an assessment of an independent
auditor’s system of internal controls and procedures. To satisfy itself that those
procedures are adequate, an audit committee should consider, among other items,
(1) how the independent auditor resolves technical issues, including the roles of the
reviewing partner and the national office, (2) the results of the most recent peer
review and, as discussed above, the PCAOB inspection of the independent auditor,
(3) the independent auditor’s recent record with respect to restatements and changes
in previously issued audit reports and (4) any information regarding any other

% SEC Public Statement, Statement on Role of Audit Committees in Financial Reporting and Key Reminders
Regarding Oversight Responsibilities (Dec. 30, 2019).
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complaints that the independent auditor has received and its response to such
complaints.>®

3. Avoiding Improperly Influencing an Independent Auditor

Under Section 303 of Sarbanes-Oxley and SEC rules,® directors and
officers are prohibited from taking any action, direct or indirect, to coerce,
manipulate, mislead or “fraudulently influence” any public accountant engaged in
an audit of a company’s financial statements if they know or should know that their
action, if successful, could result in rendering the company’s financial statements
false or materially misleading. Some examples of prohibited actions include
actions taken to lead an independent auditor to issue or reissue a report that is not
warranted in the circumstances, to prevent an independent auditor from performing
audit procedures required by generally accepted auditing standards or from
withdrawing an issued report or to obstruct an independent auditor’s
communication of matters to a company’s audit committee. The SEC has taken the
position that its rule, which is enforceable only by the SEC and not through a private
right of action, may be violated by merely negligent behavior and that an intent to
defraud is not required—although the rule is not intended to reach honest and
reasonable mistakes or to be triggered by active debate regarding auditing and
accounting issues. The prohibition covers not only directors and officers, but also
any other person acting under the direction of a director or officer, whether or not
directly supervised or controlled by such director or officer. Thus, potential
liability under this rule extends to include customers, vendors, creditors, attorneys,
securities professionals and other advisors, as well as other partners or employees
of the independent auditor on which improper pressure is being exerted.

B. Enhanced Audit Quality and Communications with Auditors
1. Enhanced Review and Transparency of the Audit Report

The Sarbanes-Oxley Act directed the PCAOB to adopt quality and
independence standards relating to the preparation of an audit report, including a
requirement for each audit firm to “provide a concurring or second partner review
and approval of [each] audit report (and other related information), and concurring

% See Center for Audit Quality, External Auditor Assessment Tool: A Tool for Audit Committees (Mar. 2021),
for sample questions for audit committees to consider in evaluating external auditors for: (i) quality of services
and sufficiency of resources provided by the auditor; (ii) quality of communication and interaction with the
auditor; and (iii) the auditor’s independence, objectivity, and professional skepticism.

57 SEC Release No. 34-47890 (June 26, 2003).
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approval in its issuance.”®® Pursuant to that mandate, the SEC approved PCAOB
Auditing Standard 1220 (PCAOB AS 1220), which expands and strengthens the
previous practice of many audit firms to perform a concurring partner review prior
to issuing an audit report.>®

Pursuant to PCAOB AS 1220, “engagement quality review” requires that a
reviewer evaluate the significant judgments made and related conclusions reached
by the auditor’s team in forming the overall conclusion on the audit and in preparing
the audit report. PCAOB AS 1220 also establishes specific guidance and
procedures for the performance of the engagement quality review. When the
review is effected in-house (i.e., within the audit firm that performed the audit), the
reviewer must either be a partner or in an equivalent position and is subject to the
same independence requirement as the audit team conducting the audit.
Alternatively, a qualified reviewer from outside the audit firm may be engaged. In
December 2018, the PCAOB issued a post-implementation report which found that
since PCAOB AS 1220 has gone into effect, the quality, engagement and
engagement quality review involvement had improved while increases in direct
costs had been insignificant, although the release cautioned that the link may not
be causal.®® However, as discussed earlier in this Chapter, the PCAOB has recently
identified high and increasing rates of audit deficiencies related to engagement
quality reviews.®* When reviewing an audit report, an audit committee might find
it helpful to review the engagement quality review documentation and to have
meaningful discussions with the independent auditor about the engagement quality
review component of the audit.

In May 2024, the PCAOB adopted a new risk-based quality control
standard, QC 1000, A Firm’s System of Quality Control (QC 1000), which is set to
take effect on December 15, 2025.2 QC 1000 primarily consists of (i) two process
components (the firm’s risk assessment process and its monitoring and remediation
process), (ii) six components that address aspects of the firm’s organization and
operation (governance and leadership, ethics and independence, acceptance and
continuance of engagements, engagement performance, resources and information
and communication) and (iii) two requirements for evaluation of, and reporting on,

%8 Section 103 of the Sarbanes-Oxley Act.
59 SEC Release No. 34-61363 (Jan. 15, 2010); PCAOB Release No. 105-2009-004 (Aug. 11, 2009).

60 PCAOB Release No. 2018-004, Post-Implementation Review of AS 1220, Engagement Quality Review (Dec.
19, 2018).

61 PCAOB, Spotlight: Staff Update on 2023 Inspection Activities (August 2024); PCAOB, Inspection
Observations Related to Engagement Quality Reviews (Oct. 2023).

62 PCAOB Release No. 2024-0005, 4 Firm’s System of Quality Control and Other Amendments to PCAOB
Standards, Rules, and Forms (May 13, 2024); PCAOB, Spotlight: Insights on Culture and Audit Quality
(2024).
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the quality control system (annual evaluation of the effectiveness of the quality
control system and non-public reporting to the PCAOB on this quality control
system evaluation). QC 1000 also contains provisions that enable tailoring based
on the size and complexity of a firm’s PCAOB audit practice to enable scalability
of the standard—for instance, firms that issue audit reports for more than 100
issuers per year have incremental requirements including (a) an external oversight
function for the quality control system composed of one or more persons who can
exercise independent judgment; (b) a program for collecting and addressing
complaints and allegations that includes confidentiality protections; (c) an
automated system to track investments that may bear on independence; and (d)
required monitoring of in-process engagements. Audit committees may consider
becoming familiar with the QC 1000 standard and the requirements applicable to
their auditor to enhance the dialogue between the audit committee and the
independent auditor related to audit quality.

To provide investors with information about the engagement partners and
accounting firms participating in audits,®® audit firms are required to file Form AP,
Auditor Reporting of Certain Audit Participants, for each of their public company
audits. In Form AP, audit firms are required to disclose for each public company
audit: (i) the name of the engagement partner and such partner’s Partner ID;% (ii)
for other accounting firms participating in the audit for which the responsibility for
the audit is not divided, (A) the names, locations, and extent of participation, and
when applicable, the Firm IDs, of other accounting firms that took part in the audit,
if their work constituted five percent or more of the total audit hours and (B) the
number and aggregate extent of participation of all other accounting firms that took
part in the audit whose individual participation was less than five percent of the
total audit hours; and (iii) for other accounting firms participating in the audit for
which the responsibility for the audit is divided, the names, locations and, when
applicable, the Firm IDs of such other accounting firms that issued the other
auditor’s report and the magnitude of the portion of the financial statements audited
by such other accounting firms.®> Form AP has a filing deadline of 35 days after
the date the auditor’s report is first included in a document filed with the SEC or

8 In 2022, the PCAOB amended certain audit standards governing the planning and supervision of audits
involving other auditors and division of responsibility with other accounting firms. For more information, see
SEC Release No. 34-95488 (Aug. 12, 2022).

64 Audit firms are required to assign a unique 10-digit Partner 1D number to each of their engagement partners,
beginning with the Firm ID (a unique five-digit number based on the number assigned to the firm by the
PCAOB at the time of registration) followed by a unique series of five digits assigned by the audit firm.

8 PCAOB, Form AP — Auditor Reporting of Certain Audit Participants (amended effective for audits of
financial statements for fiscal years ending on or after December 15, 2024).
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10 days after the auditor’s report is first included in a registration statement under
the Securities Act of 1933 filed with the SEC (such as in the case of an initial public
offering). Form AP is publicly available on the PCAOB’s website. The PCAOB
has released additional guidance explaining how to fulfill the requirements of Form
AP.%8 In addition to filing the required information on Form AP, the audit firm may
voluntarily provide information about the audit partner, other accounting firms or
both in the auditor’s report.

2. Enhanced Quality of the Audit Report

In October 2017, the SEC approved PCAOB Auditing Standard No. 3101
(PCAOB AS 3101) and related amendments to other auditing standards (together,
the PCAOB AS 3101 Disclosures).®” The enhanced standards for audit committees
focus on critical audit matters and enhanced disclosure, discussed further below.

Critical Audit Matters. The most significant aspect of the PCAOB AS 3101
Disclosures is the critical audit matter (CAM) disclosure requirement. PCAOB AS
3101 requires the auditor to disclose in the auditor’s report any CAMSs arising from
the current period’s audit or state that the auditor determined that there are no
CAMs. A CAM is “any matter arising from the audit of the financial statements
that was communicated or required to be communicated to the audit committee and
that: (1) relates to accounts or disclosures that are material to the financial
statements and (2) involved especially challenging, subjective, or complex auditor
judgment.”%8

In determining whether a matter “involved especially challenging,
subjective, or complex auditor judgment,” PCAOB AS 3101 requires the auditor to
take into account the following list of non-exhaustive factors:

e the auditor’s assessment of the risks of material misstatement,
including significant risks;

e the degree of auditor judgment related to areas in the financial
statements that involved the application of significant judgment or

% PCAOB, Audit Focus: Form AP (March 2025); PCAOB Staff Guidance: Form AP, Auditor Reporting of
Certain Audit Participants, and Related Voluntary Audit Report Disclosure Under AS 3101, The Auditor’s
Report on an Audit of Financial Statements When the Auditor Expresses an Unqualified Opinion (updated July
1, 2024).

67 SEC Release No. 34-81916 (Oct. 23, 2017).

6 PCAOB Auditing Standard 3101, The Auditor’s Report on an Audit of Financial Statements When the
Auditor Expresses an Unqualified Opinion (June 1, 2017).
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estimation by management, including estimates with significant
measurement uncertainty;

e the nature and timing of significant unusual transactions and the
extent of audit effort and judgment related to these transactions;

e the degree of auditor subjectivity in applying audit procedures to
address the matter or in evaluating the results of those procedures;

e the nature and extent of audit effort required to address the matter,
including the extent of specialized skill or knowledge needed or the
nature of consultations outside the engagement team regarding the
matter; and

e the nature of audit evidence obtained regarding the matter.

If the auditor determines that a CAM arose out of the current period’s
financial statements audit, the auditor is required to identify the CAM in its audit
report, describe the principal considerations that led the auditor to determine that
the matter constituted a CAM, describe how the CAM was addressed in the audit
and refer to the relevant financial statement accounts or disclosures. If the auditor
determines that there are no CAMs, that determination must also be stated in the
report. The PCAOB has indicated that it expects at least one CAM will be identified
in most audits.®® In the early years following the implementation of the CAM
disclosure requirement, the PCAOB found that the number of CAMs per audit
report declined over time, from an average of 1.69 for fiscal years ending June 30,
2019 to June 29, 2020 to an average of 1.43 for fiscal years ending June 30, 2021
to May 31, 2022 for large accelerated filers (LAFs).”® The PCAOB is engaging in
ongoing research to understand why there continues to be a decrease in the average
number of CAMs reported in auditor’s reports over time.

Audit committees should be engaged with their auditors in the
implementation of the CAM disclosure requirements and should continue to learn
about the standard. In a public statement, then-SEC Chairman Jay Clayton and
other SEC officials encouraged audit committees to engage in substantive dialogues
with their auditors to understand the auditor’s basis for identifying a matter as a

6 PCAOB Auditing Standard 3101, The Auditor’s Report on an Audit of Financial Statements When the
Auditor Expresses an Unqualified Opinion (June 1, 2017).

0 PCAOB Release No. 2022-007, Interim Analysis Report: Further Evidence on the Initial Impact of Critical
Audit Matter Requirements (Dec. 7, 2022).
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CAM and how each such identified matter will be described in the auditor’s report.
Such dialogue is important because these officials “expect that the discussion of the
CAM in the auditor’s report will capture and be consistent with the auditor-audit
committee dialogue regarding the relevant matter.”’*

Audit committees may find the CAQ’s short guide on CAMs to be a useful
resource.”” This guide provides key definitions, discusses how an auditor will
determine whether a matter is a CAM and how it will be reported in the auditor’s
report, compares U.S. and international standards on expanded auditor reporting
and contains answers to frequently asked questions about CAMs.

Enhanced Disclosure. In addition to the CAMs disclosures, the PCAOB
AS 3101 Disclosures added a number of other changes to audit reports intended to
provide additional information about the auditor, clarify the auditor’s
responsibilities regarding its audit and make the audit reports easier to read. These
changes include the following:

e Auditor Tenure. The audit report must include a statement
disclosing the year in which the auditor began serving consecutively
as the company’s auditor.

e Independence. The audit report must include a statement that the
auditor is required to be independent.

e Addressees. The audit report must include a statement that the
auditor report addressees are the company’s shareholders and board
of directors.

3. Enhanced Communications Between the Independent Auditor
and the Audit Committee

The SEC rules mandate that independent auditors make specific disclosures
to the audit committees of the companies they are auditing. Prior to the filing of its
audit report with the SEC, an independent auditor must report to a company’s audit
committee:

"1 SEC Public Statement, Statement on Role of Audit Committees in Financial Reporting and Key Reminders
Regarding Oversight Responsibilities (Dec. 30, 2019).

72 Center for Audit Quality, Critical Audit Matters: Key Concepts and FAQs for Audit Committees, Investors,
and Other Users of Financial Statements (July 24, 2018), available at https://www.thecaq.org/critical-audit-
matters-key-concepts-and-fags-audit-committees-investors-and-other-users-financial.
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o all critical accounting policies and practices to be used,;

J all alternative accounting treatments in compliance with GAAP that
have been discussed with management, including discussions of the
ramifications of the use of such alternative treatments and the
treatment preferred by the independent auditor; and

. any material written communications between the independent
auditor and management (such as any management letter or
schedule of unadjusted differences).

These communication requirements imposed on an independent auditor also
enhance an audit committee’s oversight responsibility vis-a-vis an independent
auditor.

PCAOB Auditing Standard 2201 (PCAOB AS 2201) requires an
independent auditor, prior to issuing its report on a company’s internal controls
over financial reporting, to communicate in writing to the audit committee and
management all material weaknesses identified during the audit. An independent
auditor must also communicate to the audit committee all significant deficiencies
and communicate to management all deficiencies (and inform the audit committee
when that communication has been made) in internal controls identified during an
audit. Inaddition, an independent auditor must communicate in writing to the board
of directors if it concludes that the oversight of the company’s financial reporting
and internal control by an audit committee is ineffective. Also, under both the
PCAOB standard and Section 10A of the Exchange Act, an independent auditor is
required to inform the appropriate level of management and ensure that the audit
committee is adequately informed if possible fraud or other illegal acts are detected
during the audit.

PCAOB Auditing Standard 1301 (PCAOB AS 1301) requires an
independent auditor to identify and discuss with the audit committee, among other
topics:

. any significant issues that the independent auditor discussed with
management regarding the independent auditor’s appointment or
retention, including any significant discussions regarding the
application of accounting principles and auditing standards;

o an overview of the audit strategy, including the timing of the audit

and the significant risks identified during the independent auditor’s
risk assessment procedures;
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J the company’s most important accounting policies, practices and

estimates;

o significant unusual transactions, and the policies and practices
management used to account for significant unusual transactions;
and

o whether the audit committee is aware of matters relevant to the
audit, including violations or possible violations of laws or
regulations.

PCAOB Auditing Standard 4105 (PCAOB AS 4105) provides that when an
independent auditor conducts a review of interim financial information, it should
determine whether any of the aforementioned matters, among others, have been
identified and should communicate such matters to the audit committee in a timely
manner and prior to the company’s filing of its quarterly report with the SEC.

Since July 2023, as part of an ongoing sweep, the PCAOB has sanctioned
at least 19 audit firms for violating PCAOB rules and standards related to
communications that the firms are required to make to audit committees.”® While
the PCAOB remains focused on ensuring audit firms meet the PCAOB’s standards,
audit committees should also remain aware of the audit firms’ communication
obligations and continue to actively engage in dialogue with their independent
auditors.

An audit committee should review with the independent auditor key audit
focus areas, as well as items that may require special procedures during the audit.
Any findings of an independent auditor regarding such special audit procedures
should be reviewed with an eye toward recommending appropriate modifications
of corporate policies and procedures.

3 PCAOB News Release, PCAOB Sanctions Five Audit Firms for Violations Related to Audit Committee
Communications or Reporting Requirements (Sept. 24, 2024); PCAOB News Release, PCAOB Sanctions Four
Audit Firms for Violating PCAOB Rules and Standards Related to Audit Committee Communications (Feb. 20,
2024); PCAOB News Release, PCAOB Sanctions Six Audit Firms for Violating PCAOB Rules and Standards
Related to Audit Committee Communications (Nov. 15, 2023); PCAOB News Release, Following Sweep,
PCAOB Sanctions Five Firms for Violating PCAOB Rules and Standards Relating to Audit Committee
Communications (July 28, 2023).
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VI

Prohibited Independent Auditor
Activities and Pre-Approval Policy

Sarbanes-Oxley, the SEC rules promulgated thereunder and the PCAOB
rules impose a number of restrictions regarding the services that an independent
auditor is permitted to provide to its audit clients without tainting its independence.
SEC enforcement actions against a number of large accounting firms illustrate the
importance of these rules. For instance, in 2014, KPMG agreed to pay $8.2 million
to settle SEC charges that it violated auditor independence rules by providing
prohibited non-audit services, such as restructuring, corporate finance, payroll,
bookkeeping and expert services, to affiliates of audit clients.”* And in 2019,
PricewaterhouseCoopers agreed to pay approximately $8 million to settle, among
other charges, SEC charges that it violated auditor independence rules by providing
prohibited non-audit services, including exercising decision-making authority in
the design and implementation of software relating to an audit client’s financial
reporting and engaging in management functions.”

The restrictions imposed by SEC and PCAOB rules, as well as
recommended pre-approval policies and procedures for permitted services, are
discussed in this Chapter.

A. Prohibited Independent Auditor Activities
1. SEC Auditor Independence Rules

Under the SEC’s auditor independence rules, independent auditors are
significantly limited in the types of additional services they can perform for a
company. Under the rules, the independence of an auditor will be impaired if, at
any point during the audit and professional engagement period, the independent
auditor performs any of the following services for a company.

o Bookkeeping and other services related to accounting records or
financial statements, unless it is reasonable to conclude that the
results of these services would not be subject to audit procedures
during an audit of the financial statements.

74 SEC Press Release, SEC Charges KPMG with Violating Auditor Independence Rules (Jan. 24, 2014).

5 SEC Press Release, SEC Charges PwC LLP With Violating Auditor Independence Rules and Engaging in
Improper Professional Conduct (Sept. 23, 2019).
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Financial information systems design and implementation (e.g.,
directly or indirectly operating, or supervising the operation of, the
company’s information system, managing a company’s local area
network(s), or designing or implementing a hardware or software
system that aggregates source data underlying the financial
statements, or generates information that is significant to the
financial statements or other financial information systems taken as
awhole), unless it is reasonable to conclude that the results of these
services would not be subject to audit procedures during an audit of
the financial statements.

Appraisal or valuation services, fairness opinions or contribution-
in-kind reports, unless it is reasonable to conclude that the results of
these services would not be subject to audit procedures during an
audit of the financial statements.

Actuarial services that involve the determination of amounts
recorded in the financial statements and related accounts for a
company, other than assisting company personnel in understanding
the methods, models, assumptions and inputs used in computing an
amount, unless it is reasonable to conclude that the results of these
services would not be subject to audit procedures during an audit of
the financial statements.

Internal audit services that relate to the company’s internal
accounting controls, financial systems or financial statements,
unless it is reasonable to conclude that the results of these services
would not be subject to audit procedures during an audit of the
financial statements.

Management functions (e.g., serving, temporarily or permanently,
as a director, officer, employee or in any decision-making,
supervisory or ongoing monitoring capacity).

Human resources (e.g., recruiting, testing and evaluation, reference
checking, negotiation and referral services).  However, an
independent auditor is permitted, upon a company’s request, to
interview candidates and advise a company as to candidates’
competence for financial accounting, administrative or control
positions.

Broker-dealer, investment advisor or investment banking services.
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o Legal services.

o Expert services unrelated to an audit, such as the provision of an
expert opinion or other expert service for the purpose of advocating
a company’s interests in litigation or in a regulatory or
administrative proceeding or investigation. For example, an
auditor’s independence would be impaired if the independent
auditor were engaged to provide forensic accounting services to a
company’s legal counsel in connection with the defense of an
investigation by the SEC Division of Enforcement. Additionally, an
auditor’s independence would be impaired if a company’s legal
counsel, in order to acquire the requisite expertise, engaged the
independent auditor to provide such services in connection with a
litigation, proceeding or investigation. However, an independent
auditor is permitted to provide factual accounts (including in the
form of testimony) of work performed or to explain positions taken
or conclusions reached during the performance of any service
provided by the independent auditor.

The SEC also will consider an auditor’s independence impaired if, at any
point during the audit engagement period, the independent auditor provides any
service or product for a contingent fee or a commission, or receives a contingent
fee or commission from the audit client.

2. PCAOB Rules

PCAORB rules list the services that an independent auditor is prohibited from
providing to its audit clients. In particular, PCAOB rules prohibit an independent
auditor from providing an audit client any non-audit service during the engagement
period that relates to marketing, planning or opining in favor of the tax treatment
of transactions that are (1) confidential transactions, which the PCAOB defines as
a transaction that is offered to a taxpayer under conditions of confidentiality and
for which the taxpayer has paid an advisor a fee or (2) “aggressive tax position
transactions,” which the PCAOB defines as any transaction that was recommended
initially by the independent auditor and a significant purpose of which is tax
avoidance, unless the proposed tax treatment is at least more likely than not to be
allowable under applicable tax laws.”® The PCAOB has made clear, however, that
the prohibition on opining on aggressive tax position transactions is limited to
opining in favor of its tax treatment; it does not restrict an independent auditor from
advising an audit client not to engage in an aggressive transaction. The PCAOB’s

6 PCAOB Rule 3522.
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rules also preclude independent auditors from providing tax services to members
of management who have a financial reporting oversight role at the audit client or
a material affiliate of the audit client during the engagement period, or to their
immediate family members.”” The rules provide a transition period for individuals
who are hired or promoted into a financial reporting oversight role, which allows
for tax services in process at the time of such hiring or promotion to be completed
within 180 days.

Moreover, permitted tax services provided by independent auditors have to
meet enhanced pre-approval requirements under the PCAOB’s rules.”® The rules
require an audit firm to supply the audit committee with detailed documentation
regarding the nature and scope of the tax service, and any compensation
arrangement or other agreement, such as a referral agreement or a fee-sharing
arrangement, between the independent auditor and any person (other than the audit
client) with respect to the promoting, marketing or recommending of a transaction
covered by the service. In addition, the independent auditor would be required to
discuss with the audit committee the potential effects of the service on the auditor’s
independence and document the substance of that discussion.

The PCAOB rules contain other restrictions, such as a prohibition on
contingent fees, which overlap with the SEC’s auditor independence
requirements.”

3. Cautionary Note on Internal Control-Related Services

The provision of internal control-related services by an independent auditor
to an audit client is a sensitive area. Given the independent auditor’s audit of
internal controls required by Section 404(b) of Sarbanes-Oxley, the provision of
internal control-related services by an auditor carries with it the risk of
compromising the independence of the independent auditor if the independent
auditor’s own work is the subject of audit procedures. As noted above, the SEC’s
independence rules prohibit a company’s independent auditor from providing
internal auditing services, such as those relating to internal accounting controls,
financial systems or financial statements, unless it is reasonable to conclude that
the results of these services would not be subject to audit procedures during an audit
of the financial statements. The SEC has stated, however, that a company’s
independent auditor may assist management in documenting internal controls, e.g.,
for purposes of assisting in the preparation of management’s assessment of internal

" PCAOB Rule 3523.
8 PCAOB Rule 3524.
" PCAOB Rule 3521.
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controls under Section 404(a) of Sarbanes-Oxley, but only if management is
“actively involved”; management’s acceptance of responsibility for the
documentation and testing performed by the independent auditor will not, in and of
itself, satisfy the SEC’s auditor independence rules. Given the red flags that have
been raised on this point by regulators, audit committees contemplating pre-
approving internal control-related services by an independent auditor need to be
sure that there is a strong basis and record for doing so and that they clearly
understand why this approach is more advisable than obtaining the same services
from another source. As a matter of practice, many companies have opted to hire
separate providers for internal control-related services.

B. Independent Auditor Activities Requiring Audit Committee
Pre-Approval

Audit committees must approve in advance all audit services (including
comfort letters in connection with securities underwritings) provided by an
independent auditor, either specifically or in accordance with established policy
and procedures.®® Similarly, independent auditors may provide non-audit services
to their audit clients that are not specifically prohibited (including general tax
planning and advice), but only if such services, like all audit services, are approved
in advance by the audit committee (either specifically or in accordance with
established policies and procedures).®® A 2019 SEC enforcement action
underscores the importance of compliance with these rules. In September 2019,
PricewaterhouseCoopers agreed to pay approximately $8 million to settle SEC
charges that it violated auditor independence rules by designing and implementing
software relating to an audit client’s financial reporting and failing to obtain proper
audit committee pre-approval for non-audit services performed for 15 SEC-
registered audit clients between 2013 and 2016.%

8 For purposes of the approval of both the external audit function and any non-audit services, the audit
committee of a parent company may function as the audit committee of wholly-owned subsidiaries that are
also issuers for purposes of satisfying the pre-approval requirements. In this situation, the subsidiary’s
disclosure should include the pre-approval policies and procedures of the subsidiary as well as those of the
parent company.

81 Where a company has foreign subsidiaries that are audited by independent auditors that are members of the
same network of international independent auditors as the company’s principal independent auditor, any audit
services performed by such member independent auditors for the company’s foreign subsidiaries are subject to
the pre-approval requirements. Likewise, if the company’s foreign subsidiaries are audited by independent
auditors that are not members of the principal independent auditor’s network, audit services performed for the
company’s foreign subsidiaries by such non-member independent auditors also are subject to the pre-approval
requirements. However, failure of an audit committee to pre-approve audit services to be provided by another
non-member independent auditor does not affect the independence of the principal auditor.

82 SEC Press Release, SEC Charges PwC LLP With Violating Auditor Independence Rules and Engaging in
Improper Professional Conduct (Sept. 23, 2019).
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1. Pre-Approval of Permitted Tax Services

As discussed above, PCAOB rules increase the responsibilities of an
independent auditor and of an audit committee in pre-approving tax services
permitted to be provided by an independent auditor to its audit clients by requiring
the independent auditor to supply the audit committee with written documentation
of the scope of the proposed tax service and the fee structure for the engagement,
discuss with the audit committee the potential effects of the performance of the
service on the auditor’s independence and document the substance of that
discussion.

2. Pre-Approval of Services Related to Internal Controls

As with the rules governing pre-approval of permissible tax services, the
rules related to internal control over financial reporting-related non-audit services
require an independent auditor to supply the audit committee with a written
description of the scope of the proposed service, discuss with the audit committee
the potential effects of the proposed service on the auditor’s independence and
document the substance of that discussion in connection with the pre-approval of
any internal control over financial reporting-related non-audit services.®®

3. De Minimis Exception for Non-Audit Services

There is a de minimis exception to the pre-approval requirement for non-
audit services aggregating less than 5% of an independent auditor’s annual revenues
from a company.®* The de minimis exception is available only if the services in
question (1) were not recognized by the company at the time as non-audit services,
(2) were promptly brought to the audit committee’s attention and (3) were approved
by the audit committee prior to the completion of the audit and disclosed in the
company’s SEC filings. The de minimis exception applies only to non-audit
services.

4. Pre-Approval Policies

When using established policies and procedures (rather than case-by-case
evaluation) to approve any services to be provided by an independent auditor, an
audit committee must be especially mindful of the following constraints:

8 PCAOB Rule 3525.
8415 U.S. Code § 78j-1.
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5.

Such pre-approval policies and procedures must be detailed as to the
particular services provided.

Pre-approval policies and procedures may not provide for broad,
categorical approvals—for example, monetary limits may not be the
only criterion for the pre-approval. To give another example,
licensing or selling income tax preparation software to an audit
client is subject to audit committee review and may be pre-approved
as a permissible tax service so long as the functionality is limited to
preparation of tax returns. However, if the software performs
additional functions, each function should be evaluated separately
for its potential effect on an auditor’s independence.

An audit committee must be informed about each service. In other
words, pre-approval policies must be designed to ensure that an
audit committee knows precisely what services it is being asked to
pre-approve so that it can make a well-reasoned assessment of the
impact of the service on an auditor’s independence. Where
applicable, requests for pre-approval should be accompanied by
detailed documentation regarding the specific services for which
pre-approval is being sought.

Policies and procedures must not result in the delegation of an audit
committee’s authority to management. To satisfy this constraint,
policies should be sufficiently detailed as to the particular services
to be provided so that a member of management is not called upon
to make a judgment as to whether a proposed service fits within the
pre-approved services.

When Bills Materially Exceed Estimates, Re-Approve

Where the fee for a pre-approved service or group of services is materially
in excess of the amount estimated at the time of approval by an audit committee,
the audit committee should specifically approve payment of such excess amount
prior to payment of the excess amount.

6.

Control of Non-Audit Assignments

Ultimately, the audit committee must control all non-audit assignments
given to an independent auditor that are not among the prohibited services
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discussed in this Chapter. With respect to any such assignment, an audit committee

should ask the following questions:

Could another independent auditor do
this assignment as well?

No

Y

Yes

Does this non-audit assignment create a
material risk to the incentive of the audit
team to exercise independent judgment?

No

Y

Yes
Use another independent auditor.

Will the assignment reasonably lead to
misperception that independence of
auditor is being compromised?

\

Yes

No

A

Consider retaining independent auditor.

C. Model Audit Committee Pre-Approval Policy

Attached as Exhibit E is a model audit committee pre-approval policy.
Companies should customize the model to their particular needs and circumstances.
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Vil

Internal Controls and Oversight Effectiveness

Management is primarily responsible for designing and implementing
internal controls. This includes establishing and maintaining adequate internal
control structures and procedures for financial reporting, evaluating the
effectiveness of internal controls at least annually, identifying in a timely manner
weaknesses and deficiencies in internal controls, taking appropriate corrective
actions where deficiencies or weaknesses exist and notifying the independent
auditor and audit committee of significant internal control deficiencies and any acts
of fraud.

An audit committee should review the adequacy and effectiveness of a
company’s internal controls over financial reporting, the process for monitoring
compliance with applicable regulations and laws and any other legal matters that
could have a significant impact on a company’s financial reports (as discussed
above, in certain companies operating in highly regulated industries, such as
financial institutions, certain compliance oversight responsibilities may be assigned
to a dedicated committee of the board rather than the audit committee).8> This
Chapter focuses on an audit committee’s oversight of internal controls over
financial reporting, as well as an audit committee’s monitoring of the compliance
and internal controls environment generally.

As part of its review of internal controls over financial reporting, an audit
committee should satisfy itself that there is a proper system and allocation of
responsibilities for the day-to-day monitoring of financial controls (and that the
audit committee understands such system and allocation), but it should not seek to
do the monitoring itself. An audit committee may obtain this understanding
through reports and discussions with management, an internal auditor and an
independent auditor. An audit committee also should understand the extent to
which the internal and independent auditors review a company’s internal controls

8 In June 2023, the PCAOB issued for public comment a proposal to enhance its auditing standards to
significantly expand auditors’ role in connection with identifying and assessing a company’s noncompliance
with laws and regulations. PCAOB, Noncompliance with Laws and Regulations (updated June 6, 2023),
https://pcaobus.org/oversight/standards/standard-setting-research-projects/noncompliance-with-laws-
regulations. This proposal faced significant opposition, and was set aside as of November 2024. Center for
Audit Quality, CAQ Analysis of PCAOB Proposed Amendments to PCAOB Auditing Standards related to a
Company’s Noncompliance with Laws and Regulations (NOCLAR) and Other Related Amendments (Nov.
2023); Soyoung Ho, Reuters, PCAOB Sets Aside Noncompliance With Laws and Regulations for Now, Will
Finalize Rules to Increase Auditor Transparency (Nov. 19, 2024).
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protocols, including by understanding the material features of the audit plan of the
independent auditor with respect to internal controls. SEC officials have stated that
audit committees are most effective when they thoroughly understand the identified
control issues and proactively engage to support their resolution.®® If material
weaknesses are found in the audit, it is important for audit committees to monitor
remediation and emphasize that effective remediation of such weaknesses should
be prioritized.

The accounting fraud at Luckin Coffee illustrates the importance of
maintaining an effective system of internal control to ensure the integrity of a
company’s financial statements. Luckin Coffee, a Chinese rival to Starbucks
Corporation, had a market capitalization of over $10 billion in the months following
its 2019 initial public offering. In April 2020, the company made an SEC filing
disclosing that an internal investigation had uncovered fraudulent inflation of the
company’s revenues involving the company’s Chief Operating Officer and several
subordinates, resulting in a nearly 80% same-day drop in the company’s stock
price.8” The fraudulent revenue amounted to about $310 million, accounting for
half of the company’s reported revenues for 2019. Luckin Coffee was subsequently
delisted from Nasdaq, and on December 16, 2020 the SEC announced a settlement,
which included a $180 million penalty. Two months later, the company filed for
bankruptcy protection in the United States.®It is important for an audit committee
to continually reassess its company’s internal controls processes to ensure
continued effectiveness and remain prepared for potential disruptions.

A. Audits of Internal Controls

Reflecting the importance of effective internal controls, Section 404 of
Sarbanes-Oxley and the SEC rules promulgated thereunder require public
companies to include in their annual reports both an assessment by management of
the company’s internal control over financial reporting, and an independent
auditor’s attestation report on the company’s internal controls and financial
reporting. Sarbanes-Oxley made clear that an independent auditor’s attestation
under Section 404(b) must be based on the independent auditor’s own audit of the
company’s internal controls. PCAOB AS 2201 prescribes the standards by which
an independent auditor must conduct the Section 404(b) audit of a company’s
internal control over financial reporting.

8 SEC Public Statement, Statement on Role of Audit Committees in Financial Reporting and Key Reminders
Regarding Oversight Responsibilities (Dec. 30, 2019).

87 Luckin Coffee Inc. Form 6-K (filed with the SEC on Apr. 2, 2020).
8 uckin Coffee Inc. Form 6-K (filed with the SEC on Feb. 5, 2021).
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Smaller “non-accelerated” (public float under $75 million, or public float
over $75 million with revenues less than $100 million) issuers are exempt from
complying with Section 404(b) of Sarbanes-Oxley, e.g., from obtaining an
independent auditor’s attestation report on the effectiveness of the company’s
internal controls over financial reporting. Also exempt are “emerging growth”
companies (generally, companies with annual gross revenues of less than $1.235
billion that have been public for less than five years). While these exemptions may
alleviate audit fees for smaller and newly public companies, the duties and
responsibilities of management and audit committee members with respect to
internal controls remain unchanged.

B. Definition of “Internal Control Over Financial Reporting”

The SEC and the PCAOB define the term “internal control over financial
reporting” as a process designed by, or under the supervision of, a company’s
principal executive and principal financial officers, or individuals performing
similar functions, and effected by the company’s board, management and other
personnel, to provide reasonable assurance regarding the reliability of financial
reporting and preparation of financial statements for external purposes in
accordance with GAAP. In conducting an audit of internal control over financial
reporting, an independent auditor must plan and perform the audit to obtain
evidence that is sufficient to obtain reasonable assurance about whether or not
material weaknesses exist in a company’s internal controls. Under the PCAOB’s
standards, “reasonable assurance” is a high level of assurance, but not absolute
assurance—Ileaving room for the possibility that an audit conducted in accordance
with the PCAOB standards may not detect a material weakness in internal controls
or a material misstatement in the financial statements on a timely basis.

Internal control policies include those policies and procedures that:

. pertain to the maintenance of records that in reasonable detail
accurately and fairly reflect the transactions and dispositions of the
assets of a company;

. provide reasonable assurance that transactions are recorded as
necessary to permit preparation of financial statements in
accordance with GAAP, and that receipts and expenditures of a
company are being made only in accordance with authorizations of
management and directors of the company; and

o provide reasonable assurance regarding prevention or timely
detection of unauthorized acquisition, use or disposition of a
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company’s assets that could have a material effect on the financial
statements.

C. Disclosure of Deficiencies Depends on Severity

PCAOB AS 2201 uses the concepts of “deficiency,” ‘“significant
deficiency” and “material weakness” in grading the severity of internal control
defects. Under PCAOB AS 2201:

. A “deficiency” exists when the “design” or “operation” of a control
does not allow management or employees, in the normal course of
performing their assigned functions, to prevent or detect
misstatements on a timely basis. A deficiency in “design” exists
when (1) a control necessary to meet the control objective is
missing, or (2) an existing control is not properly designed so that,
even if the control operates as designed, the control objective would
not be met. A deficiency in “operation” exists when a properly
designed control does not operate as designed, or when the person
performing the control does not possess the necessary authority or
competence to perform the control effectively.

o A “significant deficiency” is a deficiency, or a combination of
deficiencies, in internal controls that is less severe than a material
weakness, yet important enough to merit attention by those
responsible for oversight of a company’s financial reporting.

. A “material weakness” 1s a deficiency, or a combination of
deficiencies, in internal controls such that there is a “reasonable
possibility” that a material misstatement of the company’s annual or
interim financial statements will not be prevented or detected on a
timely basis. There is a “reasonable possibility” of an event when
the occurrence of the event is either “reasonably possible” or
“probable” as those terms are used in Financial Accounting
Standards Board (FASB) Statement No. 5, Accounting for
Contingencies.

In a 2016 enforcement action, the SEC emphasized that the severity of a
deficiency in internal control over financial reporting does not depend on whether
a misstatement has actually occurred but rather on whether there is a reasonable
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possibility that the company’s internal control over financial reporting will fail to
prevent or detect a misstatement on a timely basis.®

PCAOB AS 2201 requires an independent auditor, prior to issuing its report
on a company’s internal controls over financial reporting, to communicate in
writing to the audit committee and management all material weaknesses. In
addition, an independent auditor must communicate all significant deficiencies to
the audit committee and must communicate to management all deficiencies (and
inform the audit committee when that communication has been made) in internal
controls identified during an audit.

The PCAOB has expressed concerns about the number and significance of
deficiencies identified in independent auditors’ audits of internal control over
financial reporting.®® According to the PCAOB, audit committees should consider
discussing with the independent auditor the level of deficiencies in the audit of
internal controls identified in its internal inspections and PCAOB inspections,
requesting information about potential root causes of such findings and discussing
the procedures established by the independent auditor to address such issues.® The
PCAOB has also stated that audit committees should inquire about the involvement
and focus of senior members of the audit firm on those matters. As a proactive
approach, the PCAOB urges audit firms to decline to accept or continue an
engagement which the audit firm does not have the requisite expertise to
successfully conduct; similarly, audit committees should consider whether an audit
firm has the appropriate expertise when selecting an independent auditor.®?

89 Exchange Act Release No. 77345, In the Matter of Magnum Hunter Resources Corporation (Mar. 10, 2016)
(involving SEC charges against a company for failing to properly implement, maintain and evaluate internal
control over financial reporting).

9% PCAOB, Spotlight: Staff Update on 2023 Inspection Activities (Aug. 2024) (noting that while the aggregate
Part I.A deficiency rate at Deloitte, EY, KPMG and PricewaterhouseCoopers is beginning to level off, negative
trends such as an increase in deficiencies continued in the aggregate); PCAOB, Spotlight: Staff Update and
Preview of 2022 Inspection Observations (July 2023) (noting that while some improvements have been
observed in the area of auditing internal control over financial reporting at certain firms, deficiencies by audit
firms in such audits remain high); PCAOB, Staff Audit Practice Alert No. 11, Considerations for Audits of
Internal Control Over Financial Reporting (Oct. 24, 2013); PCAOB, Observations from 2010 Inspections of
Domestic Annually Inspected Firms Regarding Deficiencies in Audits of Internal Control Over Financial
Reporting (Dec. 10, 2012).

9 The following areas in internal control over financial reporting audits have generated the most comment
forms since 2020: (i) testing controls with a review element, (ii) identifying and selecting controls to test, (iii)
testing controls, other than review controls, (iv) identifying and selecting controls over accuracy and
completeness of information, (v) relationship of risk to evidence obtained, (vi) other areas and (vii) evaluating
identified deficiencies. PCAOB, Spotlight: Staff Update on 2023 Inspection Activities (Aug. 2024).

92 PCAOB, Spotlight: Insights Into the PCAOB’s Interim Inspection Program Related to Audits of Broker-
Dealers (Jan. 2024).
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D. Compliance and Internal Controls Environment Generally

In overseeing compliance with applicable laws and regulations and the
integrity of the financial statements, an audit committee is encouraged to pay close
attention to the compliance and internal controls environment generally. Over the
years, the U.S. Sentencing Commission, as well as the SEC, the U.S. Department
of Justice (DOJ) and the PCAOB, have stressed the singular importance in this area
of management’s setting the right “tone at the top” and creating an organizational
culture that encourages a commitment to compliance with law. To that end, an
audit committee may wish to review the following with management:

Is management setting the right tone at the top? How?

Is there an appropriate supervisory, compliance and remediation
function? To whom do these functions report?

Is senior management’s commitment to compliance communicated
throughout the organization, even in the face of competing interests
or business objectives?

Is there a sophisticated understanding of the inventory of regulatory
and reputational risks faced by the company’s businesses?

Is there an early warning system to identify and respond to emerging
areas of regulatory focus?

Do compliance and control personnel have the appropriate
experience and qualifications for their roles and responsibilities? Is
there specialized training for supervisors?

Is information concerning regulatory and reputational risks and
issues promptly brought to the attention of senior management and
compliance personnel?

Is internal discipline used effectively to reinforce the compliance
message?

Do compliance and control personnel have sufficient direct or
indirect access to relevant sources of data to allow for timely and
effective monitoring and testing of policies, controls and
transactions?
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Additionally, an audit committee should ask management to regularly
update the audit committee on the company’s overall internal controls protocols,
including the timely identification of any significant deficiencies or material
weaknesses in the company’s internal controls over financial reporting, and should
set an expectation with both management and the independent auditor that it will
be actively involved as internal control matters arise.®* In connection with the
settlement of the “London Whale” case, the SEC stated that such timely updates
are necessary for the audit committee to fulfill its oversight role and to help assure
the integrity and accuracy of the information the company discloses in its public
filings. Inthat case, the SEC found that in addition to inaccurate financial reporting
and material weaknesses in internal controls over financial reporting (which were
ineffective in detecting and preventing mismarking by a derivatives trader), senior
management failed to inform the audit committee of the internal controls failures
before the filing of the company’s quarterly report and, as a result, hindered the
audit committee’s ability to assess and ensure the accuracy of the financial
statements. The SEC further stated that public companies are required to create
and maintain internal controls that ensure that senior management shares important
information with key internal decision-makers, such as the board of directors and
the audit committee.%

In 2013, the Committee of Sponsoring Organizations of the Treadway
Commission (COSO) issued an updated Internal Control—Integrated Framework.*®
The updated framework sets forth the same five interrelated elements of an
effective internal control system as the original framework developed in 1992: (1)
control environment; (2) risk assessment; (3) control activities; (4) information and
communication; and (5) monitoring activities. However, the fundamental concepts
introduced in the original framework have been formalized into new principles that
are associated with the five elements. The updated Integrated Framework
superseded the original five elements as of December 15, 2014, and the transition
by companies to the updated framework was virtually complete by 2017.% And in

9 SEC Public Statement, Statement on Role of Audit Committees in Financial Reporting and Key Reminders
Regarding Oversight Responsibilities (Dec. 30, 2019). Glass Lewis states in its 2025 U.S. Benchmark Policy
Guidelines that it will urge shareholders to consider voting against all audit committee members who served
on the committee while a material weakness is reported and the company has not disclosed a remediation plan,
or when a material weakness has been ongoing for more than one year and the company has not disclosed an
updated remediation plan that clearly outlines the company’s progress toward remediating the material
weakness. Glass Lewis, 2025 Benchmark Policy Guidelines (United States).

9 SEC Release No. 34-70458 (Sept. 19, 2013).
9 COSO, Internal Control-Integrated Framework (May 2013).
% Audit Analytics, Adopting the 2013 COSO Framework: Fiscal 2016 Update.
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2023, COSO issued supplemental guidance with an eye toward companies utilizing
the Internal Control-Integrated Framework in the context of internal control over
sustainability reporting.®” Given the impact faulty internal controls can have on the
integrity of financial statements, an audit committee would be well served by
reviewing how its company’s control systems perform when measured against the
updated COSO framework.

Audit committees should assess how fraud risks may have grown or
changed as a result of hybrid or at-home work plans, and assess whether their
current control environment is sufficient to address these changes. Audit
committees should verify that companies are looking beyond short-term fixes and
enhancing processes and policies, with particular emphasis on identifying and
reinforcing risk areas most likely to be impacted by fraud, emphasizing a strong
corporate culture and whistleblower programs and considering how to best
facilitate these functions in an increasingly remote workforce, utilizing technology
to ensure data-driven and up-to-date decision-making, and monitoring and
evaluating third-party risk.

E. Financial Risks Oversight

The financial, credit and banking crises, as well as the market impact of the
pandemic, highlighted the need for monitoring of financial risks and financial
statements.  In this environment, audit committees are facing increased
expectations to exert enhanced efforts on financial risks oversight, including:

o understanding balance sheet and off-balance sheet exposures (e.g.,
cash, accounts payable and debt agreements versus ability to access
credit and capital, the cost of capital and interest rates);

o placing greater focus on debt and banking covenants, liquidity,
available credit under revolving or other lines of credit, access to
financing and counterparty risk;

o monitoring of the financial position of counterparties, including the
financial conditions of and the company’s dependence on key
vendors and customers;

o reconsidering critical accounting policies in light of the current
environment (e.g., focusing on stock-based compensation, goodwill

9 COSO, Achieving Effective Internal Control Over Sustainability Reporting (ICSR): Building Trust and
Confidence through the COSO Internal Control-Integrated Framework (2023).
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and intangible asset impairments, receivables, valuation allowances
related to deferred tax assets and fair value accounting);

J when necessary, given the recent volatility in the financial markets,
considering treasury and cash management policies, including the
impact of hedging transactions;

o considering the renewal of credit lines and other financing
arrangements; and

o understanding the potential effects of volatility on a company’s
significant vendors and customers, and thinking through “implicit
contingent liabilities,” i.e., relationships where a company may be
called upon for financial support outside of previously agreed
contractual terms (for instance, stepping in to support a key vendor
or customer).

A particular emphasis has been placed on the importance of liquidity risk
management, both for regulated financial institutions and public companies in
general. With respect to financial institutions, the Interagency Policy Statement on
Funding and Liquidity Risk Management (Policy Statement), issued in 2010 by the
federal banking regulators, significantly strengthened requirements relating to
liquidity risk management, providing extensive guidelines on how liquidity risks
should be monitored and measured. In light of a string of bank failures in 2023, the
federal banking regulators issued the Addendum to the Interagency Policy
Statement on Funding and Liquidity Risk Management: Importance of
Contingency Funding Plans, reminding depository institutions that they should
maintain actionable contingency funding plans that consider a range of possible
stress scenarios.®® According to the Policy Statement, a company’s board of
directors and, more particularly, a company’s audit committee, should oversee the
establishment and approval of liquidity management strategies, policies and
procedures, and review them at least annually.

Noting that companies in general have undertaken increasingly diverse and
complex types of financing activities, the SEC has provided interpretative guidance
to improve the discussion of liquidity and capital resources in the MD&A section.*®
Among other things, the SEC has recommended that companies discuss in the
MD&A section instances in which period-end liabilities reflected in a company’s

9% Office of the Comptroller of the Currency, Liquidity: Addendum to the Interagency Policy Statement on
Funding and Liquidity Risk Management (July 28, 2023).

9 SEC Release No. 33-9144 (Sept. 17, 2010).
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financial statements do not adequately communicate the risks and uncertainties
attendant to material intra-quarter fluctuations in liquidity, and any types of short-
term financings, such as repurchase agreements, securities lending transactions and
other off-balance sheet arrangements, that are not otherwise fully captured in
period-end balance sheets. In 2020, with effect from February 10, 2021, the SEC
amended the requirements for liquidity and capital resources disclosures, reflecting
“an enhanced principles-based requirement focused on material short- and long-
term cash requirements, including those from known contractual and other
obligations.”'® In parallel, PCAOB AS 1301 requires auditors to thoroughly
review and identify to the audit committee significant unusual transactions, assess
their financial statement presentation and disclosure, and discuss with the audit
committee the accounting treatment and disclosure of such transactions as well as
the independent auditor’s understanding of their business rationale. See Chapter
V: “Relationship with the Independent Auditor.”

An audit committee, as part of its duty of oversight of financial reporting
and risk, should review these types of short-term financing, liquidity and exposure
risks and discuss the adequacy of their accounting treatment and disclosure with
senior management and the independent auditor.

“End-user” derivatives transactions, which are used by many non-financial
companies to hedge certain business risks such as changes in interest and currency
exchange rates, have also received particular focus. The Dodd-Frank Act created
a regulatory regime administered by the Commaodity Futures Trading Commission
(CFTC) pursuant to which derivatives transactions must be submitted for clearing
to a derivatives clearing organization unless they satisfy the “end-user” exception.
The “end-user” exception, which is only available to non-financial companies to
hedge their “commercial risks,” requires a company that files reports with the SEC
to have the board of directors or an “appropriate committee” of the board review
and approve derivatives transactions.!®* This can be done on a transaction-by-
transaction basis or through the approval of a general policy regarding the
company’s use of derivatives. The CFTC expects that the board or such
“appropriate committee” would set appropriate policies regarding the company’s
use of derivatives transactions and review those policies at least annually or more
frequently after a triggering event (for example, the implementation of a new
hedging strategy). While the audit committee may appear to be the appropriate
body to assume some of these responsibilities, alternatives, including a dedicated
risk management committee, should be carefully considered in light of the already

100 SEC Release Nos. 33-10890 and 34-90459 (Nov. 19, 2020).
101 CFTC, End-User Exception to the Clearing Requirement for Swaps (July 10, 2012).
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substantial workloads borne by audit committee members. If the audit committee
is selected, its charter should be revised to reflect this function.

F. Recent Areas of Focus

An audit committee, while overseeing disclosure compliance and the
effectiveness of internal controls, should also pay attention to the areas of risks
recently highlighted by the SEC, the PCAOB and other sources.

Cybersecurity. The prevalence of cybersecurity risks has been highlighted
in recent years by unprecedented data breaches, highly damaging cyberattacks and
developments in cloud computing, mobile technology, social media and artificial
intelligence. In December 2020, a wide-ranging cybersecurity breach impacted
multiple U.S. government agencies and companies. The attack embedded
malicious code in software from widely used and trusted suppliers, and as a result
went undetected for at least eight months. The years since have brought more
cyberattacks, including, among many others, one that drove the shutdown of one of
the U.S.’s largest pipelines for fuel, another that forced a California-based regional
hospital operator to take healthcare IT systems offline in the midst of the pandemic,
and another that caused widespread disruptions for drug prescription orders at
thousands of pharmacies. These events have demonstrated the importance of
oversight over corporate cybersecurity risk and prompted responses from regulators
and Congress, and careful attention to cybersecurity is perhaps more important now
than ever.

In July 2023, the SEC finalized sweeping new cybersecurity disclosure
rules for public companies, with the goal of “enhanc[ing] and standardiz[ing]
disclosures regarding cybersecurity risk management, strategy, governance, and
incidents.”'%2  The required disclosures generally fall into two categories: (i)
companies must disclose, generally on Form 8-K, a material cybersecurity incident
within four business days after the company determines that such incident was
material and (ii) companies must annually disclose, generally in their annual report
on Form 10-K, information about their cybersecurity risk management, strategy and
governance. There are a few key items to note for disclosures in category (i):

e The scope of the disclosure is limited to the material aspects of
the nature, scope, and timing of the cybersecurity incident, along
with the material (or reasonably likely material) impacts on the

102 SEC Release No. 33-11216 (July 26, 2023).
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company, including its financial condition and results of
operations.

e A company is not required to disclose specific or technical
information about its planned response to the incident or its
cybersecurity systems, related networks and devices, or potential
system vulnerabilities in such detail as would impede its response
or remediation of the incident.

e Materiality determinations must be made “without unreasonable
delay” after discovery of the cybersecurity incident.

e Disclosures may potentially be delayed if the U.S. Attorney
General determines that disclosure would pose a “substantial risk”
to national security or public safety and provides written
notification of such determination to the SEC.

For the second category of required disclosures, some key items to note are:

e Companies are required to disclose their processes, if any, for
assessing, identifying, and managing material risks from
cybersecurity threats in sufficient detail for a reasonable investor
to understand those processes.

e Companies also must disclose both the board and management’s
roles in cybersecurity risk management:

e Of particular import for audit committees, companies
must describe the board of directors’ oversight of risks
from cybersecurity threats and, if applicable, identify any
board committee or subcommittee responsible for the
oversight of risks from cybersecurity threats and describe
the process by which the board or such committee is
informed about such risks. However, in a change from the
proposed rules, there is no requirement to disclose the
cybersecurity expertise of board members.

e With regard to management’s role, required disclosures
include which management positions have responsibility,
the relevant expertise of such persons, the process through
which they are informed about and monitor cybersecurity
risks (including prevention, detection and remediation)
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and whether they report information about such risks to
the board or a committee thereof.

For further information, please see our memorandum, SEC Finalizes Sweeping New
Cybersecurity Disclosure Rules for Public Companies (July 26, 2023).

Over recent years, companies faced an increasing risk of enforcement
actions brought by the SEC in connection with cybersecurity risk management and
disclosures. For example, in October 2023, the SEC filed a complaint against
SolarWinds and its chief information security officer for fraud and internal control
failures relating to the company’s cybersecurity risk and incident disclosures.
Although these claims were largely dismissed, the charges that survived serve as a
warning that overstating the strength of cybersecurity practices may constitute
material misstatements in violation of federal securities laws (for further
information, please see our memorandum, Southern District of New York Largely
Dismisses SEC’s Claims Against SolarWinds Regarding Cybersecurity Disclosures
(July 22, 2024)). An SEC investigative report, based on the SEC Enforcement
Division’s investigation of nine public companies that were victims of cyber-
related fraud, has cautioned that public companies “should be mindful of the risks
that cyber-related frauds pose and consider, as appropriate, whether their internal
accounting control systems are sufficient to provide reasonable assurances in
safeguarding their assets from these risks.”'® Moreover, cybersecurity was listed
as one of the SEC’s 2025 examination priorities (narrowed from its 2024 focus on
“information security and operational resiliency””)!®* with particular attention
placed on “firms’ policies and procedures, governance practices, data loss
prevention, access controls, account management, and responses to cyber-related
incidents, including those related to ransom attacks.”%

However, recent administration and agency changes may signal shifting
priorities in the realm of cybersecurity enforcement actions. In February 2025, the
SEC announced the creation of the Cyber and Emerging Technologies Unit “to
focus on combatting cyber-related misconduct and to protect retail investors from
bad actors in the emerging technologies space” and to replace the Crypto Assets

103 SEC Release No. 84429 (Oct. 16, 2018).
104 SEC, Fiscal Year 2024 Examination Priorities (Oct. 16, 2023).
105 SEC, Fiscal Year 2025 Examination Priorities (Oct. 1, 2024).
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and Cyber Unit.2% The stated priorities of the new unit suggest a shift to a more
narrowed focus on cyber-related enforcement actions.

In addition to applicable legal and regulatory mandates and enforcement
actions, and the threat of significant business disruptions, directors may face
scrutiny from proxy advisors and the threat of litigation and potential liability if the
company suffers a cyberattack.%’

The prevalence of cybersecurity and data privacy threats, and regulatory
attention to such risks, highlights the importance of cybersecurity oversight by the
boards of directors. Within boards of directors, it is currently common for audit
committees to shoulder responsibility for cybersecurity risk oversight. In a survey
of audit committee members by the CAQ and Deloitte that was published in
February 2025, 54% and 41% of respondents said that their audit committee is
responsible for overseeing cybersecurity and data privacy and security,
respectively.% In the same survey, 62% listed cybersecurity as one of their top
focuses. And in a February 2025 report published by EY, 81% of the Fortune 100
companies reviewed disclosed that their audit committee oversees cybersecurity
matters, up from 61% in 2018.1%° Despite the trend of audit committees taking on
the responsibility of cybersecurity risk oversight, boards should potentially
consider, given the already significant burden on audit committees and the
increasing importance and magnitude of the cyber risk oversight function, the
formation of a cyber-specific committee or sub-committee. In addition,

106 SEC, SEC Announces Cyber and Emerging Technologies Unit to Protect Retail Investors (Feb. 20, 2025).

107 Following a major data breach at the end of 2013, Target Corporation indicated being under investigation
by the SEC, the FTC and states’ attorneys general to examine whether it adequately protected data and made
appropriate disclosure about potential risks and, following the breach, consequences of the data breach. In
2014, 1SS recommended that shareholders of Target vote against all seven of the directors who were on the
board at the time of the breach. ISS asserted that Target’s audit and corporate-responsibility committees failed
to ensure appropriate management of cybersecurity risks and thus set the stage for the data breach. Similarly,
shareholder plaintiffs filed derivative actions against Target’s directors alleging breaches of their oversight
duty. In April 2016, Target reported that it had incurred over $200 million in expenses (net of insurance)
relating to the data breach, including the costs of settling several litigations. In May 2017, Target agreed to
pay an $18.5 million multistate settlement to resolve state investigations following the attack. Glass Lewis
stated that in instances where a company has been materially impacted by a cyber-attack, Glass Lewis may
recommend against appropriate directors should it find the board’s oversight, response or disclosures
concerning cybersecurity-related issues to be insufficient or are not provided to shareholders. See Glass Lewis,
2025 Benchmark Policy Guidelines (United States).

108 Center for Audit Quality and Deloitte’s Center for Board Effectiveness, Audit Committee Practices Report:
Common Threads Across Audit Committees, 4th Edition (Feb. 2025).

19 EY Center for Board Matters, What Audit Committees Should Prioritize in 2025 (Dec. 2024).
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cybersecurity considerations should be a recurring agenda item for full board
meetings.

Whichever committee is tasked with this oversight responsibility should
ensure that adequate resources are devoted to, and high-level personnel are tasked
with, managing cybersecurity risks. That committee should receive direct reports
from a company’s chief information officer (or equivalent officer) on the
effectiveness of a company’s cybersecurity, how cybersecurity risks could affect a
company’s operations and whether the company’s exposure to cybersecurity risks
is being effectively managed.''® Education is a key component of effective
oversight of cybersecurity risks. In addition to appointing directors with
technology experience, the board and the relevant committee may consider using
outside technical consultants on an annual or as-needed basis to be apprised of
current developments in cybersecurity and to evaluate the adequacy of a company’s
internal personnel and processes in anticipating, preventing, detecting and
responding to cyberattacks.!!

In January 2020, the SEC’s Office of Compliance Inspections and
Examinations (OCIE) released a set of staff observations that catalogue OCIE’s
assessments of industry practices concerning cybersecurity and resiliency.!'?
Although corporate cybersecurity programs should be tailored to a company’s
individualized needs, these observations highlight robust board and senior leader
engagement in cybersecurity risk management and oversight as an indispensable
component of such programs. For a summary and analysis of these observations,
please see our memorandum, Insights for All Companies from the SEC-OCIE’s
Cybersecurity and Resiliency Observations (January 28, 2020).

For a further discussion of board considerations in relation to cybersecurity
risk oversight, please see our memorandum, Cybersecurity Oversight and Defense
— A Board and Management Imperative (May 11, 2021).

Cybersecurity best practices include:

110 See also National Association of Corporate Directors, Director’s Handbook on Cyber-Risk Oversight
(2023), which includes specific guidance regarding the allocation of cyber-risk oversight responsibilities at the
board level, expectation-setting with management regarding cybersecurity processes and recommendations for
communication between directors and management on cybersecurity issues.

111 Center for Audit Quality and Deloitte’s Center for Board Effectiveness, Audit Committee Practices Report:
Common Threads Across Audit Committees (Mar. 2024) (24% of survey respondents believed their audit
committee members had appropriate cybersecurity experience and/or expertise, and 44% identified
cybersecurity expertise as additional expertise needed by their audit committees).

112 SEC OCIE, Cybersecurity and Resiliency Observations (Jan. 27, 2020).

-79-



e Establishing cybersecurity as a key consideration in all board matters;

e Diligently assessing the impact of operational changes, such as remote
work, on cybersecurity;

e Reconciling value at risk in dollar terms with the board’s risk tolerance,
including whether cyber insurance coverage is advisable and an
evaluation of the effectiveness of any current policy;

e Making cybersecurity a foundational consideration when evaluating or
developing new technology, operations or agreements;

e Procuring robust third-party evaluations of the cybersecurity risk
management program and ensuring the results are presented to the board;

e Clearly defining escalation protocols, including when and how the board
will be notified of cybersecurity threats;

e Ensuring clear and thorough processes are in place for evaluating third-
party risk;

e Providing frequent and up-to-date training for employees and contractors;

e Conducting rigorous testing of the cybersecurity function, including
simulated attacks, penetration testing, audits of off-site backups and test
runs of any essential protocols that rely on third-party specialists; and

e Staying up-to-date on evolving threats and best practices.

Privacy. In recent years, data privacy has become an essential part of
cybersecurity, due both to new laws and heightened public scrutiny. Although
privacy concerns have traditionally been viewed as legal, compliance or security
risks, the potential financial and reputational impacts on companies suffering a data
breach have become increasingly severe and difficult to quantify. Audit
committees should take an active role in reviewing their company’s data privacy
protections and procedures as part of their regular supervision of cybersecurity risks
generally.

Artificial Intelligence. With the recent explosion of artificial intelligence
(Al), matters pertaining to Al are top of mind for companies, consumers and
regulators alike. While the potential benefits of Al are being explored, it is
important for companies to simultaneously consider the risks, including those
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related to cybersecurity and privacy concerns. Legislators and regulators around
the world are taking varying approaches to the regulation of Al. In notable
legislation coming out of Europe in March 2024, the European Parliament approved
the Artificial Intelligence Act (EU Al Act), which contains regulatory restrictions
of artificial intelligence that increase in relation to perceived risks to health, safety
and individual rights, and which, among other things, creates a new Al Office
within the European Commission. The EU Al Act came into force in August 2024
across all EU Member States, with the enforcement of a majority of its provisions
beginning in August 2026. In January 2025, President Trump signed an executive
order directing the development of an Al Action Plan to “sustain and enhance
America’s Al dominance,” led by the Assistant to the President for Science &
Technology, the White House Al & Crypto Czar, and the National Security
Advisor.113

Proxy advisory firms and investors alike are also beginning to emphasize
the importance of board oversight of Al-related risk. For instance, Glass Lewis has
indicated that if there is evidence that insufficient oversight or management of Al-
related risks has resulted in material harm to shareholders, Glass Lewis may take
action against appropriate directors should it find the board’s oversight, response
or disclosure concerning Al-related issues to be insufficient. Moreover, 36% of
investors cite the topic of Al oversight as an engagement priority in 2025, up from
19% last year.!!4

Given this emerging technology that comes with both new risks and
heightened attention from many different stakeholders, it is important for boards
and relevant committees to engage in active oversight of artificial intelligence risk
management and to stay apprised of updates in the rapidly-evolving space. For
additional information on the many recent developments in the artificial
intelligence space, please see our memoranda, Glass Lewis Releases 2025 U.S.
Voting Policies; Focus on Al-Related Risks and Executive Compensation
(December 2, 2024), Corporate Governance Update: All Eyes on the EU Al Act
(September 25, 2024), Corporate Governance Update: Al Disclosure and
Governance in the Spotlight (May 23, 2024), European Parliament Adopts
Significant Al Legislation (March 14, 2024), Al in the 2024 Proxy Season:
Managing Investor and Regulatory Scrutiny (March 4, 2024), Al in the Boardroom:
The Risk and Opportunity of Artificial Intelligence in Workforce Management
(October 2, 2023) and Artificial Intelligence: The New Boardroom Challenge
(September 18, 2023).

U3 Fact Sheet: President Donald J. Trump Takes Action to Enhance America’s AI Leadership (Jan. 23, 2025).
4 EY Center for Board Matters, 2025 Q1 Audit Committee Update (March 25, 2025).
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Corporate Sustainability/ESG.  The legal, regulatory and political
landscape surrounding corporate sustainability and environmental, social and
governance (ESG) matters is rapidly evolving in the United States. For instance,
this January, the Trump Administration issued an executive order which rolls back
affirmative action plan requirements for federal contractors and encourages the
heads of all agencies to advise the administration so that it may formulate policy
and take measures to “encourage the private sector to end illegal discrimination and
preferences, including DEL”'® On March 27, 2025, the SEC announced it had
voted to end its defense of the rules it had adopted in 2024, which required
disclosure of climate-related information.!!® In February and March 2025,
respectively, ISS indefinitely halted consideration of diversity factors when making
proxy voting recommendations, and Glass Lewis announced that it would provide
separate director election proposal recommendations that do not consider gender or
underrepresented community diversity as criteria.!'’ Moreover, this year, 79% of
the S&P 500 and 72% of the Russell 3000 reported at least one quantitative measure
of board diversity (including gender, race/ethnicity, LGBTQ+, and veteran status),
compared to 100% of S&P 500 firms and 95% of Russell 3000 companies in
2024.118 Additionally, in February 2025, the European Commission adopted
proposals that would substantially reduce the number of companies required to
comply with the European Union’s ESG related laws.!'® Boards and relevant
committees are well-advised to stay abreast of these developments that may impact,
among other items, disclosure requirements and risks facing their companies. For
additional information, please see our memorandum, The Tide Continues to Turn
on the ESG Regulatory Front (February 14, 2025).

Emerging Market Risks. In a 2020 statement, senior SEC and PCAOB
officials reminded issuers and investors that, compared to U.S. issuers, there is a
significantly greater risk of incomplete or misleading disclosures with and
substantially less access to recourse against issuers based in or with significant
operations in emerging economies (including China).*?® This asymmetry persists
even when such companies present investor-oriented information in substantially

115 Executive Order 14173, Ending Illegal Discrimination and Restoring Merit-Based Opportunity (January
21, 2025).

116 SEC Press Release, SEC Votes to End Defense of Climate Disclosure Rules (March 27, 2025).

17188 Insights, Statement Regarding Consideration of Diversity Factors in U.S. Director Election Assessments
(February 11, 2025); Glass Lewis, Supplemental Statement on Diversity Considerations at U.S. Companies
(March 2025).

118 DiversIQ, DEI Rollbacks in Full Effect this Proxy Season (April 3, 2025).

119 European Commission Press Release, Commission simplifies rules on sustainability and EU investments,
delivering over €6 billion in administrative relief (February 25, 2025).

120 SEC Public Statement, Emerging Market Investments Entail Significant Disclosure, Financial Reporting
and Other Risks; Remedies are Limited (Apr. 21, 2020).
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the same form as U.S. issuers do. In emerging markets, among other things,
operations face greater risks, financial information may be less reliable, the SEC,
DOJ and other authorities face substantial difficulties in pursuing actions and
shareholders’ ability to seek redress is often limited. Audit committees should
discuss these matters with their internal and external auditors and should make sure
that these risks, where material, are disclosed prominently, in plain English, and
with specificity.

G. Audit Committee Responsibilities Beyond Internal Control Over
Financial Reporting

In the United States, there are currently no specific legal requirements on
audit committees to oversee non-financial disclosures or internal controls and
processes in regards to non-financial disclosures. Nonetheless, as discussed
elsewhere in this Guide, both the SEC and plaintiffs’ bar have periodically
scrutinized non-financial disclosures, including ESG disclosures. Consequently, it
may be advisable and there may be a role for the audit committee to have some
visibility and oversight as to what processes were undertaken to ensure the accuracy
of non-financial data and what procedures are in place to address errors, assuming
that the audit committee has the necessary time, resources and expertise. However,
against this backdrop of increasing the responsibilities of the audit committee, care
should be taken to ensure the audit committee does not become the “kitchen sink”
for overseeing the accuracy of all the company’s disclosures and is not
overburdened. Given the growing disclosure burdens on companies, it may be
necessary to spread responsibilities for oversight of non-financial disclosures
among other committees. In practice, we have often seen the nomination or
governance committee acting as the quarterback for coordinating the review and
oversight of non-financial disclosures across different board committees.

In closing, the enhanced risks oversight required from audit committee
members combined with an increased level of financial and operational risk
complexity call for increased, continuing and specialized tutorials for audit
committee members. The content of orientation and training programs for audit
committee members should be reviewed to make sure that such programs enable
audit committee members to fully understand a company’s business environment,
and include a detailed picture of all the material risks facing a company as well as
the company’s processes for managing risk. In performing its monitoring function,
an audit committee and the board should be sensitive to “red flags” and “yellow
flags.” When such warning signs appear, an audit committee should observe and
investigate as appropriate and document its monitoring activities in minutes that
accurately convey the time and effort directors devote to decision-making, even
when the outcome is to take no action. Influential courts have indicated that
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directors may be held liable for lack of good faith in situations where they utterly
fail, in “ostrich-like” fashion, to exercise any oversight. See Chapter XI: “Audit
Committee Member Liability Issues.” However, none of these cases contemplate
director liability where directors use common sense and appropriate diligence in
performing their oversight function. Audit committee members remain fully
protected by the business judgment rule when they make corporate decisions with
the exercise of due care.
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Vi

Audit Committee Report, Disclosure Obligations and Financial

Reporting Integrity

Under the rules of the SEC and major U.S. securities markets, there are

several audit committee or audit committee-related disclosure obligations that must
be complied with. Key obligations are discussed in this Chapter.

A.

Audit Committee Report and Audit Committee-Related
Disclosure Obligations

Audit Committee Report to the Board of Directors

An audit committee is required to provide a report to the board

recommending whether or not a company’s audited financial statements should be
included in the company’s annual report on Form 10-K. This recommendation
should be based on:

the audit committee’s review of, and discussions with management
about, the audited financial statements, it being important that the
conversations with management include discussions about the
quality, and not just the acceptability, of the accounting policies and
principles reflected in the financial statements, the reasonableness
of significant judgments and the clarity of disclosures in the
financial statements;

the audit committee’s discussions with the independent auditor
relating to matters required to be discussed by requirements of the
PCAOB, including under PCAOB AS 1301, and the SEC; and

the audit committee’s discussions with the independent auditor
regarding its independence and receipt of related written disclosures
and the letter from the independent auditor per PCAOB
requirements.

A company’s annual proxy statement must include a report from the audit

committee discussing the audit committee’s actions with respect to the
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foregoing.?! The name of each member of the audit committee must appear below
such disclosure.

2. Audit Committee-Related Annual Report and Proxy Statement
Disclosure Obligations

An audit committee should also monitor a company’s public filings to
assure that the company is, as required, disclosing in its annual reports and proxy
statements various items that relate to audit committees, including:

o whether the company has a separately designated audit (or
functionally equivalent) committee and the identity of each
committee member;

. whether or not the audit committee includes at least one member
who is an “audit committee financial expert” (and, if not, why not),
the individual’s name and whether he or she is independent under
the listing standards of the company’s applicable securities market;

o the audit committee’s pre-approval policies and procedures;

o the audit fees, audit-related fees, tax fees and all other fees billed by
the independent auditor for each of the last two years (see also
“Disclosure of Independent Auditor’s Fees” below); and

o if greater than 50%, the percentage of hours expended on the
independent auditor’s engagement to audit the company’s financial
statements for the most recent fiscal year attributable to work
performed by persons other than the independent auditor’s full-time,
permanent employees.

In addition, companies are required to disclose in proxy statements
additional audit committee-related items, including:

o whether audit committee members are independent under applicable
listing standards (and, if they are not, whether the company is
utilizing specific independence exemption(s));

o for NYSE-listed companies, if a company does not limit to three or
fewer the number of audit committees on which its audit committee
members may serve, the board must determine and disclose that the

12117 CFR § 229.407(d)(3).
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service by an audit committee member on more than three audit
committees would not impair his or her ability to serve effectively
on the company’s audit committee; and

o whether a current copy of the audit committee charter is available
on the company’s website, and, if so, the company’s website
address. If a current copy of the audit committee charter is not
available on the company’s website, a copy of the audit committee
charter must be included as an appendix to the proxy statement at
least once every three fiscal years and whenever the audit committee
charter has been materially amended since the beginning of the last
fiscal year. If a current copy of the audit committee charter is not
available on the company’s website and is not being included in the
company’s proxy statement, the company must identify in which of
the prior fiscal years the audit committee charter was so included.

In addition to the above disclosure requirements, the SEC proposed in a July
2015 concept release that audit committees be required to make more detailed
disclosures in public filings regarding their role in overseeing independent auditors.
The SEC proposal could require companies to make additional disclosures in public
filings about the nature and frequency of communications between the audit
committee and the independent auditor, the audit committee’s process for
appointing and retaining independent auditors, information about the independent
auditor and its qualifications and other details about the relationship between the
audit committee and the independent auditor.'?> The corporate community’s
comments on the concept release were generally opposed to requiring additional
mandatory disclosures, which many companies argued would add even more
burdens on already overworked audit committees. Investor advocates, on the other
hand, were generally supportive, commenting that additional mandatory
disclosures would provide investors with more information about companies and
their audit processes.

While the SEC’s concept release has not translated into additional
mandatory disclosures pertaining to audit committee oversight of independent
auditors, many companies have been voluntarily disclosing additional information
about their audit committees and independent auditors, as the SEC itself noted in
its concept release. Among the studies cited by the SEC is EY’s annual review of
audit committee reporting by Fortune 100 companies. EY’s 2023 review found

122 SEC Release No. 33-9862 (July 1, 2015).
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that there has been a dramatic increase in voluntary disclosures in most categories
since 2012, the year EY began tracking such disclosures.’?® For example, in 2023
71% of the companies reviewed disclosed factors used in the audit committee’s
assessment of the external auditor qualifications and work quality, while only 15%
of companies made such disclosures in 2012. Similarly, nearly 92% of companies
disclosed that audit committees considered non-audit fees and services when
evaluating auditor independence, compared to just 23% of such companies making
that disclosure in 2012. A similar study published in November 2024 found that a
significant percentage of S&P 500 companies voluntarily disclose information in
several key audit committee areas.!?

The SEC has amended the MD&A disclosure requirements to explicitly
require disclosure of critical accounting estimates.!?® The PCAOB defines a critical
accounting estimate as “[a]n accounting estimate where (a) the nature of the
estimate is material due to the levels of subjectivity and judgment necessary to
account for highly uncertain matters or the susceptibility of such matters to change
and (b) the impact of the estimate on financial condition or operating performance
is material.”*?® The amendment generally requires companies to disclose, if
material and reasonably available, the reason for the uncertainty in an identified
critical accounting estimate, the amount by which the critical accounting estimate
has changed during the applicable reporting period and the sensitivity of the critical
accounting estimate to the methods used to calculate it.

3. Disclosure of Independent Auditor’s Fees

Companies must disclose the fees paid to their independent auditors in the
two most recent years, segregated into four categories:

(1) audit fees;

(2) audit-related fees;
(3) tax fees; and

(4) all other fees.

“Audit-related fees” are fees for assurance and related services by the
independent auditor that are traditionally performed by the independent auditor and

123 EY Center for Board Matters, What audit committees are reporting to shareholders (Feb. 2024).
124 Center for Audit Quality, 2024 Audit Committee Transparency Barometer (Nov. 2024).

125 SEC Release No. 33-10890 (Nov. 19, 2020).

126 pCAOB AS 1301.
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that are reasonably related to the performance of the audit or review of the
company’s financial statements. They include fees for employee benefit plan
audits, due diligence related to mergers and acquisitions, accounting consultations
and audits in connection with acquisitions, internal control reviews, attest services
related to financial reporting that are not required by statute or regulation and
consultation concerning financial accounting and reporting standards. Fees for
operational audit services are not related to the audit or review of the financial
statements and should be included in “all other fees,” with a narrative description
of such services.

An audit committee should satisfy itself that the company is in compliance
with the above requirements.

B. Financial Reporting Integrity

An audit committee should take appropriate steps to satisfy itself that the
company’s CEO and CFO are meeting their obligations to the audit committee, the
independent auditor and the public under the certification requirements established
by the SEC, the company’s securities market and Sarbanes-Oxley.

1. Section 302 and Section 906 Certifications

Section 302 of Sarbanes-Oxley (Section 302) requires a company’s CEO
and CFO to certify in each quarterly and annual report that, among other things:

. based on their knowledge, the report is not misleading;

o based on their knowledge, the financial statements and other
financial information included in the report fairly present, in all
material respects, the financial condition and results of operations of
the company;

. they are responsible for establishing and maintaining, and have
performed certain specified tasks with respect to, the company’s
internal controls and disclosure controls and procedures; and

. they have disclosed to the audit committee and auditors all
significant deficiencies and material weaknesses in the design or
operation of internal controls, as well as any fraud that involves
management or other employees with a significant role in the
company’s internal controls.
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The Section 302 certifications must be filed as exhibits to the periodic
reports. The CEO and CFO are required to sign separate Section 302 certificates
and amendments to periodic reports that contain financial statements and require
new certifications to be filed.

The certification required by Section 906 of Sarbanes-Oxley (Section 906)
requires that each periodic report containing financial statements be accompanied
by a statement by the company’s CEO and CFO that (1) the report fully complies
with the requirements of Section 13(a) or 15(d) of the Exchange Act; and (2) the
information contained in the report fairly presents, in all material respects, the
financial condition and results of operations of the company.

While not a substitute for other procedures, it may be appropriate for the
CEO and CFO to obtain “sub-certifications” or other affirmations from selected
members of management and/or heads of key business or staff units. Sub-
certifications may have the salutary effect of reinforcing the importance of financial
statement accuracy throughout the management structure of a company. In
completing such sub-certifications, these employees need to consider and confirm
within their respective areas of responsibility that the report does not contain any
material misstatement or omission, that the financial statements and other financial
information (to the extent the financial statements and other financial information
or elements thereof are within such individual’s purview) fairly present, in all
material respects, the financial condition of the company and that there is no
weakness in the disclosure controls and procedures that has resulted in or could be
reasonably likely to result in the disclosure controls and procedures not being
effective. Each sub-certification should be tailored to the areas of responsibilities
of the individual making the sub-certification. If a company decides to obtain such
sub-certifications, a mechanism should also be devised so that reasonable
disagreements between individuals asked to give sub-certifications can be resolved,
with any resolution appropriately documented.

2. “Fairly Presents” Standard of Disclosure

The CEO/CFO certification requirements have established a standard of
financial disclosure above and beyond GAAP. The SEC states specifically that the
standard of “fairly presents” is meant to be broader than GAAP. The fairly presents
standard is meant to encompass the selection and proper application of accounting
policies, the disclosure of financial information that is informative and reasonably
reflects the underlying events and the inclusion of other information necessary to
give investors a materially complete picture of a company’s financial condition,
results of operations and cash flows. The CEO, CFO and all other company
employees making accounting or disclosure judgments must base their decisions
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not just on GAAP but on the “fairly presents” standard. While it might be argued
that this was always the case, it was not always the practice. Now it must be.

3. Non-GAAP Financial Information and Reconciliation
to GAAP

It also is good practice for an audit committee to review any non-GAAP
information released by the company. Under Sarbanes-Oxley, non-GAAP
financial information must be reconciled to GAAP in public disclosures. The SEC
rules specify that a company that presents material information including a non-
GAAP financial measure also must present and give “equal or greater prominence”
to the most directly comparable GAAP financial measure and a reconciliation
between the two. SEC guidance regarding the use of non-GAAP financial measures
has emphasized the “equal or greater prominence” requirement, which, the SEC
has clarified, depends on the “facts and circumstances in which the disclosure is
made.”*?” In December 2018, in what was the first enforcement action for violation
of the “equal or greater prominence” requirement, the SEC settled a cease-and-
desist proceeding against ADT Inc. for failing to give equal or greater prominence
to comparable GAAP financial measures in two of its earnings releases.'?® Notably,
this enforcement action stemmed solely from the issue of prominence in
presentation, as the settlement suggested neither that the issuer formulated the non-
GAAP measure in a misleading way, nor that the issuer used it inconsistently. The
SEC guidance also notes that some non-GAAP financial information could
potentially mislead investors to such a degree that even extensive, detailed
disclosure about the nature and effect of each adjustment would not prevent the
non-GAAP measure from being materially misleading.*?

Although the rules do not place direct responsibility on an audit committee
to ensure that a company’s disclosures comply with these regulations, an audit
committee should oversee the process by which the company decides whether to
present non-GAAP financial measures, and it should understand and approve the
reasons for doing so, including by inquiring of management whether the company’s
presentation of non-GAAP financial measures complies with SEC rules and

127 For specific examples of non-GAAP measures that the SEC would consider more prominent than the
comparable GAAP measures, see Non-GAAP Financial Measures: Compliance & Disclosure Interpretations,
SEC (updated Dec. 13, 2022).

128 In re ADT Inc., Exchange Act Release No. 84956 and Accounting and Auditing Enforcement Release No.
4009 (Dec. 26, 2018) (Order Instituting Cease-and-Desist Proceedings Pursuant to Section 21C of the
Securities Exchange Act of 1934, Making Findings, and Imposing Cease-and-Desist Order).

129 Non-GAAP Financial Measures: Compliance & Disclosure Interpretations, SEC (updated Dec. 13, 2022).
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guidance. In a public statement, then-Chairman Jay Clayton and other SEC
officials encouraged audit committees to be “actively engaged in the review and
presentation of non-GAAP measures and metrics to understand how management
uses them to evaluate performance, whether they are consistently prepared and
presented from period to period and the company’s related policies and disclosure
controls and procedures.”*3® An audit committee should also inquire as to whether
any such disclosure of non-GAAP financial measures adds to investors’
understanding of a company’s financial position rather than confuses or
complicates the picture. A set of questions proposed by the CAQ to help audit
committees probe whether non-GAAP financial measures are accurate, appropriate
and useful to investors may be helpful for this purpose.*®!

4. Management’s Reports on Internal Controls

As noted earlier, Section 404 of Sarbanes-Oxley and the SEC rules adopted
thereunder require management to report annually on a company’s internal controls
over financial reporting. The SEC rules also require management to make quarterly
disclosures of any material changes in a company’s internal controls. While it is
not the audit committee but rather management that is responsible for these
disclosures, an audit committee will necessarily be involved in their development
and should adequately monitor the related proposed disclosures. Also, if there is
going to be disclosure that there have been material changes to internal controls
over financial reporting during a quarter, an audit committee should inquire
whether any significant deficiencies or material weaknesses underlying such
changes are proposed to be specially disclosed, and, if it is determined that they
will not be, ensure that this has been a properly considered decision and that there
is a firm and reasonable basis for the decision not to disclose.

C. Review, Approval and Disclosure of Related-Party Transactions

There is nothing inherently improper about transactions between a company
and its officers or directors; such transactions often are in the best interests of a
company and its shareholders, offering efficiencies and other benefits that might
not otherwise be available. It is entirely appropriate for an informed board, on a
proper record, to approve such arrangements through its disinterested directors. An
audit committee often serves this function.

130 SEC Public Statement, Statement on Role of Audit Committees in Financial Reporting and Key Reminders
Regarding Oversight Responsibilities, SEC (Dec. 30, 2019).

131 Center for Audit Quality, Questions on Non-GAAP Measures — A Tool for Audit Committees, available at
http://www.thecaq.org/questions-non-gaap-measures-tool-audit-committees.
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As a matter of compliance and best practices, however, a company should
give careful attention to all related-party transactions. Full disclosure of all material
related-party transactions and full compliance with proxy, periodic reporting and
financial footnote disclosure requirements is essential. Management should make
sure that all related-party transactions have been fully and carefully reviewed with
the board. A board should reevaluate, on both an initial and ongoing basis, a
company’s policies and procedures for reviewing such transactions and for
determining that all continuing related-party transactions remain in the best interest
of the company.

Under the SEC rules, disclosure must be made in a company’s annual proxy
and annual report on Form 10-K regarding any transaction, since the beginning of
the company’s last fiscal year, or any currently proposed transaction, in which the
company was or is to be a participant and the amount involved exceeds $120,000,
and in which any related person (defined below) had or will have a direct or indirect
material interest. Subject to certain exceptions, the following must be disclosed
regarding any such transaction:

o the name of the related person and the basis on which the person is
a related person;

o the related person’s interest in the transaction, including the related
person’s position or relationship with, or ownership in, a firm,
company or other entity that is a party to, or has an interest in, the
transaction;

o the approximate dollar value of the amount involved in the
transaction;

o the approximate dollar value of the amount of the related person’s
interest in the transaction (computed without regard to profit or
loss);

o in the case of indebtedness, disclosure of the amount involved in the

transaction must include the largest aggregate amount of principal
outstanding during the period for which disclosure is provided, the
amount thereof outstanding as of the latest practicable date, the
amount of principal paid during the periods for which disclosure is
provided, the amount of interest paid during the period for which
disclosure is provided and the rate or amount of interest payable on
the indebtedness; and
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o any other information regarding the transaction or the related person
in the context of the transaction that is material to investors in light
of the circumstances of the particular transaction.

Under the SEC rules, a “related person” means (1) any person who, at any
time during the specified period for which disclosure is required, was a director (or
nominee if disclosure is being presented in the company’s proxy statement) or
executive officer; (2) any person covered by Item 403(a) of Regulation S-K;**2 or
(3) any immediate family member of the foregoing. An “immediate family
member” means any child, stepchild, parent, stepparent, spouse, sibling, mother-
in-law, father-in-law, son-in-law, daughter-in-law, brother-in-law or sister-in-law,
and any person (other than a tenant or employee) sharing the household of the
director (or nominee), executive officer or security holder.

Under the SEC rules, a company must describe its policies and procedures
for the review, approval or ratification of related-party transactions. While the rules
acknowledge that a company’s policies and procedures will vary depending on the
particular circumstances, such description may include, in given cases:

o the types of transactions that are covered by such policies and
procedures;

o the standards to be applied pursuant to such policies and procedures;

o the persons or groups of persons on the board or otherwise who are

responsible for applying such policies and procedures; and

o a statement of whether such policies and procedures are in writing,
and, if not, how such policies and procedures are evidenced.

A company also must identify any related-party transaction since the beginning of
the company’s prior fiscal year for which such policies and procedures did not
require review, approval or ratification, or for which such policies and procedures
were not followed.

As noted above, the SEC rules mandate that companies disclose the persons
or groups of persons on the board or otherwise who are responsible for applying
the company’s policies and procedures regarding related-party transactions. The
Nasdag rules and NYSE rules require that an audit committee or another
independent body of the board approve all related-party transactions. In light of

132 Item 403(a) of Regulation S-K covers any person or “group” who is known to the registrant to be the
beneficial owner of more than five percent of any class of the registrant’s voting securities.
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this, a board should consider assigning to an audit committee, or to another
committee consisting solely of directors who are both independent and disinterested
with respect to the transaction under consideration, the task of reviewing any newly
proposed related-party transactions. The committee should have the authority to
hire such outside financial, legal and other advisors as it deems appropriate to assist
it in its evaluation of such transactions. If a related-party arrangement is of material
significance to a company, a board should consider whether additional steps are
necessary to ensure that such transactions are properly monitored and evaluated.
For example, a board should take active measures to determine that the entities
providing related-party services are being held to the same standards the company
would demand of unaffiliated third-party service providers and that there is a clear
reason for procuring the service from a related party.

In 2021, the SEC approved changes to the NYSE rule governing related
party transactions. The NYSE’s rule previously required a listed company’s audit
committee or other comparable body to review related party transactions. While
the NYSE rule did not previously define related party transactions, the accepted
industry practice had been to apply the proxy disclosure requirement specified in
Item 404 of Regulation S-K (Item 404), which requires disclosure of transactions
with related parties in which the amount exceeds $120,000 and the related party has
a “material interest.” The revised rule now explicitly defines “related party
transactions” as transactions required to be disclosed pursuant to Item 404, after
taking into account the $120,000 transaction value threshold and the materiality
threshold. The revisions require prior review of transactions by the reviewing body
and provide that the reviewing body must prohibit transactions that it determines
are inconsistent with the interests of the company and its shareholders. Should an
audit committee choose to pre-approve certain categories of transactions following
appropriate consideration, those categories should be sufficiently specific so as not
to shirk the requirements of the new rule. Companies should review the types of
transactions they regularly engage in with related parties in order to ensure
continuing compliance with the NYSE rules.

Financial firms affiliated with banks or other FDIC-insured depository
institutions are subject to additional extensive restrictions on transactions with
affiliated parties, including loans or other extensions of credit to directors and
officers and a variety of transactions between an FDIC-insured institution and other
affiliates of its bank holding company.

According to the PCAOB, related-party transactions have been contributing
factors in numerous financial reporting fraud cases and constitute continuing
weaknesses in independent auditors’ scrutiny. The PCAOB adopted PCAOB AS
2410 to strengthen independent auditors’ performance in identifying, assessing and
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responding to the risks of material misstatements associated with related-party
transactions. PCAOB AS 2410 requires the independent auditor to communicate
with the audit committee its evaluation of the company’s identification of,
accounting for and disclosure of its relationships and transactions with related
parties and other related significant matters arising from the audit.**®* Recognizing
the key role that a company’s executive officers may play in the company’s
accounting decisions or financial reporting, the PCAOB stated that the PCAOB AS
2410 procedures are intended to heighten the independent auditor’s attention to
incentives or pressures for the company to achieve a particular financial position or
operating result.

Attached as Exhibit F are model policies and procedures with respect to
related person transactions. Note that this is only a model for such policies and
procedures, and companies should customize the model to their particular needs
and circumstances.

133 SEC Release No. 34-73396 (Oct. 21, 2014); PCAOB Release No. 2014-01 (June 10, 2014).
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IX

Audit Committee Whistleblower Rules and Ethics Codes

A. Whistleblower Complaints and Procedures

Under Sarbanes-Oxley, an audit committee must establish procedures for
the receipt, retention and treatment of complaints received by a company regarding
accounting, internal controls or auditing matters. Employees must be able to
submit, on a confidential and anonymous basis, concerns regarding questionable
accounting or auditing matters, or any deliberate or unintentional gaps in a
company’s internal controls.*** Because audit committees generally do not have
their own staff, they require the process of receiving and organizing complaints to
be managed by internal or external legal counsel, the director of internal audit, the
corporate secretary or another appropriate person.

In May 2011, the SEC adopted a whistleblower program, implemented
under the Dodd-Frank Act, with a system of cash incentives to encourage and
reward whistleblowers who come forward to the SEC, with amendments adopted
in 2020 and 2022, discussed in more detail below.’*®> Whistleblowers may receive
between 10% to 30% of any monetary sanction over $1 million that results from
their report of “original information” to the SEC. This program is setting records
year-over-year. During fiscal year 2024, the SEC received over 24,000
whistleblower reports, up from over 18,000 in 2023, representing the highest
number received in a fiscal year since the program started.'*® The SEC awarded
over $255 million to 47 individual whistleblowers in 2024, the third highest annual
amount for the program, bringing the total amount awarded to over $2.2 billion to
444 individual whistleblowers since the inception of the program in 2011.33" On
May 5, 2023, the SEC announced its largest single award ever, nearly $279 million,
more than doubling the previous record award of $114 million set in October

134 The white-collar and regulatory enforcement environment in general is discussed in our memorandum,
White-Collar and Regulatory Enforcement: What Mattered in 2024 and What to Expect in 2025 (Feb. 28,
2025).

135 SEC Release No. 34-64545, Implementation of the Whistleblower Provisions of Section 21F of the Securities
Exchange Act of 1934 (Aug. 12, 2011); SEC Whistleblower Resources (last updated July 29, 2024), available
at https://www.sec.gov/whistleblower/resources.

13 SEC, SEC Announces Enforcement Results for Fiscal Year 2024 (Nov. 22, 2024).

187 SEC, SEC Announces Enforcement Results for Fiscal Year 2024 (Nov. 22, 2024); SEC, Securities and
Exchange Commission Office of the Whistleblower Annual Report to Congress for Fiscal Year 2024 (Nov.
2024).
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2020.1%8 The largest single category of reports in 2024 was “Manipulation” (37%),
with “Offering Fraud” (21%), “Initial Coin Offerings and Crypto Asset Securities”
(8%) and “Corporate Disclosures and Financials” (8%) rounding out the top four
slots. 1%

The whistleblower program has become an increasingly important source
of leads for the SEC, and the SEC will likely continue to look for opportunities to
incentivize and offer reassurance to potential whistleblowers, and to publicize the
program. To that end, the SEC adopted amendments in 2020 to the whistleblower
rules that, among other things, (1) added a new presumption that, under certain
conditions, a meritorious award recipient of an award that could not exceed $5
million will automatically receive the statutory maximum 30% of monetary
sanctions collected;**® and (2) permitted awards based on deferred prosecution
agreements and non-prosecution agreements entered into by the DOJ or settlement
agreements entered into by the SEC outside of a judicial or administrative
proceeding.'*! The SEC adopted additional amendments in 2022 that generally (1)
allow the SEC to pay whistleblowers in connection with non-SEC actions in
additional circumstances and (2) affirm the SEC’s authority to consider the dollar
amount of a potential award for the purpose of increasing the award and eliminate
the SEC’s ability to consider such amount for the purpose of lowering the amount
of the award.1#2

The SEC whistleblower program contains several significant incentives for
employees to first report their concerns to the company instead of to the
government:

. if an employee first reports to the company, and then reports to the
SEC within 120 days of that first internal report, the employee’s
“place in line” will date from his/her first internal report to the
company;

o if a monetary sanction does result, an employee will likely get a
larger reward (bearing in mind the statutory 10% to 30% range) if
he/she reported first to the company (and less if not); and

138 SEC Press Release, SEC Issues Largest-Ever Whistleblower Award (May 5, 2023).

139 SEC, Securities and Exchange Commission Office of the Whistleblower Annual Report to Congress for
Fiscal Year 2024 (Nov. 2024).

140 Note that awards of this type made up the vast majority of awards as of these amendments.
141 SEC Release No. 34-89963 (Sept. 23, 2020).
142 SEC, SEC Amends Whistleblower Rules to Incentivize Whistleblower Tips (Aug. 26, 2022).
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o if the company ultimately reports to the SEC a broader set of
concerns than the employee initially had, based on an internal
investigation prompted by the employee’s internal report, the
employee will get full credit for the entire set of concerns reported
by the company.

Given the notable growth in reports made under the whistleblower program,
it is as important as ever that companies maintain robust processes to respond
appropriately to employees’ concerns when raised internally.!*®  Reminding
employees of the incentives discussed above will not only increase the chances that
employees will first report their concerns to the company, it will also provide a
well-documented record of a company’s good faith effort to establish a culture of
compliance. Companies should also regularly review the overall structure of their
compliance and ethics policies and procedures, with an eye to finding more
effective ways to embed a compliance component in day-to-day operations.

Companies are subject to potential civil, and, in some cases, criminal,
liability if they retaliate against a whistleblower who is an employee or take any
action to impede an individual from communicating directly with the SEC’s staff
about a possible securities law violation, including by enforcing, or threatening to
enforce, a confidentiality agreement with respect to such communication.

The need for carefully handling whistleblower matters was underscored by
the SEC’s first enforcement actions charging an employer with retaliation against
a whistleblower!** and the SEC’s finding that requiring employees to sign a
confidentiality agreement at the outset of interviews in internal investigations may
deter employees from submitting whistleblower reports.}* In September 2016, the

143 Note, however, that the U.S. Supreme Court held in February 2018 that the anti-retaliation whistleblower
protections under the Dodd-Frank Act apply only when a whistleblower has actually provided information to
the SEC, and not when potential violations were only reported to management. Digital Realty Tr., Inc. v.
Somers, No. 16-1276 (U.S. Feb. 21, 2018). While Digital Realty may narrow potential exposure of companies
to civil claims for retaliation in cases in which potential violations were only reported to management, it does
not diminish the importance of designing and maintaining appropriate mechanisms for facilitating internal
reporting to senior management. In 2019, Congress introduced two bills, H.R. 2515 and S. 2529, to address
the decision in Digital Realty. While neither bill was enacted, a similar bill was introduced in the House, H.R.
5485, on October 5, 2021, and another similar bill, H.R. 2988, passed the House and was sent to the Senate in
September 2022. If enacted, the bills would expand whistleblower retaliation protections to individuals who
report a securities law violation to a person with “supervisory authority” over the whistleblower or to a
supervisor in the whistleblower’s “direct chain of command,” respectively.

144 In the Matter of Paradigm Capital Management, Inc., Exchange Act Release No. 72393 (June 16, 2014).

145 1n the Matter of KBR, Inc., Exchange Act Release No. 74619 (Apr. 1, 2015). See our memorandum, The
SEC Opens a New Front in Whistleblower Protection (Apr. 2, 2015).
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SEC brought its first standalone whistleblower retaliation case against International
Game Technology (IGT). IGT agreed to pay a $500,000 penalty for firing an
employee because the employee had reported to senior management and the SEC
that the company’s financial Statements might be distorted.!*® In another
whistleblower investigation settled in January 2017, HomeStreet, Inc.
(HomeStreet) agreed to pay a $500,000 civil penalty, and its treasurer agreed to pay
an additional $20,000 penalty, to settle charges that HomeStreet conducted
improper hedge accounting and later took steps to impede potential whistleblowers.
According to the SEC, after HomeStreet employees reported concerns about
accounting errors to management and the SEC contacted the company, HomeStreet
presumed that the SEC communications were in response to a whistleblower
complaint. In response, HomeStreet suggested to one individual considered to be
a whistleblower that the terms of an indemnification agreement could allow
HomeStreet to deny payment for legal costs during the SEC’s investigation, and
required former employees to sign severance agreements waiving potential
whistleblower awards or risk losing their severance payments and other post-
employment benefits. In connection with the HomeStreet settlement, the Chief of
the SEC’s Office of the Whistleblower at the time stated that “Companies simply
cannot disrupt the lines of communications between the SEC and potential
whistleblowers.”4”  And in the years since, the SEC has continued to actively
pursue enforcement actions to protect such lines of communication.4®

In recent years, several bills have been proposed in Congress that would,
among other things, extend protections against retaliation to individuals who make
disclosures related to potential violations to supervisors or other employees in
positions of authority, but none has become law.*® Currently, anti-retaliation

146 In the Matter of International Game Technology, Exchange Act Release No. 78991 (Sept. 29, 2016); Press
Release, SEC: Casino-Gaming Company Retaliated Against Whistleblower (Sept. 29, 2016).

147 press Release, Financial Company Charged With Improper Accounting and Impeding Whistleblowers (Jan.
19, 2017).

148 1n 2023, in settlement of SEC charges for raising impediments to whistleblowing by requiring employees
to sign agreements prohibiting the disclosure of confidential corporate information to third parties, without an
exception for potential SEC whistleblowers, and by requiring departing employees to sign releases affirming
that they had not filed any complaints with any government agency for the employees to receive deferred
compensation, the charged company agreed to pay a $10 million civil penalty, representing, at the time, the
largest penalty on record for a standalone violation of the Dodd-Frank Act whistleblower protection rule. SEC,
Securities and Exchange Commission Office of the Whistleblower Annual Report to Congress for Fiscal Year
2023 (Nov. 2023). In 2024, in settlement of SEC charges for impeding hundreds of a financial firm’s advisory
clients and brokerage customers who had entered into settlements with the firm from reporting potential
securities law violations to the SEC, the firm agreed to pay an $18 million civil penalty, representing the largest
penalty to date for a standalone Rule 21F-7 case. SEC, Securities and Exchange Commission Office of the
Whistleblower Annual Report to Congress for Fiscal Year 2024 (Nov. 2024).

149 See, for example, S. 811 (118th Congress), H.R. 5485 (117th Congress), H.R. 2988 (117th Congress), H.R.
2515 (116th Congress) and S. 2529 (116th Congress).
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whistleblower protections under the Dodd-Frank Act apply only to individuals who
report information directly to the SEC.

In August 2024, the DOJ launched its own whistleblower program—a new
pilot program aimed at incentivizing whistleblowers to report significant corporate
or financial misconduct to the DOJ. The pilot program is aiming to “fill gaps” in
the existing federal whistleblower frameworks, including reaching misconduct
outside the jurisdiction of other federal authorities. Given that the DOJ’s
jurisdiction is broader than that of the financial and securities regulators, companies
may want to review their existing whistleblower policies and procedures and
consider whether they adequately address categories of misconduct of particular
interest to the DOJ, including (i) criminal abuses of the U.S. financial system, (ii)
foreign corruption outside the jurisdiction of the SEC (e.g., violations by non-
issuers and violations of the Foreign Extortion Prevention Act), and (iii) domestic
corruption cases, with an emphasis on those involving illegal corporate bribes to
government officials. For more information, please see our memoranda, DOJ
Announces New Pilot Program to Reward Whistleblowers (March 13, 2024) and
White-Collar and Regulatory Enforcement: What Mattered in 2024 and What to
Expect in 2025 (February 28, 2025).

In responding to this legal and regulatory environment, there can be a
temptation to establish a special committee of independent directors to investigate
every whistleblower complaint. This temptation should be resisted in favor of a
procedure that assesses whistleblower complaints and the need for special
committees on a case-by-case basis. Such investigations can be extremely
disruptive and expensive yet are not necessary in every situation. Boards should
determine that management has established an anonymous whistleblower hotline
and that a well-documented policy for evaluating whistleblower complaints exists,
but they should also be judicious in deciding which complaints truly warrant further
action.

An audit committee should, at regular intervals, receive a summary of each
complaint that has been submitted with respect to accounting, internal accounting
controls, auditing matters or risk management, and discuss with management the
necessary or appropriate steps to address any such complaint that is legitimate.
Legal counsel or other outside advisors should be retained as needed to resolve any
difficult issues. Management should inform an independent auditor of any changes
made as a result of these complaints or any significant issues and their resolutions.
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1. Up-the-Ladder Reporting by Attorneys

Federal rules also require internal and outside lawyers for public companies
to report, in certain circumstances, credible evidence that a material violation of
securities laws or a breach of duty or similar violation by the company or any of its
directors, officers, employees or agents occurred, is occurring or is about to occur.
To the extent an audit committee is determined to be the appropriate committee to
receive any such reports, there should be a process in place for receiving, reviewing
and responding to such reports. When in doubt, an audit committee should consult
with counsel (including outside counsel, if appropriate) for advice.

2. Whistleblower Procedures May Provide Early Warnings

Effective whistleblower procedures can serve as an early warning system,
alerting an audit committee to issues when they can be addressed and rectified
without undue adverse consequences. For instance, the report of the Examiner in
the Lehman Brothers’ bankruptcy indicated that, had the whistleblower
communication regarding the “Repo 105 transactions been handled effectively by
the independent auditor, the audit committee would have learned of the existence
and volume of such transactions and been in a position to potentially control or
request disclosure of such transactions. The specific procedures will vary
depending on what works best within a particular company, and the SEC does not
mandate any particular set of procedures. In many cases, a company’s general
counsel will be the right initial person to receive and handle complaints and
concerns on behalf of, and under the supervision of, the audit committee.
Procedures should include a system for tracking the handling and disposition of
complaints received and for assuring that there is no retaliation against individuals
submitting complaints lawfully and in good faith.

In response to the issues raised by the financial crisis and the Lehman
Brothers Examiner’s Report, the PCAOB adopted a suite of auditing standards,
which have been periodically updated in the years since, to enhance the
effectiveness of the auditor’s assessment of and response to the risks underlying the
audit process and procedures.®™® The independent auditor is required, as part of its
overall assessment of risks of fraud or material misstatements, to make specific
inquiries of management and the audit committee regarding tips or complaints
about the company’s financial reporting and to determine whether the board or
audit committee understands and exercises oversight responsibility over financial
reporting and internal control.*® The independent auditor is also required to ask

150 SEC Release No. 34-62919; File No. PCAOB-2010-01 (Sept. 15, 2010).
151 PCAOB Auditing Standard 2110, Identifying and Assessing Risks of Material Misstatement.
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the audit committee whether it is aware of matters relevant to the audit, including
any violations or possible violations of laws or regulations. See Chapter V:
“Relationship with the Independent Auditor.”

3. Civil Right of Action for Employees

Sarbanes-Oxley also provides a civil right of action for employees of public
companies who believe they have been discharged or subjected to other adverse
employment action because they have provided information to supervisors or the
government regarding conduct they reasonably believe to violate federal securities
or antifraud laws.

4. Model Whistleblower Procedures

To assist an audit committee, attached as Exhibit G are model whistleblower
procedures. Note that this is only a model for such procedures and companies
should customize the model to their particular needs and circumstances.

B. Codes of Ethics

An audit committee also may be asked to monitor compliance with the
Sarbanes-Oxley rule that requires a company to disclose whether it has adopted a
code of ethics for its CEO, CFO, principal accounting officer, controller or
individuals performing similar functions (and if it has not adopted such a code, why
not), as well as compliance with listing standards that also mandate adoption of
codes of conduct and ethics.

The code of ethics contemplated by Sarbanes-Oxley, the existence of which
(or lack thereof) must be disclosed under the Sarbanes-Oxley rules, should include
standards that are reasonably designed to deter wrongdoing and to promote honest
and ethical conduct, including the ethical handling of actual or apparent conflicts
of interest between personal and professional relationships; full, fair, accurate,
timely and understandable disclosure in the company’s SEC reports and other
public communications; compliance with applicable governmental rules and
regulations; prompt internal reporting of violations of the code to appropriate
persons identified in the code; and accountability for adherence to the code.

The NYSE and Nasdaq rules also require companies to have a code of
conduct and ethics, which should apply to all directors, officers and employees of
a company. The code of conduct required by the Nasdaq rules must comply with
the definition of a “code of ethics” set out in the Sarbanes-Oxley rules and thus
address the same topics. The code of business conduct and ethics called for by the
NYSE rules should specifically address conflicts of interest, corporate
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opportunities, confidentiality, fair dealing, protection and proper use of company
assets, compliance with laws, rules and regulations (including insider trading laws)
and encouragement of the reporting of any illegal or unethical behavior. Both the
NYSE and Nasdaq require that any waivers given to directors or executive officers
must be approved by the board or a board committee.®* Furthermore, any such
waiver must be disclosed within four business days of its approval by filing a
current report on Form 8-K with the SEC (or (i) in the case of the NYSE, also by
press release or website disclosure or (ii) in the case of Nasdaq, by website
disclosure that satisfies the requirements of Item 5.05(c) of Form 8-K, or, in cases
where a Form 8-K is not required, by distributing a press release).

152 Nasdaq updated its rule in 2023; the prior rule required approval by the board and did not provide the option
for approval by a board committee.
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Cautionary Note on Disclosures to Government Investigators and
the Full Board of Directors

A Audit Committees Must Be Apprised of Possible Material Illegal Acts

Boards of directors—and especially audit committees—are often called
upon to conduct internal investigations. Section 10A of the Exchange Act requires
an independent auditor to inform the audit committee if, in the course of conducting
an audit, the independent auditor becomes aware of information indicating that an
illegal act (whether or not perceived to have a material effect on the financial
statements of the company) has or may have occurred. If the independent auditor
subsequently determines that the illegal act has a material effect on the financial
statements of the company and that the audit committee has not taken timely and
appropriate remedial actions to address it, the independent auditor must report to
the full board, which must immediately inform the SEC.

Section 10A creates numerous interpretive difficulties for accounting firms.
As a consequence, independent auditors have often resolved uncertainties on the
side of requesting investigations. It is all too common for an independent auditor
that finds an issue even remotely questionable to insist that the audit committee hire
outside counsel to investigate. Such investigations may be a waste of resources and
time and, in some cases, have interfered with the progress of major corporate
transactions, to the detriment of the company and its shareholders.

An audit committee that finds itself facing a request by the independent
auditor to hire counsel and investigate a situation should use its own business
judgment. Certainly, when circumstances appear to merit a thorough investigation,
an audit committee should promptly commit adequate resources and take all
appropriate steps. Nonetheless, audit committee members should be aware that, on
occasion, independent auditors may go beyond the requirements of Section 10A in
their eagerness to protect themselves from exposure. Directors, therefore, should
consider the circumstances carefully before bringing in outside counsel and
conducting a large-scale investigation.

B. Reports to Government May Be Discoverable

In responding to reports from independent auditors pursuant to Section 10A,
and generally in responding to demands for internal investigations, directors should
be mindful that any reports they make to government investigators regarding audit
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committee findings are likely discoverable by plaintiffs in shareholder lawsuits.**3

A company often will have good reasons for voluntarily sharing its findings with
the DOJ, the SEC, state authorities or other regulators. Self-disclosure, however,
has to be weighed against the risk that voluntary reports to government
investigators may later be subject to discovery by plaintiffs in parallel shareholder
class actions or derivative litigation.

C. Privilege Considerations in Connection with Disclosures to
Government

Under the DOJ’s Principles of Federal Prosecution of Business
Organizations (the Principles), updated most recently in 2024, credit for
cooperation will not depend on whether a corporation has waived attorney-client
privilege or work-product protection or produced materials covered by attorney-
client or work-product protections. Section 9-28.300 of the Principles provides that
prosecutors “should” consider eleven factors “in reaching a decision as to the
proper treatment of a corporate target,” including the corporation’s “timely and
voluntary self-disclosure of wrongdoing” and its “willingness to cooperate,
including as to potential wrongdoing by its current and former employees, directors,
officers, and agents, as well as other individuals and entities that engaged in the
misconduct under investigation.” But the Principles also state that credit for
cooperation will not depend on whether a corporation has waived attorney-client
privilege or work-product protection or produced materials covered by attorney-
client or work-product protections. It will depend on the disclosure of pertinent
facts. Corporations that timely disclose relevant facts to the government may
receive credit for cooperation regardless of whether they waive privilege in the
process, though the disclosure of those facts must be done with care to avoid
unintentional waiver. The policy forbids prosecutors from even asking for non-
factual privileged information.

The Principles also specify that federal prosecutors are not to consider
whether a corporation has advanced attorneys’ fees to its employees, officers or
directors when evaluating cooperation. Nor may federal prosecutors consider
whether the corporation has entered into a joint defense agreement in evaluating
whether to give the corporation credit for cooperating. However, the government
has the right to ask that a company refrain from sharing information the government
has provided to the company with third parties.

153 See Securities and Exchange Commission v. Sandoval Herrera, Case No. 1:17-cv-20301-JAL (S.D. Fla.
Dec. 5, 2017) (holding that a law firm waived work product protection over written notes and memoranda from
witness interviews by providing oral summaries of those interviews to the SEC).
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The Principles also focus on a corporation’s actions related to individual
wrongdoers when evaluating cooperation, including “any efforts ... to replace
responsible management, to discipline or terminate wrongdoers, [or] to execute
financial compensation measures that punish wrongdoing.” The cooperation
analysis will include a consideration of whether the corporation has identified “all
individuals involved in or responsible for the misconduct” and has timely provided
“all relevant facts” relating to such misconduct and the involvement by the
individuals, regardless of level of seniority. The analysis will also consider whether
the corporation “appropriately disciplined wrongdoers, including through
compensation-related penalties.”

With regard to the production of relevant documents, the Principles focus
on timely and voluntary preservation, collection and disclosure of such documents
and information relating to their provenance (including disclosure of documents
located overseas, facilitation of third-party production of documents and
enforcement of effective document and data retention policies). Should the
corporation consider disclosure of any overseas documents to be prohibited “due to
data privacy, blocking statutes, or other reasons related to foreign law, the
corporation bears the burden of establishing the prohibition and identifying
reasonable alternatives.” However, as previously noted, corporations are not
required to produce materials covered by attorney-client or work-product
protections in order to obtain cooperation credit.

The SEC’s Enforcement Manual similarly provides that the SEC “staff
should not ask a party to waive the attorney-client privilege or work product
protection without prior approval of the Director or Deputy Director.” The Manual
makes clear that a party’s decision to assert a legitimate claim of privilege should
not negatively affect a claim of cooperation credit.

Although the DOJ’s and SEC’s policies may take waiver of privilege or
work-product protection off the table in negotiations, companies facing criminal
and regulatory investigations will continue to have significant incentives to
cooperate fully with government investigators. It will generally be in the
company’s best interest to seek cooperation credit by providing relevant business
records, identifying relevant personnel and evidence and conveying other pertinent
information to government investigators.

D. Disclosure to the Full Board of Directors (But Not Disclosure to the
Independent Auditor) May Sometimes Constitute Waiver of Privilege

Although rare, in certain situations, disclosures by a special committee of
the board to the company’s full board may also vitiate the attorney-client privilege.
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In particular, in the context of stock option backdating, the Delaware Chancery
Court, in Ryan v. Gifford, Civ. Action No. 2213-CC (Del. Ch. Nov. 30, 2007), held
that, when a special committee formed by a company’s board of directors shares
the findings of its outside counsel’s special investigation with the company’s full
board, which included individual board members who were under investigation for
alleged wrongdoing, such special committee waived the attorney-client privilege
and the work-product privilege that may have attached to the materials reviewed by
the special committee and the communications with the outside counsel. More
specifically, the court found that the relationship between the individual defendant
board members and the special committee was “adversarial in nature,” and that,
therefore, the attorney-client privilege did not survive. In the absence of internal
conflict, an audit committee does not regularly engage its own separate counsel,
but, instead, usually interacts with the general counsel of the company and expects
such communications to be privileged. However, if an internal conflict is
perceived, an audit committee may find it advisable to retain its own separate
counsel and not share such counsel’s report with third parties (including, as
appropriate, the full board).

With respect to an independent auditor, however, the D.C. Circuit made it
clear, in United States v. Deloitte LLP, 610 F.3d 129 (D.C. Cir. June 29, 2010), that
disclosure of work product to an independent auditor, such as reports prepared by
the general counsel or an outside counsel, does not constitute a waiver of the work-
product privilege. The D.C. Circuit’s reasoning was based on the fact that an
independent auditor is not a potential litigation “adversary” (unlike in the
aforementioned Ryan case) and that the company had a reasonable expectation of
confidentiality given an auditor’s professional confidentiality obligations.

E. Caution Recommended

The best practice is caution. Boards of directors in general, and audit
committees in particular, should do their best to establish from the outset of an
internal investigation the basis for a valid claim of privilege and weigh very
carefully whether a disclosure to the government (or, if a special committee has
been formed, to the full board) is appropriate. If it is necessary or prudent to report
to the government, a board should seek to negotiate the strongest possible
confidentiality agreement with the government. At all times, companies must act
with an understanding of the fact that there is no certainty that a confidentiality
agreement will shield a company from a finding that a disclosure to the government
effected a waiver of privilege.
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Audit Committee Member Liability Issues

Understandably, no subject will be of more concern to one asked to serve
on an audit committee than that of any potential for personal liability arising from
that service. The good news for an audit committee member is that the risk of
liability is very slight if he or she acts conscientiously. Neither Sarbanes-Oxley nor
any other development has fundamentally affected the fact that an independent
audit committee member who performs his or her duties in good faith is unlikely to
be found liable for losses suffered by reason of such performance. It is true that
neither the company nor its legal counsel can issue guarantees, but it is equally true
that insulations against personal liability are perfectly adequate today,
notwithstanding the fact that they are not, nor can they be expected to be, perfect.

A. The Business Judgment Rule Protection Remains

Over 20 years ago, headlines regarding personal liability of corporate
directors, such as those describing the Enron and WorldCom settlements'®* and the
Emerging Communications case,'®® caused increasing anxiety for directors of
public companies. The Enron and WorldCom cases, however, were among the
most egregious of the series of scandals that followed the bursting of the
Millennium Bubble, involved billions in fraudulent misstatements and were
brought under the strict liability provisions of the federal securities laws, not the
fiduciary duty requirements of state law. Furthermore, as settlements rather than
judicial decisions of liability, they did not have any precedential value for future
judicial determinations, and to date, there is no legal reason for directors to be
overly concerned. As then-Chancellor Leo E. Strine, Jr. put it, at that time, “an
informed, disinterested business judgment still commands judicial respect in
Delaware.””1%

Three considerations should give directors of large companies comfort that
fear of personal liability is unwarranted in normal circumstances. First, with

154 The former non-management directors of Enron agreed to pay $13 million out of their own pockets to settle
shareholder lawsuits. The WorldCom settlement of securities fraud litigation relating to public offerings of
WorldCom securities called for 12 former directors to pay approximately $25 million of their own money and
insurers to pay $35 million.

155 In the 2004 case involving the leveraged buyout of Emerging Communications, In re Emerging
Communications, Inc. Shareholders Litig., 2004 WL 1305745 (Del. Ch. May 3, 2004), the Delaware Chancery
Court ruled that a director with particularly relevant expertise could not reasonably rely upon the advice of an
outside consultant who opined incorrectly on the fairness of the price to be paid per share.

156 Chancellor Leo E. Strine, Jr., Big Deals and Independent Directors: Tips for Being a Successful Fiduciary
in the Transactional Setting, Remarks at the Directors’ Education Institute, Duke University (Mar. 17, 2005).
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respect to the fiduciary duties of a director to a company and its shareholders, the
business judgment rule remains available as a protection to directors who meet its
prerequisites: namely, lack of conflicting interests, good faith and reasonable
attentiveness. Second, most state corporation laws contain a provision such as
Section 141(e) of the Delaware General Corporation Law, which provides that
directors may rely in good faith upon the reports of retained experts or corporate
officers so long as due care was used in selecting such persons (or, more broadly,
that a reasonable director under the circumstances would have relied on such
agents).'®" Third, most states have adopted provisions such as Section 102(b)(7) of
the Delaware General Corporation Law, which permits companies to adopt charter
provisions to waive liability for monetary damages arising from breach of a
director’s duty of care, and most public companies have adopted amendments
incorporating such a waiver into their charter.

While Sarbanes-Oxley signaled toughness by substantially increasing
criminal penalties for securities fraud and by creating a criminal offense of
knowingly executing, or attempting to execute, a scheme to defraud shareholders
of public companies, as well as by prohibiting loans to directors and coercion of
auditors (violations of which could result in SEC enforcement actions), it did not
otherwise change the elements of civil liability under the securities laws or create
new rights of civil actions for which directors may be liable.

B. Audit Committee Members’ Duties of Risk Oversight and Personal
Liability

With respect to directors’ duties for risk management, the Delaware courts
developed the basic rule under the Caremark line of cases that directors can be
liable for a failure of board oversight only where there is “sustained or systemic
failure of the board to exercise oversight—such as an utter failure to attempt to
assure a reasonable information and reporting system exists,” noting that this is a
“demanding test.” In re Caremark International Inc. Derivative Litigation, 698
A.2d 959, 971 (Del. Ch. 1996).1°® The decisions In re Citigroup Inc. Shareholder

157 In the Emerging Communications case, the director with relevant expertise who was found to have
unreasonably relied on the advice of an outside consultant was not independent; the court determined that he
had acted to further his own business interests at the expense of the shareholders. In re Emerging
Communications, 2004 WL 1305745, at *39-*40.

158 In In re McDonald’s Corp. Shareholder Derivative Litigation, C.A. No. 2021-0324-JTL (Del. Ch. Jan. 26,
2023), the Delaware Court of Chancery held, for the first time, that corporate officers may be held liable for
breach of “the duty of oversight.” The court ruled that officers, like directors, owe Caremark duties, i.e., the
duty to implement appropriate corporate controls, and the duty to react when “red flags” indicate those controls
are not working. The court also emphasized that an officer’s oversight obligations will typically extend only
to matters within the officer’s sphere of responsibility. Directors should keep this development in mind when
carrying out their own oversight duties.
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Derivative Litigation, 964 A.2d 106 (Del. Ch. 2009), In re Goldman Sachs Group,
Inc. Shareholder Litigation, C.A. 5215-VCG (Del. Ch. Oct. 12, 2011), City of
Detroit Police and Fire Retirement Sys. v. Hamrock, C.A. No. 2021-0370-KSJM
(Del. Ch. June 30, 2022) and In re ProAssurance Corp. Stockholder Derivative
Litig., C.A. No. 2022-0034-LWW (Del. Ch. Oct. 2, 2023) by the Delaware Court
of Chancery reaffirm the fundamental Caremark standard and show that the
business judgment rule survived the financial crisis intact.

The plaintiffs in In re Citigroup Inc. Shareholder Derivative Litigation,
decided in 2009, alleged that the defendant directors of Citigroup had breached
their fiduciary duties by not properly monitoring and managing the business risks
that Citigroup faced from subprime mortgage securities, and by ignoring alleged
“red flags™ that consisted primarily of press reports and events indicating worsening
conditions in the subprime and credit markets. Declaring that “oversight duties
under Delaware law are not designed to subject directors, even expert directors, to
personal liability for failure to predict the future and to properly evaluate business
risk,” the court dismissed these claims, reaffirming the “extremely high burden”
plaintiffs face in bringing a claim for personal director liability for a failure to
monitor business risk and that while directors could be liable for a failure of board
oversight, “only a sustained or systemic failure of the board to exercise oversight
... will establish the lack of good faith that is a necessary condition to liability.”
Notably, the court drew an important distinction between oversight liability with
respect to business risks and oversight liability with respect to illegal conduct,
emphasizing that courts will not permit oversight jurisprudence to be distorted by
“attempts to hold director defendants personally liable for making (or allowing to
be made) business decisions that, in hindsight, turned out poorly.”

In In re Goldman Sachs Group, Inc. Shareholder Litigation, decided in
October 2011, the Delaware Chancery Court dismissed claims against directors of
Goldman Sachs based on allegations that they failed to properly oversee the
company’s alleged excessive risk-taking in the subprime mortgage securities
market and caused reputational damage to the company by hedging risks in a
manner that conflicted with the interests of its clients. Chief among the plaintiffs’
allegations was that Goldman Sachs’ compensation structure, as overseen by the
board of directors, incentivized management to take on ever riskier investments
with benefits that inured to management but with the risks of those actions falling
to the shareholders. In dismissing the plaintiffs’ Caremark claims, the court
reiterated that, in the absence of “red flags,” the manner in which a company
evaluates the risks involved with a given business decision is protected by the
business judgment rule and will not be second-guessed by judges.
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In City of Detroit Police and Fire Retirement Sys. v. Hamrock, decided in
June 2022, the Delaware Chancery Court dismissed a Caremark claim against the
board of a natural gas company, NiSource, in the wake of a deadly explosion that
occurred during the replacement of an old cast-iron pipe. Important to the dismissal
was the fact that the company had a board-level committee specifically charged
with addressing the core risks posed by its business—including the risks of
explosion.  Although the company’s compliance efforts did not prevent the
explosion, the record that the committee met regularly, received reports on related
safety issues and was actively engaged in attempting to have the company improve
its safety practices was critical to the court’s ruling that the plaintiffs had not met
their burden to plead bad faith. Importantly, the books and records provided to the
plaintiffs documented that the board was active in addressing the key safety issues
involved in running a natural gas business. The court also held that the board’s
knowledge of “general risks” arising out of noncompliance with pipeline safety
regulations in other parts of the company’s business was not a sufficient “red flag”
of a “specific corporate trauma” to constitute a basis for Caremark liability.
Hamrock underscores that directors face limited risk of personal liability if they use
their business judgment and work with management to put in place and attend in
good faith to a sound compliance structure that addresses the company’s central
risks, and also document their efforts in doing so.

In In re ProAssurance Corp. Stockholder Derivative Litigation, decided in
October 2023, the Delaware Chancery Court dismissed a Caremark claim that
alleged that ProAssurance Corp.’s directors and officers breached their fiduciary
duties by failing to oversee the risks of the company’s underwriting practices. In
2015, the company decided to expand its healthcare professional liability insurance
practice to cover larger physician groups and national healthcare provider entities,
which exposed the company to more frequent and larger claims. Despite increased
loss reserves, the company disclosed in 2020 that its reserves were inadequate. The
company settled federal securities litigation brought by certain stockholders, while
other stockholders demanded the inspection of corporate records relating to the
losses and then sued the company in Delaware. In dismissing the claim, the court’s
decision noted that “boards are under increasing pressure from constituents to
monitor diverse risks,” but the “responsibility to oversee” such risks “does not
eviscerate the core protections of the business judgment rule.” Reviewing the
pleadings record, the court found that the board worked with management and
external consultants regarding appropriate loss reserves for the new business. “It
was not the Board’s duty,” the court explained, “to write (or even review) the policy
or to second guess the underwriters.” Nor would the court hold the directors liable
in bad faith just because management disagreed with certain of the consultants’
recommendations. This decision reaffirms that Caremark “[o]versight claims
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should be reserved for extreme events” and will not be sustained to hold directors
liable for “a commercial decision that went poorly” in retrospect.

In June 2019, the Delaware Supreme Court reversed a Court of Chancery
decision and allowed plaintiffs to proceed with a Caremark claim for the first time
in Marchand v. Barnhill.?>® In 2015, Blue Bell Creameries distributed ice cream
tainted with Listeria monocytogenes (a bacteria found in soil and water). The
contaminated food killed three people, and the company had to recall its products
and suspend operations. To avoid insolvency, the company entered into a highly
dilutive transaction. A stockholder sued alleging, among other things, that the
directors breached their fiduciary duty of loyalty under the Caremark standard. The
Court of Chancery dismissed the lawsuit, ruling that Blue Bell’s existing
compliance programs satisfied the Caremark standard. Reversing that ruling, the
Delaware Supreme Court observed that, while Blue Bell had certain food safety
programs in place and “nominally complied with FDA regulations,” it “had no
[board] committee overseeing food safety, no full board-level process to address
food safety issues, and no protocol by which the board was expected to be advised
of food safety reports and developments.” This “dearth of any board-level effort at
monitoring” the company’s risk management supported an inference that the
directors had breached their oversight obligations. While this case does not signal
a change in Delaware law, it serves to remind audit committees that oversight
requires active, ongoing engagement. The mere existence of a management level
oversight system, without more, is not enough for directors to avoid breach of
fiduciary duty claims: “directors must make a good faith effort to implement an
oversight system and then monitor it” themselves.

In October 2019, in In re Clovis Oncology, Inc. Derivative Litigation, the
Delaware Court of Chancery upheld claims against directors for failing to ensure
accurate reporting of trial results for an experimental cancer drug.'®® Stockholders
brought a derivative action alleging that the board breached its fiduciary duties by
disregarding “red flags” that reports of the drug’s performance in clinical trials were
inflated. In contrast with Marchand, the Court of Chancery recognized that the
board had implemented robust reporting procedures regarding drug development
and received regular updates. However, the court nevertheless sustained the claims.
The Clovis directors argued, and the court accepted, that duty-to-monitor claims
require a showing of scienter—that is, evidence that the directors knew they were
violating their duties. But the court did not require the plaintiff to allege particular
facts showing such knowledge. Instead, reasoning that Clovis had a board
“comprised of experts” and “operate[d] in a highly regulated industry,” the court

159212 A.3d 805 (Del. June 19, 2019).
160 In re Clovis Oncology, Inc. Derivative Litig., C.A. No. 2017-0222-JRS (Del. Ch. Oct. 1, 2019).
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concluded that the directors “should have understood” the problem and intervened
to fix it. Just like the Delaware Supreme Court decision in Marchand, the Court of
Chancery decision in Clovis cautions that the mere existence of a compliance
program is not sufficient. Courts will consider whether there is engaged board
oversight. Directors should consider implementing procedures to ensure that the
board or the audit committee, if applicable, monitors “mission critical” corporate
risks.

In April 2020, in Hughes v. Hu, the Delaware Court of Chancery sustained
a Caremark claim against audit committee members.2%! In that matter, the plaintiff
alleged that the board failed to implement reasonable audit protocols despite a long
history of inadequate internal controls, including improper insider transactions and
a restatement of earnings. The complaint alleged that the audit committee met only
infrequently and briefly, and routinely overlooked important issues, which the court
ruled were “chronic deficiencies [that] support a reasonable inference that the
[board], acting through its Audit Committee, failed to provide meaningful
oversight.” The court held that the company’s failure to produce documents
rebutting this inference was telling because “it is more reasonable to infer that
exculpatory documents would be provided than ... that such documents existed and
yet were inexplicably withheld.” The decision illustrates that aside from
implementing reporting systems that provide directors with timely information
regarding key corporate risks and directors reacting promptly when these reporting
systems suggest the need for remedial action, it is also essential that these efforts
are thoroughly documented to provide inspecting stockholders and reviewing
courts a fair picture of the directors’ work.

Finally, in September 2021, in In re The Boeing Company Derivative
Litigation, the Delaware Court of Chancery permitted a Caremark duty-of-
oversight claim to proceed against the directors of The Boeing Company.
Stockholder plaintiffs sued Boeing’s board, seeking to recover costs and economic
losses associated with the crash of two jetliners. The plaintiffs’ complaint alleged
that the directors failed to monitor aircraft safety before the crashes and then failed
to respond to known safety risks after the first crash. The court denied the directors’
motion to dismiss, first concluding that the pleaded facts described a board that
“complete[ly] faill[ed] to establish a reporting system for airplane safety.”
Emphasizing that meeting minutes gave little sign of director engagement with
safety issues, the court credited allegations that the board had no committee charged
with direct responsibility to monitor airplane safety, seldom discussed safety and
had no protocols requiring management to apprise the board of safety issues. The
court then determined that Boeing’s board “turn[ed] a blind eye to a red flag

161 Hughes v. Hu, C.A. No. 2019-0112-JTL (Del. Ch. Apr. 27, 2020).
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representing airplane safety problems.” The Boeing decision highlights a cardinal
principle of corporate governance: when crisis strikes, directors must engage
immediately and personally, pressure-test all affected corporate functions and act
to ensure that the cause of the crisis is promptly addressed and remedied. Boeing
has continued to face scrutiny, and the publication of the Boeing Report, an
assessment of the effectiveness of risk management systems with respect to safety
at Boeing prepared by a panel of aviation experts, further highlighted the
importance of the board’s oversight role. For more information, please see our
memorandum, The Boeing Report: A Reminder of the Board’s Indispensable Role
in Risk Oversight (March 4, 2024).

It is important to remember that despite these developments, the high
pleading standard for Caremark plaintiffs remains, and particularized facts to
demonstrate bad faith requires showing that a board either ignored “red flags” or
did not implement a board-level monitoring system. In this vein, other recent
Delaware decisions have also confirmed that the mere presence of a government
investigation, by itself, is insufficient to sustain a Caremark claim.

Audit committee members can take comfort in the Examiner’s Report in the
Lehman Brothers bankruptcy. That report highlighted the failure of both the
independent auditor and management to disclose to and discuss with Lehman
Brothers’ directors, and particularly audit committee members, the use and scope
of so-called “Repo 105 transactions, which, according to the report, allowed
Lehman Brothers to paint “a misleading picture of its financial condition.”'®? The
report pointed out that Lehman Brothers’ independent auditor also failed to apprise
Lehman Brothers’ audit committee of a senior management whistleblower’s
allegations about the end-of-quarter use of “Repo 105” transactions to manipulate
the quarterly balance sheet. The Examiner concluded that this oversight gave rise
to a “colorable claim of malpractice” on the part of the auditor, which subsequently
paid over $100 million to settle fraud claims. With respect to Lehman Brothers’
audit committee, however, the report noted that the audit committee members did
not breach their duties, as minutes of meetings showed that they were never
informed of the “Repo 105” transactions and had explicitly requested to be apprised
of all of such employee allegations.

Overall, these cases reflect that it is difficult to show a breach of fiduciary
duty for failure to exercise oversight and that the board, and more particularly, the
audit committee of the board, is not required to undertake extraordinary efforts to

162 The Examiner’s report defines a “Repo 105” transaction as a device designed to temporarily remove
securities inventory from a balance sheet, similar to standard repurchase and resale transactions used to secure
short-term financing.
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uncover non-compliance within the company, provided a well-documented
monitoring system is in place and utilized.

Nonetheless, the SEC has on occasion signaled a more rigorous
enforcement posture with regard to audit committee issues. For example, several
SEC enforcement actions have underscored the SEC’s focus on financial statements
and issuer reporting, including in situations that do not involve fraud or material
misstatements.®®  Companies should adhere to reasonable and prudent practices
and should not structure their risk oversight practices around the minimum
requirements needed to satisfy the business judgment rule.

When complex legal, governance or accounting issues arise, it will be useful
for a director to ask the following simple questions:

. Have | acted with undivided loyalty to the company and its
shareholders, and have all my personal interests in this matter been
fully disclosed?

. Have | exercised due care in examining the issues underlying the
proposed action, including receiving advice as to whether the action
is in compliance with applicable rules and regulations?

. Will the proposed action and the relevant facts and circumstances
be candidly disclosed to all affected parties?

If the answers to those questions are yes, a director should be fully protected
in exercising his or her business judgment, and, even if, with the benefit of
hindsight, the judgment proves flawed, the director should not be faulted.

163 Exchange Act Release No. 79256, In the Matter of Powersecure International, Inc. (Nov. 7, 2016)
(involving SEC charges against an energy management company for financial reporting, books and records,
and internal control violations related to its segment reporting); Exchange Act Release No. 77345, In the Matter
of Magnum Hunter Resources Corporation (Mar. 10, 2016) (involving SEC charges against an oil company
and several individuals, including a company consultant and the company’s external auditor, for deficient
evaluation of the company’s internal controls over financial reporting); Exchange Act Release No. 75958, In
the Matter of Stein Mart, Inc. (Sept. 22, 2015) (involving SEC charges against a retailer for materially
misstating its pre-tax income due to improper valuation of inventory subject to price discounts and for having
inadequate internal accounting controls); and Exchange Act Release Nos. 73750 and 73751, In the Matter of
Hampton Roads Bankshares, Inc. and In the Matter of Neal A. Petrovich, CPA (Dec. 5, 2014) (involving SEC
charges against a bank holding company and its former CFO for violating the federal securities laws by
improperly accounting for a deferred tax asset that was not fully realizable due to the company’s deteriorating
loan portfolio and financial condition).
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In a 2019 memorandum, most recently updated in 2024, the Department
of Justice provided guidance regarding corporate compliance.!®* While the
memorandum is extensive and primarily directed toward senior and middle
management, it contains important guidance for boards. The board of directors sets
the tone for the entire corporation, and the board should promulgate its ethical
standards clearly at all levels of the company. Actions as well as words are
necessary: when prosecutors are evaluating corporate compliance programs, they
will consider whether those responsible for compliance have been empowered
through sufficient status, resources and autonomy. Autonomy may include direct
access to the board of directors or a board committee, such as the audit committee.

The DOJ memorandum also suggests that in an investigation into corporate
misconduct, one of the first questions prosecutors will ask is what, if any,
compliance expertise has been available to the audit committee. They may consider
whether the audit committee has held executive sessions with compliance leaders
within the company and may inquire as to what types of information the audit
committee has examined in its exercise of the oversight function. Key questions
will be what types of issues have been reported to the audit committee, and how the
audit committee and management have addressed them. Documentation as to
committee discussions and decisions will be necessary to show that the audit
committee has been diligent in fulfilling its oversight responsibilities.

The 2024 updates to the DOJ memorandum include the addition of criteria
for prosecutors to evaluate how companies are assessing and mitigating the risks
associated with new and emerging technologies, including Al. Moreover, the
updated memorandum highlights the importance of efficient and trusted
confidential reporting mechanisms for whistleblowers. Companies should ensure
that they maintain anonymous reporting mechanisms in place where possible,
commit to whistleblower protection and anti-retaliation, conduct properly scoped
investigations of complaints by qualified personnel, respond to such investigations
accordingly, and track results. For more information on whistleblower rules, see
Chapter IX: “Audit Committee Whistleblower Rules and Ethics Codes.”

C. Liability Protections—Directors and Officers Liability Insurance

All directors should be fully indemnified by the company (including for the
advancement of defense costs) to the fullest extent permitted by law. The company
also should purchase a reasonable amount of insurance to protect directors against
the risk of personal liability for their services to the company.

164 U.S. Department of Justice Criminal Division, Evaluation of Corporate Compliance Programs (updated
Sept. 2024).
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The nature and extent of directors’ and officers’ (D&O) insurance coverage
is based on the policy language and the size (amount of limits) and type of insurance
purchased. Policy terms and conditions can vary in material ways between different
policies so it is important to focus on the particular terms and conditions. One
should consider the policy period; the retention (or self-insurance) amount; policy
exclusions; the severability of knowledge/wrongful acts and policy rescission; and
the scope and nature of coverage. With respect to the policy limits, directors should
receive sufficient information from either brokers or internal management team
members to be comfortable that the overall limits being purchased are adequate for
the company’s size, industry and risk profile.

It is important that directors (and their counsel) have an opportunity to
review on a regular basis the terms of the relevant D&O insurance policy(ies), with
particular focus warranted on exclusions from coverage. D&O insurance caselaw
is constantly evolving, and it is important for counsel to review policy language
and endorsements, which often remain unchanged year on year, to ensure that
policy language is as broad as possible and consistent with recent caselaw
developments.

There are different types of D&O insurance coverages. Insurance that is
typically referred to as “Side B coverage” reimburses companies for the costs and
expenses incurred in indemnifying directors and officers, including in the context
of direct litigation filed against D&Os. Insurance that is typically referred to as
“Side C coverage” is designed to protect the company itself with respect to claims
made directly against the company. To some extent, Side B and Side C protection
can be viewed as providing a type of balance sheet protection for costs and expenses
that the company incurs when indemnifying D&Os or when defending the company
itself.

Unlike Side B and Side C insurance coverages, which are designed to
protect the company, a different type of D&O coverage, typically referred to as
“Side A coverage,” is designed to protect the individual directors and officers
specifically. Side A coverage is thus an essential tool to serve as a backstop to
protect directors and officers when a company cannot, or does not, indemnify
them.'® In addition, in the event of a bankruptcy, Side A only coverage is generally
viewed as outside of the bankrupt estate’s property and thus can provide important

165 In most jurisdictions, derivative claims are not indemnifiable and thus Side A-only coverage provides
important protection for directors and officers in those types of litigation matters.
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protection for directors and officers in the event that Side B and Side C coverage is
unavailable or inaccessible.®

While the cost of D&O insurance had been increasing materially for several
years and some companies had been experiencing difficulty in finding insurance
capacity, the market has softened over the past few years. As the D&O insurance
market will likely fluctuate over time, when difficulties arise in finding adequate
(and adequately robust) D&O insurance, audit committees may need to consider
the availability and practicality of less traditional D&O insurance alternatives. In
2022, Delaware passed legislation to expressly permit companies to consider using
captive insurance companies (i.e., an insurance company that is directly or
indirectly owned, controlled or funded by the corporation itself) to issue D&O
insurance policies. The captive insurance alternative, which is subject to certain
statutory safeguards, could give companies additional options for protecting
directors and officers, particularly if the traditional D&O insurance market proves
to be untenable or unattractive.

As a matter of corporate law, rights to indemnification remain as they have
been. The important feature for an audit committee member to understand is that
these rights should commit the company to provide indemnification to the fullest
extent permitted by law, whether it be for the advancement of defense costs,
judgments/verdicts or settlements.

D. Audit Committee Can Be Its Own Best Protection

To be sure, prospective audit committee members must understand that
more will be required of them—more time and more effort—than may have been
demanded in the past. The legal standard for measuring the duties of audit
committee members has not changed in theory. The law always has stated that a
corporate director must exercise that degree of diligence that a reasonable person
would exercise in all of the circumstances. This vague standard, like all negligence
standards, looks to some social context to determine how a hypothetical
“reasonable person” would have acted. It seems clear that all aspects of our legal
system—from legislatures and regulators to judges and juries—are likely to
demand greater attention and involvement (that is to say, greater commitment) from

166 In bankruptcy cases in which the D&O insurance policy covers both individual directors and the company,
courts have held that the proceeds will be property of the company if depletion of the proceeds would have an
adverse effect on the bankruptcy estate of the company. See In re MF Glob. Holdings Ltd., 515 B.R. 193, 203
(Bankr. S.D.N.Y. 2014). Side A-only coverage is much less likely to be viewed as an asset of a bankruptcy
estate.
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corporate directors in general, but especially from audit committee members, than
in the past.

Failure to meet “reasonable person” expectations could in theory result in
liability and in reputational injury. Each risk is a serious matter. When reputations
earned over a lifetime for probity, diligence and sound judgment are injured, those
audit committee members who sustain such injury cannot regard it as minor. Since
one cannot prevent suits from being filed, the only protection against some
reputational loss is conscientious and effective performance.

The courts understand the importance to corporate America of having
candidates who are willing to serve on audit committees and the necessity of
providing them with adequate pay, indemnification and insurance. They also
understand that directors should not be seen as guarantors of good results or
preventers of the malfeasance, misfeasance or nonfeasance of others, but should be
entitled to rely in good faith on corporate documents, committees and experts to a
significant degree in making their business judgments. Thus, when audit committee
members fulfill their duties in good faith, they should not be concerned that they
will be held personally responsible for mistakes or bad faith actions of management
or independent auditors.
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Exhibit A

MODEL AUDIT COMMITTEE CHARTER¥’
(NYSE-Listed Company)

Purpose

The Audit Committee is appointed by the Board of Directors (the “Board”)
to assist the Board in monitoring (1) the integrity of the financial statements of the
Company, (2) the independent auditor’s qualifications and independence, (3) the
performance of the Company’s internal audit function!®® and the Company’s
independent auditors, and (4) the compliance by the Company with legal and
regulatory requirements.6°

The Audit Committee shall prepare the report required by the rules of the
Securities and Exchange Commission (the “Commission”) to be included in the
Company’s annual proxy statement.!’°

Committee Membership

The Audit Committee shall consist of no fewer than three members.}’* The
members of the Audit Committee shall meet the independence and experience
requirements of the New York Stock Exchange (the “NYSE”), Section 10A(m)(3)
of the Securities Exchange Act of 1934, as amended (the “Exchange Act”) and the

167 A written audit committee charter must be adopted by the Board pursuant to Section 303A.07(b) of the New
York Stock Exchange Listed Company Manual. See also Item 7(d) of Schedule 14A, Item 407(d) and
Instruction 2 to Item 407 of Regulation S-K, pursuant to which a company must disclose in its annual proxy
statement whether it has adopted a written charter for the audit committee and whether a current copy of the
audit committee charter is available on the company’s website (and, if so, the company’s website address). If
a current copy of the audit committee charter is not available on the company’s website, a copy of the audit
committee charter must be included as an appendix to the proxy statement at least once every three fiscal years
or if the charter has been materially amended since the beginning of the last fiscal year. If a current copy of
the audit committee charter is not available on the company’s website and is not being included in the
company’s proxy statement, the company must identify in which of the prior fiscal years the audit committee
charter was so included.

168 |f the Company does not yet have an internal audit function because it is availing itself of a transition period
pursuant to NYSE 303A.00, consider including “the design and implementation of the Company’s internal
audit function.”

169 NYSE Listed Company Manual Section 303A.07(b)(i)(A).

170 NYSE Listed Company Manual Section 303A.07(b)(i)(B). See Item 407(d) of Regulation S-K and Item
7(d) of Schedule 14A.

171 NYSE Listed Company Manual Section 303A.07(a).

A-1



rules and regulations of the Commission.}’? At least one member of the Audit
Committee shall be an “audit committee financial expert” (as defined by the
Commission).}”® Audit Committee members shall not simultaneously serve on the
audit committees of more than two other public companies.t™

The members of the Audit Committee shall be appointed by the Board on
the recommendation of the Nominating & Governance Committee.!”®  Audit
Committee members may be replaced by the Board.

Meetings

The Audit Committee shall meet as often as it determines necessary, but not
less frequently than quarterly. The Audit Committee shall meet periodically in
separate executive sessions with management (including the chief financial officer
and chief accounting officer), the internal auditors and the independent auditor, and
have such other direct and independent interaction with such persons from time to

172 NYSE Listed Company Manual Section 303A.07(a) requires that each member of an audit committee be
(a) “independent” (as defined by the NYSE Listed Company Manual) and (b) “financially literate” (as such
qualification is interpreted by the board in its business judgment) or must become financially literate within a
reasonable period of time after his or her appointment. In addition, at least one member must have accounting
or financial management expertise, as the board interprets such qualification in its business judgment. NYSE
Listed Company Manual Section 303A.06 provides that all listed companies must have audit committees that
satisfy the requirements of Rule 10A-3 under the Exchange Act. Rule 10A-3 (added by Section 301 of the
Sarbanes-Oxley Act) requires the NYSE and Nasdaq to prohibit the listing of any company unless each member
of the audit committee is “independent,” which is defined to mean that such individual may not, other than in
his or her capacity as a member of the audit committee, the board, or any other board committee: (A) accept,
directly or indirectly, any consulting, advisory, or other compensatory fee from the issuer or any subsidiary
thereof, provided that, unless the rules of the national securities exchange or national securities association
provide otherwise, compensatory fees do not include the receipt of fixed amounts of compensation under a
retirement plan (including deferred compensation) for prior service with the listed issuer (provided that such
compensation is not contingent in any way on continued service); or (B) be an affiliated person of the issuer or
any subsidiary thereof.

173 See Item 407(d)(5) of Regulation S-K. Commentary to NYSE Listed Company Manual Section 303A.07(a)
provides that a board may presume that an audit committee member possesses “accounting or financial
management expertise” if he or she satisfies the Commission’s definition of an “audit committee financial
expert.”

174 Commentary to NYSE Listed Company Manual Section 303A.07(a) states that, if an audit committee
member simultaneously serves on the audit committee of more than three public companies, and the NYSE-
listed company does not limit the number of audit committees on which its audit committee members serve to
three or fewer, then, in each case, the board must determine that such simultaneous service would not impair
the ability of such member to effectively serve on the listed company’s audit committee and disclose such
determination in the proxy statement.

175 NYSE Listed Company Manual Section 303A.04 places responsibility for board committee nominations in
the independent nominating & corporate governance committee.



time as the members of the Audit Committee deem appropriate.>’® The Audit
Committee may request any officer or employee of the Company or the Company’s
outside counsel or independent auditor to attend a meeting of the Audit Committee
or to meet with any members of, or consultants to, the Audit Committee. Written
minutes of Audit Committee meetings shall be maintained.

Committee Authority and Responsibilities

The Audit Committee shall have the sole authority to appoint or replace the
independent auditor (subject, if applicable, to shareholder ratification).!’” The
Audit Committee shall be directly responsible for the compensation and oversight
of the work of the independent auditor (including resolution of disagreements
between management and the independent auditor regarding financial reporting)
for the purpose of preparing or issuing an audit report or related work.1’® The
independent auditor shall report directly to the Audit Committee.'”

The Audit Committee shall pre-approve all auditing services, internal
control-related services and permitted non-audit services (including the range of
fees and terms thereof) to be performed for the Company by the independent
auditor, subject to the de minimis exception for non-audit services described in
Section 10A(i)(1)(B) of the Exchange Act that are approved by the Audit
Committee prior to the completion of the audit.'® The Audit Committee shall
review and discuss with the independent auditor any documentation supplied by the
independent auditor as to the nature and scope of any tax services to be approved,
as well as the potential effects of the provision of such services on the auditor’s
independence.’8!  The Audit Committee may form and delegate authority to
subcommittees consisting of one or more members, when appropriate, including

176 NYSE Listed Company Manual Section 303A.07(b)(iii)(E).

7 NYSE Listed Company Manual Section 303A.06 and Rule 10A-3 under the Exchange Act.

178 Rule 10A-3(b)(2) under the Exchange Act (added by Section 301 of the Sarbanes-Oxley Act) requires an
audit committee of each listed issuer, in its capacity as a committee of the board, to be directly responsible for
the appointment, compensation, retention and oversight of the work of any registered public accounting firm
engaged (including resolution of disagreements between management and an independent auditor regarding
financial reporting) for the purpose of preparing or issuing an audit report or performing other audit, review or
attest services for the listed issuer.

179 Rule 10A-3(b)(2) under the Exchange Act (added by Section 301 of the Sarbanes-Oxley Act) requires each
registered public accounting firm to report directly to the audit committee.

180 Sections 10A(h) and 10A(i) of the Exchange Act (added by Sections 201 and 202 of the Sarbanes-Oxley
Act) require such pre-approval with respect to services provided by a registered public accounting firm to its
audit clients.

181 This flows from PCAOB Rule 3524, PCAOB Release No. 2005-014 (July 26, 2005).
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the authority to grant pre-approvals of audit and permitted non-audit services,
provided that decisions of such subcommittee to grant pre-approvals shall be
presented to the full Audit Committee at its next scheduled meeting.*®?

The Audit Committee shall have the authority, to the extent it deems
necessary or appropriate, to retain independent legal, accounting or other
advisors.8® The Company shall provide appropriate funding, as determined by the
Audit Committee, for payment of compensation to the independent auditor for the
purpose of rendering or issuing an audit report or performing other audit, review or
attest services for the Company and to any advisors employed by the Audit
Committee, as well as funding for the payment of ordinary administrative expenses
of the Audit Committee that are necessary or appropriate in carrying out its
duties. 84

The Audit Committee shall make regular reports to the Board.*®®> The Audit
Committee shall annually review the Audit Committee’s own performance. '8

The Audit Committee, to the extent it deems necessary or appropriate, shall:
Financial Statement and Disclosure Matters

1. Review and discuss with management and the independent auditor
the annual audited financial statements, including disclosures made
in management’s discussion and analysis, and recommend to the
Board whether the audited financial statements should be included
in the Company’s Form 10-K .8

2. Review and discuss with management and the independent auditor
the Company’s quarterly financial statements prior to the filing of
its Form 10-Q, including disclosures made in management’s

182 Section 10A(i)(3) of the Exchange Act (added by Section 202 of the Sarbanes-Oxley Act).

183 Rule 10A-3(b)(4) under the Exchange Act (adopted by the Commission pursuant to Section 301 of the
Sarbanes-Oxley Act).

184 Section 10A(m)(6) of the Exchange Act (added by Section 301 of the Sarbanes-Oxley Act).
185 NYSE Listed Company Manual Section 303A.07(b)(iii)(H).

186 NYSE Listed Company Manual Section 303A.07(b)(ii).

187 NYSE Listed Company Manual Section 303A.07(b)(iii)(B); Item 407(d) of Regulation S-K.



discussion and analysis and the results of the independent auditor’s
review of the quarterly financial statements.188

Discuss with management and the independent auditor significant
financial reporting issues and judgments made in connection with
the preparation of the Company’s financial statements, including
any significant changes in the Company’s selection or application
of accounting principles.t®

Review and discuss with management and the independent auditor
any major issues as to the adequacy of the Company’s internal
controls, any special steps adopted in light of material control
deficiencies and the adequacy of disclosures about changes in
internal control over financial reporting.'*

Review and discuss with management (including the senior internal
audit executive) and the independent auditor the Company’s internal
controls report and the independent auditor’s attestation report prior
to the filing of the Company’s Form 10-K.!!

Review and discuss quarterly reports from the independent auditors
on:1%?

@ all critical accounting policies and practices to be used,;

(b) all alternative treatments of financial information within
U.S. generally accepted accounting principles (GAAP) that
have been discussed with management, ramifications of the
use of such alternative disclosures and treatments, and the
treatment preferred by the independent auditor;**® and

188 NYSE Listed Company Manual Section 303A.07(b)(iii)(B).
189 General commentary to NYSE Listed Company Manual Section 303A.07(b).
190 General commentary to NYSE Listed Company Manual Section 303A.07(b).

191 Implicit in the audit committee’s responsibility to oversee a company’s internal auditing functions is its
review with management and the independent auditor of management’s internal control report and the
independent auditor’s attestation of that report pursuant to Item 308 of Regulation S-K. See SEC Release No.

33-8238.

192 Sarbanes-Oxley, Section 204(k).
198 General commentary to NYSE Listed Company Manual Section 303A.07(b).
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(© other material written communications between the
independent auditor and management, such as any
management letter or schedule of unadjusted differences.*%*

7. Discuss with management the Company’s earnings press releases,
including the use of “pro forma” or “adjusted” non-GAAP
information, as well as financial information and earnings guidance
provided to analysts and rating agencies. Such discussions may be
general (consisting of discussing the types of information to be
disclosed and the types of presentations to be made), and each
earnings release or each instance in which the Company provides
earnings guidance need not be discussed in advance.®®

8. Discuss with management and the independent auditor the effect of
regulatory and accounting initiatives, as well as off-balance-sheet
structures on the Company’s financial statements.*%

9. Discuss with management the Company’s major financial risk
exposures and the steps management has taken to monitor and
control such exposures, including the Company’s risk assessment
and risk management policies.'®’

10. [Review and approve the Company’s decision to enter into swaps
and other derivatives transactions that are exempt from exchange-
execution and clearing under ‘“end-user exception” regulations
established by the Commodity Futures Trading Commission; and
review and approve the Company’s policies governing the
Company’s use of swaps and other derivatives transactions subject
to the end-user exception.]*%

194 Section 10A(K) of the Exchange Act (added by Section 204 of the Sarbanes-Oxley Act) requires registered
public accounting firms to provide such reports on a timely basis; see also commentary to NYSE Listed
Company Manual Section 303A.07(b)(iii)(F).

195 NYSE Listed Company Manual Section 303A.07(b)(iii)(C) and the commentary thereto, and the general
commentary to NYSE Listed Company Manual Section 303A.07(b).

19 General commentary to NYSE Listed Company Manual Section 303A.07(b).
197 NYSE Listed Company Manual Section 303A.07(b)(iii)(D) and the commentary thereto.

198 To be included if the Audit Committee is selected to review and approve derivatives transactions under the
Commaodity Exchange Act, as amended by the Dodd-Frank Wall Street Reform and Consumer Protection Act,
and the related regulations of the Commodity Futures Trading Commission. See Chapter VII, Section E
“Financial Risks Oversight.”
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11.

12.

13.

14.

Discuss with the independent auditor the matters required to be
discussed by Statement on Auditing Standards No. 114 relating to
the conduct of the audit, including any difficulties encountered in
the course of the audit work; any restrictions on the scope of
activities or access to requested information; and any significant
disagreements with management.®®

Review disclosures made to the Audit Committee by the Company’s
CEO and CFO during their certification process for the Form 10-K
and Form 10-Q about any significant deficiencies in the design or
operation of internal controls or material weaknesses therein and
any fraud involving management or other employees who have a
significant role in the Company’s internal controls.?®

Review management’s use of non-GAAP measures and metrics
(including any environmental, social and governance (ESG)
measures and metrics), and in particular how these measures are
used, whether they are consistently prepared and presented and what
the Company’s disclosure controls and procedures relating to these
are.

In coordination with the other committees of the Board, periodically
discuss with management (i) the type and presentation of any ESG-
related external disclosures and reports of the Company, (ii) the use
and selection of third-party reporting frameworks in selecting or
aligning such disclosures, and (iii) the Company’s internal
procedures and controls related to such disclosures, including any
assurance or verification being provided by the independent auditor
or other third party with respect to such disclosures. For the
avoidance of doubt, this may be done generally and the Audit
Committee need not review or discuss in advance each disclosure,
framework or control related to the Company’s ESG-related
external disclosures.

Oversight of the Company’s Relationship with the Independent Auditor

15.

Before the engagement of an independent auditor and at least
annually thereafter, review and discuss with the independent auditor

199 Item 407(d) of Regulation S-K and NYSE Listed Company Manual Section 303A.07(b)(iii)(F).

200 Exchange Act Rule 13a-14 (adopted by the Commission pursuant to Section 302 of the Sarbanes-Oxley
Act) requires that the CEO and CFO certify in each 10-K and 10-Q that they have disclosed such information
to a company’s independent auditors and the audit committee.



the independent auditor’s written communications to the Audit
Committee regarding the relationships between the auditor and the
Company that, in the auditor’s professional judgment, may
reasonably be thought to bear on its independence and affirm in
writing to the audit committee that the auditor is independent.?°!

16. Review and evaluate the lead partner of the independent auditor
team.202

17.  Obtain and review a report from the independent auditor at least
annually regarding: (a) the independent auditor’s internal quality-
control procedures; (b) any material issues raised by the most recent
internal quality-control review, or peer review, of the independent
auditor, or by any inquiry or investigation by governmental or
professional authorities within the preceding five years respecting
one or more independent audits carried out by the independent
auditor; (c) any steps taken to deal with any such issues; and (d) all
relationships between the independent auditor and the Company.
Evaluate the qualifications, performance and independence of the
independent auditor, including considering whether the independent
auditor’s quality controls are adequate and the provision of
permitted non-audit services is compatible with maintaining the
auditor’s independence, taking into account the opinions of
management and internal auditors. The Audit Committee shall
present its conclusions with respect to the independent auditor to the
Board.?%

18. Ensure the rotation of the audit partners as required by law.
Consider whether, in order to ensure continuing auditor
independence, it is appropriate to adopt a policy of rotating the
independent auditing firm on a regular basis.?**

201 1tem 407(d)(3)(i)(C) of Regulation S-K. SEC Release Nos. 33-8961 and 34-5856 (Sept. 26, 2008).
202 Commentary to NYSE Listed Company Manual Section 303A.07(b)(iii)(A).
203 NYSE Listed Company Manual Section 303A.07(b)(iii)(A) and the commentary thereto.

204 Commentary to NYSE Listed Company Manual Section 303A.07(b)(iii)(A). Section 10A(j) of the
Exchange Act (added by Section 203 of the Sarbanes-Oxley Act) makes it unlawful for a registered public
accounting firm to provide audit services to an issuer if the lead (or coordinating) audit partner having primary
responsibility for the audit, or the audit partner responsible for reviewing the audit, has performed audit services
for that issuer in each of the five previous fiscal years of that issuer.
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19. Set policies for the Company’s hiring of employees or former
employees of the independent auditor.2%

20.  Discuss with the independent auditor material issues on which the
national office of the independent auditor was consulted by the
Company’s audit team.2%®

21. Meet with the independent auditor prior to the audit to discuss the
planning and staffing of the audit.?%’

22.  Engage in a dialogue with the independent auditor on the
responsibilities of the auditor in relation to the audit, terms of the
audit engagement, overview of the overall audit strategy and timing
of the audit, and observations arising from the audit that are
significant to the financial reporting process.?®

23.  Engage in a dialogue with the independent auditor to understand the
nature of each identified critical audit matter, the auditor’s basis for
identifying a matter as a critical audit matter and how each such
identified matter will be described in the auditor’s report.2%®

Oversight of the Company’s Internal Audit Function

24.  Review the appointment and replacement of the senior internal
auditing executive.?%

205 NYSE Listed Company Manual Section 303A.07(b)(iii)(G). Section 10A(l) of the Exchange Act (added by
Section 206 of the Sarbanes-Oxley Act) makes it unlawful for a registered public accounting firm to perform
for an issuer any audit service if a CEO, comptroller, CFO, chief accounting officer or any individual serving
in an equivalent position for the issuer was employed by that registered public accounting firm and participated
in any capacity in the audit of that issuer during the one-year period preceding the date of initiation of the audit;
Commission and PCAOB rules further expand upon the impact the hiring of employees or former employees
of the independent auditor may have on the auditor’s independence.

206 Commentary to NYSE Listed Company Manual Section 303A.07(b)(iii)(F).

207 This is part of an audit committee’s responsibility for having sole authority to retain the independent auditor
and for approving all audit engagement fees and terms (see Rule 10A-3(b)(2) under the Exchange Act).

208 Under PCAOB AS 1301, Communications with Audit Committees, the independent auditor is required to
communicate certain matters to the audit committee about the conduct of the audit.

209 Under PCAOB AS 3101, The Auditor’s Report on an Audit of Financial Statements When the Auditor
Expresses an Unqualified Opinion (June 1, 2017), the auditor is required to communicate information about
CAMSs in the auditor’s report.

210 NYSE Listed Company Manual Section 303A.07(c) requires each listed company to have an internal audit
function, although it does not require companies to establish a separate internal audit department. A company
may choose to outsource this function to a third-party service provider other than its independent auditor.
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25.

26.

Review the significant reports to management prepared by the
internal auditing department and management’s responses.?!!

Discuss with the independent auditor and management the internal
audit department’s responsibilities, budget and staffing, and any
recommended changes in the planned scope of the internal audit.?'?

Compliance Oversight Responsibilities

217.

28.

29.

30.

Obtain from the independent auditor assurance that Section 10A(b)
of the Exchange Act has not been implicated.?*3

Obtain reports from management, the Company’s senior internal
auditing executive and the independent auditor that the Company
and its subsidiary/foreign affiliated entities are in conformity with
applicable legal requirements and the Company’s Code of Business
Conduct and Ethics. Review reports and disclosures of insider and
affiliated party transactions. Advise the Board with respect to the
Company’s policies and procedures regarding compliance with
applicable laws and regulations and with the Company’s Code of
Business Conduct and Ethics.?!*

Establish procedures for the receipt, retention and treatment of
complaints received by the Company regarding accounting, internal
accounting controls or auditing matters, and the confidential,
anonymous submission by employees of concerns regarding
questionable accounting or auditing matters.?%®

Discuss with management and the independent auditor any
correspondence with regulators or governmental agencies and any

211 This relates to one of an audit committee’s principal purposes: to assist board oversight of the performance
of'a company’s internal audit function (see NYSE Listed Company Manual Section 303A.07(c)).

212 Commentary to NYSE Listed Company Manual Section 303A.07(b)(iii)(F).

213 Section 10A(b) of the Exchange Act requires an independent auditor, if it detects or becomes aware of any
illegal act, to assure that the audit committee is adequately informed and to provide a report if the independent
auditor has reached specified conclusions with respect to such illegal acts.

214 This relates to one of an audit committee’s principal purposes: to assist board oversight of the company’s
compliance with legal and regulatory requirements (see commentary to NYSE Listed Company Manual
Sections 303A.07(b)(iii)(D) and 303A.07(b)(iii)(H)).

215 Rule 10A-3(b)(3) under the Exchange Act requires listed company audit committees to establish such

procedures.
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published reports that raise material issues regarding the Company’s
financial statements or accounting policies.?®

31.  Discuss with the Company’s General Counsel legal matters that may
have a material impact on the financial statements or the Company’s
compliance policies and internal controls.?!

32. Review and approve or ratify all related-party transactions in
accordance with the Company’s Policies and Procedures with
respect to Related Person Transactions.?'8

33.  Proactively engage with management and the independent auditor
in the implementation of new accounting standards, including
assessing whether sufficient time and resources have been devoted
to develop sound accounting policies and whether appropriate
controls and procedures have been established for the transition to
the new standards.

Limitation of Audit Committee’s Role

While the Audit Committee has the responsibilities and powers set forth in
this Charter, it is not the duty of the Audit Committee to plan or conduct audits or
to determine that the Company’s financial statements and disclosures are complete
and accurate and are in accordance with GAAP, applicable rules and regulations.
These are the responsibilities of management and the independent auditor.?°

216 This relates to one of an audit committee’s principal purposes to assist board oversight of the integrity of a
company’s financial statements (see general commentary to NYSE Listed Company Manual Section
303A.07(b)).

27 This relates to one of an audit committee’s principal purposes to assist board oversight of the company’s
compliance with legal and regulatory requirements (see general commentary to NYSE Listed Company Manual
Section 303A.07(b) and commentary to NYSE Listed Company Manual Section 303A.07(b)(iii)(H)).

218 Commission rules mandate that companies disclose the persons or groups of persons on the board or
otherwise who are responsible for applying the company’s policies and procedures regarding related party
transactions. Item 404 of Regulation S-K. Section 314 of the NYSE Listed Company Manual recommends
that the audit committee or another independent body of the board be responsible for the review and oversight
of related-party transactions. The term “related-party transaction” refers to transactions required to be disclosed
pursuant to SEC Regulation S-K, Item 404.

219 General commentary to NYSE Listed Company Manual Section 303A.07(b).
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Exhibit B

MODEL AUDIT COMMITTEE CHARTER??
(Nasdag-Listed Company)

Purpose

The Audit Committee is appointed by the Board of Directors (the “Board”)
to oversee the accounting and financial reporting processes of the Company and the
audits of the Company’s financial statements.’’’ In that regard, the Audit
Committee assists the Board in monitoring (1) the integrity of the financial
statements of the Company, (2) the independent auditor’s qualifications and
independence, (3) the performance of the Company’s internal audit function??? and
independent auditors, and (4) the compliance by the Company with legal and
regulatory requirements.

The Audit Committee shall prepare the report required by the rules of the
Securities and Exchange Commission (the “Commission”) to be included in the
Company’s annual proxy statement.??

Committee Membership

The Audit Committee shall consist of no fewer than three members.??* Each
member of the Audit Committee shall meet the independence and experience
requirements of the Nasdaq Listing Rulebook and the Securities Exchange Act of

220 pyrsuant to Nasdaq Rule 5605(c)(1), each company must certify that it has adopted a formal written audit
committee charter. See also Item 7(d) of Schedule 14A, Item 407(d) and Instruction 2 to Item 407 of Regulation
S-K, pursuant to which the company must disclose in its annual proxy statement whether it has adopted a
written charter for the audit committee and whether a current copy of the audit committee charter is available
on the company’s website (and, if so, the company’s website address). If a current copy of the audit committee
charter is not available on the company’s website, a copy of the audit committee charter must be included as
an appendix to the proxy statement at least once every three fiscal years, or if the charter has been materially
amended since the beginning of the last fiscal year. If a current copy of the audit committee charter is not
available on the company’s website and is not being included in the company’s proxy statement, the company
must identify in which of the prior fiscal years the audit committee charter was so included.

221 Nasdaq Rule 5605(c)(1)(C).

222 Although Nasdaq does not require its listed companies to have an internal audit function, if an internal audit
function exists at the listed company, it is appropriate for an audit committee to monitor its performance.

223 See Item 407(d) of Regulation S-K and Item 7(d) of Schedule 14A.
224 Nasdaq Rule 5605(c)(2)(A).
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1934, as amended (the “Exchange Act”).??> All members of the Audit Committee
shall be able to read and understand fundamental financial statements.??® No
member of the Audit Committee shall have participated in the preparation of the
financial statements of the Company in the past three years.??” At least one member
of the Audit Committee shall be an “audit committee financial expert” as defined
by the Commission.?2 However, one director who does not meet the Nasdaq
definition of independence, but who meets the criteria set forth in Section
10A(m)(3) under the Exchange Act and the rules thereunder, and who is not a
current officer or employee or a family member of such individual, may serve for
no more than two years on the Audit Committee if the Board, under exceptional
and limited circumstances, determines that such individual’s membership is
required by the best interests of the Company and its shareholders.??® Such
individual must satisfy the independence requirements set forth in Section
10A(m)(3) of the Exchange Act, and may not chair the Audit Committee. The use
of this “exceptional and limited circumstances” exception, as well as the nature of
the individual’s relationship to the Company and the basis for the Board’s
determination, shall be disclosed in the annual proxy statement.?3°

225 Nasdaq Rule 5605(c)(2)(A) requires that each member of an audit committee be “independent” as defined
by Nasdag Rule 5605(a)(2), and not have participated in the preparation of the financial statements of the
company or any current subsidiary of the company at any time during the past three years. Nasdaq Rule
5605(c)(2)(A) also provides that audit committee members must satisfy the independence requirements of
Exchange Act Rule 10A-3(b) (subject to the exemptions provided in Rule 10A-3(c)). Exchange Act Rule 10A-
3(b)(1) requires the NYSE and Nasdaq to prohibit the listing of any company unless each member of the audit
committee is “independent,” which is defined to mean that such individual may not, other than in his or her
capacity as a member of the audit committee, the board, or any other board committee: (A) accept, directly or
indirectly, any consulting, advisory, or other compensatory fee from the issuer or any subsidiary thereof,
provided that, unless the rules of the national securities exchange or national securities association provide
otherwise, compensatory fees do not include the receipt of fixed amounts of compensation under a retirement
plan (including deferred compensation) for prior service with the listed issuer (provided that such compensation
is not contingent in any way on continued service); or (B) be an affiliated person of the issuer or any subsidiary
thereof.

226 Nasdaq Rule 5605(c)(2)(A).

227 Nasdag Rule 5605(c)(2)(A)(iii). The Rule explains that “financial statements” includes a company’s
balance sheet, income statement and cash flow statement.

228 See Item 407(d)(5) of Regulation S-K. Nasdaq Rule 5605(c)(2)(A) requires that at least one audit committee
member have past employment experience in finance or accounting, requisite professional certification in
accounting, or any other comparable experience or background that results in the individual’s financial
sophistication, including being or having been a CEO, CFO or other senior officer with financial oversight
responsibilities. The Nasdaq Interpretive Material states that this requirement will be deemed to be met by
anyone who qualifies as an “audit committee financial expert” within the meaning of the Exchange Act Rules.
See IM-5605-4.

229 Nasdag Rule 5605(c)(2)(B).

230 Qr, if the issuer does not file a proxy statement, in its Form 10-K or 20-F.
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In addition, if an Audit Committee member ceases to be independent for
reasons outside the member’s reasonable control, his or her membership on the
Audit Committee may continue until the earlier of the Company’s next annual
shareholders’ meeting or one year from the occurrence of the event that caused the
failure to qualify as independent.?®! If the Company is not already relying on this
provision, and falls out of compliance with the requirements regarding Audit
Committee composition due to a single vacancy on the Audit Committee, then the
Company will have until the earlier of the next annual shareholders’ meeting or one
year from the occurrence of the event that caused the failure to comply with this
requirement.?®2 The Company shall provide notice to Nasdaq immediately upon
learning of the event or circumstance that caused the non-compliance, if it expects
to rely on either of these provisions for a cure period.

The members of the Audit Committee shall be appointed and may be
replaced by the Board.

Meetings

The Audit Committee shall meet as often as it determines necessary, but not
less frequently than quarterly. The Audit Committee shall meet periodically in
separate executive sessions with management, the internal auditors and the
independent auditor, and have such other direct and independent interaction with
such persons from time to time as the members of the Audit Committee deem
appropriate. The Audit Committee may request any officer or employee of the
Company or the Company’s outside counsel or independent auditor to attend a
meeting of the Audit Committee or to meet with any members of, or consultants to,
the Audit Committee. Written minutes of Audit Committee meetings shall be
maintained.

Committee Authority and Responsibilities?®®

The Audit Committee shall have the sole authority to appoint, determine
funding for, and oversee the outside auditors (subject, if applicable, to shareholder

231 Nasdaq Rule 5605(c)(4)(A) provides this cure period for the independence requirement.
232 Nasdaq Rule 5605(c)(4)(B) provides this additional cure period.

233 Nasdag Rule 5605(c)(3) provides that an audit committee must have the specific responsibilities and
authority necessary to comply with Rules 10A-3(b)(2), (3), (4) and (5) under the Exchange Act (subject to the
exemptions provided in Rule 10A-3(c)) concerning responsibilities relating to: (a) registered public accounting
firms, (b) complaints relating to accounting, internal accounting controls or auditing matters, (c) authority to
engage advisors and (d) funding as determined by the audit committee.



ratification).”®* The Audit Committee shall be directly responsible for the
compensation and oversight of the work of the independent auditor (including
resolution of disagreements between management and the independent auditor
regarding financial reporting) for the purpose of preparing or issuing an audit report
or related work. The independent auditor shall report directly to the Audit
Committee.?®

The Audit Committee shall pre-approve all auditing services, internal
control-related services and permitted non-audit services (including the range of
fees and terms thereof) to be performed for the Company by the independent
auditor, subject to the de minimis exception for non-audit services described in
Section 10A(i)(1)(B) of the Exchange Act that are approved by the Audit
Committee prior to the completion of the audit.?®® The Audit Committee shall
review and discuss with the independent auditor any documentation supplied by the
independent auditor as to the nature and scope of any tax services to be approved,
as well as the potential effects of the provision of such services on the auditor’s
independence.??”  The Audit Committee may form and delegate authority to
subcommittees consisting of one or more members when appropriate, including the
authority to grant pre-approvals of audit and permitted non-audit services, provided
that decisions of such subcommittee to grant pre-approvals shall be presented to the
full Audit Committee at its next scheduled meeting.?®

The Audit Committee shall have the authority, to the extent it deems
necessary or appropriate, to engage and determine funding for independent legal,
accounting or other advisors.?3® The Company shall provide appropriate funding,
as determined by the Audit Committee, for payment of compensation to the
independent auditor for the purpose of rendering or issuing an audit report or
performing other audit, review or attest services for the Company and to any

234 Rule 10A-3(b)(2) under the Exchange Act requires the audit committee of each listed issuer to be directly
responsible for the appointment, compensation, retention and oversight of the work of any registered public
accounting firm engaged (including resolution of disagreements between management and the independent
auditor regarding financial reporting) for the purpose of preparing or issuing an audit report, or performing
other audit, review or attest services for the listed issuer.

235 Exchange Act Rule 10A-3(b)(2).

236 Sections 10A(h) and 10A(i) of the Exchange Act (added by Sections 201 and 202 of the Sarbanes-Oxley
Act) require such pre-approval with respect to services provided by the registered public accounting firm to its
audit clients.

237 This flows from PCAOB Rule 3524, PCAOB Release No. 2005-014 (July 26, 2005).
238 Section 10A(i)(3) of the Exchange Act (added by Section 202 of the Sarbanes-Oxley Act).

239 Rule 10A-3(b)(4) under the Exchange Act (adopted by the Commission pursuant to Section 301 of the
Sarbanes-Oxley Act).
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advisors employed by the Audit Committee, as well as funding for the payment of
ordinary administrative expenses of the Audit Committee that are necessary or
appropriate in carrying out its duties.?4

The Audit Committee shall make regular reports to the Board. The Audit
Committee shall review and reassess the adequacy of this charter annually and
recommend any proposed changes to the Board for approval.?*!

The Audit Committee, to the extent it deems necessary or appropriate, shall:
Financial Statement and Disclosure Matters

1. Review and discuss with management and the independent auditor
the annual audited financial statements, including disclosures made
in management’s discussion and analysis, and recommend to the
Board whether the audited financial statements should be included
in the Company’s Form 10-K 242

2. Review and discuss with management and the independent auditor
the Company’s quarterly financial statements prior to the filing of
its Form 10-Q, including disclosures made in management’s
discussion and analysis and the results of the independent auditor’s
review of the quarterly financial statements.?*

3. Discuss with management and the independent auditor significant
financial reporting issues and judgments made in connection with
the preparation of the Company’s financial statements, including
any significant changes in the Company’s selection or application
of accounting principles.?**

240 Exchange Act Rule 10A-3(b)(5).

241 Nasdaq Rule 5605(c)(1). The company must certify that an audit committee will review and reassess the
adequacy of the charter on an annual basis.

242 Under Nasdaqg Rule 5605(c)(1)(C), an audit committee must oversee the accounting and financial reporting
processes of the company and the audits of the company’s financial statements. See also Item 407(d) of
Regulation S-K.

243 This flows from Nasdaq’s requirement that an audit committee oversee the audits of a company’s financial
statements. Nasdaqg Rule 5605(c)(1)(C).

244 This responsibility flows from Nasdag’s requirement that an audit committee oversee the accounting and
financial reporting processes of a company.
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4. Review and discuss with management and the independent auditor
any major issues as to the adequacy of the Company’s internal
controls, any special steps adopted in light of material control
deficiencies and the adequacy of disclosures about changes in
internal control over financial reporting.?*°

5. Review and discuss with management (including the senior internal
audit executive) and the independent auditor the Company’s internal
controls report and the independent auditor’s attestation report prior
to the filing of the Company’s Form 10-K .24

6. Review and discuss quarterly reports from the independent auditors
on:

@) all critical accounting policies and practices to be used,;

(b) all alternative treatments of financial information within
U.S. generally accepted accounting principles (GAAP) that
have been discussed with management, ramifications of the
use of such alternative disclosures and treatments, and the
treatment preferred by the independent auditor;**” and

(© other material written communications between the
independent auditor and management, such as any
management letter or schedule of unadjusted differences.?*®

7. Discuss with management the Company’s earnings press releases,
including the use of “pro forma” or “adjusted” non-GAAP
information, as well as financial information and earnings guidance
provided to analysts and rating agencies. Such discussion may be

245 See paragraphs 78-84 of Appendix A and paragraph C15 of Appendix C to PCAOB Release No. 2007-
005A.

246 Implicit in an audit committee’s responsibility to oversee a company’s internal auditing functions is its
review with management and the independent auditor of management’s internal control report and the
independent auditor’s attestation report pursuant to Item 308 of Regulation S-K.

247 Rule 10A-3(b)(2) under the Exchange Act requires that an audit committee assume direct responsibility for
the appointment, compensation, retention, termination and oversight of an independent auditor, including the
resolution of disputes between management and the independent auditor regarding financial reporting.

248 Section 10A(K) of the Exchange Act (added by Section 204 of the Sarbanes-Oxley Act) requires registered
public accounting firms to provide such reports on a timely basis.
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10.

11.

12.

general (consisting of discussing the types of information to be
disclosed and the types of presentations to be made).

Discuss with management and the independent auditor the effect of
regulatory and accounting initiatives as well as off-balance sheet
structures on the Company’s financial statements.?*°

Discuss with management the Company’s major financial risk
exposures and the steps management has taken to monitor and
control such exposures, including the Company’s risk assessment
and risk management policies.

[Review and approve the Company’s decision to enter into swaps
and other derivatives transactions that are exempt from exchange-
execution and clearing under ‘“end-user exception” regulations
established by the Commodity Futures Trading Commission; and
review and approve the Company’s policies governing the
Company’s use of swaps and other derivatives transactions subject
to the end-user exception.]?*

Discuss with the independent auditor the matters required to be
discussed by Statement on Auditing Standards No. 114 relating to
the conduct of the audit, including any difficulties encountered in
the course of the audit work, any restrictions on the scope of
activities or access to requested information, and any significant
disagreements with management.*

Review disclosures made to the Audit Committee by the Company’s
CEO and CFO during their certification process for the Form 10-K
and Form 10-Q about any significant deficiencies in the design or
operation of internal controls or material weaknesses therein, and

249 This flows from an audit committee’s duty to oversee the accounting and financial reporting processes of a
company and the audits of a company’s financial statements (Nasdaqg Rule 5605(c)(1)(C)).

20 To be included if the Audit Committee is selected to review and approve derivatives transactions under the
Commodity Exchange Act, as amended by the Dodd-Frank Wall Street Reform and Consumer Protection Act,
and the related regulations of the Commodity Futures Trading Commission. See Chapter VII, Section E
“Financial Risks Oversight.”

251 Item 407(d) of Regulation S-K.
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13.

14.

15.

any fraud involving management or other employees who have a
significant role in the Company’s internal controls.?>?

Ensure that a public announcement of the Company’s receipt of an
audit opinion that contains a going concern qualification is made
promptly.2®

Review management’s use of non-GAAP measures and metrics
(including any environmental, social and governance (ESG)
measures and metrics), and in particular how these measures are
used, whether they are consistently prepared and presented and what
the Company’s disclosure controls and procedures relating to these
are.

In coordination with the other committees of the Board, periodically
discuss with management (i) the type and presentation of any ESG-
related external disclosures and reports of the Company, (ii) the use
and selection of any third-party reporting frameworks in selecting
or aligning such disclosures, and (iii) the Company’s internal
procedures and controls related to such disclosures, including any
assurance or verification being provided by the independent auditor
or other third party with respect to such disclosures. For the
avoidance of doubt, this may be done generally and the Audit
Committee need not review or discuss in advance each disclosure,
framework or control related to the Company’s ESG-related
external disclosures.

Oversight of the Company’s Relationship with the Independent Auditor

16.

Before the engagement of the independent auditor and at least
annually thereafter, review and discuss with the independent auditor
the independent auditor’s written communications to the audit
committee regarding the relationships between the auditor and the
Company that, in the auditor’s professional judgment, may

252 Exchange Act Rule 13a-14 (adopted by the Commission pursuant to Section 302 of the Sarbanes-Oxley
Act) requires that the CEO and CFO certify in each 10-K and 10-Q that they have disclosed such information
to the company’s independent auditors and the audit committee.

253 Nasdaq Rule 5250(b)(2) provides that an issuer that receives an audit opinion containing a going concern
qualification must make a public announcement through the news media disclosing the receipt of such
qualification (and, prior to such public announcement, provide notice to Nasdaq’s Market Watch Department).
The public announcement must be made no later than seven calendar days following the filing of such an audit
opinion with the Commission.
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reasonably be thought to bear on its independence and affirming in
writing to the audit committee that the auditor is independent.?>*

17. Review and evaluate the lead partner of the independent auditor
team.?%

18.  Obtain and review a report from the independent auditor at least
annually regarding: (a) the independent auditor’s internal quality-
control procedures; (b) any material issues raised by the most recent
internal quality-control review or peer review of the independent
auditor, or by any inquiry or investigation by governmental or
professional authorities within the preceding five years respecting
one or more independent audits carried out by the independent
auditor; and (c) any steps taken to deal with any such issues.
Evaluate the qualifications, performance and independence of the
independent auditor, including considering whether the independent
auditor’s quality controls are adequate and the provision of
permitted non-audit services is compatible with maintaining the
auditor’s independence, and taking into account the opinions of
management and internal auditors. The Audit Committee shall
present its conclusions with respect to the independent auditor to the
Board.?®

19.  Obtain from the independent auditor a formal written statement
delineating all relationships between the independent auditor and the
Company. lItis the responsibility of the Audit Committee to actively
engage in a dialogue with the independent auditor with respect to
any disclosed relationships or services that may impact the
objectivity and independence of the independent auditor and for
purposes of taking, or recommending that the full Board take,
appropriate action to oversee the independence of the outside
auditor.?’

254 1tem 407(d)(3)(i)(C) of Regulation S-K. SEC Release Nos. 33-8961 and 34-5856 (Sept. 26, 2008).

255 This flows from the audit committee’s responsibility to oversee the external audit process under Nasdag
Rule 5605(c)(1)(C).

256 This flows from the audit committee’s responsibility to oversee the external audit process under Nasdaq
Rule 5605(c)(1)(C).

257 Nasdag Rule 5605(c)(1)(B); Item 407(d) of Regulation S-K.



20. Ensure the rotation of the lead (or coordinating) audit partner having
primary responsibility for the audit and the audit partner responsible
for reviewing the audit as required by law. Consider whether, in
order to assure continuing auditor independence, it is appropriate to
adopt a policy of rotating the independent auditor on a regular
basis.?*®

21. Recommend to the Board policies for the Company’s hiring of
employees or former employees of the independent auditor.?>®

22.  Meet with the independent auditor prior to the audit to discuss the
planning and staffing of the audit.?®°

23. Engage in a dialogue with the independent auditor on the
responsibilities of the auditor in relation to the audit, terms of the
audit engagement, overview of the overall audit strategy and timing
of the audit, and observations arising from the audit that are
significant to the financial reporting process.?%*

24, Engage in a dialogue with the independent auditor to understand the
nature of each identified critical audit matter, the auditor’s basis for
identifying a matter as a critical audit matter and how each such
identified matter will be described in the auditor’s report.?%?

2% Under Nasdag Rule 5605(c)(3) and Exchange Act Rule 10A-3(b)(2), an audit committee must have sole
authority for appointment, compensation and oversight of the independent auditor. Section 10A(j) of the
Exchange Act (added by Section 203 of the Sarbanes-Oxley Act) makes it unlawful for a registered public
accounting firm to provide audit services to an issuer if the lead (or coordinating) audit partner, having primary
responsibility for the audit, or the audit partner responsible for reviewing the audit, has performed audit services
for that issuer in each of the five previous fiscal years of that issuer.

29 gection 10A(l) of the Exchange Act (added by Section 206 of the Sarbanes-Oxley Act) makes it unlawful
for a registered public accounting firm to perform for an issuer any audit service if a CEO, comptroller, CFO,
chief accounting officer or any individual serving in an equivalent position for the issuer was employed by that
registered public accounting firm and participated in any capacity in the audit of that issuer during the one-year
period preceding the date of initiation of the audit. Commission and PCAOB rules further expand upon the
impact the hiring of employees or former employees of the independent auditor may have on the auditor’s
independence.

260 This is part of an audit committee’s responsibility for having sole authority to retain the independent auditor
and for approving all audit engagement fees and terms (see Rule 10A-3(b)(2) under the Exchange Act).

261 Under PCAOB AS 1301, Communications with Audit Committees, the independent auditor is required to
communicate certain matters to the audit committee about the conduct of the audit.

262 Under PCAOB AS 3101, The Auditor’s Report on an Audit of Financial Statements When the Auditor
Expresses an Unqualified Opinion (June 1, 2017), the auditor is required to communicate information about
CAMs in the auditor’s report.

B-10



Oversight of the Company’s Internal Audit Function

25. Review the appointment and replacement of the senior internal
auditing executive.?®3

26. Review the significant reports to management prepared by the
internal auditing department and management’s responses.?%*

27. Discuss with the independent auditor and management the internal
audit department responsibilities, budget and staffing, and any
recommended changes in the planned scope of the internal audit.?®®

Compliance Oversight Responsibilities

28.  Obtain from the independent auditor assurance that Section 10A(b)
of the Exchange Act has not been implicated.?®

29. Obtain reports from management, the Company’s senior internal
auditing executive and the independent auditor that the Company
and its subsidiary/foreign affiliated entities are in conformity with
applicable legal requirements and the Company’s Code of Business
Conduct and Ethics. Advise the Board with respect to the
Company’s policies and procedures regarding compliance with
applicable laws and regulations, and with the Company’s Code of
Business Conduct and Ethics.

30. Review and oversee all related-party transactions in accordance with
the Company’s Policies and Procedures with respect to Related
Person Transactions.?’

263 This flows from an audit committee’s obligation to oversee the external audit of a company.

264 This relates to one of an audit committee’s principal purposes: to assist board oversight of the performance
of'a company’s internal audit function.

265 This flows from an audit committee’s obligation to oversee the external audit of a company.

266 Section 10A(b) of the Exchange Act requires the independent auditor, if it detects or becomes aware of any
illegal act, to assure that the audit committee is adequately informed and to provide a report if the independent
auditor has reached specified conclusions with respect to such illegal acts.

267 Commission rules mandate that companies disclose the persons or groups of persons on the board or
otherwise who are responsible for applying the company’s policies and procedures regarding related-party
transactions. Item 404 of Regulation S-K. Nasdaq Rule 5630(a) provides that each company that is not a
limited partnership shall conduct appropriate review and oversight of all related-party transactions for potential
conflict of interest situations on an ongoing basis by a company’s audit committee or another independent body
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31. Establish procedures for the receipt, retention and treatment of
complaints received by the Company regarding accounting, internal
accounting controls or auditing matters, and the confidential,
anonymous submission by employees of concerns regarding
questionable accounting or auditing matters.?68

32. Discuss with management and the independent auditor any
correspondence with regulators or governmental agencies, and any
published reports that raise material issues regarding the Company’s
financial statements or accounting policies.°

33.  Discuss with the Company’s General Counsel legal matters that may
have a material impact on the financial statements or the Company’s
compliance policies.?”®

34.  Proactively engage with management and the independent auditor
in the implementation of new accounting standards, including
assessing whether sufficient time and resources have been devoted
to develop sound accounting policies and whether appropriate
controls and procedures have been established for the transition to
the new standards.

Limitation of Audit Committee’s Role

While the Audit Committee has the responsibilities and powers set forth in this
Charter, it is not the duty of the Audit Committee to plan or conduct audits, or to
determine that the Company’s financial statements and disclosures are complete
and accurate and are in accordance with GAAP and applicable rules and
regulations. These are the responsibilities of management and the independent
auditor.

of the board. The term “related-party transaction” refers to transactions required to be disclosed pursuant to
Commission Regulation S-K, Item 404.

268 Nasdaq Rule 5605(c)(3) and Rule 10A-3(b)(3) under the Exchange Act.

269 This relates to one of an audit committee’s principal purposes: to assist board oversight of the integrity of
a company’s financial statements (Nasdag Rule 5605(c)(1)(C)).

270 This relates to one of an audit committee’s principal purposes: to assist board oversight of a company’s
compliance with legal and regulatory requirements.
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Exhibit C

MODEL AUDIT COMMITTEE RESPONSIBILITIES CHECKLIST?"

Action

Frequency/Notes

Calendar

Prepare the report required by the rules of the
Securities and Exchange Commission (the
“Commission”) to be included in the Company’s
annual proxy statement.?’?

Annually

01Q1 [JQ2 [1Q3 [ Q4

The Audit Committee shall consist of no fewer
than three members.?’®

0e1 Q2 Q3 [ Q4

The members of the Audit Committee shall meet
the independence and experience requirements of
the NYSE or Nasdaq (as applicable), Section
10A(m)(3) of the Securities Exchange Act of
1934 (the “Exchange Act”) and the rules and
regulations of the Commission.?’

Annually

Review during Audit
Committee self-evaluation

(o1 [JQ2 [1Q3 [ Q4

At least one member of the Audit Committee
shall be an “Audit Committee financial expert”
as defined by the Commission.?”®

Annually

Review during Audit
Committee self-evaluation

(o1 [JQ2 [1Q3 [ Q4

Audit Committee members shall not
simultaneously serve on the Audit Committees of
more than two other public companies.?’

Annually

Review of Audit
Committee self-evaluation

(o1 [JQ2 [1Q3 [ Q4

271 The items in this responsibilities checklist are presented in the order in which they appear in the Model
Audit Committee Charter under their respective headings; the numbers (in the first column) are provided for
convenience only and do not correspond to any numbering in the Model Audit Committee Charter.

272 NYSE 303A.07(b)(i)(B); Schedule 14A, Item 7(d); Regulation S-K, Item 407(d).

273 NYSE 303A.07(a); Nasdaq 5605-4.

274 Exchange Act 10A(m)(3); Nasdag 5605(c)(2)(A) and 5605(a)(2). Nasdaq 5603-3 provides an exception
which, in narrowly defined circumstances, allows one non-independent director on the audit committee “if the
board, under exceptional and limited circumstances, determines that membership on the committee by the
individual is required by the best interests of the Company and its Shareholders.” The rule imposes additional
disclosure requirements for such directors, and any member appointed under this exception may not serve
longer than two years and may not serve as the audit committee chair.

275 Regulation S-K 407(d)(5); NYSE 303A.07(a) Commentary; Nasdaq 5605(c)(2)(A) and Nasdaq IM-5605-
4

276 NYSE 303A.07(a) Commentary.
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Action Frequency/Notes Calendar

Meetings: The Audit Committee shall meet as
often as it determines necessary, but not less At least quarterly [Je1 JQ2 JQ3 [ Q4
frequently than quarterly.

Executive Sessions: The Audit Committee shall
meet periodically in separate executive sessions
with management (including the CFO and chief
accounting officer), [the Company’s personnel
primarily responsible for the design and
implementation of the internal audit function,]?”” Quarterly et Q2 [JQ3 [] Q4
the internal auditors and the independent auditor,
and have such other direct and independent
interaction with such persons from time to time
as the members of the Audit Committee deem
appropriate.?’

Independent Auditor: The Audit Committee
shall have the sole authority to appoint or replace
the independent auditor (subject, if applicable, to

shareholder ratification). Annually

The Audit Committee shall be directly Appointment of independent

responsible for the compensation and oversight auditor may be undertaken in (101 [1Q2 []03 [] Q4
of the work of the independent auditor (including conjunction with the

resolution of disagreements between preparation of the proxy

management and the independent auditor statement

regarding financial reporting) for the purpose of
preparing or issuing an audit report or related
work.2"®

Audit, non-Audit, and internal-control related
services: The Audit Committee shall pre-
approve all auditing services, internal control-
related services and permitted non-audit services As needed [JQ1 [JQ2 [JQ3 [ Q4
(including the range of fees and terms thereof) to
be performed for the Company by its
independent auditor, subject to the de minimis

277 To be included only if the Company does not yet have an internal audit function because it is availing itself
of a transition period pursuant to NYSE 303A.00; Nasdaq 5605-2 recommends executive sessions “at least
twice a year.”

278 NYSE 303A.07(b)(iii)(E); PCAOB Release No. 2005-001, paragraphs 24 and 57 of Appendix A and
paragraph E68 of Appendix E; Nasdaqg 5605(b)(2).

279 NYSE 303A.06; SEC Rule 10A-3; SOX 301; Exchange Act 10A(m)(2); Rule 10A-3(b)(2).
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Action

Frequency/Notes

Calendar

exception for non-audit services described in
Section 10A(i)(1)(B) of the Exchange Act that
are approved by the Audit Committee prior to the
completion of the audit.?°

10.

Pre-approval of all audit, non-audit, and internal-
control related services: The Audit Committee
may form and delegate authority to
subcommittees consisting of one or more
members when appropriate, including the
authority to grant pre-approvals of audit and
permitted non-audit services, provided that
decisions of such subcommittee to grant pre-
approvals shall be presented to the full Audit
Committee at its next scheduled meeting.!

As needed

0e1 Q2 Q3 [ Q4

11.

Make regular reports to the Board.?

Quarterly and as needed?®®

o1 Q2 Q3 [ Q4

12.

The Audit Committee shall review the Audit
Committee’s own performance.?®

Annually

(o1 [JQ2 [1Q3 [ Q4

13.

Meet to review and discuss with management
and the independent auditor the annual audited
financial statements, including the Company’s
specific disclosures made in management’s
discussion and analysis, and recommend to the
Board whether the audited financial statements
should be included in the Company’s 10-K.?

Annually

(o1 [JQ2 [1Q3 [ Q4

14.

Meet to review and discuss with management
and the independent auditor the Company’s
quarterly financial statements prior to the filing
of its Form 10-Q, including the Company’s
specific disclosures made in management’s
discussion and analysis and the results of the

Quarterly

o1 Q2 Q3 ] Q4

280 NYSE 303A.07(b)(iii); SOX 201 and 202; Exchange Act 10A(h) and 10A(i); SEC Release 33-8183; SEC
Regulation S-X, Rule 2-01(c)(7); Schedule 14A Item 9(e)(5)(i) (proxy statement); Form 10-K, Item 14.

281 Exchange Act 10A(i)(3).
282 NYSE 303A.07(b)(iii)(H).

283 This should also be a standing item on the Board calendar.
284 NYSE 303A.07(b)(ii). Nasdaq 5605(c)(1) requires audit committees to annually review and reassess the

adequacy of their charters.

285 NYSE 303A.07(b)(iii)(B); Regulation S-K, Item 407(d); Nasdag 5605(c)(3).
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Action

Frequency/Notes

Calendar

independent auditor’s review of the quarterly
financial statements.?®

15. Engage with management and the independent
auditor in the implementation of new accounting
standards, including assessing whether sufficient
time and resources have been devoted to develo
sound accounting policies and whether P Quarterly and as needed Do ez L1es O o4
appropriate controls and procedures have been
established for the transition to the new
standards.
16. Discuss with management and the independent Quarterly in conjunction with
auditor significant financial reporting issues and the preparation of Form 10-Qs
judgments made in connection with the and Form 10-K
preparation of the Company’s financial Quarterly accounting reviews
statements, including any significant changes in should cover critical accounting 01 [0Q2 [1Q3 [J Q4
the Company’s S?leCtizogn or application of policies, significant accounting
accounting principles.” items and material entries based
on management estimates and
judgments
17. | Review and discuss with management and the Quarterly in conjunction with
independent auditor any major issues as to the the preparation of Form 10-Qs
adequacy of the Company’s internal controls, and Form 10-K
any special steps adopted in light of material Present SOX 302 evaluation of o1 CJ102 C193 [ Q4
control deficiencies and the adequacy of disclosure controls and
disclosures about changes in internal control over procedures
financial reporting.?® )
Review report on SOX program
18.

Review and discuss with management (including
the senior internal audit executive) and the
independent auditor the Company’s internal
controls report and the independent auditor’s
attestation report prior to the filing of the
Company’s Form 10-K.%

Annually, in conjunction with
the preparation of Form 10-K

Present annual SOX 404
evaluation of internal controls

01Q1 [JQ2 [1Q3 [ Q4

286 NYSE 303A.07(b)(iii)(B); Regulation S-K, Item 407(d); Nasdaqg 5605(c)(3).
287 NYSE 303A.07(b) (General commentary); PCAOB Release No. 2004-001, Parag. 58 of Appendix A and

Parag. E68 of Appendix E; Nasdaq 5605(c)(3).

288 NYSE 303A.07(b) (General commentary); PCAOB Release No. 2004-001, Parag. 206 of Appendix A.
289 Regulation S-K Item 308; SEC Release 33-8183; PCAOB Release No. 2004-001, Parag. 59 of Appendix A

and Parag. E61 of Appendix E.
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Action

Frequency/Notes

Calendar

19.

Review and discuss quarterly reports from the
independent auditors on:

(A) all critical accounting policies and practices
to be used:;

(B) all alternative treatments of financial
information within generally accepted accounting
principles that have been discussed with
management, ramifications of the use of such
alternative disclosures and treatments, and the
treatment preferred by the independent auditor;
and

(C) other material written communications
between the independent auditor and
management, such as any management letter or
schedule of unadjusted differences.?®

Quarterly prior to the filing of
Form 10-K and prior to the
filing of each Form 10-Q

To be included under the
quarterly and year-end financial
reporting and review

01 Q2 Q3 [ Q4

20.

Review management’s use of non-GAAP
measures and metrics (including any
environmental, social and governance measures
and metrics), and in particular how these
measures are used, whether they are consistently
prepared and presented and what the Company’s
disclosure controls and procedures relating to
these are.

Quarterly and as needed

(o1 [JQ2 [1Q3 [ Q4

21.

Discuss with management the Company’s
earnings press releases, including the use of “pro
forma” or “adjusted” non-GAAP information, as
well as financial information and earnings
guidance provided to analysts and rating
agencies. Such discussions may be general
(consisting of discussing the types of information
to be disclosed and the types of presentations to
be made), and each instance in which the
Company provides earnings guidance need not
be discussed in advance.?*

Quarterly and as needed

o1 Q2 Q3 [ Q4

22.

Discuss with management and the independent
auditor the effect of regulatory and accounting

Quarterly and as needed

01Q1 [JQ2 [1Q3 [ Q4

290 NYSE 303A.07(b) (General Commentary); NYSE 303A.07(b)(iii)(F); SOX 204; Exchange Act 10A(k).
291 NYSE 303A.07(b)(iii)(C); NYSE 303A.07(c) (General Commentary).
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Action

Frequency/Notes

Calendar

initiatives as well as off-balance sheet structures
on the Company’s financial statements.?

Quarterly accounting review
should include critical
accounting policies, significant
accounting items and material
entries based on management
estimates and judgment at each
quarterly meeting.

23. Discuss with management the Company’s major Quarterly and as needed
financial risk exposures and thg steps Review risk management
management has taken to monitor and C(’)ntrol processes and reports (overall o1 0Q2 [JQ3 [ Q4
such exposures, 1_nclud1ng the Compa_ny ] 2r;3sk risk assessment, IT, audit,
assessment and risk management policies. fraud, etc.)
24. Discuss with the independent auditor the matters
required to be discussed by Statement on At least annually, in
Auditing Standards No. 114 relating to the conjunction with proxy
conduct of the audit, including any difficulties statement, and, to the extent
encountered in the course of the audit work, any there are any difficulties or Q1 [JQ2 [1Q3 [ Q4
restrictions on the scope of activities or access to | issues, quarterly follow-ups or
requested information, and any significant updates
disagreements with management.*
25. Review disclosures made to the Audit Committee
by the Company’s CEO and CFO during their
certification process for the Form 10-K and Form
10-Q about any significant deficiencies in the Quarterly, in conjunction with
design or operation of internal controls or the preparation of Form 10-Qs Q1 [J1Q2 Q3 [ Q4
material weaknesses therein and any fraud and Form 10-K
involving management or other employees who
have a significant role in the Company’s internal
controls.?%®
26.

Discuss with management (i) the type and
presentation of the Company’s ESG-related
external disclosures and reports, (ii) the use and
selection of recognized third-party reporting
frameworks in selecting or aligning such
disclosures, and (iii) the Company’s internal

Quarterly and as needed

01Q1 [JQ2 [1Q3 [ Q4

292 NYSE 303A.07(b) (General Commentary).
293 NYSE 303A.07(b)(iii)(D) and Commentary.

294 NYSE 303A.07(b)(iii)(F); Regulation S-K, ltem 407(d); Nasdag 5605(c)(3).

295 50X 302; SEC Rule 13a-14.
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Action

Frequency/Notes

Calendar

procedures and controls related to such
disclosures, including any assurance or
verification being provided by the independent
auditor or other third party with respect to such
disclosures.

21. Before the engagement of the independent
auditor and at least annually thereafter, review
and discuss with the independent auditor the . A .
. o . Ry Annually, in conjunction with
independent auditor’s written communications to the preparation of the proxy
the audit committee regarding the relationships statement: this should also be [Jo1 []02 [J 03 [J 04
between the auditor and the Company that, in the done pribr to engaging the
auditor’s professional judgment, may reasonably independent auditor
be thought to bear on its independence and
affirming in writing to the Audit Committee that
the auditor is independent.%
28. | Review and evaluate the lead partner of the Annually
independent auditor team.?%’ Review should be undertaken Cot Doz 103 O ot
during an annual evaluation of
overall audit services
29.

Obtain and review a report from the independent
auditor at least annually regarding: (a) the
independent auditor’s internal quality-control
procedures; (b) any material issues raised by the
most recent internal quality-control review, or
peer review, of the firm, or by any inquiry or
investigation by governmental or professional
authorities within the preceding five years
respecting one or more independent audits
carried out by the firm; (c) any steps taken to
deal with any such issues; and (d) all
relationships between the independent auditor
and the Company. Evaluate the qualifications,
performance and independence of the
independent auditor, including considering
whether the auditor’s quality controls are
adequate and the provision of permitted non-
audit services is compatible with maintaining the
auditor’s independence, taking into account the
opinions of management and internal auditors.

Annually

01Q1 [JQ2 [1Q3 [ Q4

2% 1tem 407(d)(3)(i)(C) of Regulation S-K. SEC Release Nos. 33-8961 and 34-5856 (Sept. 26, 2008).

297 NYSE 303A.07(b)(iii)(A) and Commentary.
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Action

Frequency/Notes

Calendar

The Audit Committee shall present its
conclusions with respect to the independent
auditor to the Board.>®

30. Ensure the rotation of the audit partners as As needed
required by-lavy. Cons!der_whether, in ord_er_ to Review process for replacing
ensure c_ontlnumg audltor_lndepender)ce, itis the lead client partner; review Q1 [1Q2 [1Q3 ] Q4
appropriate to adopt a policy of rotating the and consider rotation of the
independent auditing firm on a regular basis.?* independent audit firm
31. Set policies for the Company’s hiring of
employees or former employees of the Annually o1 Q2 [JQ3 [] Q4
independent auditor.3%
32. Discuss with the independent auditor material Quarterly and as needed
issues on which the national office of the ;
. . To be included under the (101 [1Q2 []03 [ Q4
mdepende’nt auo]|tor wassofonsulted by the quarterly and year-end financial
Company’s audit team. reporting and review
33. Meet with the independent auditor prior to the Annually
Zﬂg:: goozdlscuss the planning and staffing of the Review the independent (ot Doz Cos O 04
' auditor’s client service plan for
the next fiscal year
34. Engage in a dialogue with the independent
auditor on the responsibilities of the auditor in
relation to the audit, terms of the audit
engagement, overview of the overall audit Quarterly and as needed o1 JQ2 [JQ3 [ Q4
strategy and timing of the audit, and observations
arising from the audit that are significant to the
financial reporting process.>%
35.

Engage in a dialogue with the independent
auditor to understand the nature of each
identified CAM, the auditor’s basis for

Quarterly and as needed

01Q1 [JQ2 [1Q3 [ Q4

29% N'YSE 303A.07(b)(iii)(A) (Commentary).

299 NYSE 303A.07(b)(iii)(A) (Commentary); Exchange Act 10A(j); SOX 203.
300 NYSE 303A.07(b)(iii)(G); SOX 206; Exchange Act 10A(l); Nasdaq 5605(c)(3).
301 NYSE 303A.07(b)(iii)(F) (Commentary); PCAOB Release No. 2004-001, Parag. 58 of Appendix A and

Parag. E68 of Appendix E.

302 NYSE 303A.07(b)(iii)(F) (Commentary); Exchange Act Rule 10A-3(b)(2); Nasdag 5605(c)(3).
303 pPCAOB AS 1301, Communications with Audit Committees.
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Action

Frequency/Notes

Calendar

identifying a matter as a CAM and how each
such identified matter will be described in the
auditor’s report.3%

36.

Review the appointment and replacement of the
senior internal auditing executive.>®

Annually

(o1 [JQ2 []Q3 [ Q4

37.

Review the significant reports to management
prepared by the internal auditing department and
management’s responses.3®

Quarterly

Review should include findings
of key audits and status of
internal audit plan

0e1 Q2 Q3 [ Q4

38.

Discuss with the independent auditor and
management the internal audit department’s
responsibilities, budget and staffing and any
recommended changes in the planned scope of
the internal audit or, if the Company does not as
yet have an internal audit function,
management’s plans with respect to the
responsibilities, budget and staffing of the
internal audit function and the Company’s plans
for the implementation of the internal audit
function. %

Annually and as needed

(o1 [JQ2 [1Q3 [ Q4

39.

Obtain from the independent auditor assurance
that Section 10A(b) of the Exchange Act has not
been implicated.*

Annually

01Q1 [JQ2 [1Q3 [ Q4

40.

(A) Obtain reports from management and the
Company’s senior internal auditing executive
and the independent auditor that the Company
and its subsidiary/foreign affiliated entities are in
conformity with applicable legal requirements
and the Company’s Code of Business Conduct
and Ethics.

Quarterly and in conjunction
with proxy statement

o1 Q2 Q3 [ Q4

304 PCAOB AS 3101, The Auditor’s Report on an Audit of Financial Statements When the Auditor

Expresses an Unqualified Opinion (June 1, 2017).
305 NYSE 303A.07(c).

306 NYSE 303A.07(c); Nasdaq 5605(c)(3).

307 NYSE 303A.07(b)(iii)(F); Nasdag 5605(c)(3).
308 Exchange Act 10A(b).
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Action

Frequency/Notes

Calendar

(B) Review reports and disclosures of insider
and affiliated party transactions.

(C) Advise the Board with respect to the
Company’s policies and procedures regarding
compliance with applicable laws and regulations
and with the Company’s Code of Business
Conduct and Ethics.3®

41. Establish procedures for the receipt, retention
and treatment of complaints received by the Quarterly
Company regarding accounting, internal .
accounting controls or auditing matters, and the Receive reports on employee 001 0Q2 Q3 0 Q4
confidential, anonymous submission by complaints, if any, on
employees of concerns regarding questionable accounting and auditing matters
accounting or auditing matters.31°
42. Discuss with management and the independent
auditor any correspondence with regulators or
governmental agencies and any published reports
that raise material issues regarding the Quarterly Der ez L1es O o4
Company’s financial statements or accounting
policies.®!!
43. Discuss with the Company’s General Counsel
legal matters that may have a material impact on
the financial statements or the Company’s Quarterly and as needed Dot Loz Lles L o4
compliance policies and internal controls.®!?
44. Review and approve or ratify all related party Quarterly and as needed
transactions in accordance with the Company’s To be included under the
O : e (o1 [0Q2 [JQ3 [ Q4
EolluesTand Pro_ceduggs with respect to Related quarterly and year-end financial
erson Transactions. reporting and review
45.

Review the Company’s risk management
programs and internal corporate risk
management reports.14

Quarterly and as needed

o1 Q2 Q3 ] Q4

309 NYSE 303A.10; Nasdaq 5630.

310 NYSE 303A.07(b)(iii); Nasdaq 5605(c)(3); SOX 301; Exchange Act 10A(m)(4); SEC Rule 10A-3(b).
311 NYSE 303A.07(b) General Commentary; SOX 301; Exchange Act 10A(m)(4).
312 NYSE 303A.07(b); NYSE 303A.07(b)(iii)(H); PCAOB Release No. 2004-001, Parag. 9, Section I.

313 Regulation S-K Item 404; Nasdaq 5630.
314 N'YSE 303A.07(b)(iii)(D).
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+ The prohibitions on tax shelter advice, aggressive tax planning advice and tax services for certain corporate
officers flow from the PCAOB’s adoption of certain auditor independence and ethics rules in July 2005. See
PCAOB Release No. 2005-014 (July 26, 2005).
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Exhibit D

MODEL AUDIT COMMITTEE MEMBER
FINANCIAL EXPERTISE AND INDEPENDENCE QUESTIONNAIRE

The following questionnaire seeks information necessary to prepare the
Company’s annual report and proxy statement. The annual report and proxy
statement will be filed with the Securities and Exchange Commission and made
available to the public. Specifically, the information provided will be used to assist
the Board of Directors of the Company in determining your level of financial
expertise/literacy and independence within the meaning of the federal securities
laws and the major securities markets listing standards for purposes of eligibility
for service on the Audit Committee of the Board of Directors. It is extremely
important that your answers be complete and accurate. Accordingly, great
care should be exercised in the completion of this questionnaire and the
verification of any information about you that is provided herein.

Please read the Instructions on Page D-3 before completing this
questionnaire. Although the questionnaire is designed to be as direct as possible,
certain questions, of necessity, require the use of technical terms. It is important
that you understand the meaning of these terms before completing the questions.
Definitions of such terms are provided in the Explanatory Note/Definitions on Page
D-18. Please read the definitions before answering any question that includes one
of these defined terms.

Please return your completed questionnaire to [Name] at the address below
by [Date]. If you have questions regarding this questionnaire, please call [Name]
at [Number], [Name] at [Number] or [Name] at [Number].

[Name]
[Title]
[Address]
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INSTRUCTIONS

1. Answer All Questions. Please answer fully and completely all questions
that apply to you.
2. Date of Response. Your responses should be accurate as of [Date]. If you

are unable to respond as of such date, please note why you are unable to do so and
clearly indicate the date of the information included in your response.

3. Insufficient Space to Respond. If there is insufficient space to respond to
any question in this questionnaire, please attach additional sheets of paper to this
questionnaire as necessary.

4. Question Not Applicable. If the answer to any question is “No” or “Not
Applicable,” please so state. Should you fail to provide any answer, it will be
assumed such answer is negative.

5. Defined Terms. Bolded and capitalized terms are defined in the
Explanatory Note/Definitions (Page D-14).




QUESTIONNAIRE

1. Financial Expertise/Literacy
a. Do you have an understanding of generally accepted accounting
principles (GAAP) and financial statements?
Yes [ ] No [ ]

If your answer to Question l.a is yes, please explain how you
acquired the above understanding (include relevant positions,
organizations, dates and job duties):

b. Do you have the ability to assess the general application of GAAP
in connection with the accounting for estimates, accruals and
reserves?3t®

Yes [ ] No [ ]

If your answer to Question 1.b is yes, please explain how you
acquired the above capability (include relevant positions,
organizations, dates and job duties):

315 In considering Question 1.b, please note that estimates, accruals and reserves need not be generally
comparable to the estimates, accruals and reserves used in the Company’s financial statements (i.e., need not
be in the same industry). It is the ability to assess, not experience applying, the accounting principles that is
the focus of the question.
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C. Do you have experience preparing, auditing, analyzing or evaluating
financial statements that present a breadth and level of complexity
of accounting issues that generally are comparable to the breadth
and complexity of issues that can reasonably be expected to be
raised by the Company’s financial statements, or experience
“actively supervising” one or more persons engaged in such
activities?316

Yes [ ] No [ ]

If your answer to Question 1.c is yes, please explain how you
acquired the above experience (include relevant positions,
organizations, dates and job duties):

d. Do you have an understanding of internal controls and procedures
for financial reporting?

Yes [ ] No [ ]

If your answer to Question 1.d is yes, please explain how you
acquired the above understanding (include relevant positions,
organizations, dates and job duties):

e. Do you have an understanding of audit committee functions?
Yes [ ] No [ ]

If your answer to Question l.e is yes, please explain how you
acquired the above understanding (include relevant positions,
organizations, dates and job duties):

316 In considering Question 1.c, please note that the relevant experience can include working directly and
closely with financial statements in a way that provides familiarity with their contents and the processes behind
them. Experience also includes active engagement in industries the same as those engaged in by the Company
and significant direct and close exposure to, and experience with, financial statements and related processes.
A principal executive officer with considerable operations involvement, but little financial or accounting
involvement, likely would not be exercising the necessary active supervision; your experience must be with
financial statements that present the breadth and level of complexity of accounting issues generally comparable
to the breadth and complexity of the accounting issues that can reasonably be expected to be raised by the
Company’s financial statements (although such experience need not be either in the same industry or with an
Exchange Act reporting company).
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Have you taken formal courses related to financial or accounting
matters?

Yes [ ] No [ ]

If your answer to Question 1.f is yes, please describe (include name
of course, name of institution and dates):

Do you hold any degrees relating to financial or accounting matters?
Yes [ ] No [ ]

If your answer to Question 1.g is yes, please describe (include
degree, name of institution and date of graduation):

Have you taught any courses or published any books or articles
relating to financial or accounting matters?

Yes [ ] No [ ]

If your answer to Question 1.h is yes, please describe (include name
of courses, name of institution, dates of teaching, names of books or
articles, publisher and dates of publication):

Have you held any positions (such as CEO, CFO, controller, public
accountant or auditor, principal accounting officer or any other
position involving the performance of similar functions) that
involved accounting, financial management or the analysis and
interpretation of financial statements?

Yes [ ] No [ ]

If your answer to Question 1.i is yes, please describe (include
relevant positions, dates of positions and summary of duties of each
position):



Have you invested in an enterprise that required you to analyze or
interpret financial statements?

Yes [ ] No [ ]

If your answer to Question 1. is yes, please describe (include the
relevant investments and descriptions of the analyses or
interpretations you performed with respect to them):

Do you regularly read publications relating to financial or
accounting matters?

Yes [ ] No [ ]

If your answer to Question 1.k is yes, please describe (include
content and length of time that you currently spend, and over the last
five years have spent, on such activity):

Do you engage, or have you engaged, in any other activities that
relate to financial or accounting matters?

Yes [ ] No [ ]

If your answer to Question 1.1 is yes, please describe:

Do you hold any financial or accounting-related professional
certificates or licenses or are you a member in good standing of a
financial or accounting-related professional association?

Yes [ ] No [ ]

If your answer to Question 1.m is yes, please describe (include list
of certificates and licenses, dates received and professional
associations of which you are a member, including the length of time
you have been a member in good standing of such associations):



n. Please describe any other relevant qualifications or experience that
would assist you in understanding and evaluating the Company’s
financial statements and other financial information and other
information that you believe would be appropriate for the Board of
Directors of the Company to consider in determining your
“Financial Literacy” or whether you are a “Financial Expert”
within the meaning of the federal securities laws.

2. Independence

a. Since [insert first day of last fiscal year], have you accepted, directly
or indirectly,®*" any consulting, advisory or other compensatory
fee®!8 from the Company or any of its subsidiaries, other than fees
for services rendered as a member of the Company’s Audit
Committee, the Board of Directors or any other committee of the
Board of Directors?

Yes [ ] No [ ]

If your answer to Question 2.a is yes, please describe:

817 “Indirect” acceptance of payments includes fees paid to your spouse, minor child or stepchild or a child or
stepchild sharing a home with you. “Indirect” acceptance of payment also includes fees paid to an entity that
provides accounting, consulting, legal, investment banking or financial advisory services to the company in
which you are a partner, a member, an officer such as a managing director occupying a comparable position or
executive officer, or you occupy a similar position (other than serving as a limited partner, non-managing
member or similar position if, in each such case, you do not have an active role in providing services to the
company).

318 You do not need to report any compensation paid to you under a retirement plan (including deferred
compensation) for prior service to the Company so long as that compensation is not contingent in any way on
continued service.
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2A.

Are you an “affiliate”!® of the Company or any of its subsidiaries,
other than in your capacity as a director of the Company? (Note: If
you are not an executive officer or a holder of more than 10% of any
class of the Company’s voting securities, you should check “No.”)

Yes [ ] No [ ]

If your answer to Question 2.b is yes, please describe:

Independence — NYSE-Listed Companies

a.

Are you now or have you at any point been within the last three years
an employee of the Company (references to “the Company” in this
Section 2A include any parent or subsidiary in a consolidated group
with the Company)?

Yes [ ] No [ ]

Is any member of your immediate family, or has any such individual
been within the last three years, an executive officer of the
Company?3%

Yes [ ] No [ ]

Have you or any member of your immediate family received more
than $120,000 during any 12-month period within the last three
years in direct compensation (other than in director and committee
fees and retirement or deferred pay for prior service (provided that
such compensation is not contingent in any way on continued
service) and compensation received by an immediate family

319 You are an “affiliated person” of the Company if you, directly, or indirectly through one or more
intermediaries, control, are controlled by, or are under common control with, the company. For purposes of
this definition, “control” is defined as the possession, direct or indirect, of the power to direct or cause the
direction of the management and policies of the company, whether through the ownership of voting securities,
by contract or otherwise.

320 For purposes of this question and the immediately following question, former service as an interim Chairman
or CEO or other executive officer is not considered former service as an executive officer or employee of the
company. If you are currently employed as an interim executive officer, you are considered a current executive
officer and an employee of the company. Please separately disclose and describe in an attachment any former
service to the company as an interim executive officer.
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member for service as a non-executive employee) from the
Company?3%

Yes [ ] No [ ]

d. Are you or any member of your immediate family currently a partner
of a firm that is the Company’s internal or external auditor?

Yes [ ] No [ ]

e. Are you currently an employee of a firm that is the Company’s
internal or external auditor?

Yes [ ] No [ ]

f. Is any member of your immediate family a current employee of a
firm that is the Company’s internal or external auditor and who
participates in the firm’s audit, assurance or tax compliance (but not
tax planning) practice?

Yes [ ] No [ ]

g. Have you or has any member of your immediate family been a
partner or employee of a firm that is the Company’s internal or
external auditor and personally worked on the Company’s audit
within the past three years?

Yes [ ] No [ ]

h. Have you or any member of your immediate family been employed
within the last three years, or are you or any member of your
immediate family currently employed, as an executive officer of
another company where any of the Company’s present executive
officers at the same time served or serves on that company’s
compensation committee?

Yes [ ] No [ ]

321 Compensation you received for former service as an interim Chairman or CEO or other executive officer
need not be included in the calculation, but please separately disclose and describe such compensation in an
attachment.
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i Are you now a current employee, or is any member of your
immediate family a current executive officer, of an enterprise that
has made or received payments to or from the Company for property
or services in an amount that, in any of the last three fiscal years,
exceeds the greater of $1 million or 2% of the consolidated gross
revenues of such enterprise?

Yes [ ] No [ ]

2B.  Independence — Nasdag-Listed Companies
a.

i. Are you a current executive officer or employee or family
member of an executive officer?

Yes [ ] No [ ]

ii.  Areyou now or have you at any point within the past three years
been an employee of the Company or any parent or subsidiary
of the Company?3?2

Yes [ ] No [ ]

iii.  Have you or any member of your immediate family received
during any 12-month period within the past three years more
than $120,000 in direct compensation (other than in director and
committee fees, payments arising solely from investments in the
Company’s securities, compensation paid to a family member
who is a non-executive employee of the Company or an affiliate
and tax-qualified retirement or non-discretionary pay)?°23

322 For purposes of this question, former service as an interim Chairman or CEO or other executive officer is
not considered service as an employee of the Company as long as such interim employment did not last longer
than one year. If you are currently employed as an interim executive officer, you are considered a current
employee of the Company. Please separately disclose and describe in an attachment any former service to the
Company as an interim executive officer.

323 Compensation you received for former service as an interim Chairman or CEO or other executive officer
need not be included in the calculation as long as such interim employment did not last longer than one year.
Please separately disclose and describe in an attachment any compensation received while serving as an interim
executive officer of the Company.
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Vi.

Vii.

viil.

Yes [ ] No [ ]

Is any member of your immediate family, or has any such
individual been at any point within the past three years, an
executive officer of the Company or any parent or subsidiary of
the Company?

Yes [ ] No [ ]

Have you accepted, directly or indirectly, any consulting,
advisory, or other similar compensatory fees from the Company
or any subsidiary of the Company (other than director fees and
qualified compensation under a retirement plan for prior service
with the Company)?

Yes [ ] No [ ]

Are you, or is any member of your immediate family, a partner
in, a controlling shareholder of or an executive officer of an
enterprise that makes or receives payments to or from the
Company in the current or any of the past three fiscal years in an
amount that exceeds the greater of $200,000 or 5% of the
recipient’s consolidated gross revenues in that fiscal year?3?*

Yes [ ] No [ ]

Directly or indirectly, through one or more intermediaries, do
you control, are you controlled by, or are you under common
control with, the Company?

Yes [ ] No [ ]

Are you, or is any member of your immediate family, employed
as an executive officer of another entity where at any time during
the past three years any of the executive officers of the Company
served on the compensation committee of such other entity?

Yes [ ] No [ ]

324 Payments arising solely from investments in the Company’s securities or payments under non-discretionary
charitable contribution matching programs need not be included in the calculation.
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3.

4.

Are you, or is any member of your immediate family, a current
partner of the Company’s independent auditor, or were you or
any member of your immediate family a partner or employee of
the Company’s independent auditor who worked on the
Company’s audit at any time during any of the past three years?

Yes [ ] No [ ]

Have you participated at any point within the past three years in
the preparation of the financial statements of the Company or
any current subsidiary of the Company?

Yes [ ] No [ ]

Membership on Boards and Board Committees

a.

Other

Other than the Company, list any Entity (including any publicly
held company and investment company registered under the
Investment Company Act of 1940) of which you are or have been a
member of such Entity’s board of directors and the relevant dates
for your service on such board of directors.

Other than the Company, list any Entity (including any publicly
held company and investment company registered under the
Investment Company Act of 1940) of which you are or have been a
member of any committee (including audit committee) of such
Entity’s board of directors and the relevant committees and dates
for your service on any such committee.

If not described above, please list all the audit committees on which
you currently serve or have been selected to serve in the future.

Are you now or have you ever been the subject of any disciplinary
action that could bear on your suitability as a Company Audit
Committee member?

Yes [ ] No []

If your answer to Question 4.a is yes, please describe:
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5.

b. Please provide any other information that you believe would be

appropriate for the Board of Directors of the Company to consider
in determining whether you are independent within the meaning of
the federal securities laws and major securities markets listing
standards.

Name and Business Address
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EXPLANATORY NOTE/DEFINITIONS

Active Supervision of a person who prepares, audits, analyzes or evaluates
financial statements means:

1) More than mere traditional hierarchical reporting relationship.

2 Participation in, and contribution to, the process of addressing, at a
supervisory level, the same general type of issues regarding
preparation, auditing, analysis or evaluation of financial statements
as those addressed by the person or persons being supervised.

3) Experience that has contributed to the general expertise necessary to
prepare, audit, analyze or evaluate financial statements that is at
least comparable to the general expertise of those being supervised.

Affiliate means “a person that directly or indirectly, through one or more
intermediaries, controls or is controlled by, or is under common control with” a
specified person or Entity. Two persons or Entities will be deemed to be affiliates
if, by reason of the foregoing definition, they are affiliates of the same person or
Entity at the same time. The term “Affiliate” includes a subsidiary, sibling
company, predecessor, parent company, or former parent company.

Entity means a partnership, joint venture, corporation, trust, limited liability
company, company or business entity, or other organization, whether for profit or
not-for-profit.

Financial Literacy includes the ability to read and understand fundamental
financial statements, including a company’s balance sheet, income statement, and
cash flow statement.

Immediate Family or Immediate Family Member means an individual’s spouse,
parents, children, brothers and sisters, mothers- and fathers-in-law, sons- and
daughters-in-law, brothers- and sisters-in-law, and anyone (other than employees)
Who shares such individual’s home.
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ATTESTATION

After reasonable investigation, | certify that, to the best of my information,
knowledge and belief, the answers to these questions are true, correct and complete.
I will promptly notify you of any change in the information set forth in this
questionnaire after | become aware of any such change.

Signed:

Date:
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Exhibit E
MODEL AUDIT COMMITTEE PRE-APPROVAL POLICY

l. STATEMENT OF PRINCIPLES

The Audit Committee must pre-approve the audit and non-audit services
performed by the independent auditor in order to ensure that the provision of such
services does not impair the auditor’s independence. Before the Company or any
of its subsidiaries engages the independent auditor to render a service, the
engagement must be either:

1) specifically approved by the Audit Committee; or
2 entered into pursuant to this Pre-Approval Policy.

The Audit Committee shall review and discuss with the independent auditor
any documentation supplied by the independent auditor as to the nature and scope
of any tax services to be approved, as well as the potential effects of the provision
of such services on the auditor’s independence.??®

The appendices to this Pre-Approval Policy describe in detail the particular
audit, audit-related tax and other services that have the pre-approval of the Audit
Committee pursuant to this Pre-Approval Policy.®?® The term of any pre-approval
is 12 months from the date of pre-approval, unless the Audit Committee specifically
provides for a different period. The Audit Committee shall periodically revise the
list of pre-approved services.

1. DELEGATION

The Audit Committee may delegate pre-approval authority to one or more
of its members. The member or members to whom such authority is delegated shall
report any pre-approval decisions to the Audit Committee at its next scheduled
meeting. The Audit Committee may not delegate to management the Audit
Committee’s responsibilities to pre-approve services performed by the independent
auditor.

325 This flows from PCAOB Rule 3524, PCAOB Release No. 2005-014 (July 26, 2005).
326 The services listed in the appendices are for illustrative purposes only.



1. AUDIT SERVICES

The Audit Committee must specifically pre-approve the terms of the annual
audit services engagement. The Audit Committee shall approve, if necessary, any
changes in terms resulting from changes in audit scope, Company structure or other
matters.

In addition to the annual audit services engagement approved by the Audit
Committee, the Audit Committee may grant pre-approval for other audit services,
which are those services that only the independent auditor reasonably can provide.
The Audit Committee has pre-approved the audit services listed in Appendix A.
All other audit services not listed in Appendix A must be specifically pre-approved
by the Audit Committee.

V. AUDIT-RELATED SERVICES

Audit-related services, including internal control-related services, are
assurance and related services that are reasonably related to the performance of the
audit or review of the Company’s financial statements and/or the Company’s
internal control over financial reporting and that are traditionally performed by the
independent auditor. The Audit Committee believes that the provision of audit-
related services does not impair the independence of the auditor, and has pre-
approved the audit-related services listed in Appendix B. All other audit-related
services not listed in Appendix B must be specifically pre-approved by the Audit
Committee.

V. TAX SERVICES

The Audit Committee believes that the independent auditor can provide tax
services to the Company, such as tax compliance, tax planning and tax advice,
without impairing the auditor’s independence. However, the Audit Committee
shall scrutinize carefully the retention of the independent auditor in connection with
any tax-related transaction initially recommended by the independent auditor. The
Audit Committee has pre-approved the tax services listed in Appendix C. All tax
services not listed in Appendix C must be specifically pre-approved by the Audit
Committee.

VI. OTHER SERVICES

The Audit Committee may grant pre-approval to those permissible non-
audit services classified as other services that it believes would not impair the
independence of the auditor, including those that are routine and recurring services.



The Audit Committee has pre-approved the other services listed in Appendix D.
Permissible other services not listed in Appendix D must be specifically pre-
approved by the Audit Committee.

A list of the Securities and Exchange Commission’s (the “SEC”) prohibited
non-audit services is attached to this Pre-Approval Policy as Exhibit 1. The rules
of the SEC and the Public Company Accounting Oversight Board (PCAOB), and
relevant guidance should be consulted to determine the precise definitions of these
services and the applicability of exceptions to certain of the prohibitions.

VII. PRE-APPROVAL FEE LEVELS

The Audit Committee may consider the amount or range of estimated fees
as a factor in determining whether a proposed service would impair the auditor’s
independence. Where the Audit Committee has approved an estimated fee for a
service, the pre-approval applies to all services described in the approval. However,
in the event the invoice in respect of any such service is materially in excess of the
estimated amount or range, the Audit Committee must approve such excess amount
prior to payment of the invoice. The Audit Committee expects that any requests to
pay invoices in excess of the estimated amounts will include an explanation as to
the reason for the overage.®?’ The Company’s independent auditor will be informed
of this policy.

VIIl. SUPPORTING DOCUMENTATION

With respect to each proposed pre-approved service, the independent
auditor must provide the Audit Committee with detailed back-up documentation
regarding the specific services to be provided.

IX. PROCEDURES

The Company’s management shall inform the Audit Committee of each
service performed by the independent auditor pursuant to this Pre-Approval Policy.

327 1t is understood that estimated amounts that are denominated in dollars, but are ordinarily paid in another
currency are subject to foreign exchange rate fluctuations. Thus, variances from estimated amounts arising as
a result of changes in foreign currency exchange rates from the time of preparation of the relevant approval
request will not be considered to be variances from the budgeted amount and payment of the related invoices
will not require a subsequent approval.



Requests or applications to provide services that require separate approval
by the Audit Committee shall be submitted to the Audit Committee by both the
independent auditor and the [CFO, Treasurer or Controller®?®], and must include a
joint statement as to whether, in their view, the request or application is consistent
with the SEC’s and the PCAOB’s rules on auditor independence.

328 Or other designated officer.



Appendix A

Pre-Approved Audit Services for Fiscal Year 202532

Dated: , 2025
Estimated
Service Range of Fees

Statutory audits or financial audits for subsidiaries or
affiliates of the Company

Services associated with SEC registration statements,
periodic reports and other documents filed with the
SEC or other documents issued in connection with
securities offerings (e.g., comfort letters, consents),
and assistance in responding to SEC comment letters

Consultations by the Company’s management as to the
accounting or disclosure treatment of transactions or
events and/or the actual or potential impact of final or
proposed rules, standards or interpretations by the
SEC, PCAOB, FASB, or other regulatory or standard-
setting bodies (Note: Under the SEC rules, some
consultations may be “audit-related” services rather
than “audit” services)

329 The services listed in these appendices are for illustrative purposes only and may not be applicable to a
particular company.
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Appendix B

Pre-Approved Audit-Related Services for Fiscal Year 2025

Dated: , 2025
Estimated
Service Range of Fees

Due diligence services pertaining to potential
business acquisitions/dispositions

Financial statement audits of employee
benefit plans

Agreed-upon or expanded audit procedures
related to accounting and/or billing records
required to respond to or comply with
financial, accounting or regulatory reporting
matters

Consultations by the Company’s
management as to the accounting or
disclosure treatment of transactions or events
and/or the actual or potential impact of final
or proposed rules, standards or interpretations
by the SEC, PCAOB, FASB, or other
regulatory or standard-setting bodies (Note:
Under the SEC rules, some consultations may
be “audit” services rather than “audit-related”
services)

Attest services not required by statute or
regulation

Appendix B



Pre-Approved Tax Services for Fiscal Year 2025

Dated: , 2025
Estimated
Service Range of Fees

U.S. federal, state and local tax planning and
advice

U.S. federal, state and local tax compliance

International tax planning and advice

International tax compliance

Review of U.S. federal, state, local and
international income, franchise and other tax
returns

Licensing [or purchase] of income tax
preparation software®*° from the independent
auditor, provided that the functionality is
limited to preparation of tax returns

Appendix C

330 jcensing or purchasing income tax preparation software is permitted so long as the functionality is limited
to preparation of tax returns. If the software performs additional functions, each function must be evaluated

separately for its potential effect on the auditor’s independence.
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Appendix D
Pre-Approved Other Services for Fiscal Year 2025

Dated: , 2025
Estimated
Service Range of Fees

Appendix D



Exhibit 1
Prohibited Non-Audit Services

e Bookkeeping or other services related to the accounting records or financial
statements of the Company”

e Financial information systems design and implementation”

e Appraisal or valuation services, fairness opinions or contribution-in-kind
reports”

e Actuarial services”

e Internal audit outsourcing services”

e Management functions

e Human resources

e Broker-dealer, investment adviser or investment banking services
e Legal services

e Expert services unrelated to the audit

e Any services entailing a contingent fee or commission (not including fees
awarded by a bankruptcy court when the audit client is in bankruptcy)?

e Tax services to an officer of the audit client whose role is in a financial
reporting oversight capacity (regardless of whether the audit client or the
officer pays the fee for the services)’

e Planning or opining on the tax consequences of a “listed,” (i.e., tax avoidance)
transaction’

* Provision of these non-audit services is permitted if it is reasonable to conclude that the results of these
services will not be subject to audit procedures. Materiality is not an appropriate basis upon which to overcome
the rebuttable presumption that prohibited services will be subject to audit procedures because determining
materiality is itself a matter of audit judgment.

+ The prohibitions on tax shelter advice, aggressive tax planning advice and tax services for certain corporate
officers flow from the PCAOB’s adoption of certain auditor independence and ethics rules in July 2005. See
PCAOB Release No. 2005-014 (July 26, 2005).
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e Planning or opining on the tax consequences of a “confidential” transaction,
(i.e., where tax advice is given under restriction of confidentiality, regardless
of the fee to be paid)’

¢ Planning or opining on a transaction that is based on an “aggressive
interpretation” of tax laws and regulations, if the transaction was
recommended by the audit firm and a significant purpose of which is tax
avoidance unless the proposed tax treatment is at least more likely than not to
be allowed under current tax laws’

+ The prohibitions on tax shelter advice, aggressive tax planning advice and tax services for certain corporate
officers flow from the PCAOB’s adoption of certain auditor independence and ethics rules in July 2005. See
PCAOB Release No. 2005-014 (July 26, 2005).
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Exhibit F

MODEL POLICIES AND PROCEDURES
WITH RESPECT TO RELATED PERSON TRANSACTIONS®!

Introduction

The Board of Directors of the Company (the “Board”) has adopted this
Policy and the related procedures for the evaluation and approval, disapproval or
ratification of Related Person Transactions (as defined below). This Policy is
intended to establish a framework whereby such Related Person Transactions will
be reviewed and approved or ratified by the Company’s Audit Committee.3%2

Under this Policy, a Related Person Transaction shall be consummated or
continued only if the Company’s Audit Committee shall approve or ratify such
transaction as in, or not inconsistent with, the best interests of the Company and its
stockholders. This Policy is intended to augment and work in conjunction with
other Company policies having code of conduct and/or conflict of interest
provisions.

The Company’s Audit Committee periodically shall review this Policy and
may recommend to the Board amendments to this Policy from time to time as it
deems appropriate.

331 1tem 404(b) of Regulation S-K requires a Company to disclose its policies and procedures for the review,
approval or ratification of any related person transaction required to be reported under Item 404(a) of
Regulation S-K. Item 404(b) further provides that, while the material features of such policies and procedures
will vary depending on the particular circumstances, examples of such features may include, in given cases,
among other things: (1) the types of transactions covered; (2) the standards to be applied; and (3) the persons
or groups of persons on the board or otherwise responsible for its application. The rule also provides that
companies should disclose whether such policies and procedures are in writing and, if not, how such policies
and procedures are evidenced.

332 The Nasdaq marketplace and New York Stock Exchange (NYSE) rules require that the audit committee or
another independent body of the board approve all related person transactions. See NYSE Listed Company
Manual Section 314 and Nasdag Rule 5630(a). As such, a company may allocate such authority to a body of
independent directors other than the audit committee.
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Definitions

For purposes of this Policy, a “Related Person” is:

1. Any Director or Executive Officer (as such terms are defined below) of the
Company, and any individual who was a Director or Executive Officer of
the Company at any time since the beginning of the last fiscal year.3%

2. Any nominee for election as a Director of the Company.33*

3. Any individual or entity known to the Company to be the beneficial owner
of more than five percent (5%) of any class of the Company’s voting
securities.3%®

4. Any immediate family member of an individual identified in Items 1
through 3 above. An immediate family member would be any child,
stepchild, parent, stepparent, spouse, sibling, mother-in-law, father-in-law,
son-in-law, daughter-in-law, brother-in-law or sister-in-law of such
individual, and any individual (other than a tenant or employee) sharing the
household of such individual .33

For purposes of this Policy, a “Director” is a member of the Board, and an
“Executive Officer” means an employee of the Company that is covered by Section
16a-1(f) of the Securities Exchange Act of 1934, as amended and in effect from
time to time.

For purposes of this Policy, a “Related Person Transaction”®* is any
transaction, arrangement or relationship (or series of similar transactions,
arrangements or relationships) in which the Company (or any of its subsidiaries)**
is, was or will be a participant and the amount involved exceeds $120,000, and in

333 Instruction 1.a(i) to Item 404(a) of Regulation S-K.

334 Instruction 1.a(ii) to Item 404(a) of Regulation S-K.

335 Instruction 1.b(i) to Item 404(a) and Item 403(a) of Regulation S-K.
336 Instructions 1.a(iii) and 1.b(ii) of Item 404(a) of Regulation S-K.

337 Please note that both the N'YSE and Nasdaq rules define a “Related Person Transaction” by reference to the
SEC’s definition at 17 CFR § 229.404.

338 SEC Release No. 33-8732A, Section V.A.1, text accompanying footnote 425.
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which the Related Person had, has or will have a direct or indirect material
interest,®3 other than:

(a)

(b)
(©)

(d)

(€)

(f)

Employment relationships or transactions involving an Executive
Officer and any related compensation solely resulting from such
employment if (i) the compensation is required to be reported in the
Company’s annual proxy or (ii) the Executive Officer is not an
immediate family member specified in subparagraph 4 in the
definitions above and such compensation was approved, or
recommended to the Board for approval, by the Compensation
Committee of the Company.34°

Compensation for serving as a Director of the Company.3*

Payments arising solely from the ownership of the Company’s
equity securities in which all holders of that class of equity securities
received the same benefit on a pro rata basis.>*2

Indebtedness arising from ordinary-course transactions such as the
purchases of goods and services at market prices, and indebtedness
transactions with any individual or entity that is a Related Person
only by virtue of subparagraph 3 in the Definitions above.34®

Transactions where the rates or charges are determined by
competitive bids.3*

Transactions where the rates or charges are fixed in conformity with
law or governmental authority in connection with the provision of
services as a common or contract carrier or public utility.34

339 Item 404(a) of Regulation S-K.

340 Instruction 5 of Item 404(a) of Regulation S-K.
341 Instruction 5 of Item 404(a) of Regulation S-K.
342 Instruction 7.c of Item 404(a) of Regulation S-K.
343 Instruction 4 of Item 404(a) of Regulation S-K.
344 Instruction 7.a of Item 404(a) of Regulation S-K.
345 Instruction 7.a of Item 404(a) of Regulation S-K.



(9) Ordinary course transactions involving the provision of certain
financial services (e.g., by a bank depository, transfer agent,
registrar, trustee under a trust indenture or similar services).34

Review and Approval of Related Person Transactions

Management shall present to the Audit Committee of the Company the
following information, to the extent relevant, with respect to actual or potential
Related Person Transactions:34

1. A general description of the transaction(s), including the material
terms and conditions.

2. The name of the Related Person and the basis on which such
individual or entity is a Related Person.3*8

3. The Related Person’s interest in the transaction(s), including the
Related Person’s position or relationship with, or ownership of, any
entity that is a party to or has an interest in the transaction(s).>*°

4. The approximate dollar value of the transaction(s), and the
approximate dollar value of the Related Person’s interest in the
transaction(s) without regard to amount of profit or loss.>*

5. In the case of a lease or other transaction providing for periodic
payments or installments, the aggregate amount of all periodic
payments or installments expected to be made.®!

6. In the case of indebtedness, the aggregate amount of principal to be
outstanding and the rate or amount of interest to be payable on such
indebtedness.®*2

7. Any other material information regarding the transaction(s) or the
Related Person’s interest in the transaction(s).>>

346 Instruction 7.b of Item 404(a) of Regulation S-K.

347 Section 34.00 of the NYSE Listed Company Manual requires review and pre-approval of related person
transactions by the audit committee or a similar independent body of the board of directors.

348 |tem 404(a)(1) of Regulation S-K.

349 Item 404(a)(2) of Regulation S-K.

350 Item 404(a)(3)-(4) of Regulation S-K.

31 Instruction 3.b of Item 404(a) of Regulation S-K.

32 Item 404(a)(5) and Instruction 3.a of Item 404(a) of Regulation S-K.
353 Item 404(a)(6) of Regulation S-K.



After reviewing such information, the disinterested members of the Audit
Committee of the Company shall approve or disapprove such transaction. No
member of the Audit Committee of the Company shall participate in the review,
consideration or approval of any Related Person Transaction with respect to which
such member or any member of his or her immediate family is a Related Person.
Approval of such transaction shall be given only if it is determined by the Audit
Committee of the Company that such transaction is in, or not inconsistent with, the
best interests of the Company and its shareholders.

If any material information with respect to such transactions shall change
subsequent to the Audit Committee of the Company’s review of such transactions,
management shall provide the Audit Committee of the Company with updated
information at its next scheduled meeting.

In the event management becomes aware of a Related Person Transaction
that has not been previously approved or ratified under this Policy, it shall be
submitted to the Audit Committee of the Company promptly, and the Audit
Committee of the Company shall review the Related Person Transaction in
accordance with the criteria set forth in this Policy, taking into account all of the
relevant facts and circumstances available to the Audit Committee of the Company.
Based on the conclusions reached, the Audit Committee of the Company shall
evaluate all options, including, without limitation, approval, ratification,
amendment or termination of the Related Person Transaction or, with respect to any
Related Person Transaction that is no longer pending or ongoing, rescission and/or
disciplinary action. Any such determination by the Audit Committee of the
Company shall be reported to the full Board.

In the event management determines it is impractical or undesirable to wait
until the next meeting of the Audit Committee of the Company to approve a Related
Person Transaction, the Chair of the Audit Committee of the Company may review
and approve the Related Person Transaction in accordance with the criteria set forth
herein. The Chair of the Audit Committee of the Company will report any such
approval to the Audit Committee of the Company at its next regularly scheduled
meeting.

The Audit Committee of the Company shall report all material Related
Person Transactions it has reviewed to the full Board.



Exhibit G

MODEL EMPLOYEE COMPLAINT PROCEDURES
FOR ACCOUNTING AND AUDITING MATTERS

Any employee of the Company may submit a good faith complaint
regarding accounting or auditing matters to the management of the Company
without fear of dismissal or retaliation of any kind. The Company is committed to
achieving compliance with all applicable securities laws and regulations,
accounting standards, accounting controls, and audit practices. The Company’s
Audit Committee will oversee treatment of employee concerns in this area.

In order to facilitate the reporting of employee complaints, the Company’s
Audit Committee has established the following procedures for (1) the receipt,
retention and treatment of complaints regarding accounting, internal accounting
controls or auditing matters (Accounting Matters), and (2) the confidential,
anonymous submission by employees of concerns regarding questionable
accounting or auditing matters.

Receipt of Employee Complaints

. Employees with concerns regarding Accounting Matters may report
their concerns to the General Counsel of the Company.

o Employees may forward complaints on a confidential or anonymous
basis to the General Counsel of the Company through a hotline, e-mail
or regular mail to:

[CONTACT INFORMATION]
Scope of Matters Covered by These Procedures
These procedures relate to employee complaints relating to any
questionable accounting or auditing matters, including, without limitation, the
following:

. fraud or deliberate error in the preparation, evaluation, review or audit
of any financial statement of the Company;

o fraud or deliberate error in the recording and maintaining of financial
records of the Company;
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deficiencies in, or noncompliance with, the Company’s internal
accounting controls;

misrepresentation or false statement to or by a senior officer or
accountant regarding a matter contained in the financial records,
financial reports or audit reports of the Company; or

deviation from full and fair reporting of the Company’s financial
condition.

Treatment of Complaints

Upon receipt of a complaint, the General Counsel of the Company will
(1) determine whether the complaint actually pertains to Accounting
Matters, and (2) when possible, acknowledge receipt of the complaint
to the sender.

Complaints relating to Accounting Matters will be reviewed under the
Company’s Audit Committee direction and oversight by the General
Counsel of the Company, internal audit or such other persons as the
Company’s Audit Committee determines to be appropriate.
Confidentiality will be maintained to the fullest extent possible,
consistent with the need to conduct an adequate review.

Prompt and appropriate corrective action will be taken when and as
warranted in the judgment of the Company’s Audit Committee.

The Company will not discharge, demote, suspend, threaten, harass or
in any manner discriminate against any employee in the terms and
conditions of employment based upon any lawful actions of such
employee with respect to good faith reporting of complaints regarding
Accounting Matters or otherwise as specified in Section 806 of the
Sarbanes-Oxley Act of 2002.

Reporting and Retention of Complaints and Investigations

The General Counsel of the Company will maintain a log of all
complaints, tracking their receipt, investigation and resolution, and shall
prepare a periodic summary report thereof for the Company’s Audit
Committee. Copies of complaints and such log will be maintained in
accordance with the Company’s document retention policy.



Exhibit H

MODEL AUDIT COMMITTEE SELF-ASSESSMENT CHECKLIST

Topic 1 2 3 4 5
Strongly Strongly
Disagree Agree

Composition of the Audit Committee

Audit Committee members have the necessary
qualifications and financial and other expertise to
meet the requirements of the Audit Committee
charter.

Audit Committee members understand their roles and
responsibilities.

Audit Committee members have sufficient time to

devote to their responsibilities and are not “over-
boarded.”***

The Audit Committee has the sufficient depth and
breadth of industry and business experience to
properly understand the risks facing the Company.

Every member of the Audit Committee is
independent in both form and appearance and
annually confirms his or her independence to the
Board.

The Audit Committee members demonstrate strong
interpersonal, team work, problem solving and critical
thinking skills.

The chair of the Audit Committee is an effective
leader.

Audit Committee members demonstrate integrity and
trustworthiness.

Audit Committee members participate in continuing
education programs on relevant matters and there is
an orientation program for new members.

The Audit Committee has a succession and rotation
program and annually considers changes in the
composition of the Audit Committee.

34 NYSE prohibits serving on more than three public company audit committees.

NYSE 303A.07(a)

Commentary. Nasdaq does not have a similar requirement, but audit committees should nonetheless consider

whether its members are too busy to handle the demands of serving on the committee.
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Topic 1 5
Strongly Strongly
Disagree Agree

Audit Committee Meetings

The Audit Committee meets at least quarterly.

The Audit Committee meets periodically in separate
executive sessions with management (including the
chief financial officer and chief accounting officer),
the internal auditors and the independent auditor and
has the ability to have direct and independent
interaction with such persons from time to time as the
members of the Audit Committee deem appropriate.

Written minutes of Audit Committee meetings are
maintained.

Committee Authority and Responsibilities

The Audit Committee exercises effective oversight of
the work of the independent auditor (including
resolution of disagreements between management and
the independent auditor regarding financial reporting)
for the purpose of preparing or issuing an audit report
or related work.

The Audit Committee exercises effective oversight
over all auditing services, internal control-related
services and permitted non-audit services (including
the range of fees for and material terms of such
services) to be performed for the Company by the
independent auditor.

The Audit Committee reviews and discusses with the
independent auditor any documentation supplied by
the independent auditor as to the nature and scope of
any tax services to be approved, as well as the
potential effects of the provision of such services on
the auditor’s independence.

The Audit Committee has the ability to retain
independent legal, accounting or other advisors.

The Company provides appropriate funding to the
Audit Committee for payment of compensation to the
independent auditor and to any advisors employed by
the Audit Committee, as well as funding for the
payment of ordinary administrative expenses of the




Topic 1 2 3 5
Strongly Strongly
Disagree Agree

Audit Committee that are necessary or appropriate in
carrying out its duties.

The Audit Committee makes regular reports to the
Board.

The Audit Committee annually reviews the Audit
Committee’s own performance.

Audit Committee’s Oversight of Financial Statemen

ts and Disclosure Matters

The Audit Committee reviews, and has discussions
with management and the independent auditor
regarding, the annual audited financial statements and
quarterly financial statements.

The Audit Committee reviews, and has discussions
with management and the independent auditor
regarding, significant financial reporting issues and
judgments made in connection with the preparation of
the Company’s financial statements.

The Audit Committee reviews, and has discussions
with management and the independent auditor
regarding, any major issues as to the adequacy of the
Company’s internal controls, any special steps
adopted in light of material control deficiencies and
the adequacy of disclosures about changes in internal
control over financial reporting.

The Audit Committee reviews, and has discussion
with management (including the senior internal audit
executive) and the independent auditor regarding, the
Company’s internal controls report and the
independent auditor’s attestation report prior to the
filing of the Company’s Form 10-K.

The Audit Committee reviews and has discussions on
the quarterly reports from the independent auditors
on: (a) all critical accounting policies and practices to
be used; (b) all alternative treatments of financial
information within U.S. generally accepted
accounting principles (GAAP) that have been
discussed with management, ramifications of the use
of such alternative disclosures and treatments, and the
treatment preferred by the independent auditor; and




Topic 1 5
Strongly Strongly
Disagree Agree

(c) other material written communications between
the independent auditor and management, such as any
management letter or schedule of unadjusted
differences.

The Audit Committee reviews, and has discussions
with management regarding, the Company’s earnings
press releases, including the use of “pro forma” or
“adjusted” non-GAAP information, as well as
financial information and earnings guidance provided
to analysts and rating agencies.

The Audit Committee has discussions with
management and the independent auditor regarding
the effect of regulatory and accounting initiatives as
well as off-balance sheet structures on the Company’s
financial statements.

The Audit Committee has discussions with
management about the Company’s major financial
risk exposures and the steps management has taken to
monitor and control such exposures, including the
Company’s risk assessment and risk management
policies.

The Audit Committee has discussions with the
independent auditor regarding the matters required to
be discussed by Statement on Auditing Standards No.
114 relating to the conduct of the audit, including any
difficulties encountered in the course of the audit
work, any restrictions on the scope of activities or
access to requested information, and any significant
disagreements with management.

The Audit Committee reviews disclosures made to
the Audit Committee by the Company’s CEO and
CFO during their certification process for the Form
10-K and Form 10-Q about any significant
deficiencies in the design or operation of internal
controls or material weaknesses therein, and any
fraud involving management or other employees who
have a significant role in the Company’s internal
controls.




Topic 1 5
Strongly Strongly
Disagree Agree

The Audit Committee reviews management’s use of
non-GAAP measures and metrics (including any
environmental, social and governance measures and
metrics), and in particular how these measures are
used, whether they are consistently prepared and
presented and what the Company’s disclosure
controls and procedures relating to these are.

The Audit Committee has appropriate procedures in
place to ensure that a public announcement of the
Company’s receipt of an audit opinion that contains a
going concern qualification is made promptly.

Oversight of the Company’s Relationship with the Independent Auditor

Before the engagement of the independent auditor
and at least annually thereafter, the Audit Committee
reviews and has discussions with the independent
auditor about relationships between the auditor and
the Company that, in the auditor’s professional
judgment, may reasonably be thought to bear on its
independence and the audit committee receives a
written affirmation from the auditor that it is
independent and a formal written statement from the
auditor delineating all relationships between the
auditor and the Company.

The Audit Committee reviews and evaluates the lead
partner of the independent auditor team.

The Audit Committee obtains and reviews a report
from the independent auditor at least annually
regarding: (a) the independent auditor’s internal
quality-control procedures; (b) any material issues
raised by the most recent internal quality-control
review or peer review of the independent auditor, or
by any inquiry or investigation by governmental or
professional authorities within the preceding five
years respecting one or more independent audits
carried out by the independent auditor; and (c) any
steps taken to deal with any such issues.

The Audit Committee (a) evaluates the qualifications,
performance and independence of the independent




Topic

1
Strongly
Disagree

5
Strongly
Agree

auditor, including considering whether the
independent auditor’s quality controls are adequate
and the provision of permitted non-audit services is
compatible with maintaining the auditor’s
independence, taking into account the opinions of
management and internal auditors and (b) presents its
conclusions with respect to the independent auditor to
the Board.

The Audit Committee actively engages in a dialogue
with the independent auditor with respect to any
disclosed relationships or services that may impact
the objectivity and independence of the independent
auditor.

The Audit Committee ensures the rotation of the lead
(or coordinating) audit partner having primary
responsibility for the audit and the audit partner
responsible for reviewing the audit as required by
law.

The Audit Committee periodically reviews the
policies it has recommended to the Board for the
Company’s hiring of employees or former employees
of the independent auditor.

The Audit Committee meets with the independent
auditor prior to the audit to discuss the planning and
staffing of the audit.

The Audit Committee engages in a dialogue with the
independent auditor on the responsibilities of the
auditor in relation to the audit, terms of the audit
engagement, overview of the overall audit strategy
and timing of the audit, and observations arising from
the audit that are significant to the financial reporting
process.

The Audit Committee engages in a dialogue with the
independent auditor to understand the nature of each
identified CAM, the auditor’s basis for identifying a
matter as a CAM and how each such identified matter
will be described in the auditor’s report.

Oversight of the Company’s Internal Audit Function




Topic 1 5
Strongly Strongly
Disagree Agree

The Audit Committee reviews the appointment and
replacement of the senior internal auditing executive.

The Audit Committee reviews the significant reports
to management prepared by the internal auditing
department and management’s responses.

The Audit Committee has discussions with the
independent auditor and management regarding
internal audit department responsibilities, budget and
staffing, and any recommended changes in the
planned scope of the internal audit.

Compliance Oversight Responsibilities

The Audit Committee obtains from the independent
auditor assurance that Section 10A(b) of the
Exchange Act has not been implicated.®*®

The Audit Committee obtains reports from
management, the Company’s senior internal auditing
executive and the independent auditor that the
Company and its subsidiary/foreign affiliated entities
are in conformity with applicable legal requirements
and the Company’s Code of Business Conduct and
Ethics.

The Audit Committee periodically reviews the advice
it has given to the Board with respect to the
Company’s policies and procedures regarding
compliance with applicable laws and regulations, and
with the Company’s Code of Business Conduct and
Ethics.

The Audit Committee reviews and oversees all
related-party transactions in accordance with the
Company’s Policies and Procedures with respect to
Related Person Transactions.

The Audit Committee establishes procedures for the
receipt, retention and treatment of complaints
received by the Company regarding accounting,
internal accounting controls or auditing matters, and

35 Section 10A(b) requires audit firms that become aware that an illegal act that has, or may have, occurred to
determine whether the audited entity has taken appropriate remedial action and, if not, to report to the SEC

under certain circumstances.




Topic 1 5
Strongly Strongly
Disagree Agree

the confidential, anonymous submission by
employees of concerns regarding fraud, questionable
accounting or auditing matters.

The Audit Committee has discussions with
management and the independent auditor regarding
any correspondence with regulators or governmental
agencies, and any published reports that raise material
issues regarding the Company’s financial statements
or accounting policies.

The Audit Committee has discussions with the
Company’s General Counsel regarding legal matters
that may have a material impact on the financial
statements or the Company’s compliance policies.

The Audit Committee proactively engages with
management and the independent auditor in the
implementation of new accounting standards,
including assessing whether sufficient time and
resources have been devoted to develop sound
accounting policies and whether appropriate controls
and procedures have been established for the
transition to the new standards.

Overall

The Audit Committee is functioning efficiently to
meet its objectives.
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