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1 Introduction 
This document provides answers to frequently asked questions about the GlobalPlatform Security Evaluation 
Standard for IoT Platforms (SESIP), a variant of the Common Criteria methodology specialized for the 
evaluation of Connected Platforms in the context of IoT. 

1.1 Audience 

This document is intended primarily for the use of product developers and issuers. 

1.2 References 
Table 1-1:  References 

Standard / Specification Description Ref 

GP_FST_070 Security Evaluation Standard for IoT Platforms (SESIP) [SESIP] 

Common Criteria Part 3, 
2017 

Common Criteria for Information Technology Security 
Evaluation – Part 3: Security assurance components. 
CCMB-2017-04-003, version 3.1, revision 5, April 2017 

[CC Part 3] 

Attack Potential to 
Smartcards and Similar 
Devices, latest version 

Application of Attack Potential to Smartcards and Similar 
Devices 

[APSC] 

 

1.3 Terminology and Definitions 
Table 1-2:  Terminology and Definitions 

Term Definition 

SESIP level An assurance package adapted to the IoT ecosystem. SESIP1 – SESIP5 are 
defined in [SESIP] Annex B. 

SESIP Profile A security profile generic to a type of platform (part). Equivalent to CC 
Protection Profile:  A generic SESIP Security Target defining the SESIP 
requirements in terms of security features and evaluation activities to be 
addressed during the evaluation of a platform (part) of the type targeted by the 
profile. 
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1.4 Abbreviations and Notations 
Table 1-3:  Abbreviations and Notations 

Abbreviation / Notation Meaning 

CC Common Criteria 

SAR Security Assurance Requirement 

SESIP Security Evaluation Standard for IoT Platforms 

SFR Security Functional Requirement 

 

1.5 Revision History 
Table 1-4:  Revision History 

Date Version Description 

June 2021 1.0 Public Release 
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2 What Is SESIP? 
Q1 – What is a SESIP certificate for? 

A security certificate gives you a view of the security level of your product. You can use it for your own 
purposes during risk assessment or use it as a demonstration of security to your customer. It can also be 
mandatory under some regulations or for certain private organizations. 

A SESIP certificate in particular can be used as part of demonstrating compliance to an IoT device standard. 
If your customers need to certify their IoT devices, SESIP certificates provide reusable evidences that 
security requirements are covered by a device component that is not manufactured by the IoT vendor. 

Q2 – Who recognizes SESIP and who is using it? 

SESIP has been developed by a GlobalPlatform working group gathering worldwide industry actors (e.g. 
chip manufacturers, software developers, OEM, IoT vendors), security evaluation laboratories, and 
certification bodies. 

Developers of IoT components (e.g. chip, operating system, software library, etc.) are using SESIP 
certificates to provide their customers with a security status of these components. 

OEMs and IoT vendors can use SESIP certificates of components as evidences for the demonstration of 
compliance of their final IoT device to IoT device standards. 

Q3 – What are the differences/relations with other IoT schemes? 

SESIP is defined in particular for the IoT ecosystem, and is thus able to consider the challenges specifically 
related to this ecosystem, and so to reduce the cost and effort of certification. 

SESIP supports IoT device standards by targeting the evaluation of subcomponents of IoT devices; for IoT 
products that integrate those subcomponents, SESIP certificates can be used as evidences for 
demonstration of compliance to IoT device standards. 

SESIP covers anything from a very fundamental security subcomponent up to the full IoT platform (i.e. the 
part used by a specific final application interfacing with users and/or remote servers). This enables SESIP 
to be used as an interface between different evaluation schemes that cover only some parts of IoT 
platforms. 

The SESIP methodology has been developed to be accessible and understandable to all IoT actors, even 
those not expert in security evaluations. 

Q4 – What components and products can be certified with SESIP? 

SESIP can be used to certify a component or a set of components on which IoT devices are based to 
implement their services; e.g. a hardware root of trust, a cryptographic library, an OS, a communication 
module, etc., or a combination of those. 

SESIP focuses on the IoT platform. But SESIP can be extended to certify a device by adding specific 
business related features in a SESIP Profile (described in Q11). 
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Q5 – What does a SESIP evaluation cost and what effort is required? 

As the SESIP methodology can be applied from very core (e.g. underlying hardware) and limited parts 
through wide and complex parts of an IoT platform (e.g. full hardware + software), no fixed cost is defined 
in [SESIP]. However, such information can be determined by Certification Bodies for specific verticals, or 
defined in SESIP Profiles. 

The cost and effort of SESIP evaluations for a specific type of product are inherently reduced as evaluation 
activity objectives are designed to request only inputs useful for security assessment and to allow reuse of 
results in further security assessment of a wider product that integrates the certified part. 
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3 How to Use SESIP 
Q6 – How do I start the certification process and what will be the steps? 

For all SESIP levels, certification requires two actors: an Evaluation Laboratory (see Q7) to perform the 
security assessment and a Certification Body (see Q7) to issue the SESIP certificate based on the 
Evaluation Laboratory’s conclusions. 

The full certification process typically requires the following steps: 

o Determining the Evaluation Laboratory to perform the evaluation and the Certification Body to issue 
the SESIP certificate. 

 The choices are commonly based on existing relationships with the Certification Body and/or 
the Evaluation Laboratory; the proposed certification plan and timeline; and possibly the 
nationality, for language and proximity reasons or even to meet the requirements of applicable 
regulations. 

o Completing an agreement with the Evaluation Laboratory for performance of the evaluation 
(planning, workload, etc.) 

o Registering the certification request with the Certification Body (see Q8), possibly via the 
Evaluation Laboratory. 

o Providing the Evaluation Laboratory with developer evidences corresponding to the SESIP level 
(see Q9 and Q10). 

o Evaluation of the developer evidences by the Evaluation Laboratory (see Q9); this will require 
exchanges and meetings between the developers and the evaluators. 

o Issuance of an evaluation report by the Evaluation Laboratory to the Certification Body. 

o Analysis of the evaluation report by the Certification Body; this will require exchanges and meetings 
between the Evaluation Laboratory and the Certification Body. 

o If the conclusion of the evaluation report is Pass and if the Certification Body accepts that 
conclusion, issuance of the certificate by the Certification Body. 

Q7 – Who is the Certification Body and is there a list of Evaluation Laboratories? 

In order to ensure alignment between Certification Body and Laboratories, GlobalPlatform has defined a 
list of requirements (knowledge, ISO certification, business, …) to license those actors: 

GlobalPlatform SESIP Licensed Certification Bodies are listed at https://globalplatform.org/sesip-cb/ 

Soon, GlobalPlatform SESIP Licensed Laboratories will be listed at https://globalplatform.org/laboratories/ 

Each Certification Body is in charge of licensing Evaluation Laboratories to perform SESIP evaluation for a 
specific SESIP scheme and managing the list of those Evaluation Laboratories. 

Q8 – What needs to be provided for the certification process? 

The certification process is handled by the chosen SESIP Certification Body:  You can contact it directly or 
via the selected Evaluation Laboratory. 

https://globalplatform.org/sesip-cb/
https://globalplatform.org/laboratories/
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Q9 – What needs to be provided for the evaluation process? 

SESIP evaluation activities are described in the following documents: 

o Security Evaluation Standard for IoT Platforms ([SESIP]), chapter 4, provides the list of evaluation 
activities (Security Assurance Requirements – SARs) associated with each SESIP level. 

o Common Criteria Part 3 ([CC Part 3]) provides for each evaluation activity the actions to be 
performed by the developer and the evaluator. 

Also, the Evaluation Laboratory will guide you about developer evidences to be provided, in conformance 
with SESIP requirements. 

Note that the Security Target (see Q10) and the User Guidance are evidences intended to be shared 
externally. All other evidences are only for evaluation purposes, to support the security analysis by the 
Evaluation Laboratory; the format of such evidences is to be agreed with the Evaluation Laboratory (e.g. 
document, workshop, etc.). 

Q10 – What should I know before starting a certification process? 

A security certification is defined by two main parameters: 

o The scope of the evaluation identifies the security features of the product and its environment that 
are covered by the certificate. 

o The assurance level is the level of confidence that the security features are correctly implemented 
and resistant to a determined potential of attack (attack effort and cost). 

You will first need to determine those two parameters to build your security claim. This security claim will 
need to be reported in a public document called the Security Target, to be provided to the Evaluation 
Laboratory. The evidences you will need to provide for the evaluation are discussed in Q9. 

Q11 – How do I determine the scope and the level I can claim for my component? 

If GlobalPlatform has published a SESIP Profile for the component, it is recommended that you use that 
profile for the certification. In such a Profile, all security claims related to the type of product have been 
prepared, including the security features to be implemented and the assurance level. The evaluation and 
the certification process will be greatly eased because all the theoretical vulnerability analysis that has led 
to the selection of the security features and the assurance level claim has already been done and agreed, 
and will be reused by the Evaluation Laboratory and the Certification Body. Also, the SESIP Profile is a 
template for your Security Target, and you will just need to fill it with the specifics of your product. 

If no SESIP Profile has been published for your type of component, the security claim in the Security Target 
will need to be validated by the Evaluation Laboratory and the Certification Body. 

Q12 – How do the evaluators judge whether security features (SFRs) are properly 
implemented? Is there a reference document explaining the pass/fail criteria? 

There are two aspects to the verification of SFRs: 

o Compliance to specification (proprietary or standardized) descriptions:  If the source code review, 
if any, and the results from functional testing show consistency with the specifications, then the 
component achieves a Pass. Any discrepancies will lead to a Fail. 

o Resistance to attacks:  If the security feature has been found resistant to the claimed attack 
potential, the component achieves a Pass. Details about attack rating can be found in [CC Part 3] 
and [APSC]. 
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