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1 Introduction 

The aim of this document is to define a single administration protocol to perform remote management of 

applications residing on any type of Secure Element in a device (e.g. mobile phone, tablet…) Mobile Phone. 

Remote management means the delivery of management scripts to a Secure Element hosted in a device and 

the management of the related responses. These management scripts could for instance be used to install an 

application and to provide data to an application. Examples of applications could be payment applications, 

transit applications, or access applications. 

By using this protocol, service providers could develop flexible remote administration platforms that could be 

easily extended to manage the same application in any Secure Element. A service provider could for instance 

decide to launch a payment service using the UICC as SE, and in a second step, cover a bigger market by 

adding support for other devices with other Secure Elements, but using the same management platform to 

address these SEs and the same management scripts to address the application. Service providers would 

then be able to reduce the time to market when new devices are introduced in the market since the impacts 

would be greatly reduced with respect to remote administration. 

Additional functionalities handled by the Admin Agent, such as the interaction between the Secure Elements 

and the device and the interaction between the device user and the Admin Agent, are out of the scope of this 

specification, except the functionalities related to requirements defined in section 3.7. 

1.1 Audience 

This document is intended primarily for the use of Device manufacturers that will implement the Admin Agent, 

Secure Element manufacturers, and providers of Remote Administration solutions. This document may also 

be of interest to service providers that will deliver services on Secure Elements. 

1.2 IPR Disclaimer 

Attention is drawn to the possibility that some of the elements of this GlobalPlatform specification or other work 

product may be the subject of intellectual property rights (IPR) held by GlobalPlatform members or others. For 

additional information regarding any such IPR that have been brought to the attention of GlobalPlatform, please 

visit https://www.globalplatform.org/specificationsipdisclaimers.asp. GlobalPlatform shall not be held 

responsible for identifying any or all such IPR, and takes no position concerning the possible existence or the 

evidence, validity, or scope of any such IPR. 

https://www.globalplatform.org/specificationsipdisclaimers.asp
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1.3 References 

Table 1-1:  Normative References 

Standard / Specification Description Ref 

GlobalPlatform Card 
Specification v2.3 v2.2 

Card Specification v2.3 v2.2 [GPCS] 

GlobalPlatform Card 
Specification v2.2 – 
Amendment B 

Card Specification v2.2 – Amendment B v1.1.3 

Remote Application Management over HTTP 

[GP Amd B] 

ETSI TS 102 600 (Release 7) Smart Cards; UICC-Terminal interface; Characteristics 
of the USB interface, European Telecommunications 
Standards Institute Project Smart Card Platform 
(ETSI SCP) 

[ETSI 102 600] 

ISO/IEC 7816-3:1997 Identification cards - Integrated circuit(s) cards with 
contacts - Part 3: Electronic signals and transmission 
protocols 

[ISO 7816-3] 

ITU-T E.118 ITU-T Recommendation E.118: “The international 
telecommunication charge card”.  

[ITU E.118] 

RFC 2246 The TLS Protocol – Version 1.0 [RFC 2246] 

RFC 4346 The Transport Layer Security (TLS) Protocol 
Version 1.1 

[RFC 4346] 

RFC 5246 The Transport Layer Security (TLS) Protocol 
Version 1.2 

[RFC 5246] 

RFC 4366 Transport Layer Security (TLS) Extensions [RFC 4366] 

RFC 4279 Pre-Shared Key Cipher suites for Transport Layer 
Security (TLS) 

[RFC 4279] 

RFC 5487 Pre-Shared Key Cipher Suites for TLS with 
SHA-256/384  

[RFC 5487] 

RFC 4785 Pre-Shared Key (PSK) Cipher suites with NULL 
Encryption for Transport Layer Security (TLS) 

[RFC 4785] 

RFC 2616 Hypertext Transfer Protocol – HTTP/1.1 [RFC 2616] 

RFC 2617 HTTP Authentication: Basic and Digest Access 
Authentication 

[RFC 2617] 

RFC 2818 HTTP over TLS [RFC 2818] 

 

Table 1-2:  Informative References 

Standard / Specification Description Ref 

GPD_SPE_024 GlobalPlatform Device Technology 

TEE Secure Element API  

[GP TEE SE API] 

GP_REQ_013 GlobalPlatform  

Requirements for Embedded SE Interfaces 

[GP ESE Int] 

GPD_SPE_013 GlobalPlatform Device Technology 

Secure Element Access Control 

[SE AC] 

ETSI TS 102 622 Smart Cards; UICC Contactless Front end (CLF) 
Interface; Host Controller Interface (HCI) 

[ETSI 102 622] 
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Standard / Specification Description Ref 

ASSD_Extension Version 2.0 SD Specifications; Part A1 Advanced Security SD 
Extension Specification, SD Card Association 

[ASSD] 

Open Mobile API SIMalliance Open Mobile API available under:  

http://www.simalliance.org  

[OMAPI] 

 

1.4 Terminology and Definitions 

Table 1-3:  Terminology and Definitions 

Term Definition 

Admin Agent Agent in charge of the management of the Administration Protocol used 
with the Admin Server. It will forward the administration scripts to the 
Secure Element. 

Admin Server Server in charge of administration of the Secure Element 

 

1.5 Abbreviations and Notations 

Table 1-4:  Abbreviations and Notations 

Abbreviation Meaning 

AP Application Provider 

APDU Application Protocol Data Unit 

APSD Security Domain of the Application Provider 

CIN Card Image Number 

HTTP HyperText Transfer Protocol 

HTTPS Secure HyperText Transfer Protocol 

IIN Issuer Identification Number 

OTA Over The Air 

PSK-TLS Pre-Shared Key TLS 

REE Rich Execution Environment 

SCP Secure Channel Protocol 

SD Security Domain 

SE Secure Element 

TEE Trusted Execution Environment 

TLS Transport Layer Security 

UICC Universal Integrated Circuit Card 

URI Uniform Resource Identifier 
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1.6 Revision History 

Table 1-5:  Revision History 

Date Version Description 

May 2011 1.0 Initial Publication 

Nov 2015 1.0.1 This maintenance release mainly provides clarifications on the scope of the 

specification and of the protocol (and its links with the Amendment B of the 

GlobalPlatform Card Specification), on the notion of administration session, 

and on the specificities linked to the location of the Admin Agent as an 

application in a device. 

This maintenance release incorporates the following errata and precisions. 

Chapter 2 

 Clarification of the overall architecture diagram, and of the possible 
locations of the Admin Agent. 

 Clarification of the interface with SE Access APIs. 

Chapter 3 

 Added new Requirement 1.4, was previously part of Requirement 
1.3. 

 Update within Requirement 5.2, “shall” to “may”. 

Chapter 4 

 Section 4.2: New section clarifying the notion of Administration 
Session: 

o Initiation of an administration session and of dialogs. 

o Moving forward within a dialog. 

o Switching from one dialog to another. 

o Chaining dialogs on different servers. 

o End of an administration session. 

o Resumption of an administration session. 

 Section 4.3.1: 

o Clarifications for “X-Admin-SE-List” header. 

o Mandatory requirements for “X-Admin-Targeted-SE” header. 

o Delivery status definitions for “X-Admin-Script-Status” 
header. 

o Clarification for the format of <CUD-value>. 

o Clarification for the format of <ICCID-value>. 

o Definition of the missing “unavailable-se” script status. 

 Section 4.3.2: Clarification for the presence, the usage and the 
format of the Targeted Application. 

 Section 4.3.3: Update of the Protocol Version. 
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Date Version Description 

Nov 2015 1.0.1 

(continued) 
 Section 4.3.4: Prototypes of HTTP POST Request and Response 

moved from the initial section 4.3.1. 

 Section 4.4.1: Clarification on the Script Security layer usage. 

 Section 4.4.2:  

o Clarification for the Transport Security layer usage. 

o Addition of the missing capability to use TLS in server 
authentication only  

o Clarification for the minimum TLS version to be used. 

 Section 4.5.1: New section, Admin Agent Administration Session 
Configuration Parameters (based on prior Admin Agent 
Administration Session Parameters section). 

 Section 4.5.2: Removal of the useless Connection Parameter data 
(tag '84'). 

Chapter 5 

 Restructure of former Chapters 5 and 6. The single Chapter 5 now 
provides detailed sequence diagrams. 

 Section 5.1: Start of an Administration Session and Generic Dialog. 

 Section 5.2: End of an Administration Session. 

 Section 5.3: Chaining for Dialogs within an Administration Session. 

 Section 5.4: Resumption of an Administration Session. 

Figures and Tables 

 Replaced Figure 2-1: Global Overview of the Architecture. 

 Removed Figure 2-2: Example of Implementation Using GPC 2.2 
Amendment B when Secure Element Is UICC. 

 Removed Figure 2-3: Example of Implementation when Secure 
Element Is Secure Memory Card. 

 Removed tag '84' from Table 4-1 and Table 4-2. 

 Replaced Chapter 5 graphics.  

 Removed Figure 6-1:  Example of Admin Agent Implementation by 
the Trusted Execution Environment. 

Terminology Changes 

 “Mobile Phone” to “device”. 

 “secure memory card” to “smartSD” or “smart microSD memory 
card”. 

 Usage of a generic “SE Access API” instead of the specific and old-
fashioned JSR 177. Reference to more up-to-date technologies as 
concrete implementations of this “SE Access API”. 
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2 Architecture 

This protocol is concerned with the following elements/roles: 

 The Service Provider 

 The Admin Server 

 The Device 

 The Admin Agent 

 The Secure Element 

 

Figure 2-1:  Global Overview of the Architecture 

 

The above diagram represents the generic architecture that enables an Admin Server to send administration 

commands to Applications located in Secure Elements. In this architecture, an Admin Agent manages the 

protocol with the Admin Server and forwards the administration commands to the Application in the Secure 

Element. 

While device and SE are physical entities, the Admin Agent and the Admin Server defined in this specification 

are to be considered as functions. These functions might be implemented as standalone applications or as 

libraries integrated inside larger business applications. In the rest of the document, the terms Admin Agent and 

Admin Server may be used interchangeably with “Admin Agent function” and “Admin Server function”. 

Depending on the Secure Element, the mobile architecture device capabilities, and the security requirements, 

the Admin Agent may be implemented: 

 as an application In the Rich Execution Environment of the device, or 

 or In the Trusted Execution Environment of the device, or 

 or In the Secure Element itself, if the SE has the capability to manage a direct remote connection 
with the Admin Server. If so, the Admin Agent will only have the capability to perform the remote 
administration of the SE it is included in. 
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As an example, if the Secure Element is a UICC, the Admin Agent may will be implemented in this UICC and 

in this case, it shall comply with GlobalPlatform Card Specification v2.2 – Amendment B [GP Amd B]. 

The Admin Agent may also be implemented as an application in the device, in order to perform remote 

administration of any type of Secure Elements (UICC, Embedded Secure Element, smartSD/smart microSD 

memory card, etc.). This specification consequently provides the necessary adaptations of the protocol defined 

in [GP Amd B], in order to perform such a remote administration of Secure Elements through an Admin Agent 

in a device. 

Note that if the device embeds a Trusted Execution Environment, the Admin Agent may be implemented in 

this Trusted Execution Environment. Otherwise, the Admin Agent is implemented in the Rich Execution 

Environment of the device. In these two cases, the Admin Agent will have to use an API providing access to 

the Secure Element and allowing it to forward the administrative commands to an application in this Secure 

Element. This API is called an “SE Access API” in this specification. administrative commands may be 

forwarded to the Secure Element through a mobile application using the JSR 117 [7] in the case of Jave ME 

or through any other API that can send commands to the SE. 

The SE Access API can be the SIMalliance Open Mobile API [OMAPI] when the Admin Agent is implemented 

in the Rich Execution Environments (REE), and the GlobalPlatform TEE Secure Element API [GP TEE SE API] 

when the Admin Agent is implemented in the Trusted Execution Environment (TEE). 

More precisely, an SE Access API usually provides mechanisms for a device application to open a connection 

with the SE and then to open a logical channel with a card application in order to send APDUs to this 

application. It manages the adaptation to the appropriate transport layer available in the device to transmit 

APDUs to the Secure Element, like APDUs over ISO as defined in ISO/IEC 7816-3 [ISO 7816-3] or over IC 

USB as defined in ETSI TS 102 600 [ETSI 102 600], APDUs over SD interface as defined in ASSD_Extension 

[ASSD] or APDU over HCI as defined in GlobalPlatform Requirements for Embedded SE Interface 

[GP ESE Int] or in ETSI TS 102 622 [ETSI 102 622], or other command formats such as GlobalPlatform 

Networked Framework commands. 

Access from the Admin Agent to a SE application is subject to access control mechanisms defined in [SE AC], 

i.e. Admin Agent will be able to send APDUs only if the corresponding rights are granted by the rules defined 

in the SE. Management of such rules might be required in order an administration session to run properly. The 

management of those rules by the different actors is defined in [SE AC]. 

To be compliant with the usual internet architecture, the Admin Server is considered as a HTTP Server and 

the Admin Agent is considered as a HTTP Client. As a consequence, the administration session is initiated by 

the Admin Agent. However, triggering mechanisms allow an Admin Server to request the initiation of an 

administration session. 

When possible the Admin Agent should open the administration session without confirmation from the device 

user. 
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3 Requirements 

3.1 Management of the Different Types of Secure Element 

Requirement 1.1: The Secure Element Management shall be independent of the Secure Element type. 

Secure Element types include but are not limited to UICC, embedded SE, and smartSD, or smart microSD 

memory card present in a device. 

The protocol and the associated architecture should manage the different types of interface and physical layer 

available in the different Secure Elements. 

 

Requirement 1.2: The script format shall be independent of the Secure Element type and of the 

applications. 

An application may be embedded in different types of Secure Elements. If the different Secure Elements 

implement the same Secure Channel Protocol (SCP), the Service provider should be able to use the same 

script format whatever the location of the application. 

Note: The script format means the list of APDUs to be sent to the application formatted according to the 

selected Secure Channel Protocol or to the applicative format. Then, this script is customized according to the 

security credentials of the targeted SE (key values, counters, etc.). 

 

Requirement 1.3: An Admin Agent shall be able to manage several Secure Elements. 

If there are several SEs in the device, an Admin Agent shall be able to manage several SEs, or an Admin 

Agent can be dedicated to a given SE. 

 

Figure 3-1:  Administration of Several SEs 

 
A single Admin Agent for several SEs

Admin Agent Secure Element 1

Secure Element 2
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Requirement 1.4: Multiple Admin Agents may be available in a Device. 

It shall be possible for a device to host multiple Admin Agents targeting the same or different Secure Elements. 

 

Figure 3-2:  Multiple Admin Agents in a Device 

 

 

Requirement 1.51.4: An Admin Agent shall be able to give to Admin Server information about the SE(s) 

it manages. 

Unlike with [GP Amd B], where the Admin Agent is located in the UICC, the Admin Agent in the device shall 

be able to manage several SEs, and when the SE is removable, the SE can be removed and replaced by 

another SE. As it is difficult for the Admin Server to know the list of SEs managed by the Admin Agent, the 

Admin Agent must be able to provide the information about the SE(s) it manages. 

Several Admin Agents managing the different SEs

Admin Agent 1 Secure Element 1

Secure Element 2

Admin Agent 2
Secure Element n
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3.2 Unique Transport Protocol for SE Remote Administration 

Requirement 2.1: The transport protocol shall be application independent. 

A single protocol to manage the different types of SE greatly simplifies the technology used by Admin Servers. 

This remote administration protocol shall be able to “transport” an administration script from the remote 

administration server to the Admin Agent in the device. On the fly, the Admin Agent forwards this script to the 

application in the SE using the SE Access API. appropriate transport layer e.g. APDUs over ISO as defined in 

ISO/IEC 7816 [5] or IC USB as defined in ETSI TS 102 600 [2] or over SD interface as defined in 

ASSD_Extension [1], or other command formats such as GP Networked Framework commands. 

As an example, a payment application may use GlobalPlatform SCP '02' scripts for the personalization and 

then application specific post-issuance scripts. In this case, the two types of scripts may be transported by the 

protocol defined in this document and forwarded to the application by the Admin Agent. 

 

Requirement 2.2: HTTP protocol shall be used. 

The transport protocol between the Admin Server and the Admin Client shall be based on the widely deployed 

HTTP 1.1 ([RFC 2616]) protocol. 

This protocol is already available on most devices. Reusing this protocol will not require any new development 

on the device. 

 

Requirement 2.3: The administration protocol shall be compatible with GlobalPlatform Card 

Specification v2.2 Amendment B. 

The administration protocol shall be compatible with the transport protocol and the script format defined in 

[GP Amd B]. 
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3.3 Support for Multiple Service Providers 

A Secure Element may contain several applications owned by different Service Providers. 

 

Requirement 3.1: The administration protocol shall support multiple Service Providers. 

Applications owned by different Service Providers may be installed on a given SE. 

Each Service Provider should be able to manage its own applications. Thanks to the implementation of the 

Security Domains in the SE as defined in GlobalPlatform Card Specification v2.2 [GPCS], a Service Provider 

should not be able to manage applications or to retrieve sensitive and confidential information related to 

applications owned by another Service Provider. 

 

Requirement 3.2: The Admin Agent shall support the connection to several Admin Servers. 

The architecture shall enable remote administration by different admin servers. 

 

Figure 3-3:  Multiple Service Providers and Multiple Admin Servers 
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3.4 Admin Server Requirements 

Requirement 4.1: The Admin Server shall be an HTTP Server. 

The Admin Server shall be an HTTP Server in accordance with usual internet architecture. It allows taking 

advantage of functionalities existing on HTTP solutions like scalability and high availability. 

 

Requirement 4.2: The Admin Server shall support Fragment Length Negotiation for TLS. 

The Admin Server shall support the Fragment Length Negotiation as defined in [RFC 4366] to be compliant 

with [GP Amd B]. 

3.5 Security 

Requirement 5.1: The administration script shall support confidentiality and integrity. 

Confidentiality and integrity shall be handled at the script level (e.g. using SCP '02'). 

 

Requirement 5.2: The administration transport protocol shall support confidentiality and integrity. 

Even if integrity and confidentiality are already handled at the script level, security at the transport level is 

required. This transport security ensures full script confidentiality (SCP security does not cipher the full 

APDUs). The security may shall allow the server to identify the Admin Agent and thus protects the server from 

attacks such as denial of service or cryptanalysis. 
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3.6 Triggering of the Remote Administration Session 

A remote administration session can be triggered either by the remote administration server, by an application 

residing on the Secure Element, or by an application residing on the device. 

 

Requirement 6.1: The Admin Server shall be able to trigger the remote administration 

A mechanism shall be defined for the Admin Server to trigger the administration session by sending a push 

message. 

 

Requirement 6.2: An application residing on the Secure Element shall be able to trigger the remote 

administration 

When the Admin Agent is implemented in the Secure Element, a mechanism shall be defined for an application 

residing on the SE to request the initiation of an administration session with an Admin Server. 

 

Requirement 6.3: An application residing on the device shall be able to trigger the remote 

administration 

When the Admin Agent is implemented in the device, a mechanism shall be defined for an application residing 

on the device to request the initiation of an administration session with an Admin Server. 

 

Requirement 6.4: Parameters of the Administration Session shall be defined. 

Different parameters are required to open an administration session (e.g. Admin Server address, port). 

Default parameters shall be defined in the Admin Agent. 

Different values may be part of the triggering message. 

3.7 Device Mobile Phone User Interaction 

Requirement 7.1: The Admin Agent shall avoid any interaction with the Device user. 

The Admin Agent shall avoid any interaction with the device user while managing an application in the SE. 

3.8 Error Management 

Requirement 8.1: The Admin Agent shall implement a retry policy. 

Communication errors such as network coverage lost, device power down shall be managed. When the 

administration session is interrupted, the Admin Agent is responsible for re-opening the administration session 

according to its retry policy. 

 

Requirement 8.2: The Admin Agent shall be started at device start or as soon as possible thereafter. 

To implement the retry mechanism, the Admin Agent shall be started automatically at device start or as soon 

as possible thereafter. 
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4 Technical Specification 

4.1 Introduction 

When the Secure Element is a For the direct remote administration of the UICC, [GP Amd B] already defines 

the protocol and the notion of “administration session” to be used to manage remotely this UICC over HTTP. 

Here, The intention of this new specification is to re-use this protocol to manage remotely any type of Secure 

Element through an Admin Agent in the device. However, to do so some adaptations are required; the following 

sections consequently define those adaptations. 

Clarifications on the generic notion of “administration session” are first provided in section 4.2, as this notion 

is not explicitly present in the HTTP messages (through an administration session identifier, for example). 

Sections 4.3, 4.4, and 4.5 provide the adaptations that are required in order to support the remote 

administration of Secure Elements through an Admin Agent in a device. 

4.2 Clarification of Administration Session 

An administration session represents a series of HTTP POST requests made by an Admin Agent to one or 

several Admin Servers.  

Within each of the HTTP POST requests, the Admin Agent identifies itself through an <Agent Id> value set in 

the “X-Admin-From” header. The <Agent Id> value may be retrieved from the default value defined in the 

Admin Agent administration session configuration parameters (refer to section 4.5.1) or superseded by the 

value explicitly provided in the administration session triggering parameters (refer to section 4.5.2). 

The format of the <Agent Id> is however implementation dependent. As examples: 

 In the context of [GP Amd B], an Admin Agent is a function implemented by a Security Domains of a 
UICC. An Admin Agent could then be identified by the ICCID or the Card Unique Data of the UICC, 
together with the AID of the Security Domain playing the Admin Agent function. 

 In the new context of this specification dealing with remote administration of Secure Elements 
through an Admin Agent in a device, the <Agent Id> may contain the identification of the device 
hosting the Admin Agent, and of the device application playing the Admin Agent function. 

The first HTTP POST request sent by the Admin Agent acts as the opening of the administration session, and 

is performed on an initial URI that is either: 

 Provided by an application that triggered the administration session, or 

 Provided by the Admin Server in the push message that triggered the administration session, or 

 Already configured in the Admin Agent. 

From Admin Server point of view, this first HTTP POST request is similar to the following question being asked 

from the Admin Agent: “Is there any script ready to be sent to my Secure Element(s) for execution?” 

 In the context of [GP Amd B], the Admin Agent is embedded inside a Secure Element. The question 
concerns only the single Secure Element managed by the Admin Agent. 

 In the context of this new specification, the Admin Agent is hosted by the device and will then be 
able to reach several Secure Elements. The question, in this new context, will concern several SEs 
at a time (refer to section 4.3.1). 

The response to this HTTP POST request should contain a single script targeting a specific application of a 

specific Secure Element that is accessible through the requesting Admin Agent. The script is set in the Body 

of the HTTP POST response, and identified as such by setting the “Content-Type” header to the value 

“application/vnd.globalplatform.card-content-mgt;version=1.0”. 
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 In the context of [GP Amd B], the primary target of the script is the Security Domain that is holding 
the Admin Agent function itself; but it is also possible to target another Security Domain than the one 
implementing the [GP Amd B] protocol, by providing the AID of this alternate Security Domain in the 

“X-Admin-Targeted-Application” header. 

 In the context of this new specification, Admin Agents may reach several Secure Elements, so the 

targeted SE will have to be identified in the HTTP POST response using the “X-Admin-Targeted-

SE” header (refer to section 4.3.1), and the targeted application will always have to be specified in 

the “X-Admin-Targeted-Application” header. 

The Admin Agent finally has the responsibility to forward the script to the right application of the right Secure 

Element, for execution of the individual APDUs. 

 

A dialog between the Admin Agent and the Admin Server is then initiated, and represented by consecutive 

HTTP POST requests and responses. Each HTTP POST request serves two purposes: 

 Send back the APDU script responses (returned by the execution of the APDU script by the Secure 
Element) to the Admin Server. 

The script response is set in the Body of the HTTP POST request, and identified as such by setting 

the “Content-Type” header to the value: 

“application/vnd.globalplatform.card-content-mgt-response;version=1.0” 

 Ask again the question: “Is there any other script ready to be executed by one of my Secure 
Element(s)?” 

Progress within the overall administration session is performed through the usage of specific HTTP headers, 

and in particular by the navigation of a “Next URI”. The Next URI information is returned by the Admin Server 

in each HTTP POST response, in the “X-Admin-Next-URI” header: 

 The chaining of consecutive HTTP POST requests within a dialog is ensured by this Next URI. When 
set in a HTTP POST response, the Next URI represents the location where to post the execution 
result of the script, and to query for the next script. 

 The Next URI also enables to switch from one dialog to another within the same administration 
session, each of the dialogs implying the same Admin Agent, but potentially several Admin Servers. 
An HTTP POST response may then not contain a script, but may however provide a Next URI 
pointing to another feature of the same Admin Server, or to another Admin Server. 

 Note that by convention, if a script is present in a HTTP POST response, then the HTTP code of the 

HTTP POST response shall be “200 OK”. If no script is present in the HTTP POST response, then 

the HTTP POST response Body is empty and the HTTP code of the HTTP POST response shall be 

“204 No Content”. 

 The Next URI may also state the end of the administration session. When no Next URI is provided 
by the Admin Server, then the administration session ends. If a script is present in this last HTTP 
POST response, this last script shall be executed but the script execution result will not be returned 
to the Admin Server as the session has ended. 

Note that for any reason, Admin Servers might want to allocate individual identifiers to the various dialogs they 

are performing with Admin Agents. However, the way to identify such dialogs and the way to communicate this 

information back and forth between the Admin Server and the Admin Agent (through the usage of a specific 

HTTP header, or through a specific query parameter in the Next URI, etc.) are implementation dependent. 

Similarly, within a dialog, Admin Servers might want to allocate individual identifiers to the various scripts or 

steps (i.e. HTTP POSTs) that take part of the dialog. However, the way to identify such scripts/steps and the 

way to communicate this information back and forth between the Admin Server and the Admin Agent (through 

the usage of a specific HTTP header, or through a specific query parameter in the URL, etc.) are 

implementation dependent. 
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An administration session may be interrupted due to many reasons such as network connectivity issues, the 

Admin Agent stop/crash, the shutdown of the device, etc. If so, the Admin Agent is responsible to restart the 

administration session (when technically feasible, i.e. when the device has restarted or when the network 

connectivity issues are over) by re-navigating the last navigated URI, and setting a dedicated flag to indicate 

to the Admin Server that the administration session is in resume mode (setting the “X-Admin-Resume” header 

to “true”). This is then the responsibility of the Admin Server to determine whether the dialog can be continued 

from the point it has been interrupted, or if the dialog should be restarted from the beginning. 

 

Chapter 5 presents sequence diagrams and examples of HTTP POST requests and responses for the major 

steps of the administration session, in the new context of remote administration of Secure Elements through 

an Admin Agent in a device presented in this specification: 

 Generic view of the administration session start and of the HTTP POST exchanges (section 5.1) 

 End of the administration session (section 5.2) 

 Chaining of dialogs within an administration session (section 5.3) 

 Resumption of an administration session (section 5.4) 
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4.3 Adaptation of Administration Protocol 

For the direct remote administration of the UICC, [GP Amd B] is directly applicable. 

However, for the remote administration of Secure Elements through an Admin Agent in a device, some 

adaptations of the protocol defined in [GP Amd B] are required. The following sections present those 

adaptations. 

4.3.1 Multiple Secure Elements 

In order to address several Secure Elements using a single Admin Agent in the device, and to allow the Admin 

Agent to provide information about the SE(s) it manages and the SE it is currently talking to, headers must be 

added to the ones already defined in the administration protocol of [GP Amd B]: 

 The “X-Admin-SE-List” header is added in the HTTP POST request of the Admin Agent, to 

enable the Admin Agent to notify the Admin Server about the SEs that are accessible through the 
agent. 

 The “X-Admin-Targeted-SE” header is added in the HTTP POST requests and responses, to 

enable the Admin Agent and the Admin Server to know the SE that is/was targeted for the script 
execution. 

The “X-Admin-SE-List” header shall be sent by the Admin Agent to the Admin Server at the beginning of 

each dialog (and in particular in the first Admin Agent HTTP POST request of the administration session), as 

dialogs within an administration session might be processed by different Admin Servers. 

The “X-Admin-SE-List” header shall be set even if the Admin Agent manages a single Secure Element. 

If the “X-Admin-SE-List” header is present in the HTTP POST request, the header value shall be a list of 

SE identifiers. Each element of the list is separated by ‘;’ character. 

The SE identifier coding is the same as the one used for the “X-Admin-Targeted-SE” header (see below). 

 

The “X-Admin-Targeted-SE” header is mandatory: 

 In all HTTP POST responses that contain a script to be executed by a Secure Element, in order the 
Admin Agent to clearly know which SE the script should be forwarded to, and 

 In all HTTP POST requests that contain a script response, in order for the Admin Server to identify 
which SE the response is coming from. 

The “X-Admin-Targeted-SE” header shall be set even if the Admin Agent manages a single Secure 

Element. It shall not be present if the HTTP POST response/request does not contain any script/script 

response. 

If the “X-Admin-Targeted-SE” header is present in the HTTP POST response, the header value shall be 

composed of the SE identifier type and the SE identifier value, using the following format: 

//se-id/<se-id-type>/<se-id-value> 

Pre-defined SE identifier types are: 

 Card Unique Data. This is a common identifier defined by [GPCS]. When the Card Unique Data is 

used as SE Identifier, the coding of the “X-Admin-Targeted-SE” header is defined as follows: 

//se-id/CUD/<CUD-value> 

Where the <CUD-value> shall be the hexadecimal string representation of the Card Unique Data of 

the Secure Element. 

For example “//se-id/CUD/0123456789ABCDEF0123”. 
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 ICCID. When the SE type is a UICC, the usual UICC identifier, ICCID defined by ITU-T E.118 

[ITU E.118], can be used. In this case, the coding of the “X-Admin-Targeted-SE” header is 

defined as follows: 

//se-id/ICCID/<ICCID-value> 

Where the <ICCID-value> shall be the hexadecimal string representation of the ICCID of the UICC 

packed in BCD (not swapped). 

For example “//se-id/ICCID/0123456789ABCDEF0123”. 

 

Finally, in addition to the delivery status already defined in [GP Amd B] for the “X-Admin-Script-Status” 

header, the following delivery status is defined: 

 “unavailable-se”: This value is used if the SE targeted by the “X-Admin-Targeted-SE” header 

of the previous HTTP POST response is not present in the device or cannot be reached by the 

Admin Agent. The HTTP POST request that contains this value of “X-Admin-Script-Status” 

header shall not include any script response. 

 “temporarily-unavailable-application”: This value is used if the application targeted by 

the “X-Admin-Targeted-Application” header of the previous HTTP POST response is 

temporarily not reachable, for example because the maximum number of logical channels is 
reached, or if the application is not multi-selectable and is already selected on another channel, or if 
the SE Access API raises a timeout when sending data to the application. Depending on the time 

when the error occurs, the HTTP POST request that contains this value of “X-Admin-Script-

Status” header may include a script response corresponding to the result of the commands already 

executed. 

 “script-format-error”: This value is used in case of script formatting error (e.g. script 

malformed or cannot be parsed by the Admin Agent or by the SE Access API). Depending on the 

time when the error occurs, the HTTP POST request that contains this value of “X-Admin-Script-

Status” header may include a script response corresponding to the result of the commands already 

executed. 

The definition of the following delivery status defined in [GP Amd B] is also updated: 

 “unknown-application”: This value is used if the application targeted by the “X-Admin-

Targeted-Application” header of the previous HTTP POST response could not be found in the 

Secure Element (already part of [GP Amd B]), or if the application is present but the access to this 
application is not granted by the access control mechanism (new for this specification)). The HTTP 

POST request that contains this value of “X-Admin-Script-Status” header shall not include any 

script response. 

Note that the “temporarily-unavailable-application”, the “script-format-error”, and the 

additional meaning of the “unknown-application” delivery statuses were not defined in version 1.0 of this 

specification. As a consequence, it may be possible that Admin Server systems implementing version 1.0 of 

the specification receive unknown delivery statuses sent by Admin Agents implementing a more recent version 

of the specification. If so, Admin Servers should consider those unknown statuses as the “unavailable-se” 

value. 

Similarly, Admin Agents implementing version 1.0 of this specification cannot return the new statuses 

mentioned above. Admin Servers receiving the legacy “unavailable-se” or the “unknown-application” 

delivery statuses from such Admin Agents should consider that it may be due to one of the additional reasons 

mentioned above, and should then potentially implement some specific behavior (such as retry mechanism in 

case of presumed temporary unavailability of the application). 

Note that an Admin Server (resp. an Admin Agent) can know which version of SE RAM protocol is used by the 

Admin Agent (resp. Admin Server) by looking to the “X_Admin_Protocol” HTTP header that is contained in 

the HTTP POST requests (resp. HTTP POST responses). 
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4.3.2 Targeted Application 

For the direct remote administration of UICCs defined in [GP Amd B], the “X-Admin-Targeted-

Application” header is optional: it represents the AID of the Security Domain that is targeted, and it shall 

be used only in case this targeted Security Domain is not the one in charge of the PSK TLS security. 

 

For the remote administration of Secure Elements through an Admin Agent in a device, the “X-Admin-

Targeted-Application” header is mandatory and it represents the AID of the application (and not only a 

Security Domain) to which the script shall be forwarded, and that will execute the script. 

As defined in [GP Amd B], the format of the “X-Admin-Targeted-Application” header shall be: 

//aid/<RID>/<PIX> 

Where <RID> and <PIX> are the two components of the application AID. 

 

The Admin Agent shall use the SE Access API to open a connection with the SE identified by the “X-Admin-

Targeted-SE” header, and then a logical channel with the application identified by the (“X-Admin-

Targeted-Application” header. The script shall then not contain the SELECT by AID APDU. 

4.3.3 Protocol Version 

Because of the adaptations of the administration protocol is updated mentioned above, the value of the field 

“X-Admin-Protocol” header is upgraded to “globalplatform-remote-admin/1.1.1”. 

4.3.4 Prototypes of HTTP POST Request and Response 

Thus, Compared to [GP Amd B], the format of the HTTP POST request of the Security Domain (i.e., the Admin 

Agent in our context) becomes: 

POST <URI> HTTP/1.1 CRLF 

Host: <Administration Host> CRLF 

X-Admin-Protocol: globalplatform-remote-admin/1.1.1 CRLF 

X-Admin-From: <Agent ID> CRLF 

[Content-Type:application/vnd.globalplatform.card-content-mgt-response;version=1.0 CRLF] 

[X-Admin-SE-List://se-id/<se1-id-type>/<se1-id-value>;…;//se-id/<seX-id-type>/<seX-id-

value> CRLF] 

[X-Admin-Targeted-SE: //se-id/<se-id-type>/<se-id-value> CRLF] 

[Content-Length: xxxx CRLF] or [Transfer-Encoding: chunked CRLF] 

[X-Admin-Script-Status: <script-status> CRLF] 

[X-Admin-Resume: true CRLF] 

CRLF 

[body-with-previous-response-string] 

 

When HTTP Basic or Digest Authentication is used, the HTTP POST request also includes the Authorization 

header as defined in [RFC 2617]. 

The “X-Admin-SE-List” header can be present in the first Admin Agent HTTP POST request. The presence 

of this header is mandatory when the Admin Agent manages several SEs, or when the SE it manages can be 

removed and replaced. 

If the “X-Admin-SE-List” header is present in the HTTP POST, the header value shall be a list of 

SE Identifiers. Each element of the list is separated by ‘;’ character. 

The SE Identifier coding is the same as the one used for the “X-Admin-Targeted-SE” header (see below). 
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In addition to the delivery status already defined in GP Card Specification v 2.2 – Amendment B for the 

“X-Admin-Script-Status” header, the following delivery status is defined: 

 “unavailable-se”: This value is used if the SE targeted by the previous remote request could not be 

found. No response string shall be sent. 

 

The format of the HTTP POST response of the Remote Admin Server becomes: 

HTTP/1.1 200 OK CRLF [or HTTP/1.1 204 No Content CRLF] 

X-Admin-Protocol: globalplatform-remote-admin/1.1.1 CRLF 

[X-Admin-Next-URI: <next-URI> CRLF] 

[Content-Type: application/vnd.globalplatform.card-content-mgt;version=1.0 CRLF] 

[X-Admin-Targeted-SE: //se-id/<se-id-type>/<se-id-value> CRLF] 

[X-Admin-Targeted-Application: <security-domain-AID> //aid/<RID>/<PIX> CRLF] 

[Content-Length: xxxx CRLF] or [Transfer-Encoding: chunked CRLF] 

CRLF 

[body-with-command-string] 

 

When HTTP Basic or Digest Authentication is used, the HTTP POST response also includes the “WWW-

Authenticate” header as defined in [RFC 2617]. 

The “X-Admin-Targeted-SE” header is optional when an Admin Agent manages a single Secure Element. 

If the “X-Admin-Targeted-SE” header is present in the HTTP POST response, the header value is 

composed of the SE Identifier type and the SE Identifier value. 

Pre-defined SE Identifier types are: 

 Card Unique Data. This is a common identifier defined by GlobalPlatform Card Specification v 2.2. 

When the Card Unique Data is used as SE Identifier, the coding of the “X-Admin-Targeted-SE” 

header is defined as follows: 

//se-id/CUD/<CUD-value> 

 ICCID. When the SE type is a UICC, the usual UICC identifier, ICCID defined by ITU-T E.118, can 

be used. In this case, the coding of the “X-Admin-Targeted-SE” header is defined as follows: 

//se-id/ICCID/<ICCID-value> 

The SE Identifier type value shall be represented in the character string notation. If the SE Identifier value is N 

bytes in length then its character string equivalent is exactly 2*N characters in length. 
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4.4 Adaptation of the Communication Security 

4.4.1 Script Security 

The For the direct remote administration of UICCs defined in [GP Amd B] uses, HTTP over TLS (HTTPS) 

[RFC 2818] and Pre-Shared Key TLS (PSK-TLS [RFC 4279]) to secure the communication. This HTTPS 

communication channel is established as the Secure Channel Protocol '81' between the Application Provider 

(AP) and its Security Domain (APSD).as the Secure Channel Protocol '81'. An This secure channel is directly 

applicable for GP Remote Application Management. However, in case the Security Domain used for the 

HTTPS communication is not the targeted Security Domain (presence of the “X-Admin-Targeted-

Application” header), the Security Domain that handles the HTTPS session is considered as an 

intermediary Security Domain (OTA SD) may be used, implying that, and the script handles its own 

security.contained in the HTTP POST response shall handle its own security with the targeted SD (APSD), 

such as for example Secure Channel Protocol '02' or Secure Channel Protocol '03' security. 

When For the remote administration of Secure Element is notElements through an Admin Agent in a UICC 

device, the communication channel is established between the Application Provider and an Admin Agent. In 

this case, in the device using HTTPS as a pure transport protocol. The script mustsent in the HTTP POST 

response shall then handle its own security up to the targeted application in the Secure Element. For example, 

if a GP Remote Application Management script is to be executed, a GP Secure Channel (such as for example 

Secure Channel Protocol '02' or Secure Channel Protocol '03' security) shall be established between the 

Application Provider and the targeted SD (APSD) in the Secure Element. 

4.4.2 Transport Security 

When the Admin Agent is not the APSD, For the direct remote administration of UICCs defined in [GP Amd B], 

the HTTPS transport security is mandatory:  script handles its own security, but HTTPS  must be used 

 Either to establish the Secure Channel Protocol to the APSD, or 

 To authenticate the Admin Agent OTA SD before sending a the script to the APSD, and to provide a 

full confidential transport. 

According to [GP Amd B], the Security Domain acts as an HTTPS client server using PSK-TLS.. For Secure 

Element Remote Administration, another TLS mode can be used if the Admin Agent is implemented in a device 

such as the handset. 

The For the remote administration of Secure Elements through an Admin Agent in a device, the following TLS 

modes can be used: 

 TLS with only server authentication to manage the confidentiality and the integrity, but without any 

client authentication. 

 In case client authentication is required: 

o TLS mutual authentication using PSK-TLS (see [RFC 4279], [RFC 4785], and [RFC 5487]). 

o TLS mutual authentication TLS using Public Keys based on client certificates (see 

[RFC 2246], [RFC 4346], and [RFC 5246]). 

o TLS with only server authentication to manage the confidentiality and the integrity (for 

confidentiality) and then HTTP Basic or Digest Authentication for the client authentication 

(see [RFC 2617]) (for authentication using login password mechanism). 

It is recommended that, starting from this release of the specification, the Admin Agent and Admin Server 

support TLS 1.2. However, for backward compatibility, if one of the two parties does not support TLS 1.2 then 

the highest TLS version common to both parties shall be used. 
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The Admin Server shall support the Maximum Fragment Length Negotiation for TLS as defined in [RFC 4366] 

and shall accept requests for a maximum fragment length down to 512 bytes. The Admin Agent may use the 

Maximum Fragment Length Negotiation to request a maximum fragment length smaller than the TLS default 

value of 16 Kbytes. 
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4.5 Triggering MechanismAdministration Session Parameters 

The Admin Agent is in charge of opening the administration session. It may result from: 

 A device external event, for example a Push message sent by an Admin Server 

 An Admin Agent internal event, for example a timer 

 An administered SE application request (i.e. when the Admin Agent is implemented in the Secure 
Element) 

 A device application request (i.e. when the Admin Agent is implemented in the device) 

The mechanism used to send the Push message to the Admin Agent is out of the scope of this specification. 

The content of the Push message is defined below in section 4.5.1. 

The mechanism used to manage an internal triggering event is out of the scope of this specification. 

Administration Triggering Parameters 

When starting an administration session, the Admin Agent shall use parameters to set up the connection, the 

security, and the content of the first request. These parameters may be retrieved: 

 From Admin Agent configuration parameters, or 

 From the triggering Push message leading to this administration session (the administration session 
triggering parameters). 

If parameters are missing in the triggering message, they shall be completed with default ones defined in the 

Admin Agent configuration parameters. 

The administration session triggering parameters are TLV structured values. Table 4-1 identifies the possible 

tags for use in the administration session triggering message. 
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4.5.1 Admin Agent Administration Session Configuration Parameters 

Admin Agent configuration parameters are TLV structured values. For the direct remote administration of the 

UICC, the tags described in [GP Amd B] are directly applicable. For the remote administration of Secure 

Elements through an Admin Agent in a device, Table 4-1 identifies the possible tags for use in the Admin Agent 

configuration. 

Note that tag '85' is a contextual tag and has no relation with the tag '85' defined in Table 4-2. 

Table 4-1:  Admin Agent Administration Session Configuration Parameters 

Tag Length Name Presence 

'85' 1-n Admin Agent Administration Session Configuration Parameters  Optional 

Mandatory 

  Tag Length Name  

  '84' 1-n Connection parameters tag* Optional 

  '85' 1-n PSK TLS Security parameters Optional 

  '87' 1-n HTTP Basic or Digest Authentication Security 

parameters * 

Optional 

  '86' 1-n Retry policy parameters Optional 

Mandatory 

  '89' 1-n HTTP POST parameters value Optional 

Mandatory 

    Tag Length Name  

    '8A' 1-n Administration Host parameter Optional 

Mandatory 

    '8B' 1-n Agent ID parameter Optional 

Mandatory 

    '8C' 1-n Administration URI parameter Optional 

Mandatory 

* New Tag or content updated compared to [GP Amd B] 
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4.5.2 Admin Agent Administration Session Triggering Parameters 

An administration session may be triggered by an Admin Server or by a device/Secure Element application: 

 The Push mechanism used by an Admin Server to send the triggering message to the Admin Agent 
is out of the scope of this specification. The content of the triggering message is however defined 
below. 

 The API mechanism used by a device/Secure Element application to trigger an administration 
session is out of the scope of this specification. However, the information that may be provided are 
similar to the ones defined below for a triggering message. 

The administration session triggering parameters are TLV structured values. For the direct remote 

administration of the UICC, the tags described in [GP Amd B] are directly applicable. For the remote 

administration of Secure Elements through an Admin Agent in a device, Table 4-2 identifies the possible tags 

for use in the administration session triggering message. 

Table 4-2:  Administration Session Triggering Parameters 

Tag Length Name Presence 

'81' 0-n Administration session triggering parameters Mandatory 

  Tag Length Name  

  '83' 1-n Admin Agent parameters value Optional 

    Tag Length Name  

    '84' 1-n Connection Parameters tag* Optional 

    '85' 1-n PSK TLS Security parameters Optional 

    '87' 1-n HTTP Basic or Digest Authentication 

Security parameters* 

Optional 

    '86' 1-n Retry policy parameters Optional 

    '89' 1-n HTTP POST parameters value Optional 

      Tag Length Name  

      '8A' 1-n Administration Host 

parameter 

Optional 

      '8B' 1-n Agent ID parameter  Optional 

      '8C' 1-n Administration URI 

parameter 

Optional 

* New Tag or content updated compared to [GP Amd B] 

Connection Parameters 

The content of these parameters is unchanged comparied to GP Card Specification v2.2 – Amendment B [4]. 
It includes all the parameters needed by the Admin Agent to open the point to point TCP connection with the 
Admin Server. 
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4.5.3 Description of Administration Session Parameters 

4.5.3.1 PSK TLS Security Parameters 

The content of these parameters is defined in [GP Amd B]. These parameters are needed when the transport 

security is handled using PSK TLS. 

4.5.3.2 HTTP Basic or Digest Authentication Security Parameters 

These parameters are needed when the transport security is handled using TLS with server authentication 

and HTTP Basic or Digest Authentication for the client authentication. 

This TLV is used by the Admin Agent for the HTTP Basic or Digest Authentication to identify the credential to 

be used. 

Table 4-3:  HTTP Basic or Digest Authentication Security Parameters 

Description Length 

HTTP Basic or Digest Authentication Security tag 1 

Length 1 

Realm Identity 1-n 

 

Basic and Digest Authentication Realm Identity is a string identifying the Admin Server. It is used by Admin 

Agent to retrieve the credential needed to manage the HTTP Basic or Digest Authentication. The Admin Agent 

shall support a Realm Identity length of at least 32 bytes. 

Note:  The parameters required for the server authentication are handled during the TLS handshake (see 

[RFC 2246], [RFC 4346], and [RFC 5246]). 

4.5.3.3 Retry Policy Parameters 

See [GP Amd B]. 

4.5.3.4 Administration Host Parameter 

See [GP Amd B]. 

4.5.3.5 Agent ID Parameter 

See [GP Amd B]. 

4.5.3.6 Administration URI Parameter 

See [GP Amd B]. 
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5 Example of Data Exchange within an Administration 
Session 

Example of Admin Agent Implemented as a Mobile Application 

The Admin Agent can be implemented as an application in the Mobile Phone. As an example, on a Java ME-

based Handset, the Admin Agent can be implemented as a MIDlet. The Admin Agent will forward the 

management script to the SE thanks to JSR177 [7]. 

Example of Admin Agent Implemented in the Trusted Execution Environment 

The Admin Agent can be implemented by the Trusted Execution Environment itself. 

5.1 Start of an Administration Session and Generic Dialog 

The following diagram represents the generic view of the administration session start and the HTTP POST 

exchanges: 

Figure 5-1:  Generic View on Administration Session Start and HTTP POST Exchanges 
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The first HTTP POST request sent by the Admin Agent for administration session opening could be, for 

example: 

POST /server/adminagent?cmd=1 HTTP/1.1 CRLF 

Host: 172.96.0.1 CRLF 

X-Admin-Protocol: globalplatform-remote-admin/1.1.1 CRLF 

X-Admin-From: 0123456789 CRLF 

X-Admin-SE-List: //se-id/ICCID/0123456789ABCDEF;//se-id/CUD/ABCDEF0123456789 CRLF 

CRLF 

 

Note that the “X-Admin-SE-List” contains the list of Secure Elements that can be targeted by the Admin 

Agent. 

The HTTP POST response sent by the Admin Server, containing a script to be executed by a Secure Element 

could then be, for example: 

HTTP/1.1 200 OK CRLF 

X-Admin-Protocol: globalplatform-remote-admin/1.1.1 CRLF 

X-Admin-Next-URI: /server/adminagent?cmd=2 CRLF 

X-Admin-Targeted-SE: //se-id/CUD/ABCDEF0123456789 CRLF 

X-Admin-Targeted-Application: //aid/A000000018/0001 CRLF 

Content-Type: application/vnd.globalplatform.card-content-mgt;version=1.0 CRLF 

Content-Length: 1234 CRLF 

CRLF 

[command-string] 

 

Note that the “X-Admin-Targeted-SE” and “X-Admin-Targeted-Application” contain the 

identification of the Secure Element and of the application in this Secure Element to which sending the script. 

The script is directly included in the Body of the HTTP POST response, without the SELECT by AID APDU. 

The “X-Admin-Next-URI” contains the URI where to post the script execution results. 

 

The next HTTP POST request sent by the Admin Agent to provide the script execution results to the Admin 

Server could then be for example: 

POST /server/adminagent?cmd=2 HTTP/1.1 CRLF 

Host: 172.96.0.1 CRLF 

X-Admin-Protocol: globalplatform-remote-admin/1.1.1 CRLF 

X-Admin-From: 0123456789 CRLF 

X-Admin-Targeted-SE: //se-id/CUD/ABCDEF0123456789 CRLF 

Content-Type: application/vnd.globalplatform.card-content-mgt-response;version= 1.0 CRLF 

Content-Length: 16 CRLF 

X-Admin-Script-Status: ok CRLF 

CRLF 

[response-string] 

 

Note that the “X-Admin-Targeted-SE” contains the identification of the Secure Element from which the 

script execution results come from. The “X-Admin-Script-Status” contains the global status of execution 

of the script, and the detailed script results (i.e. the response to each APDU command) are directly included 

in the Body of the HTTP POST request. 

This HTTP POST request is performed on the URI received in the “X-Admin-Next-URI” of the previous 

HTTP POST response. 
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5.2 End of an Administration Session 

The following diagram represents the end of the administration session, when no Next URI is provided in the 

HTTP POST response. Note that presence or not of a script in the Body of the HTTP POST response is not a 

criteria for session end: administration session end is only based on the absence of the Next URI. If a script is 

also set in this HTTP POST response, then the script is processed by the Admin Agent but the script response 

is not sent to the server because the administration session has ended. 

Figure 5-2:  End of Administration Session 

 

The HTTP POST response requesting the end of the administration session, without the execution of a last 

script could be, for example: 

HTTP/1.1 204 No Content CRLF 

X-Admin-Protocol: globalplatform-remote-admin/1.1.1 CRLF 

CRLF 

 

Note that there is no “X-Admin-Next-URI” (condition for the administration session closing), and no script is 

to be executed (Body is empty). 

 

The HTTP POST response requesting the execution of a last script and the end of the administration session 

(without the need to send back the script execution results to the Admin Server) could be, for example: 
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HTTP/1.1 200 OK CRLF 

X-Admin-Protocol: globalplatform-remote-admin/1.1.1 CRLF 

X-Admin-Targeted-SE: //se-id/CUD/ABCDEF0123456789 CRLF 

X-Admin-Targeted-Application: //aid/A000000018/0001 CRLF 

Content-Type: application/vnd.globalplatform.card-content-mgt;version=1.0 CRLF 

Content-Length: 456 CRLF 

CRLF 

[command-string] 

 

Note that there is no “X-Admin-Next-URI” (condition for the administration session closing) but a script 

needs to be executed (script directly included in the Body). 
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5.3 Chaining of Dialogs within an Administration Session 

The following diagram represents the chaining of dialogs within a given administration session. In this example, 

the two dialogs are processed by different servers. Contrary to the UICC that has a limitation in the connections 

opening (as mentioned in [GP Amd B]), the Admin Agent located in the device can dialog with servers that are 

not located under the same domain name. 

Figure 5-3:  Chaining of Dialogs within an Administration Session 

 

The HTTP POST response sent by a first server to tell that no more script is to be executed for this server, but 

that there might be other scripts to be executed by another server (server chaining) could be, for example: 

HTTP/1.1 204 No Content CRLF 

X-Admin-Protocol: globalplatform-remote-admin/1.1.1 CRLF 

X-Admin-Next-URI: /secondserver/agent CRLF 

CRLF 

 

Note that the “X-Admin-Next-URI” contains the URI of the other server. 
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The Admin Agent should then send a HTTP POST request to this second server, for example: 

POST /secondserver/agent HTTP/1.1 CRLF 

Host: 172.96.0.1 CRLF 

X-Admin-Protocol: globalplatform-remote-admin/1.1.1 CRLF 

X-Admin-From: 0123456789 CRLF 

X-Admin-SE-List: //se-id/ICCID/0123456789ABCDEF;//se-id/CUD/ABCDEF0123456789 CRLF 

CRLF 

 

Note that the “X-Admin-SE-List” is set again and contains the list of Secure Elements that can be targeted 

by the Admin Agent. 
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5.4 Resumption of an Administration Session 

The following diagram represents the resumption of an administration session after a device crash. The Admin 

Agent has the responsibility to navigate the last navigated URI, before the crash happened, meaning that the 

Admin Agent shall have it stored persistently. In this HTTP POST request, the Admin Agent shall: 

 Set a flag to the Admin Server to state that the administration session is in resume mode (set the “X-

Admin-Resume” header to “true”), 

 If still known by the Admin Agent, put in the Body the script response sent when navigating this URI 

for the first time (and setting the relevant headers according to this first navigation, such as the 

“X-Admin-Script-Status” header). 

Figure 5-4:  Resumption of an Administration Session after a Device Shutdown 
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The HTTP POST request sent by the Admin Agent when resuming a session could be, for example: 

POST /server/adminagent?cmd=n+1 HTTP/1.1 CRLF 

Host: 172.96.0.1 CRLF 

X-Admin-Protocol: globalplatform-remote-admin/1.1.1 CRLF 

X-Admin-From: 0123456789 CRLF 

X-Admin-Resume: true 

X-Admin-Targeted-SE: //se-id/CUD/ABCDEF0123456789 CRLF 

Content-Type: application/vnd.globalplatform.card-content-mgt-response;version= 1.0 CRLF 

Content-Length: 22 CRLF 

X-Admin-Script-Status: ok CRLF 

CRLF 

[response-string] 

 

Note that the “X-Admin-Resume” indicates the resumption of the administration session. The last HTTP POST 

request previously sent is sent again, with the “X-Admin-Resume” field set to “true”. 
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