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1 Introduction 

The deployment of multiple applications from different providers on Secure Elements implies a new life cycle 

for Secure Elements. 

GlobalPlatform has developed a Composition Model (described in GlobalPlatform Card Composition Model 

[GP Comp Mdl]): a process to manage and maintain the security level throughout the dynamic Secure Element 

life cycle. The level of assurance for this process is related to the “High Assurance Level” described in the 

Joint Interpretation Library’s Application of Attack Potential to Smartcards [JIL2] and equates to a globally 

accepted Common Criteria evaluation assurance level EAL4+. The ‘+’ in EAL4+ indicates at a minimum 

Common Criteria assurance component AVA_VAN.5 specifying the highest level vulnerability analysis and 

penetration testing. 

In the context of the GlobalPlatform Composition Model, many different actors need to co-operate to ensure 

security for the different use cases. 

This document presents the overall life cycle and the involved actors, and details the required steps. Each 

step is described with respect to the involved actors and the minimum requirements that have to be fulfilled by 

each actor to ensure security of the product in the field. The process described will support the Product Issuer 

in minimizing security risks. 

1.1 Audience 

This document is intended primarily for Product Issuers. It provides useful information to all stakeholders such 

as Basic Application Verifiers, Certification Bodies, Platform Developers, Application Developers, Platform 

Evaluators, Platform Issuers, Product Evaluators, and so on. 

1.2 IPR Disclaimer 

Attention is drawn to the possibility that some of the elements of this GlobalPlatform specification or other work 

product may be the subject of intellectual property rights (IPR) held by GlobalPlatform members or others. For 

additional information regarding any such IPR that have been brought to the attention of GlobalPlatform, 

please visit https://www.globalplatform.org/specificationsipdisclaimers.asp. GlobalPlatform shall not be held 

responsible for identifying any or all such IPR, and takes no position concerning the possible existence or the 

evidence, validity, or scope of any such IPR. 

1.3 References 

Table 1-1:  Normative References 

Standard / Specification Description Ref 

GlobalPlatform Card 

Composition Model 

GlobalPlatform Card Composition Model [GP Comp Mdl] 

GlobalPlatform Card 

Digital Letter Of Approval 

GlobalPlatform Card Digital Letter of Approval – 

Describes the format of an electronic Letter of 

Approval on GlobalPlatform products. 

[GPC DLOA] 

GlobalPlatform Security 

Guidelines for Basic 

Applications 

GlobalPlatform Card Composition Model, Security 

Guidelines for Basic Applications 

[GPC Sec Gdlines] 

https://www.globalplatform.org/specificationsipdisclaimers.asp
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Standard / Specification Description Ref 

GPCS Amendment A GlobalPlatform Card, Confidential Card Content 

Management, Card Specification v2.3 – 

Amendment A v1.1 

[GPC Amd A] 

GlobalPlatform SE 

Configuration 

GlobalPlatform Card Secure Element Configuration [GPC SE Config] 

GlobalPlatform UICC 

Configuration 

GlobalPlatform Card UICC Configuration [GPC UICC Config] 

Joint Interpretation 

Library – Hardware 

Attack Subgroup (JHAS) 

Application of Attack Potential to Smartcards [JIL2] 

RFC 2119 Key words for use in RFCs to Indicate Requirement 

Levels 

[RFC 2119] 

Common Criteria for 

Information Technology 

Security Evaluation 

Common Criteria for Information Technology Security 

Evaluation, Version 3.1, Revision 4, September 2012; 

(CCMB-2012-09-001, 002, and 003). 

Re-published as an ISO Standard; see ISO 15408. 

Common Methodology for Information Technology 

Security Evaluation, Version 3.1, Revision 4, 

September 2012; (CCMB-2012-09-004) 

[ISO 15408] 

Common Criteria 

Composite Evaluation 

Common Criteria Supporting Document:  Composite 

Product Evaluation for Smart Cards and Similar 

Devices, Version 1.2, April 2012 

(CCDB-2012-04-001) 

[CC CEval] 

Common Criteria ETR for 

Composition 

Common Criteria Supporting Document:  ETR 

template for composite evaluation of Smart Cards and 

similar devices, Version 1.0, Revision 1, 

September 2007 (CCDB-2007-09-002) 

[CC ETR] 

 



8 / 36 Overview of Complete Life Cycle for GlobalPlatform SE Products – Public Release v1.1 

 

Copyright  2014-2017 GlobalPlatform, Inc. All Rights Reserved. 
The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this 
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly 
prohibited. 

1.4 Terminology and Definitions 

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, 

“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in 

[RFC 2119]. 

Table 1-2:  Terminology and Definitions 

Term Definition 

Application A Java Card applet and related libraries intended to be executed on top of 

a platform. 

Application Developer An entity responsible for development of an application. 

This entity may also be the Application Issuer. 

Application Issuer An entity responsible for the security of an application. 

Application_DLOA Letters of Approval obtained by an Application, as discussed in 

GlobalPlatform Card Digital Letter Of Approval ([GPC DLOA]). 

Application_Label A string assigned by the Application Developer or the Application Issuer. 

Format details are defined in [GPC DLOA]. 

Basic Application A Java Card application: 

 that does not have a negative impact on the certification status of the 

product onto which it will be loaded, 

 that SHOULD have been verified to meet a set of basic security rules, 

and 

 that therefore may reside on a card along with one or more Sensitive 

Applications. 

Card Content Management Loading, personalizing, and management of cryptographic keys and 

applications, including: 

 Verification, loading, installation, and removal of card content 

 Access control rules for card content 

Certificate Formal document issued by an Evaluation Scheme acknowledging that a 

component or product has demonstrated sufficient assurance of security; 

the outcome of a successful evaluation. 

Certification Validation that the results of an evaluation meet the required assurance 

level. 

Certification Body Entity that rules an Evaluation Scheme. 

Certified Platform A platform that has achieved a Security Certification (that is, that has 

been issued a security certificate) by an Evaluation Scheme. 
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Term Definition 

Common Criteria The Common Criteria for Information Technology Security Evaluation and 

the companion Common Methodology for Information Technology 

Security Evaluation are the technical basis for an international agreement, 

the Common Criteria Recognition Arrangement (CCRA), which ensures 

that: 

 Products can be evaluated by competent and independent licensed 

laboratories so as to determine the fulfillment of particular security 

properties, to a certain extent or assurance. 

 Supporting documents are used within the Common Criteria 

certification process to define how the criteria and evaluation methods 

are applied when certifying specific technologies. 

 The certification of the security properties of an evaluated product can 

be issued by a number of Certificate Authorizing Schemes, with this 

certification being based on the result of their evaluation. 

All the signatories of the CCRA recognize these certificates. 

Common Criteria (CC) 

Certification 

IT Security Certification as described in Common Criteria for Information 

Technology Security Evaluation, also known as ISO 15408 [ISO 15408]. 

Composite Certificate A certificate that covers a combination of elements within a product. 

This term is based on Composite Product Certificate from Common 

Criteria Composite Evaluation [CC CEval], extended in [GP Comp Mdl] to 

cover certificates from other Evaluation Schemes. 

Composite Product A Secure Element that consists of an Open Platform and one or more 

applications. 

See also GlobalPlatform Composite Product. 

Composition See GlobalPlatform Composition. 

Composition Model See GlobalPlatform Composition Model. 

Controlling Authority An entity independent of the Card Issuer and Application Providers, 

responsible for enforcing specific off-card and on-card security policies. 

Controlling Authority – 

Confidential Key Loading 

Card Certificates Authority 

(CA-KLCC) 

A Controlling Authority that can enable confidential key establishment. 

Controlling Authority – 

Confidential Key Loading 

OCE Certificates Authority 

(CA-KLOC) 

A Controlling Authority that can verify eligibility of an Application Provider. 

Controlling Authority – 

Verification Authority 

(CA-VA) 

A Controlling Authority that can perform mandated DAP verification. 

Delta Report A report issued by an evaluation laboratory based on the delta evaluation 

of an updated product. 
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Term Definition 

EMVCo The entity that manages, maintains, and enhances the EMV® Integrated 

Circuit Card Specifications for chip-based payment cards and acceptance 

devices, extending to new payment devices as well, such as contactless 

and mobile payment.1 

EMVCo acts as the security certification entity for Integrated Circuit (IC), 

Platform and common IC Card (ICC) payment products. 

EMVCo is currently owned by American Express, JCB, MasterCard, 

UnionPay, Discover, and Visa. 

EMVCo Certification The EMVCo confirmation that a product successfully completed the 

EMVCo security evaluation process and has been issued a Certificate 

with a Certificate Number. 

ETR for Composition An Evaluation Technical Report (ETR) to be exchanged between 

laboratories, summarizing the evaluation results and providing 

recommendations for possible future compositions (see Common Criteria 

ETR for Composition [CC ETR]). 

ETR for Portability Application evaluation report produced by a laboratory for use in further 

evaluations of the same application, with a specific focus on the 

interfaces and dependencies between the application and the platform. 

This is a new document that is not currently produced by a laboratory. 

The contents of this report should be defined in collaboration with the 

Evaluation Schemes. 

Evaluation The process of verifying that an IT product satisfies a given set of 

requirements based on a well-established methodology. In the context of 

this document, the IT product is a Secure Element or part of it and the 

evaluation methodology is used for a security evaluation. 

Evaluation Scheme An organization or network of organizations that implements the security 

evaluation and certificate issuance process for products or product 

components that have demonstrated sufficient assurance of security. 

An Evaluation Scheme is ruled by a Certification Body, which issues the 

certificates. 

GlobalPlatform Composite 

Product 

A Composite Product for which certification has been obtained using the 

GlobalPlatform Composition Model. 

GlobalPlatform Composite 

Product Integrator 

An entity that is responsible for combining all elements of a product. 

GlobalPlatform Composition A process to combine applications and Certified Platforms which results 

in a Composite Product. 

GlobalPlatform Composition 

Model 

A model for the evaluation of GlobalPlatform Composite Products, 

described in [GP Comp Mdl]. 

                                                      

1  EMV is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere. The EMV 
trademark is owned by EMVCo. 
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Term Definition 

Guidance for Basic 

Applications 

A set of rules and recommendations to ensure that the Basic Application 

does not have a negative impact on the certification status of the product; 

an output of the Platform Certification step described in Chapter 2. 

Guidance for Platform 

Administration 

A set of rules and recommendations for the secure usage of the platform; 

an output of the Platform Certification step described in Chapter 2. 

Guidance for Sensitive 

Applications 

A set of rules and recommendations designed to ensure the secure 

usage of the platform by a Sensitive Application; an output of the Platform 

Certification step described in Chapter 2. 

IC Validation program and 

Manufacturing Test program 

Programs defined by the EMVCo scheme and CC requirements. 

Independent Certificate A certificate for the combination of exactly one application on one 

platform. The certificate’s validity does not depend on other possible 

Basic and/or Sensitive Applications that reside on the same platform. A 

Multi-Application Product has one certificate for the platform and one 

independent certificate for each Sensitive Application installed. 

Java Card A technology that allows Java-based applications (applets) to be run 

securely on smart cards and similar small memory footprint devices. 

Maintenance Report A report issued by a Certification Body, confirming that the new version 

submitted has the same security level as the initially certified version. 

Mandated DAP See Mandated DAP Verification. 

Mandated DAP Verification A privilege indicating that an application is capable of and requires the 

verification of a Data Authentication Pattern (DAP) for all load operations. 

Manufacturing Test program See IC Validation program and Manufacturing Test program. 

Multi-Application Product A product consisting of a platform and two or more Basic and/or Sensitive 

Applications. 

Open Platform A platform that allows the addition, deletion, or modification of 

applications. 

Open Product A deployed Open Platform that allows the addition, deletion, or 

modification of applications after being issued to the end user. 

Original Platform A platform on which an application has been certified. 

This term is used in the context of describing the portability of an 

application from this original platform to a target platform. 

Over-The-Air Technology used to communicate with, download applications to, and 

manage an open product card without being connected physically to the 

card. 

Platform The integrated circuit (IC) hardware with its dedicated software, Operating 

System (OS), Run Time Environment (RTE), and Platform environment, 

on which one or more applications can be executed. 

Platform Developer The entity responsible for the development of a platform. 

This entity may also sponsor the platform evaluation. 
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Term Definition 

Platform Evaluator The entity performing the security evaluation of a platform (e.g. an 

EMVCo or CC laboratory). 

Platform Issuer The entity responsible for producing a Certified Platform and for 

maintaining the Security Certification to support future GlobalPlatform 

Composite Product evaluations. 

Platform_DLOA Letters of Approval obtained by a Platform, as introduced in [GPC DLOA]. 

Platform_Label A string assigned by the platform manufacturer. 

Format details are defined in [GPC DLOA]. 

Portability The ability of an application to run on multiple platforms. 

Post-Issuance The life cycle phase of a product that has been issued to an end user. 

Pre-Issuance The life cycle phase of a product prior to being issued to an end user. 

Product Developer See Product Manufacturer. 

Product Evaluator An entity that performs the GlobalPlatform Composite Product security 

evaluation (e.g. an EMVCo or CC laboratory). 

Product Integrator See GlobalPlatform Composite Product Integrator. 

Product Issuer An entity that issues a GlobalPlatform Composite Product and is 

responsible for the security of the product during the entire product life 

cycle. 

Product Manufacturer The entity responsible for securely producing the platform (and the 

product, if the platform hosts Pre-Issuance applications). 

Scheme See Evaluation Scheme. 

Secure Element A tamper resistant component which is used in a device to provide the 

security, confidentiality, and multiple application environment required to 

support various business models. Such a Secure Element may exist in 

any form factor such as UICC, embedded SE, smartSD, smart microSD, 

etc. 

Security Certification Certification based on security rules and recommendations that are 

defined by the Evaluation Scheme (e.g. EMVCo or CC). 

Sensitive Application A Java Card application that requires formal Security Certification by an 

Evaluation Scheme such as Common Criteria or EMVCo. 

Surveillance of a certificate Confirmation by the issuer of a certificate (based on laboratory 

assessment) that the certificate is still valid; i.e. that the product still 

satisfies the set of certificate security requirements. 

Trusted Service Manager 

(TSM) 

An entity trusted by other actors to be in charge of service management 

and delivery. 

Validation Laboratory An entity that checks that a Basic Application meets the Guidance for 

Basic Application. 
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1.5 Abbreviations and Notations 

Table 1-3:  Abbreviations and Notations 

Abbreviation / Notation Meaning 

AM Authorized Management 

API Application Programming Interface 

AVA Vulnerability Assessment (Common Criteria) 

CA-KLCC Controlling Authority – Confidential Key Loading Card Certificates Authority 

CA-KLOC Controlling Authority – Confidential Key Loading OCE Certificates Authority 

CAST Compliance Assessment and Security Testing 

CA-VA Controlling Authority – Verification Authority 

CC Common Criteria 

CCRA Common Criteria Recognition Arrangement 

CVM Cardholder Verification Method 

DAP Data Authentication Pattern 

DLOA Digital Letter Of Approval 

DM Delegated Management 

EAL Evaluation Assurance Level 

EMV Refers to Specifications for Payment Systems developed by EMVCo 

ETR Evaluation Technical Report 

IC Integrated Circuit 

ICC Integrated Circuit Card 

IP Intellectual Property 

IPR Intellectual Property Rights 

ISCI International Security Certification Initiative 

ISO International Organization for Standardization 

IT Information Technology 

JHAS JIL Hardware Attacks Subgroup  

JIL Joint Interpretation Library 

MNO Mobile Network Operator 

NFC Near Field Communication 

OCE Off-Card Entity 

OS Operating System 

RTE Run Time Environment 

SD Security Domain 
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Abbreviation / Notation Meaning 

SE Secure Element 

SER Shared Evaluation Report 

SIM Subscriber Identity Module 

SM Simple Mode 

SP Service Provider 

TSM Trusted Service Manager 

UICC Universal Integrated Circuit Card 

VCSP Visa Chip Security Program 

VMPA Visa Mobile Payment Application 

 

1.6 Revision History 

Table 1-4:  Revision History 

Date Version Description 

November 2014 1.0 Public Release 

March 2017 1.1 Added definitions, including delta report, maintenance report, and 

surveillance of certificate. 

Updated Step 6. 

Added information regarding Platform Update: 

 Updated Figure 2.2 

 Added steps 13, 14, and 15 

Updated conclusion. 

Minor editorial changes and clarifications. 

 



Overview of Complete Life Cycle for GlobalPlatform SE Products – Public Release v1.1 15 / 36 

 

Copyright  2014-2017 GlobalPlatform, Inc. All Rights Reserved. 
The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this 
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly 
prohibited. 

2 Life Cycle for GlobalPlatform Products 

2.1 Document Scope 

This document focuses on the secure deployment of applications on GlobalPlatform products. We consider 

only security relevant aspects of the deployment steps. The other aspects (functional compatibilities, 

agreement between parties, issuer specific requirements, etc.) are out of scope of this document. 

2.2 Scope of GlobalPlatform Products 

A GlobalPlatform Composite Product is a combination of applications on a certified platform with a certified IC. 

The certification is performed by certification bodies such as CC or EMVCo. 

Figure 2-1:  Example Composite Product 

 

 

The IC product is the hardware component with its dedicated software. It shall be certified with its dedicated 

software. 

The Open Platform block includes the following elements: 

 A Java Card System which manages and executes applications called applets. 

 GlobalPlatform packages, which provide a common and widely used interface to communicate with a 

smart card and manage applications in a secure way, in accordance with GlobalPlatform 

specifications. 

 APIs, which provide ways to specifically interact with applications. 

The Open Platform block MUST be certified on the target IC in order for the combination to be accepted as 

an Open Platform. 

eSign, CPA, and Loyalty are examples of applications that may be downloaded onto the Open Platform to 

create a Composite Product. 

Note: 

 Each Sensitive Application MUST be certified on the Open Platform. 

 Each Basic Application MUST be validated. 

CPA 

 

Open Platform 

Loyalty eSign 

IC 
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2.3 Context 

2.3.1 Conditions for Platform and Application Management 

Different certificates SHOULD exist: one for the IC with its dedicated software, one for the Open Platform (in 

combination with the IC and its dedicated software), and one for each Sensitive Application, which combine to 

constitute a product. 

Either the Product Issuer or the Service Provider is responsible for checking the validity of the required 

certificates before application deployment or after deployment by Product Issuer or Service Provider. 

To check the validity, it is not sufficient to confirm that the certificate has not yet expired. Surveillance of the 

certificate is required as well; i.e. the issuer of a certificate MUST periodically confirm (based on laboratory 

assessment) that the product still satisfies the set of certificate security requirements. 

The frequency of the surveillance (checks) is defined by the scheme and/or by the Product Issuer or the 

Service Provider. 

The verification of the validity can be performed using the Digital Letter of Approval (DLOA), defined in 

[GPC DLOA]. 

2.3.2 Development Environments 

The Product Developer SHALL NOT begin development of a product intended to be certified or approved by 

either EMVCo or Common Criteria, unless all of the applicable development, manufacturing, test, and 

packaging environments have already been approved by the relevant certification body. 

Product Developer Site Audits also consider the transport mechanisms for programs, data, and samples as 

well as the product life cycle, design, and test methodologies. The Product Developer SHALL employ secure 

and predictable working practices with properly implemented source code control, bug tracking, and flaw 

remediation procedures. 

2.3.3 Development Processes 

It is assumed that each development SHOULD conform to its own functional specification. This conformity is 

considered out of scope of the security validation and evaluation processes. 

The tools, techniques, and processes employed by the Product Developer MUST conform to acceptable 

industry norms, such as the programming languages adhering to relevant ISO standards and the tools being 

able to yield consistent and predictable results. 

2.3.4 Evaluation Processes 

The evaluation process may be cyclic as the Product Developer may be able to address issues found through 

the evaluation by adjusting the documentation or code accordingly. 
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2.3.5 Process Integrity 

The process SHALL ensure the integrity of all information exchanged at all different steps for the construction 

of the product (applications, data, documentation…). This can be ensured by organizational measures or by 

the implemented security functions on the product.  

The remainder of this chapter provides descriptions and recommendations for the steps shown in Figure 2-2 

on page 19. 

For products with multiple applications, each application has its own life cycle with respect to Steps 5, 6, and 7. 

There are no dependencies between the life cycles of different applications. 

Transitions between steps within this life cycle SHALL be protected by process integrity. 

2.3.6 IC Manufacturing 

IC manufacturing contains several process steps such as production, testing, packaging, etc. The details of 

these steps are not relevant for this document and thus not further discussed. Manufactured ICs are needed 

in several of the described life cycle steps, such as IC and Platform Certification. Because IC manufacturing 

is not the focus of this document and to keep the life cycle model as simple as possible, IC manufacturing is 

not explicitly mentioned in the step descriptions or the life cycle diagram within this document. 
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2.4 Product Life Cycle 

This section presents each step of the life cycle of a GlobalPlatform product. The aim is to deploy and manage 

Sensitive or Basic applications without negatively impacting the product’s security. Each step is described 

including input and output and the actor responsible for the step, but only in terms of security relevant aspects. 

Other aspects (functional compatibilities, agreement between parties, issuer specific requirements, etc.) are 

out of scope of this document. 

The life cycle steps are identified in Figure 2-2 and described in the following chapters. The links between 

steps are also identified in Figure 2-2, but the sequence numbering is not necessarily linked to any specific 

logical order in product life cycle. 

2.4.1 Overview 

GlobalPlatform products follow the steps as outlined in Figure 2-2. The step numbers are not necessarily in 

chronological order. 

The links represents the inputs and outputs of the steps. 

The reader is advised to refer to Table 2-1 on page 30 for explicit explanation of the identified Roles and 

Responsibilities. 
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Figure 2-2:  Generic Open Platform Product Life Cycle  
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2.4.2 Step 0a – IC Development 

The integrated circuit (IC) manufacturer is responsible for this step. 

This step comprises the development of the SE integrated circuit (IC). This MAY include software components 

delivered together with the IC (such as firmware or libraries). 

Threats, including but not restricted to those enumerated by JHAS, SHOULD be mitigated in the architecture 

of the design. 

The IC Validation program and the Manufacturing Test program MUST demonstrate an adequate verification 

of the manufactured product. 

Input: 

 Industry established best security practices and methodologies to meet the requirements for a Secure 

IC as captured by the work of International Security Certification Initiative (ISCI) and JIL Hardware 

Attack Sub-Group (JHAS) 

 Evaluation Scheme specific requirements 

Output: 

 IC product ready to go into certification process 

 Guidance for Secure Usage of the IC product 

Note:  If any software developed for the IC is intended to be certified, then software development MUST 

follow the generated guidance documentation. 
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2.4.3 Step 0b – IC Certification 

The IC manufacturer is responsible for this step. 

In this step, the IC and delivered software components are evaluated according to the selected Evaluation 

Scheme. The evaluation MAY follow a cyclic process between Step 0a and Step 0b if updates to the IC or its 

contained software components are required. 

The IC manufacturer SHALL have the IC evaluated at an evaluation laboratory and SHALL obtain an IC 

certificate. The certification activity is managed by a Certification Body, which issues the IC certificate.  

Input: 

 IC design database 

 Manufacturing Test program and IC Validation program results 

 Open Sample Silicon 

 Guidance for Secure Usage of the IC product 

 Evaluation Scheme specific requirements 

Output: 

 IC Certificate 

 Guidance for Secure Usage of the IC product (ratified by the evaluation) 

 Evaluation Report highlighting the mandatory guidance 

Note:  The certification process mandates that a less detailed version of the evaluation report MUST be 

made available to laboratories performing composite evaluation on products based on the IC. In terms 

of EMVCo this is called ‘Shared Evaluation Report’ (SER). For Common Criteria it is called ‘Evaluation 

Technical Report (ETR) – Lite’. The full reports MAY contain sensitive IP details that neither the 

laboratory nor the IC vendor would like to be made available; hence the need for a ‘lite’ version. 

2.4.4 Step 1 – Platform Development 

The Platform Developer is responsible for this step. 

This step consists of at least the operating system development and integration. It can potentially also include 

development of some applications. (See the Open Platform block in Figure 2-1 on page 15.) 

Input: 

 IC documentation including Guidance for Secure Usage of the IC product 

 Evaluation Scheme specific requirements 

Output: 

 Open Platform ready to go into the certification process 

 User Guidance for the Platform 
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2.4.5 Step 2 – Platform Certification 

The Platform Developer is responsible for this step. 

The Platform Developer SHALL have the platform evaluated at an evaluation laboratory and SHALL obtain a 

platform certificate. The certification activity is managed by a Certification Body, which issues the platform 

certificate. 

Input: 

 Platform_Label 

 Open Platform source code and test suites 

 User Guidance for the Platform 

 IC Certificate 

 Certified IC 

 Guidance for Secure Usage of the IC product  

 Evaluation Report for the IC (SER or ETR-Lite) 

 Scheme specific requirements 

Output: 

 Platform specific Guidance for Sensitive Applications 

 Platform specific Guidance for Basic Applications 

 Platform specific Guidance for Platform Administration 

 Platform evaluation report for application evaluation (ETR-Lite for CC and SER for EMVCo) 

 Platform Certificate (Platform_DLOA) 

The mandatory guidance documentation is produced as an outcome of the platform certification process. 

The Platform Certificate is valid only if the application developer follows the listed guidance documentation. 

Platform specific Guidance for Basic Applications 

This output of Step 2 is intended for Basic Application Developers. It contains rules for maintaining the 

security of the platform and its isolation properties. The document MAY refer to the GlobalPlatform Security 

Guidelines for Basic Applications [GPC Sec Gdlines]. 

Platform specific Guidance for Sensitive Applications 

This output of Step 2 is intended for Sensitive Application Developers. It contains rules for secure usage of 

services provided by the platform as well as the rules for maintaining the security of the platform and its 

isolation properties, as defined in the Guidance for Basic Applications. 

Platform specific Guidance for Platform Administration 

This output of Step 2 is intended for Product Issuers. It contains recommendations for managing 

applications in the product. This includes loading, instantiation, personalization, and deletion of applications 

in Pre-Issuance and Post-Issuance phases. It also gives recommendations regarding key management for 

security domains in Pre-Issuance and Post-Issuance phases. 
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2.4.6 Step 3 – Platform and Product Manufacturing 

The Product Manufacturer is responsible for this step. 

The Product Manufacturer SHALL follow the Guidance for Platform Administration that was developed in 

Step 2. In particular, any requirements defined in the Guidance regarding Pre-Issuance loading of applications 

SHALL be fulfilled during this step. 

For example: 

 When loading an application, the integrity (and eventually the confidentiality) and the authenticity of 

the applet code to be loaded shall be ensured, either by platform mechanisms or by organizational 

measures.  

 The application MUST respect the Platform Guidance (Guidance for Sensitive Applications, Guidance 

for Basic Applications). 

The output of this step is an Open Product with possibly Pre-Issuance loaded applications. The product is 

prepared for Post-Issuance loading of applications. 

At the end of Step 3, the product is in a secure state and evaluated security functions are active. The product 

doesn’t require any specific protection for the delivery. 

2.4.7 Step 4 – Product Deployment 

The Product Issuer is responsible for this step.  

In this step, the Open Platform moves from the Product Issuer to the end user as an Open Product. 

The Product Issuer SHALL follow the Guidance for Platform (section 2.4.5). 

The Product is in the field. 
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2.4.8 Step 5 – Application Deployment 

The Product Issuer is responsible for this step even if it is delegated to the Application Issuer or TSM. 

This step comprises application loading, instantiation, and personalization. 

Security compatibility between the application and the platform is confirmed in Step 10 (section 2.4.13) and/or 

Step 12 (section 2.4.15). 

The Product Issuer or the Service Provider SHALL manage the application deployment to ensure that the 

applications have been approved for use on the target platform. 

Other aspects of application eligibility (functional compatibilities, agreement between parties, issuer specific 

requirements, etc.) are out of scope of this document. 

The Product Issuer or Service Provider SHALL NOT deploy the application until it has been signed by the 

CA-VA. 

The process SHALL include checking the integrity and the authenticity of the application.  

This could be achieved using the DAP mechanism as defined by GlobalPlatform. The platform has already 

been deployed in Step 4 and is therefore already in the hands of the end user. 

Depending on the Product Issuer, the application could be: 

 pre-loaded in the product, but not yet instantiated; 

 in the TSM or MNO or Application Issuer database, ready to be loaded to the product. 

Personalization of the application MAY require data, which could be gathered from TSM or MNO and 

transferred to the product using a secure channel as defined by a GlobalPlatform configuration2 in accordance 

with the Guidance for Platform Administration. 

The Application Issuer might impose a requirement that the confidentiality of the issuer’s Application be 

preserved during loading.  

This could be achieved using confidential Card Content Management as defined by GlobalPlatform. 

The Application Issuer MAY require confidentiality for the personalization of its Security Domain (especially for 

Secure Channel Keys). This could be achieved using Confidential Setup of Secure Channel Keys as defined 

by GlobalPlatform. In that case, the Controlling Authority/Confidential Key Loading Authority will be involved  

[GPC Amd A]. 

                                                      

2  GlobalPlatform SE Configuration ([GPC SE Config]) or GlobalPlatform UICC Configuration ([GPC UICC Config]) 
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2.4.9 Step 6 – Application Update 

The Product Issuer is responsible for this step even if it is delegated to the Application Issuer or TSM. 

There are three methods for application update: 

 Remove the application code and data, then load a new version of the application. 

o This method requires a new full personalization of the application. 

 Remove the application code and securely store the application data, then load the new application 

and re-instantiate the application data from secure storage.  

o No new personalization of the application is required. 

 Update part of the application package. For a partial update, the platform needs to ensure the integrity 

of the functionality of the application and the integrity of the application data. 

o No new personalization of the application is required. 

The following points apply to all three methods:  

 The Product Issuer SHALL ensure that the new version of the Sensitive Application is re-certified on 

the given Platform before it is deployed.  

 The Product Issuer SHALL ensure that the new version of the Basic Application is re-validated on the 

given Platform before it is deployed. 

2.4.10 Step 7 – Application Removal 

The Product Issuer is responsible for this step even if it is delegated to the Application Issuer or TSM. 

There are no additional specific security requirements associated with application removal beyond proper 

authorization for performing content management. 

However, the functional impact of the removal also has to be addressed carefully but is out of scope of this 

document. 

When an application is removed, application data is no longer accessible.  

Before application removal, the Product Issuer SHALL verify that no specific shared function or data is used 

by another application (e.g. using the CVM). (Per Java Card specifications, the Product Issuer cannot remove 

any application providing shared services to another application if any shared service is used or is intended to 

be used). 
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2.4.11 Step 8 – Product Termination 

The Product Issuer is responsible for this step even if it is delegated to the Application Issuer or TSM. 

There are no specific security requirements associated with card termination beyond proper authorization for 

performing product termination. 

Once the product is in terminated state, sensitive data is no longer accessible and it is not possible to return 

to the use phase. This step is irreversible. 

The terminated state is reached after: 

 Issuer Termination:  In this case the Product Issuer erases sensitive data before transitioning to the 

state of Terminated. 

 Card Termination in response to an attack. 

Note:  An application with Final Application privilege can continue processing subject to the Product Issuer 

policy. It is recommended that the Product Issuer avoid granting this privilege to an application. 

2.4.12 Step 9 – Sensitive Application Development 

The Sensitive Application Developer is responsible for this step. 

The Sensitive Application Developer SHALL follow the following document, which is an output of the platform 

certification (Step 2). 

Input: 

 Guidance for Sensitive Applications (see Step 2, section 2.4.5) specific to this Platform  

(Includes the rules in Guidance for Basic Applications for the same platform.) 

Output: 

 The Sensitive Application 

 The Sensitive Application Application_Label 

 User Guidance 
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2.4.13 Step 10 – Sensitive Application Certification 

The Sensitive Application Issuer is responsible for this step even if it is delegated to the Sensitive Application 

Developer. 

The Sensitive Application Issuer SHALL have the application evaluated at an evaluation laboratory and SHALL 

obtain an application certificate/approval. The certification activity is managed by a Certification Body, which 

issues the application certificate/approval. 

Input: 

 Application_Label 

 Evaluation Scheme requirements 

 Guidance for Sensitive Applications 

 Sensitive Application source code and guidance documents 

Output: 

 Independent Product Approval, or Independent Certificate, for this application on this platform 

(Application_DLOA) 

 Guidance for this application (now effectively ratified by the evaluation) 

 ETR for Portability (simplifies certification of this application on other platforms) 

2.4.14 Step 11 – Basic Application Development 

The Basic Application Developer is responsible for this step. 

Input: 

 GlobalPlatform Security Guidelines for Basic Applications ([GPC Sec Gdlines]) 

 Guidance for Basic Applications, specific to this Platform 

Output: 

 The Basic Application 

 The Basic Application Application_Label 

 User Guidance 
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2.4.15 Step 12 – Basic Application Validation 

The Basic Application Issuer is responsible for this step even if it is delegated to the Basic Application 

Developer. 

The Basic Application Issuer SHALL have the application validated and SHALL obtain an application approval. 

The Application approval activity is managed by a CA-VA, which issues the application approval and signs the 

application. 

Input: 

 Basic Application Application_Label 

 [GPC Sec Gdlines] (for Platform Agnostic Validation) 

 Guidance for Basic Applications (for Platform Specific Validation) 

Output: 

 Validation report (including Platform Agnostic and Platform Specific details) (Application_DLOA) 

The validation could be performed by a Validation Laboratory. The Product Issuer performs risk management 

based on the validation results to decide whether to deploy the Basic Application. 

2.4.16 Step 13 – Platform Update Development 

The Platform Developer is responsible for this step. 

If the old certified version of a platform needs to be updated for functional or security reasons, the Platform 

Developer SHALL produce the output listed below. 

Input: 

 List of functional and/or security requirements and analysis of the potential impact on the previous 

platform code 

 Evaluation Scheme specific requirements 

Output: 

 List of functional and/or security requirements and impact on the previous platform code 

 New version of Open Platform code ready for re-evaluation  

 List of modifications and analysis of the potential impact on the previous evaluation 

 Potentially updated User Guidance for the Platform 
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2.4.17 Step 14 – Platform Update Certification 

The Platform Developer is responsible for this step. 

The Platform Developer SHALL have the platform re-evaluated at an evaluation laboratory and SHALL obtain 

a platform certificate update. The certification update is managed by a Certification Body, which issues the 

platform certificate. 

The Platform Developer SHOULD use the same laboratory (and the same Certification Body) that evaluated 

(certified) the previous platform. 

Input: 

 Platform_Label (new one) 

 List of functional and/or security requirements and impact on the previous platform code 

 New version of Open Platform code ready for re-evaluation 

 List of modifications and analysis of the potential impact on the previous evaluation 

 Potentially updated User Guidance for the Platform 

 Evaluation Report of the previous version of the platform (SER or ETR-Lite)  

Output: 

 Potentially updated User Guidance for the Platform 

 Evaluation Report of the new version of the platform (SER or ETR-Lite) 

 Potential impact on the applications already in the product 

 New Platform Certificate or new Maintenance Report (new Platform_DLOA) 

2.4.18 Step 15 – Product Update Deployment 

The Product Issuer is responsible for this step. 

The Product Issuer SHALL load the additional code of the Open Platform while the product is in the field. 

(A platform that is already deployed with some applications is a product.) 

When loading new applications, the current version of User Guidance for the Platform SHOULD be considered. 

Applications already in the product SHALL be re-certified or re-validated on the new version of the Platform 

before the additional Open Platform code is deployed. 

The re-certification or the re-validation of the Application can require that the application be updated. 

Input: 

 Potentially updated User Guidance for the Platform 

 Evaluation Report of the new version of the platform (SER or ETR-Lite) 

 Potential impact on the applications already in the product 

 The additional code 

 The new platform code including the additional code 

 New Platform Certificate or new Maintenance Report (new Platform_DLOA) 

Output: 

 The product with the additional code is deployed in the field. 
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2.5 Roles and Responsibilities 

Table 2-1 outlines the responsibilities associated with the different roles, and indicates which roles will 

potentially be active in which steps of the life cycle. 

Table 2-1:  Roles and Responsibilities 

Role Responsibility Step(s) 

Application Issuer Gets the Basic or Sensitive Application from the 

Application Developer and is responsible for 

ensuring that the application fulfills the target’s 

Guidance for Basic Applications or Guidance for 

Sensitive Applications, respectively. 

5, 6, 7, 8, 10, 12 

Basic Application 

Developer 

Develops the application and fulfills requirements 

stated in the target’s Guidance for Basic 

Applications. 

11, 12 

Certification Body Issues the security certificate for a platform or an 

application on a platform, based upon the results 

of its security evaluation. 

0b, 2, 10, 14 

Platform Developer Develops the platform and fulfills the security 

requirements imposed by the Product Issuer or 

the Platform Provider. 

1, 2, 13, 14 

Product Issuer Is responsible for the security of the product 

during the entire product life cycle. Tailors the life 

cycle of the product to make it comply with its 

targeted use cases. 

4, 5, 6, 7, 8, 15 

Product Manufacturer Manufactures the product, fulfilling requirements 

stated in the Guidance for Platform 

Administration. 

3 

Sensitive Application 

Developer 

Develops the application and fulfills requirements 

stated in the target’s Guidance for Sensitive 

Applications. 

9, 10 

Trusted Service Manager 

(TSM) 

Acts on behalf of the Product Issuer or an 

Application Issuer to perform application 

deployment on the Secure Element. 

5, 6, 7, 8 
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3 Examples of Security Conditions for Application 
Deployment 

3.1 Visa (VCSP) 

A new Visa product approval is achieved by completing a successful evaluation of the application on a platform 

which is currently on the EMVCo approved platform list. 

The VCSP composite approval pertains only to the Visa payment application on the platform product. Visa 

requires that any pre-loaded and future (post-issuance) applications loaded on the secure element MUST not 

impact the security of the Visa payment application assets and MUST pass the byte code verifier. This means 

that additional applications MUST meet the requirements in the latest Guidance for Basic Applications for the 

Platform. 

Visa does not review and does not provide approval for additional applications. 

For example: 

 Product Manufacturers SHOULD ensure that any pre-loaded application meets the requirements in 

the latest Guidance for Basic Applications for the Platform. 

 Product Issuers or Service Providers that add applications post-issuance SHOULD ensure that the 

requirements in the latest Guidance for Basic Applications for the Platform are fulfilled. 

Once Visa product approval has been obtained, the product SHOULD follow the current Visa product renewal 

schedule to remain on the approved product list. There is no requirement to maintain IC or Platform approval 

after this product approval has been obtained. 

For details about Visa approval, please refer to www.visa.com/ApprovalServices. 

3.2 MasterCard (CAST) 

A new MasterCard open product approval is achieved by completing a successful evaluation of the MasterCard 

payment applet on a platform which is currently on the EMVCo approved platform product list. A successful 

CAST review of the application level security evaluation report (complete product) will result in an approval 

with dedicated conditions; these conditions will cover any security requirements as set out by the platform 

(Platform security guidelines) and any security requirements derived from the application level CAST 

evaluation. Thus, the CAST conditions of approval will reference out to the relevant documents that ensure 

the secure operation of the complete product.  

The original product evaluation MAY include some additional applets (any applet other than the MasterCard 

payment applet) already loaded onto the product; these applets will be assessed for compliance against the 

conditions of approval as part of the CAST security evaluation. However, applets loaded at a later date that 

have not been reviewed by the security evaluation laboratory MUST ensure the conditions of approval are 

followed. It is up to the Product Issuer to ensure this takes place (MAY involve delegating this activity to a 

trusted party). It should be noted that the security evaluation laboratory is not mandated/required for additional 

applet verification. 

When developing a MasterCard payment applet, it is recommended that further information be obtained from 

MasterCard and from the IC / Platform providers (Security guidelines). For the development of additional 

applets that reside next to the MasterCard payment applet, it is recommended that further information be 

obtained from the complete product provider (Security guidelines) to ensure the product security is maintained. 

Once product approval has been achieved, the product SHOULD follow the current CAST product renewal 

schedule to remain on the approved product list. 

http://www.visa.com/ApprovalServices
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MasterCard maintains explicit security guidelines for the development of a MasterCard payment application. 

These documents are considered security sensitive and are only available from MasterCard directly. For 

further information, please contact CAST cast@mastercard.com. 

3.3 Electronic Signature (in Europe) 

The Electronic Signature Application is evaluated using Common Criteria (CC) scheme and specific protection 

profiles. The evaluation is performed on an Open Platform product, which MUST also be CC certified and 

maintained for the life of the product. The target IC MUST also be CC certified and maintained. 

For details about the CC scheme, please refer to www.commoncriteriaportal.org/. 

Product Issuers or Service Providers that add applications post-issuance SHOULD ensure that the 

requirements in the latest document Guidance for Basic Applications for the Platform are fulfilled. 

mailto:cast@mastercard.com
http://www.commoncriteriaportal.org/
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4 Examples of Roles and Actors 

This chapter describes the different activities of the involved actors depending on the chosen type of security 

domains (SDs). The following scenarios are distinguished: 

 Scenario SM (Simple Mode):  Applications are installed in dedicated SDs. These SDs have neither 

the delegated management privilege nor the authorized management privilege. 

 Scenario DM (Delegated Management):  Applications are installed in dedicated SDs. These SDs 

have the delegated management privilege. 

 Scenario AM (Authorized Management):  Applications are installed in dedicated SDs. These SDs 

have the authorized management privilege. 

Table 4-1:  Roles and Actors – Application Loading Pre-Issuance 

Scenario 

Actors 

Platform 
Provider 

Product Issuer 
(e.g. MNO) 

Application 
Issuer 

Trusted 
Service 
Manager 
(TSM) 

Controlling Authority – 
Verification Authority 
(CA-VA) 

SM 

DM 

AM 

Performs card 

content 

management. 

Performs card 

content 

management. 

Provides 

application to 

Product Issuer. 

none Signs applications of 

Application Issuer. 

Table 4-2:  Roles and Actors – Application Loading Post-Issuance 

Scenario 

Actors 

Platform 
Provider 

Product 
Issuer 
(e.g. MNO) 

Application Issuer 
Trusted Service 
Manager (TSM) 

Controlling 
Authority – 
Verification 
Authority 
(CA-VA) 

SM None Performs card 

content 

management. 

Install CA-VA 

public key for 

Mandated 

DAP. 

Provides application to 

Product Issuer or 

TSM. 

Performs card 

content management 

on behalf of the 

Product Issuer. 

Signs 

applications 

of Application 

Issuer. 

DM Performs card content 

management in own 

SDs with permission 

of the Product Issuer. 

Performs card 

content management 

in own SDs with 

permission of the 

Product Issuer on 

behalf of the 

Application Issuer. 

AM Performs card content 

management in own 

SDs without 

permission of the 

Product Issuer. 

Performs card 

content management 

in own SDs without 

permission of the 

Product Issuer on 

behalf of the 

Application Issuer. 



34 / 36 Overview of Complete Life Cycle for GlobalPlatform SE Products – Public Release v1.1 

 

Copyright  2014-2017 GlobalPlatform, Inc. All Rights Reserved. 
The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this 
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly 
prohibited. 

5 Example of Application Deployment 

This chapter explores the deployment of a Basic Application or a Sensitive Application onto a product which 

hosts at least one Sensitive Application. 

Scenario:  The platform is EMVCo certified. A CAST Sensitive Application is targeted for the platform. One or 

more Basic Applications will also be present on the product. 

5.1 Pre-Issuance Product Definition 

The Product Issuer defines the profile of the product: 

 Specify Security Domain tree 

 Specify a list of Basic Applications to be loaded 

 Specify a list of Sensitive Applications 

 Specify a list of applications to be personalized 

Outcome:  The Product Issuer has a precise list of which certificates are required. 

5.2 Product Definition Acceptance Process 

The Product Issuer determines whether the defined profile is consistent with the requirements of the Schemes 

(in this case CAST and EMVCo) and 

 Verifies that the Platform Certificate is valid (EMVCo) 

 Verifies that the Sensitive Application certificate is applicable and valid (CAST) 

 Verifies that the requirements of each scheme are not violated by the existence of the other 

applications on the product 

 Verifies that the Basic Applications have been validated against the relevant criteria  

Outcome:  The Product Issuer has a matrix confirming that the Pre-Issuance product meets all the applicable 

rules (EMVCo and CAST). The product may now proceed through Platform and Product Manufacturing 

(Step 3) and Product Deployment (Step 4). 

5.3 Loading a Basic Application Post-Issuance 

The product has been deployed and is in the possession of the end user. 

Now the Product Issuer wishes to load a new Basic Application (scenario: a loyalty application). 

 The Product Issuer (or another entity with the Authorized Management privilege) ensures that the new 

application follows the Guidance for Basic Applications. 

 The Product Issuer registers and stores the application into the TSM data base. 

 The Product Issuer instructs the TSM to securely load, install, and personalize the application using 

processes as defined by GlobalPlatform. 
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5.4 Loading a Sensitive Application Post-Issuance 

The product has been deployed and is in the possession of the end user. 

Now the Product Issuer wishes to load a new Sensitive Application (scenario: VMPA). 

Assumption:  VMPA application can be deployed Post-Issuance. 

 The Product Issuer checks the validity of the Platform Certificate. 

 The Application Issuer provides an application which fulfills the Guidance for Sensitive Applications of 

the target platform. 

 The Product Issuer checks that the new application has a valid certificate for the platform in 

accordance with the Visa scheme. 

 The Product Issuer registers and stores the application into the TSM data base. 

 The Product Issuer instructs the TSM to securely load, install, and personalize the application using 

processes as defined by GlobalPlatform. 
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6 Conclusion 

This document provides a complete overview of application deployment for certified GlobalPlatform products. 

It points out security aspects of all steps from platform development and updates, platform certification and 

re-certification, application development, application certification or validation, application loading, application 

updating, and application removal until the end of the life cycle of the product. 

Roles are defined and linked to the individual steps of the product life cycle. 

The interactions between the various stakeholders are described and the key documents which are needed 

for information exchange are defined and their usage is explained. This helps each stakeholder to understand 

its responsibilities and what others are expecting from it. 

Finally, the document provides examples of how application deployment can be achieved using different 

GlobalPlatform mechanisms, such as Simple Mode management, Delegated Management, Authorized 

Management, and Mandated DAP. 
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