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1 Introduction 

1.1 Scope 

The objective of this document is to define a composition model for the evaluation of composite products. A 
composite product is a Secure Element that consists of an open platform and one or more applications. The 
model relies on the recognition of existing certificates and significant re-use of existing certificates and 
evaluation activity results. This model is called the GlobalPlatform Composition Model.  

The GlobalPlatform Composition Model currently addresses any open platform that includes GlobalPlatform 
on top of a hardware layer and is able to execute Java Card™ applications. It is applicable to any type of 
Secure Element (SE). This version of the document defines the GlobalPlatform Composition Model and its 
application to the Common Criteria and EMVCo evaluation schemes. Both of these schemes allow 
certifications of open platforms. Future versions of the model may address additional schemes as candidates 
for composition. Closed platforms are outside of the scope of this document. 

In order to provide a consistent model applicable to multiple security evaluation schemes, the GlobalPlatform 
Composition Model identifies common security evaluation activities, defines them in scheme-neutral 
language, and identifies elements of these activities for re-use for composition. 

The intended result is a model that paves the way for the standardization of the reuse of elements of 
previous certifications, thus allowing application deployment on platforms while maintaining the security level 
required by the application issuers. Addressing the intellectual property exchange issues pertaining the 
platform, application developers, or laboratories is outside the scope of this document. The contractual 
aspects of application deployments on platforms and the role of TSMs are also not within the scope of this 
document. 

1.2 Audience 

This document is intended primarily for application issuers and product issuers. 

1.3 Use Case and Requirements 

The initial use case for the GlobalPlatform Composition Model is the deployment of applications to the UICC. 
The GlobalPlatform Composition Model is defined in scheme and market-neutral terms. The emerging 
Mobile Payments market [18] provides the fundamental business requirements for this initial work. Future 
revisions of this model may address other specific requirements derived from additional markets. 

Open platform products enable the widespread deployment of secure services on mobile devices. The 
deployment of these secure services requires security certification for the sensitive applications providing 
these services, such as payment, digital signature, health informatics, and e-ID. Basic applications are 
applications without security certification requirements such as transit or loyalty applications that will be 
loaded to these platforms as well. 

In the specific case of the UICC composite product (the UICC platform carrying sensitive and basic 
applications), the issuers are mainly the Mobile Network Operators (MNOs) who supply their customers with 
cards. These cards provide the platform on which applications are deployed either by the Mobile Network 
Operators or by third parties. These applications can be loaded on to the platform at any time. 
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The figure below illustrates an example of a UICC application deployment: 

 

Figure 1-1: Example of a UICC application deployment 

In this example, 

1. The original (P1) platform issuer obtains the EMVCo certificate for the original platform (P1). The 
platform has been evaluated as open. 

2. The target (P2) platform issuer obtains the CC certificate for the target platform (P2). The platform has 
been evaluated as open.  

3. The original and target platforms are issued by an MNO as a Secure Element. The MNO is therefore 
the product issuer in this example. The MNO is responsible for the management of the platforms, 
including any MNO-specific certifications. The MNO can use one or more TSMs for managing the 
platforms (e.g. loading/deleting applications, key management, etc.)  

4. The CPA application issuer obtains the EMVCo certification of the CPA application on the target 
platform (P2). 

5. The signature application issuer obtains the CC evaluation of the signature application on the target 
platform (P2). 

6. The CPA application is securely loaded by the MNO or the TSM on the deployed secure element that is 
either P1 or P2. 

7. An application issuer obtains the verification of the transit application on both platforms. 

8. The transit application is securely loaded by the MNO or the TSM on one or both of these platforms 
because one or both of these platforms are open platforms. 
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Essentially, the UICC provides secure access (i.e. authentication) to the mobile network and secure 
management of the applications it carries (i.e. dynamic loading and updates). The authentication functionality 
(e.g. data and algorithms) is typically evaluated by proprietary processes of the Mobile Network Operator, 
while secure management and execution of the applications, loading and storage are covered by a security 
certification process. The goal of the security certification process is to provide confidence to each actor that 
its assets are protected against a known set of threats. 

The security certification process provides confidence to the actors by: 

• an independent and comparable assessment of the claimed security level, and 

• a common set of requirements for the products’ security functionalities. Examples include the Java 
Card™ Protection Profile [1], the USIM Protection Profile [5], and the EMVCo security guidelines [7]-
[10]. 

The current evaluation approaches are generally focused on one or more applications within a single market 
sector. With large-scale cross-market application deployment planned for the coming years, the current 
certification processes must be optimized to reflect the business requirements of new use cases. Dealing 
with multiple applications from different market sectors requires a different approach to security certification. 
The certification processes becomes more complex when the SE and the applications are not owned by the 
same actors because of 

• different lifecycles (e.g. loading a new application to a platform that has already been issued), or 

• different certification approaches (e.g. the application and the platform were evaluated under different 
schemes). 

Therefore the GlobalPlatform Composition Model needs to address these requirements. 

Today, application and platform issuers engage security certification laboratories in the context of a specific 
scheme to perform an evaluation, and to finally achieve a certificate. The laboratories operate independently 
to perform their evaluation. The notion of reusability of certification artefacts is far below levels that are 
needed for a standardized, cooperative, and scalable model. Consequently, the evaluation and certification 
tasks become time consuming and expensive. Although presently the total number of certifications 
performed in the industry remains at levels that would appear to justify the traditional model and its business 
dynamics, this assumption is rapidly changing. Recent innovations in the industry, along with consumer 
demands for mobile services, are resulting in an unprecedented increase in certification requests. The 
current model is not scalable and cannot sustain the rapid growth of demand for security certification. 

The GlobalPlatform Composition Model identifies reusable units of work that security evaluation laboratories 
could reference or re-use. Enabling reusability is the only way to address the scalability problem (as 
described below in section 2.1.2). Reusability enables more creativity in product offerings, more commercial 
activity, and thus more business for all of the industry participants. By improving reusability, laboratories will 
be able to scale and address the market demands. Laboratories will further augment their niche and will be 
able to absorb more targeted business in their focus area due to an expected increase in application 
certification requests.  

All of the participants will benefit from the GlobalPlatform Composition Model. For example, Secure Element 
(SE) vendors, application providers, MNOs, laboratories, and most importantly of all, the consumers will all 
take advantage of the GlobalPlatform Composition Model, while maintaining the security expected by all of 
these participants. This pattern has time and again proven to be the most efficient way to scale and produce 
more business for all actors. The GlobalPlatform Composition Model is a proposal to initiate sustainable and 
standardized reusability within the security evaluation and certification industry, enable scalability, and 
produce more business for all the ecosystem participants. 

GlobalPlatform, because of its unique cross-industry membership and expertise applicable to this initiative, 
proposes this optimized evaluation process for a composite product. 
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1.4 Acknowledgements 

GlobalPlatform would like to recognize and thank the GSMA and EMVCo for their input and review. The 
GlobalPlatform Composition Model initiative is also supported by AFOM, EPC, ETSI and the SIM Alliance. 
GlobalPlatform thanks ISCI for their contributions. 

GlobalPlatform acknowledges that the Composition Model is provided to the issuer (e.g. mobile operator) 
community as a viable method, if they chose to utilize it, for post-issuance deployment of sensitive 
applications.  The GlobalPlatform Composition Model is not meant to replace other methods of certification, 
but rather, is available as a model for performing certifications that can be adopted at the discretion of the 
issuer.  The Composition Model does not remove the requirement for individual certification by the sensitive 
application provider (e.g. payment brands or EMVCo or UICC cards). 

1.5 Normative References 

Standard / Specification Description Ref 
Java Card System Open 
Configuration Protection Profile 
[P] 

Java Card System Open Configuration, Version 2.6, 19-
April-2010, Certificate: ANSSI-CC-PP-2010/03. Java 
Card Protection Profile for Java Card Classic platforms 
in an open configuration. 

[1] 

Java Card™ Off-Card Bytecode 
Verifier [P] 

Java Card™ Off-Card Verifier, White Paper, Sun 
Microsystems, v1.0, June 2002 [2] 

GlobalPlatform Security 
Requirements [R] 

GlobalPlatform Security Requirements Specification, 
Version 1.0, May 2003 [3] 

GlobalPlatform Smart Card 
Security Target Guidelines [R] 

GlobalPlatform Smart Card Security Target Guidelines 
v1.0, October 2005 [4] 

AFOM (U)SIM Java Card 
Protection Profile [P] 

AFOM (U)SIM Java Card Platform Protection Profile – 
PU-2009-RT-79, version 2.0.2 
• Basic Configuration, Certificate: ANSSI-CC-PP-

2010/04 

• SCWS Configuration, Certificate: ANSSI-CC-PP-
2010/05 

[5] 

GSMA PBM UICC Certification 
Requirements [R] 

GSMA Pay-Buy-Mobile UICC Certification 
Requirements, Issue 2.0, January 2010 [6] 

EMVCo Security Guidelines for 
Java Card Applets [R] 

EMVCo Security Guidelines for Java Card™ Applets, 
20-April-2010 [7] 

EMVCo Security Guidelines for 
Java Card Platform 
Implementation [R] 

EMVCo Security Guidelines for Java Card™ Platform 
Implementation, 11-August-2010 [8] 

EMVCo Security Guidelines for 
GlobalPlatform Implementation 
[R] 

EMVCo Security Guidelines for GlobalPlatform 
Implementation, 28-May-2010 [9] 

EMVCo CPA Secure 
Implementation Guidelines [R] 

EMVCo CPA Secure Implementation Guidelines, 
Version 1, January 2007 [10] 

Common Criteria for 
Information Technology 
Security Evaluation [P] 

Common Criteria for Information Technology Security 
Evaluation, Version 3.1, Revision 3, July 2009; (CCMB-
2009-07-001, 002 and 003).  See also ISO 15408 (re-
published as an ISO Standard) 
Common Methodology for Information Technology 
Security Evaluation, Version 3.1, Revision 3, July 2009; 
(CCMB-2009-07-004) 

[11] 
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Standard / Specification Description Ref 
Common Criteria Composite 
Evaluation [P] 

Common Criteria Composite Product Evaluation for 
Smart Cards and Similar Devices, Revision 1.0, 
Revision 1, September 2007 (CCDB-2007-09-001) 

[12] 

Common Criteria Statement on 
Reuse of Evaluation Results 
and Evidence [P] 

Common Criteria CCRA Supporting Document: 
Information Statement on Reuse of Evaluation Results 
and Evidence, October 2002 (2002-08-009-002) 

[13] 

JIL Application of Attack 
Potential to Smartcards [P] 

Joint Interpretation Library – Application of Attack 
Potential to Smartcards, Version 2.7, February 2009 [14] 

EMVCo Security Guidelines for 
Mobile Payment [R] 

EMVCo Security Guidelines for Mobile Payment 
Solutions, 9-June-2010 [15] 

EMVCo Security Guidelines for 
Smart Card Integrated Circuits 
[R] 

EMVCo Security Guidelines for Smart Card Integrated 
Circuits, Version 2.0, January 2008 [16] 

Security IC Platform Protection 
Profile [P] 

Security IC Platform Protection Profile, Version 1.0, 15-
June-2007, BSI-PP-0035 [17] 

GSMA PBM Business 
Opportunity Analysis [R] 

GSMA Pay-Buy-Mobile Business Opportunity Analysis 
Public White Paper, Version 1.0, November 2007 [18] 

EMVCo CPA Specification [R] EMVCo Integrated Circuit Card Specifications for 
Payment Application, Version 1.0, December 2005 [19] 

EMVCo ICC Specifications for 
Payment Systems: Book 3 [R] 

EMVCo EMV Integrated Circuit Card Specifications for 
Payment Systems, Book 3 – Application Specification, 
Version 4.2, June 2008 

[20] 

Common Criteria ETR for 
Composition [P] 

Common Criteria ETR template for composite 
evaluation of Smart Cards and similar devices, Version 
1.0, Revision 1, September 2007 (CCDB-2007-09-002) 

[21] 

EPC-GSMA Trusted Service 
Manager Service Management 
Requirements and 
Specifications [R] 

Doc: EPC 220-08, Version 1.0, January 2010 

[22] 

Table 1-1: Normative References 

Note: Documents denoted with a "[P]" following the specification names are typically freely accessible to the 
public. Documents denoted with a "[R]" may be under restricted distribution by the publishing entity; typically 
to members of the publishing entity or by paying a fee. 

1.6 Terminology and Definitions 

Term Definition 
Application Java Card™ application intended to be executed on top of the platform 

Application Developer entity responsible for the application development 

This entity may also be the application issuer. 

Application Issuer entity responsible for the security of the application 

Basic Application 
Verifier 

entity verifying that the basic application to be loaded complies with the 
set of rules defined in the platform guidance documentation for use by 
basic applications 

Certification process of validating the results of the evaluation 

Certificate outcome of a successful evaluation 
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Term Definition 
Certified Platform platform that has achieved a security certification within an evaluation 

scheme (EMVCo or CC) 

Common Criteria the Common Criteria for Information Technology Security Evaluation 
(CC), and the companion Common Methodology for Information 
Technology Security Evaluation are the technical basis for an 
international agreement, the Common Criteria Recognition Agreement, 
which ensures that: 

• Products can be evaluated by competent and independent 
licensed laboratories so as to determine the fulfilment of 
particular security properties, to a certain extent or assurance; 

• Supporting documents, are used within the Common Criteria 
certification process to define how the criteria and evaluation 
methods are applied when certifying specific technologies; 

• The certification of the security properties of an evaluated 
product can be issued by a number of Certificate Authorizing 
Schemes, with this certification being based on the result of their 
evaluation; 

All the signatories of the CCRA recognize these certificates. 
Common Criteria (CC) 
Certification 

IT security certification as described in ISO 15408 [11] 

EMVCo the entity that manages, maintains and enhances the EMV® Integrated 
Circuit Card Specifications for chip-based payment cards and 
acceptance devices, extending to new payment devices as well, such 
as contactless and mobile payment 
EMVCo is currently owned by American Express, JCB, MasterCard and 
Visa. 

EMVCo Certification EMVCo Security Evaluation Process that is common to MasterCard, 
Visa, JCB and American Express 

ETR for Composition report to be exchanged between laboratories summarizing the 
evaluation results and providing recommendations for possible future 
compositions (cf. [21] in the Common Criteria scheme) 

ETR for Portability Application evaluation report produced by a laboratory for use in further 
evaluations of the same application, with a specific focus on the 
interfaces and dependencies between the application and the platform. 
This is a new document that is not currently produced by a laboratory. 
The contents of this report should be defined in collaboration with the 
evaluation schemes. 

European Payments 
Council 

decision making and coordination body of the European banking 
industry in relation to payments 

Evaluation process of verifying that an IT product satisfies a given set of 
requirements based on a well-established methodology 

GlobalPlatform 
Composition 

composition process between applications and certified platforms  

GlobalPlatform 
Composite Product 

combination of platform and at least one application obtained with a 
GlobalPlatform composition process 

GlobalPlatform 
Composite Product 
Certification Body 

entity responsible for performing the GlobalPlatform Composite Product 
certification (e.g. EMVCo and CC certification bodies) 

GlobalPlatform 
Composite Product 
Evaluator 

entity performing the GlobalPlatform Composite Product security 
evaluation (e.g. an EMVCo or CC laboratory) 
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Term Definition 
GlobalPlatform 
Composite Product 
Integrator 

entity combining all elements of the product 
see also GlobalPlatform Composite Product Issuer 

GlobalPlatform 
Composite Product 
Issuer 

entity issuing the GlobalPlatform Composite Product and responsible 
for the security of the product during the entire product lifecycle 

Hostile Application well-formed application that can be used to attack other applications or 
the platform 

Issuer Certification certification performed by the issuer of the secure element into its 
market 
In the case of the MNO as the issuer, this type of certification would 
involve functional qualification, including network authentication. This 
certification is performed independently of the security certification 
process. 

Open Platform platform or product that allows the addition, deletion, or modification of 
applications after being issued to the end-user 

Open Product see Open Platform 
Original Platform platform on which an application has been certified by composition 

This term is used in the context of describing the portability of an 
application from this original platform to a target platform. 

Over-The-Air technology used to communicate with, download applications to, and 
manage a SIM card without being connected physically to the card 

Platform Certification 
Body 

entity responsible for issuing the security certificate for the platform 
based upon the results of its security evaluation 

Platform Developer entity responsible for the platform development 
This entity may also be the sponsor of the platform evaluation 

Platform Evaluator entity performing the security evaluation of the platform (e.g. EMVCo or 
a CC laboratory) 

Platform Issuer entity responsible for producing a certified platform and for maintaining 
the security certification to support future GlobalPlatform Composite 
Product evaluations 

Platform Security 
Guidance 

set of rules and recommendations for the secure usage of the platform 
by an application 
In Common Criteria, these rules and recommendations can be found in 
the Operational Guidance (AGD_OPE) [11]. 

Portability ability of an application to run on multiple platforms 
Post-Issuance lifecycle phase of a product that has been issued to an end-user 
SAS Certification certification program defined by GSM World whereby suppliers subject 

their production sites and processes to a comprehensive security audit 
Scheme administrative and regulatory framework under which the CC or EMVCo 

is applied by an evaluation authority within a specific community. 
It defines the certification process that is performed by the laboratories. 

Secure Element tamper-resistant smart card chip capable of embedding smart card-
grade applications (e.g. payment, transport, etc.) with the required level 
of security features.  
For example, in the NFC architecture, the Secure Element will embed 
contactless and NFC-related applications and is connected to the NFC 
chip, which acts as the contactless front-end. The Secure Element 
could be integrated in various form factors: SIM Cards, embedded in 
the handset or SD Card. 
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Term Definition 
Security Certification certification based on security rules that are defined by the CC and 

EMVCo schemes 
Security Guidance See Platform Security Guidance 
Target Platform platform receiving a new application as part of a GlobalPlatform 

Composition 
see also Original Platform 

Well-formed Application application whose byte code complies with the Java Card™ byte code 
verification rules [2] 

Table 1-2: Terminology and Definitions 

 

1.7 Abbreviations and Notations 

Abbreviation Meaning 
AFOM Association Françaises des Opérateurs Mobiles 
ADV Development (Common Criteria) 
AGD Guidance Documents (Common Criteria) 
ALC Life-Cycle Support (Common Criteria) 
API Application Programming Interface 
ASE Security Target Evaluation (Common Criteria) 
ATE Tests (Common Criteria) 
AVA Vulnerability Assessment (Common Criteria) 
CC Common Criteria 
CCRA Common Criteria Recognition Arrangement 
CEM Common Evaluation Methodology (Common Criteria) 
CPA Common Payment Application (EMVCo) 
EAL Evaluation Assurance Level (Common Criteria) 
EMVApp EMV application (e.g. CPA, M/Chip, or VSDC) 
EPC European Payments Council 
ETR Evaluation Technical Report 
ETSI European Telecommunications Standards Institute 
GSM Global System for Mobile Communications 
GSMA GSM Association 
IC Integrated Circuit 
ISCI International Security Certification Initiative (Common 

Criteria) 
JHAS JIL Hardware-related Attacks Subgroup  
JIL Joint Interpretation Library (of the JIWG in the European CC 

Scheme) 
JIWG Joint Interpretation Working Group 
MNO Mobile Network Operator. Also referred to as Carrier. 
NFC Near Field Communication 
OTA Over-The-Air 
SAS Security Accreditation Scheme 
SE Secure Element 
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Abbreviation Meaning 
SIM Subscriber Identity Module 
SIMAlliance SIM Alliance 
TOE Target of Evaluation 
TSM Trusted Service Manager 
UICC Universal Integrated Circuit Card 
USIM Universal Subscriber Identity Module 

Table 1-3: Abbreviations and Notations 

 

1.8 Revision History 

Revision Date List of Modifications 

1.0 January 2011 Initial Release 
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2 GlobalPlatform Composition Model Definition 

2.1 Overview 

The GlobalPlatform Composition Model is written as a unified framework for composition.  This model is not 
intended to replace any existing evaluating schemes.  The model exists in order to facilitate achieving multi-
application product certification by reusing the results of previous certifications. 

The model identifies four evaluation activities that are typically common across all evaluation schemes.  In 
order to address the portability of certified applications, the model identifies applications as sensitive and 
basic applications, platforms as open platform, and independent certificates. 

The following terms are used throughout the GlobalPlatform Composition Model and shall be understood to 
have the following meanings: 

• Basic Application – an application without security certification requirements 

• Sensitive Application – an application that requires security certification 

• Platform – a certified platform 

• Multi-Application Product – a product consisting of a platform and one or more basic and sensitive 
applications 

• Independent Certificate – a certificate for the combination of exactly one application on one platform.  
The independence refers to the fact that the certificate's validity does not depend on other possible 
basic and/or sensitive applications that reside on the same platform. A multi-application product has 
one certificate for the platform and one independent certificate for each sensitive application installed. 

 

Figure 2-1: Example of a Multi-Application Product 

2.1.1 Evaluation Processes 
In security evaluations, we distinguish four major activities: 

• Product Design Analysis – Analyze the product documentation and source code in order to 
determine that the security functionality are implemented correctly and cannot be corrupted or 
bypassed. 

• Functional Testing – Verify that the product functionality operates as designed. 

• Penetration Testing – Perform vulnerability assessment and verify resistance to attacks at the level 
claimed. 
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• Process Verification – Analyze the development and production environment and processes to verify 
that the construction of the product is secure. 

The GlobalPlatform Composition Model is applied to the following two evaluation schemes to describe 
Composite Products: 

• Common Criteria [11] 

• EMVCo [7]-[10] 

2.1.2 Multi-Application Products 
The GlobalPlatform Composition Model addresses Multi-Application Products by recognizing independent 
certificates per application on one product.  

These separate certificates must allow for further composition with additional application(s). The applications 
may be certified in any order. In order to allow continued compositions, additional application certifications 
must allow for further composition. Each time an application is composed with a platform, we assume that 
non-certified (basic) and certified (sensitive) applications may already exist on the target platform. The target 
platform shall have its own certificate. 

By example, Figure 2-2 and the text following, illustrates how individual certifications may be used to produce 
a GlobalPlatform Composite Product. In the following, the notation "[A + B]" shall indicate a Composite 
Certificate of A and B. 

 

Figure 2-2: Example of a CC + EMVCo + Basic Multi-Application Product 

In the case of multiple applications on the same target platform, the objective is to have "independent" and 
separate Composite Certificates. This means to have 

• [Platform]    Certificate CC or EMVCo1

• [Platform + App_Loyal(basic)] (no certificate) 

 

• [Platform + App_eSign]  Certificate CC (In this case, the Platform shall be CC-certified.) 

• [Platform + App_CPA]  Certificate EMVCo 

instead of having one certificate for the whole product [Platform + App_Loyal + App_eSign + App_CPA]. 

                                                      
1 Reuse of evidence gathered indistinctly during CC or EMVCo evaluation is recommended. Mutual recognition of 

EMVCo and CC certificates, however, is beyond the scope of this document. 



15 Composition Model v1.0  

Copyright  2008-2011 GlobalPlatform Inc. All Rights Reserved. 
The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this 
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly 
prohibited. 

In the case of basic applications, no additional certificate is required. Depending on the platform 
requirements, basic applications may have a validation process. Each of the separate certificates must allow 
for adding other applications. Therefore, it is then permissible to add any application without affecting the 
certification status of the GlobalPlatform Composite Product. Also, note that independent certificates 
decouple evaluation time from product lifecycle.  

In this example, the three certificates are sufficient to cover all possible combinations of these three 
applications.  Without independent certificates, the same coverage would require up to eight certifications in 
the most exhaustive scenario.  These eight certificates would be: 

• Platform 

• Platform+App_CPA 

• Platform+App_eSign 

• Platform+App_Loyal 

• Platform+App_CPA+App_eSign 

• Platform+App_CPA+App_Loyal 

• Platform+App_eSign+App_Loyal 

• Platform+App_CPA+App_eSign+App_Loyal 

  

2.1.3 Roles 
The following roles, defined above in section 1.6, shall be considered in the composition evaluation activities: 

• Platform Developer 

• Platform Issuer  

• Platform Evaluator 

• Platform Certification Body 

• Application Issuer 

• Application Developer 

• GlobalPlatform Composite Product Issuer  

• GlobalPlatform Composite Product Integrator  

• GlobalPlatform Composite Product Evaluator 

• GlobalPlatform Composite Product Certification Body 

• Basic Application Verifier 

 

2.1.4 Assumptions 
The following assumptions apply to the GlobalPlatform Composition Model: 

• All platforms discussed in the GlobalPlatform Composition Model are assumed to be open platforms. 

• A certified platform implies that it is based on a certified IC. 

• In this document, "certification" means "security certification".   

• All certifications are performed by composition. 
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• The GlobalPlatform Composition Model evaluation activities assume that the input certificates are 
valid. In the CC context, the platform certificate is in maintenance while in the EMVCo context, the 
approval has not expired. 

• Any native application (e.g. USIM, Smart Card Web Server, etc.) is considered as part of the platform 
and is evaluated during the platform certification process. 

• The source code of the application and platform is identical between two certifications. The process 
may be adapted if source code changes. 

 

2.1.5 Limitations 
The following limitations on the GlobalPlatform Composition Model exist: 

• The security requirements of the applications should not be contradictory (e.g. a public transportation 
application requires a unique, fixed, product identifier and an electronic ID application requires a 
dynamic product identifier.) 

• The maintenance process and the management of the certificates' validity is scheme dependent. The 
maintenance process implementation is out of the scope of this document. The related questions will 
be addressed by each scheme when implementing this model. 

• Defining the details of relationships between labs (including liability issues) is outside the scope of this 
document. Possible frameworks may be proposed by each scheme when implementing this model. 

• SAS and MNO certifications that could be applied to each platform and application while still 
performed, are out of the scope of this document. 

 

2.2 GlobalPlatform Composition Model Platform Requirements 

2.2.1 Scope of a Platform 
The platform is composed of a certified IC, an operating system, and a Java Card and GlobalPlatform-
enabled services. Additionally, the platform may contain non-Java Card™ applications.  In this case, they 
shall be included in the scope of the evaluation.  

For the example of the UICC, the platform includes the SIM/USIM application, and the API of the SIM 
Toolkit. 

2.2.2 IC Certification 
The IC is certified within either the EMVCo or the CC schemes. In the CC scheme, the IC shall be evaluated 
against the current state of the art Protection Profile [17]. In the EMVCo scheme, the IC shall be evaluated 
against EMVCo evaluation process [16] that may rely on a recognized CC evaluation. 

2.2.3 Applet Isolation 
The application isolation is provided by the platform. The applications shall conform to isolation requirements 
as defined in the platform guidelines.  

2.2.4 Secure Content Management 
The platform provides secure mechanisms for content management, including post-issuance loading and 
deletion of applications. 
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2.2.5 Platform Requirements for Application Portability 

2.2.5.1 Platform Interfaces 
The platform interface includes a set of security functions that are accessible from the applications. The 
platform also includes a set of security mechanisms that make the platform open and secure. These are 
defined in several documents with different abstraction levels: functional specifications and security 
specifications (i.e. Java Card™ Protection Profile [1], GlobalPlatform [3] and [4], EMVCo Platform Guidelines 
[7]-[9], and USIM Protection Profile [5]). 

To achieve security compatibility between platforms, the set of relevant interfaces should be the same with 
respect to functionality and security.  

2.2.5.2 Platform Certification 
Security certification shall check that security functions fulfill the security requirements. This means that they 
are resistant against the attacks identified by security groups such as JHAS in the attack method [14] 
according to either the EMVCo or Common Criteria scheme and methodology. 

The GlobalPlatform Composition Model assumes that the evaluation level is at the CC EAL4+ (where the "+" 
includes AVA_VAN.5) level or equivalent in EMVCo metrics. This evaluation level is required for payment, 
identification, and signature applications. It ensures the resistance of the product to the JHAS attacks 
catalogue [14] that is mandatory for this kind of product, including any kind of penetration testing such as 
side channel attacks, observation attacks, fault injection attacks and logical attacks. 

 

2.3 GlobalPlatform Composition of Sensitive Applications on Platforms 

2.3.1 Scope and Goal 
A sensitive application is a Java Card™ application that requires security certification (includes assets to be 
protected). Sensitive applications are found in several market sectors, such as payment, e-identity, digital 
signature or transport, etc. 

In the context of the GlobalPlatform Composition Model, a sensitive application has been certified, either 
using the CC composite evaluation methodology on a CC-certified platform (c.f. [12]) or by an EMVCo 
certification on an EMVCo-certified platform. The platform complies with the requirements defined in section 
2.2. The certification means that the composite product consisting of the sensitive application on a platform 
has been evaluated using the four phases described in section 2.1.1 (e.g. the security features of the 
application and those of the platform have been implemented correctly and cannot be bypassed). As the 
resulting product is open, it also means that the sensitive application on the platform is protected against any 
other application that could be downloaded on the same platform. The applications must fulfill the rules and 
recommendations in the platform security guidance.    

The goal of the GlobalPlatform Composition Model is to deploy a certified sensitive application to certified 
open platforms and the resulting composite product is certified to be open as well. This later certification 
must maximize the reuse of the previous certifications in order to facilitate the deployment. 

2.3.2 Evaluation Rules 
The section below describes four steps that are common among security evaluations.  The purpose of this 
description is to identify elements of each step that could be reused in composite evaluations. 
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Product Design Analysis:  

The evaluator needs to make sure that the design of the composite product satisfies the security 
requirements. All of the involved components (the original platform, the target platform, and the sensitive 
application) are unchanged from their previous evaluations and have valid certificates. Therefore, there is no 
need to repeat the design analysis of the individual components. The evaluator shall focus on the interface 
between platform and application, and therefore: 

• shall verify that the application requirements with respect to functionality and security are fulfilled by 
the target platform. 

o For example, an application requires a secure RSA implementation. The evaluator shall 
confirm that the target platform implements a secure RSA implementation. 

• shall check that all requirements and security guidelines of the target platform are fulfilled by the 
application. 

o For example, an application requires a secure RSA implementation. The evaluator shall 
confirm that the application fulfills any guidelines given by the target platform on the use of 
its secure RSA implementation. 

To enhance reusability, a detailed list of application requirements that are to be fulfilled by the platform shall 
be available. In addition, a list of the security services provided to the application through the target 
platform's interfaces shall be available. This information should be easily located within the documentation 
available to the composite product evaluator. 

 

Functional Testing:  

There are two types of interfaces that are exposed by the composite product: 

• Platform Interface 

As the platform is an Open platform, all the platform interfaces are still available in the composite 
product. However, this platform interface has already been certified. There is no need to repeat the 
functional testing of the platform interface. 

• Application Interface 

The interface exposed by the application has already been tested during the evaluation of the 
application on top of the original platform. However, this result cannot simply be reused. The test plan, 
test cases, and the test environment can be completely reused. The tests, however, shall be re-
executed on the target platform and the result needs to be checked again for the new composite 
product. 

To enhance reusability, the portability of the test environment is a key requirement. In particular the 
application testing should be done in the following way: 
 
• Use a standard format for test case and test data specification 

• Use a standard language and framework for test implementation 

• Use standardized test vectors for standardized functionality (e.g. ISO/IEC 10373 for testing ISO/IEC 
14443, or NIST test vectors for cryptographic algorithm functionality) 

• Make sure that the test implementation does not depend on a certain PC operating system 

• Make sure that the test implementation does not depend on the smart card platform used 

• Use a standardized format for the test output 

• Use as much automation as possible for test execution 

• Make sure the test results give a clear test summary which doesn't require any further processing 

The complete test environment, instead of this previous list of individual items for reusability, may be 
provided to the composition evaluator. 
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Penetration Testing:  

Penetration Testing applies to the platform and the application: 

• Platform 

The target platform has been certified as an Open platform. This implies that the robustness of the 
security functionality of the target platform has been tested to the level stated by its corresponding 
certificate. Therefore, there is no need to repeat the penetration testing of the platform. 

• Application 

The vulnerability analysis shall be repeated, considering the results of the previous evaluations (i.e. 
the evaluation of the application on the original platform and the evaluation of the target platform). 

Using a standardized set of attack methods (e.g. as defined by JHAS) may enhance reusability. Additionally, 
the evaluation report of the composite product should be written with the expectation that it will be re-used by 
a different laboratory. 

 

Process Verification:  

The development environment for the certified (by composition) application has not changed. Therefore it is 
not necessary to re-evaluate the application provider's environment. The development environment for the 
target platform has not changed; therefore it is not necessary to re-evaluate the target platform provider's 
environment. Previous audit report(s) shall be recognized. 

It is important to consider that the GlobalPlatform Composite Product Integrator may not have been involved 
in any previous audits. Therefore, this integrator's processes must be verified if they have not been audited 
previously. 

2.4 GlobalPlatform Composition of Basic Applications on Platforms 

2.4.1 Scope and Goal 
A basic application is a Java Card™ application that does not have security certification requirements but 
complies with the security guidance of the target platform. The goal is to deploy the basic applications on 
certified open multi-application products without affecting the validity of the products' existing certificates.  

2.4.2 Evaluation Rules 
The multi-application open products that will receive the basic applications have been evaluated and 
certified. This means that at least the following security features have been evaluated:  

• Application isolation 

• Secure loading of applications, including the security mechanism for application integrity  

• Robustness of all platform interfaces 

• Protection of applications and platform against hostile applications 

Any basic application should be verified against the rules and recommendations given, if any, in the security 
guidance of the target platform for this kind of application. 

The verification is split into platform-independent (e.g. no sharable interfaces, bytecode verification, 
compliance to the functional specification of the application), and platform-dependent activities. Platform-
independent verification is made once in the lifecycle of the application and may be conducted by a basic 
application verifier. Platform-dependent verification (i.e. compliance to the target platform's user guidance) is 
done during the composition and managed by the GlobalPlatform composition product issuer. 
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3 Application of the GlobalPlatform Composition Model 
to the EMVCo Scheme 

3.1 EMVCo Evaluation Specifics 

Table 3-1, below, identifies specific EMVCo evaluator activities in relation to the general evaluation activities 
defined above in section 0. 

 

Activity Related EMVCo Evaluator Activity 
Product Design Analysis Check EMVCo security guidelines (i.e. [7]-[10], [15] and [16]) 

Functional Testing EMVCo Type Approval (i.e. [19] and Part 5 (Common Core 
Definitions (CCD) of [20])) 

Penetration Testing Test robustness of the application and platform functionalities.  
Perform vulnerability assessment. 

Process Verification EMVCo Audit 

Table 3-1: Activity Mapping for GlobalPlatform Composition on EMVCo 

3.2 Use Cases 

The following two use cases are explored with respect to the EMVCo Scheme. 

3.2.1 EMVCo Application on a CC Platform 
This example covers the case where an application has been certified as part of an EMVCo certification and 
is composed with a target platform that has been CC certified.  The goal is to achieve an EMVCo certification 
for the composed product. 

 

Figure 3-1: EMVCo Application on a CC Platform 
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Table 3-2 below compares the general model in section 2.3.2 to this specific use case. 

Activity Related EMVCo Evaluator Activity 
Product Design Analysis No additional considerations beyond the general model in section 2.3.2. 

Functional Testing No additional considerations beyond the general model in section 2.3.2. 

Penetration Testing 
EMVCo composite lab (i.e. Lab3, in the example above) should use the 
ETR for Composition of the target platform and the evaluation report for 
the application on the original platform. 

Process Verification No additional considerations beyond the general model in section 2.3.2. 

Table 3-2: Activity Mapping for GlobalPlatform Composition to the case of EMVCo App on CC 
Platform 

 

3.2.2 EMVCo Application to an EMVCo Platform 
This example cover the case where an application has been certified as part of an EMVCo certification and is 
composed with a target platform that has been EMVCo certified. The goal is to achieve an EMVCo 
certification for the composed product.  

 

 

Figure 3-2: EMVCo Application on an EMVCo Platform 

 

Table 3-3 below compares the general model in section 2.3.2 to this specific use case. 
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Activity Related EMVCo Evaluator Activity 
Product Design Analysis No additional considerations beyond the general model in section 2.3.2. 

Functional Testing No additional considerations beyond the general model in section 2.3.2. 

Penetration Testing 
EMVCo composite lab (i.e. Lab3, in the example above) should use the 
evaluation report of the target platform and the evaluation report for the 
application on the original platform. 

Process Verification No additional considerations beyond the general model in section 2.3.2. 

Table 3-3: Activity Mapping for GlobalPlatform Composition for the case of EMVCo App to EMVCo 
Platform
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4 Application of the GlobalPlatform Composition Model 
to the Common Criteria Scheme 

4.1 CC Evaluation Specifics 

The Common Criteria Composite Product Evaluation for Smartcards and Similar Devices document [12] 
specifies how a composite product evaluation shall be performed in the Common Criteria Scheme.  
Therefore, this document must be used to achieve a GlobalPlatform Composition in the Common Criteria 
Scheme. Evaluation results and evidence may be reused between evaluations [13].  However, refinements 
should be made to address application portability issues and to maximize efficiency in achieving a resulting 
new product composition. 

 

Activity Related CC Assurance Class (as) 
(Cf. [11] and [12]) 

Product Design Analysis ASE, ADV, AGD 

Functional Testing ATE 
Penetration Testing AVA 
Process Verification ALC 

Table 4-1: Activity Mapping for GlobalPlatform Composition on CC 

4.2 CC Application on a CC Platform 

This use case describes a scenario where an application that is part of a CC certified product is moved to a 
target CC certified platform. The output shall be a CC certified open product consisting of the application on 
the target platform.  

 

Figure 4-1: CC Application on a CC Platform 
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Table 4-2 below compares the general model in section 2.3.2 to this specific use case. 

Activity Related CC Evaluator Activity 
Product Design Analysis No additional considerations beyond the general model in section 2.3.2. 

Functional Testing No additional considerations beyond the general model in section 2.3.2. 

Penetration Testing 
CC composite lab (i.e. Lab3 in the example above) should use the ETR for 
Composition of the target platform and the ETR for Portability for the 
application on the original platform. 

Process Verification No additional considerations beyond the general model in section 2.3.2. 

Table 4-2: Activity Mapping for GlobalPlatform Composition for the case of a CC Application to a CC 
Platform 

In Common Criteria, the reuse of certificates, evaluation reports and developer’s evidences strongly depends 
on the security target of the composite product (cf. ASE assurance class). As explained in the general model, 
the standard evaluation activities on the components (which rely on CEM requirements [11]) are expected to 
require a limited inspection by the laboratory. In addition, the composite evaluation tasks (which rely on [12]) 
will have to be checked in-depth. 

The ETR for Portability is an output of the laboratory that is comparable to the ETR for Composition, but with 
a specific focus on the interfaces and dependences between the application and the original platform. The 
ETR for Portability is specifically designed to maximize efficiency of evaluation of a previously certified 
application on a target platform. Coordination with ISCI is required to define the contents of this new 
document. 

These considerations, in particular the contents of the ETR for Portability, have to be developed in 
coordination with CC schemes and supporting working groups like ISCI and JHAS. 
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5 Conclusion 
The composition model addresses the re-certification of multi-application cards with post-issuance 
application loading while maintaining the security level required for the product. It describes how applications 
can be certified individually without dependencies on other applications. It thereby enables any combination 
of sensitive and basic applications on a platform and thereby provides a scalable certification model that is 
needed for full multi-application support. 

The model identifies items in a scheme-independent way for re-use in a future certification within either the 
EMVCo or CC schemes. The model addresses the application portability of previously certified applications 
from one certified platform to another certified platform with minimal certification effort. 

The model introduces basic and sensitive applications as the building blocks for multi-application cards with 
post-issuance application loading. The model relies on the notion of independent certificates for applications 
on platforms and thereby provides a scalable certification model that is needed for full multi-application 
support. 

Deploying certified services becomes easier and faster due to certification reusability and application 
portability described by the model. Service providers will be able to offer new products by loading multiple 
certified applications in any combination with assurance that the existing certifications will remain valid. 
Application and platform issuers will also benefit due to the certification items identified for re-use. 

The model can be further refined to provide a standardized definition of CC and EMVCo evaluation activities. 
This work will be done in close cooperation with JIWG, ISCI, and EMVCo. An approach to quantify the 
potential savings achieved by implementing this model should be defined. 



Composition Model v1.0 26 

Copyright  2008-2011 GlobalPlatform Inc. All Rights Reserved. 
The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this 
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly 
prohibited. 

6 Table of Tables and Figures 
 

Table 1-1: Normative References ...................................................................................................................... 8 
Table 1-2: Terminology and Definitions ........................................................................................................... 11 
Table 1-3: Abbreviations and Notations .......................................................................................................... 12 
Table 3-1: Activity Mapping for GlobalPlatform Composition on EMVCo ....................................................... 20 
Table 3-2: Activity Mapping for GlobalPlatform Composition to the case of EMVCo App on CC Platform .... 21 
Table 3-3: Activity Mapping for GlobalPlatform Composition for the case of EMVCo App to EMVCo Platform

 .................................................................................................................................................................. 22 
Table 4-1: Activity Mapping for GlobalPlatform Composition on CC ............................................................... 23 
Table 4-2: Activity Mapping for GlobalPlatform Composition for the case of a CC Application to a CC 

Platform .................................................................................................................................................... 24 
 
Figure 1-1: Example of a UICC application deployment ................................................................................... 5 
Figure 2-1: Example of a Multi-Application Product ........................................................................................ 13 
Figure 2-2: Example of a CC + EMVCo + Basic Multi-Application Product .................................................... 14 
Figure 3-1: EMVCo Application on a CC Platform .......................................................................................... 20 
Figure 3-2: EMVCo Application on an EMVCo Platform ................................................................................. 21 
Figure 4-1: CC Application on a CC Platform .................................................................................................. 23 

 

END OF DOCUMENT 


	1 Introduction
	1.1 Scope
	1.2 Audience
	1.3 Use Case and Requirements
	1.4 Acknowledgements
	1.5 Normative References
	1.6 Terminology and Definitions
	1.7 Abbreviations and Notations
	1.8 Revision History

	2 GlobalPlatform Composition Model Definition
	2.1 Overview
	2.1.1 Evaluation Processes
	2.1.2 Multi-Application Products
	2.1.3 Roles
	2.1.4 Assumptions
	2.1.5 Limitations

	2.2 GlobalPlatform Composition Model Platform Requirements
	2.2.1 Scope of a Platform
	2.2.2 IC Certification
	2.2.3 Applet Isolation
	2.2.4 Secure Content Management
	2.2.5 Platform Requirements for Application Portability
	2.2.5.1 Platform Interfaces
	2.2.5.2 Platform Certification

	2.3 GlobalPlatform Composition of Sensitive Applications on Platforms
	2.3.1 Scope and Goal
	2.3.2 Evaluation Rules

	2.4 GlobalPlatform Composition of Basic Applications on Platforms
	2.4.1 Scope and Goal
	2.4.2 Evaluation Rules


	3 Application of the GlobalPlatform Composition Model to the EMVCo Scheme
	3.1 EMVCo Evaluation Specifics
	3.2 Use Cases
	3.2.1 EMVCo Application on a CC Platform
	3.2.2 EMVCo Application to an EMVCo Platform


	4 Application of the GlobalPlatform Composition Model to the Common Criteria Scheme
	4.1 CC Evaluation Specifics
	4.2 CC Application on a CC Platform

	5 Conclusion
	6 Table of Tables and Figures

		2011-01-31T08:21:25-0800
	Document Management




