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1 Introduction 
This document provides answers to frequently asked questions about the GlobalPlatform Composition 
Model. 

1.1 Audience 

This document is intended primarily for application issuers and product issuers. 

1.2 References 
Table 1-1:  Normative References 

Standard / Specification Description Ref 

GlobalPlatform 
Composition Model 

GlobalPlatform Card Composition Model, Version 1.1, 
November 2011 

[Comp Model] 

GlobalPlatform Card 
Specification 

GlobalPlatform Card Specification, Version 2.2.1, 
January 2011 

[GPCS] 

Application of Attack 
Potential to Smartcards 

Common Criteria Supporting Document: Application of 
Attack Potential to Smartcards, Version 2.7, Revision 1, 
March 2009 (CCDB-2009-03-001) 
Available at 
http://www.commoncriteriaportal.org/supporting/ 

[CC Attack] 

Common Criteria 
Composite Evaluation 

Common Criteria Supporting Document: Composite 
Product Evaluation for Smart Cards and Similar Devices, 
Version 1.0, Revision 1, September 2007 
(CCDB-2007-09-001) 

[Comp Eval] 

1.3 Revision History 
Table 1-2:  Revision History 

Date Version Description 

June 2012 1.1 Initial publication, to coincide with publication of GlobalPlatform 
Composition Model, v1.1. 

http://www.commoncriteriaportal.org/supporting/�
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2 General Questions 

2.1 Composition Model Rationale 

Why has the GlobalPlatform Composition Model been defined? 

The GlobalPlatform Composition Model is intended to establish a relatively easy path to certification for 
smart card products that carry applications with a need for high security, possibly in combination with 
applications that require a lower level of security. In particular, the GlobalPlatform Composition Model is 
intended to simplify post-issuance application loading. 

The model employs two key concepts in accomplishing these goals: 

• Re-use of existing security evaluation results 

• Limiting security evaluation work to reviewing (and testing, where necessary) the impact of a new 
combination of application and platform 

Is the GlobalPlatform Composition Model a security certification scheme? 

No. Security certifications of smart card products will continue to be performed by existing schemes (such 
as Common Criteria and EMVCo). The GlobalPlatform Composition Model provides guidelines to 
facilitate the merging of security evaluation efforts for these and other potential schemes. It has been 
written for multi-application products that make use of GlobalPlatform specifications. 

2.2 Composition Model Coverage 

Does the GlobalPlatform Composition Model apply to the UICC only? 

No. The UICC is used as a reference implementation by the GlobalPlatform Composition Model. 
However, the model is comprehensive and can also be applied to non-UICC secure elements that 
implement GlobalPlatform standards. 

Does the GlobalPlatform Composition Model apply to Java Card platforms only? 

Currently, the GlobalPlatform Composition Model is limited to Java Card technology. 

Does the GlobalPlatform Composition Model only apply to the EMVCo and Common 
Criteria schemes? 

The GlobalPlatform Security Working Group selected the EMVCo and Common Criteria schemes as two 
use cases for implementing the GlobalPlatform Composition Model, based on the experience of the 
working group members with these schemes. However, the GlobalPlatform Composition Model is not 
limited to these two schemes only. Other schemes are encouraged to leverage the composite certification 
model. 

Does the GlobalPlatform Composition Model apply to security certifications for 
backend systems (for example, a TSM)? 

No, the GlobalPlatform Composition Model does not cover backend systems, and does not describe how 
certificates should be managed on backend systems. 
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Does the GlobalPlatform Composition Model provide guidelines for application 
loading procedures? 

No, but other GlobalPlatform publications provide guidelines and related information for application 
loading. 

Application loading procedures ensure the integrity and authenticity of the downloaded application. 
Product issuers are responsible for defining suitable application loading procedures. The GlobalPlatform 
Card Specification provides technical guidance for integrity- and authenticity-controlled loading of 
applications. In addition, the Security Working Group of GlobalPlatform is preparing separate guidelines 
on application loading. These guidelines could be used by the evaluation schemes when approving 
applet loading procedures. 

What is the Security Guidance of a platform? 

Security Guidance documents provide guidelines to the application developer for developing applications 
for the targeted product. Specific documents are identified in the GlobalPlatform Composition Model. 

Does the GlobalPlatform Composition Model include functional testing? 

Yes. The GlobalPlatform Composition Model is targeted on security certifications and does not focus on 
functional testing. However, previously identified functional tests must be re-executed on the target 
platform. 

Why is a composite evaluation needed when a certified application is ported to 
another (certified) platform? 

A certified application is likely to depend on the security environment provided by the platform on which it 
was certified. The new platform may not provide the required security functionality and environment. The 
composite evaluation is needed to confirm that the new platform does not alter the security status of the 
certified application. 

2.3 Basic Compared to Sensitive 

My application handles security sensitive information, but there is no requirement 
for a security certification within the GlobalPlatform Composition Model. What type 
of application is this, Basic or Sensitive? 

The term “Sensitive Application” refers to applications that carry a security certificate from Common 
Criteria or EMVCo. The term “Basic Application” does not imply that the application does not handle 
security sensitive information, or that it is not allowed to handle such information. Your application is 
considered a Basic Application and should pass a basic evaluation procedure under the control of, for 
example, the product issuer. 

My application is certified by a scheme other than Common Criteria or EMVCo. Is it 
a Sensitive Application or a Basic Application? 

Your application is currently considered a Basic Application. Additional schemes may be incorporated in 
subsequent versions of the GlobalPlatform Composition Model (at which point your application may be 
considered a Sensitive Application). 
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What rules do Basic Applications need to meet? 

The Security Working Group is preparing guidelines for Basic Applications, which will be available with 
the next version of the GlobalPlatform Composition Model. 

What steps are needed under the GlobalPlatform Composition Model when adding 
an application to a certified platform with a certified Sensitive Application? 

The answer depends on whether the new application is a Basic or Sensitive Application. 

• A new Sensitive Application requires a composite evaluation by an evaluator approved by the 
scheme. 

• A new Basic Application requires a less detailed evaluation by the product issuer or by an evaluator 
approved by the product issuer. 

2.4 Security Certificate Coverage 

Can a (composite) certificate expire? 

The GlobalPlatform Composition Model does not provide product certificates. The evaluation scheme 
owner specifies if (and how) certificates expire. 

Does a composite certificate apply to a family of products from one vendor? 

The evaluation scheme defines the scope of a certificate. Typically, a certificate addresses a single 
platform or a single product (that is, a single application on a specific platform). 

How many certificates are needed with multiple (Sensitive) Applications and 
platforms? 

The scope of a certificate is intended to cover a single Sensitive Application for a specified platform. 
However, the evaluation scheme ultimately defines the exact scope of a certificate. 

The Composition Model introduces the concept of independent certificates to avoid an increasing number 
of certificates for all possible combinations of applications. 

Is the GlobalPlatform Composition Model only for high level CC evaluations (EAL4 
up)? 

The GlobalPlatform Composition Model is not designed for specific evaluation schemes or levels. It is 
designed to be applicable to CC evaluation level EAL4 augmented by at least AVA_VAN.5. The impact 
for applying to lower levels has not been evaluated. 

2.5 Application Management 

Does the GlobalPlatform Composition Model stop hostile applications from being 
loaded on a card? 

The procedures for remotely loading and installing new applications are not defined by the GlobalPlatform 
Composition Model; such procedures are defined and implemented by the product issuer. The 
GlobalPlatform Card Specification [GPCS] defines a mechanism for loading and installation of signed 
applications which prevent hostile application from being loaded on a card. 
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Which attack types are investigated during a composite evaluation of a Sensitive 
Application? 

A security evaluation addresses many relevant attack scenarios which could compromise the security of 
the Sensitive Application and the underlying platform. Examples are timing attacks, Differential Power 
Analysis (DPA), and optical fault injection. More detailed information can be found in the Common Criteria 
Supporting document “Application of Attack Potential to Smartcards” [CC Attack]. 
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3 Mobile Network Operators 
Does the model address repository management? 

The scope of the GlobalPlatform Composition Model is limited to the security evaluation of applications 
on a specified platform. The methods for verifying whether the certified applications and platforms are 
deployed are specific to the technical solution provider. There is currently no standard method available 
for repository management, nor does GlobalPlatform currently provide technical or organizational support  
for such management. 

How can different product certificates be managed in one environment? 

The infrastructure for managing (and deploying) smart cards should provide the facilities for managing 
different product certificates. 

Is additional work required if this model is applied to products that currently have 
no certification requirements? 

Certifying a platform that currently has no certification requirement will require a full evaluation and 
certification effort. The return on this investment materializes when entering markets that need security 
certification by the applicable schemes due to the reduced amount of work in evaluating the Sensitive 
Application for the certified platform. 

Is the time-to-market affected when the GlobalPlatform Composition Model is 
applied to new applications for (certified) platforms? 

The GlobalPlatform Composition Model requires that new Basic Applications undergo some basic 
verification steps which are under control of the product issuer (in the initial use case, the MNO). The 
effect on the time to market is limited (e.g. one week). 

When adding a new Sensitive Application to the platform, the effect on the time to market is positive. 
Rather than having to fully re-evaluate the platform with the new application, performing a composite 
evaluation is sufficient. The GlobalPlatform Composition Model is designed to reduce the effort when 
extending a certified platform with new applications. This reduction is the result of not having to re-do all 
of the evaluation activities. Furthermore, a new Sensitive Application could be deployed to cards that are 
already in the field. 

Which actions are needed to use the GlobalPlatform Composition Model when 
entering markets that require security certification? 

The GlobalPlatform Composition Model applies to the platform and any application installed on it. The 
platform and the related Sensitive Application need to be certified. Additionally, a good post-issuance 
administration is needed to allow deployment of future applications to the certified platform. 

Do operator-owned applications (e.g. USIM, STK applications, Java applications) 
need to be certified? 

All applications should pass a verification procedure that shows that the application does not impact 
Sensitive Applications and platforms. 



GlobalPlatform Composition Model FAQ – Public Release v1.1 11/14 

Copyright  2012 GlobalPlatform Inc. All Rights Reserved. 
The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this information is 
governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly prohibited. 

How much time does an evaluation according to the GlobalPlatform Composition 
Model take? 

The time needed for a security evaluation according to the GlobalPlatform Composition Model can only 
be expressed in reference to a non-Composition Model security evaluation within the same scheme. In 
general, a new platform with new applications will take an equal amount of time. Significant time and 
money is saved compared to a full certification if one of the components (platform or Sensitive 
Application) is already certified.  

What are the anticipated cost savings of using the GlobalPlatform Composition 
Model? 

Evaluation of a product consisting of a new platform and a single new application is unaffected by the 
GlobalPlatform Composition Model. Cost savings can be anticipated when moving an existing application 
to a new platform or when loading multiple applications on a platform. 

The GlobalPlatform Composition Model document [Comp Model] includes an annex that discusses this 
question in detail. 
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Annex A Terminology 
A.1 Terminology and Definitions 

Table A-1:  Terminology and Definitions 

Term Definition 

Application A Java Card application intended to be executed on top of a platform. 

Application Developer An entity responsible for development of an application. 
This entity may also be the application issuer. 

Application Issuer An entity responsible for the security of an application. 

Basic Application A Java Card application: 
• that does not have a negative impact on the certification status of the 

product, 
• that should have been verified to meet a set of basic security 

guidelines, and  
that therefore may reside on a card along with one or more Sensitive 
Applications. 

Certification Validation of the results of an evaluation. 

Certificate Formal acknowledgement by an evaluation scheme that a component or 
product has demonstrated sufficient assurance of security; the outcome of 
a successful evaluation. 

Certified Platform A platform that has achieved a security certification (that is, that has been 
issued a security certificate) by an evaluation scheme. 

Common Criteria The Common Criteria for Information Technology Security Evaluation and 
the companion Common Methodology for Information Technology 
Security Evaluation are the technical basis for an international agreement, 
the Common Criteria Recognition Agreement (CCRA), which ensures 
that: 
• Products can be evaluated by competent and independent licensed 

laboratories so as to determine the fulfilment of particular security 
properties, to a certain extent or assurance. 

• Supporting documents are used within the Common Criteria 
certification process to define how the criteria and evaluation methods 
are applied when certifying specific technologies. 

• The certification of the security properties of an evaluated product can 
be issued by a number of Certificate Authorizing Schemes, with this 
certification being based on the result of their evaluation. 

All the signatories of the CCRA recognize these certificates. 

Composite Certificate A certificate that covers a combination of elements within a product. 
This term is based on Composite Product Certificate from Common 
Criteria Composite Evaluation [Comp Eval], extended in this document to 
cover certificates from other evaluation schemes. 
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Term Definition 

Composite Product A Secure Element that consists of an open platform and one or more 
applications. 
See also GlobalPlatform Composite Product. 

Composition See GlobalPlatform Composition. 

Composition Model See GlobalPlatform Composition Model. 

EMVCo The entity that manages, maintains, and enhances the EMV® Integrated 
Circuit Card Specifications for chip-based payment cards and acceptance 
devices, extending to new payment devices as well, such as contactless 
and mobile payment.1

EMVCo is currently owned by American Express, JCB, MasterCard, and 
Visa. 

 

Evaluation The process of verifying that an IT product satisfies a given set of 
requirements based on a well-established methodology. 

Evaluation Scheme An organization or network of organizations that evaluates the security of 
Information Technology components or products and issues certificates 
indicating that particular components or products have demonstrated 
sufficient assurance of security. 
For this version of the GlobalPlatform Composition Model, either of the 
following: 
• EMVCo 
• Common Criteria 

GlobalPlatform Composite 
Product 

A composite product for which certification has been obtained using the 
GlobalPlatform Composition Model. 

GlobalPlatform Composite 
Product Evaluator 

An entity performing the GlobalPlatform Composite Product security 
evaluation (e.g. an EMVCo or CC laboratory). 

GlobalPlatform Composite 
Product Issuer 

An entity issuing a GlobalPlatform Composite Product and responsible for 
the security of the product during the entire product lifecycle. 

GlobalPlatform Composition A process to combine applications and certified platforms which results in 
a composite product. 

GlobalPlatform Composition 
Model 

A model for the evaluation of GlobalPlatform composite products. 

Independent Certificate A certificate for the combination of exactly one application on one 
platform. The certificate's validity does not depend on other possible 
Basic and/or Sensitive Applications that reside on the same platform. A 
multi-application product has one certificate for the platform and one 
independent certificate for each Sensitive Application installed. 

Java Card A technology that allows Java-based applications (applets) to be run 
securely on smart cards and similar small memory footprint devices. 

                                                      
1  EMV is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere. The EMV 

trademark is owned by EMVCo. 
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Term Definition 

Multi-Application product A product consisting of a platform and one or more Basic and/or Sensitive 
Applications. 

Platform Security Guidance A set of rules and recommendations for the secure usage of the platform 
by an application. 

Post-Issuance The lifecycle phase of a product that has been issued to an end-user. 

Product Evaluator See GlobalPlatform Composite Product Evaluator. 

Product Issuer See GlobalPlatform Composite Product Issuer. 

Scheme See Evaluation Scheme. 

Secure Element A tamper-resistant smart card chip capable of embedding smart card-
grade applications (e.g. payment, transport, etc.) with the required level of 
security features. 
For example, in the NFC architecture, the Secure Element will embed 
contactless and NFC-related applications and is connected to the NFC 
chip, which acts as the contactless front-end. 
The Secure Element may be integrated in various form factors: 
SIM cards, embedded in the mobile phone, or SD card. 

Security Certification Certification based on security rules and recommendations that are 
defined by the CC and EMVCo schemes. 

Security Guidance See Platform Security Guidance. 

Sensitive Application A Java Card application that requires formal security certification by an 
evaluation scheme such as Common Criteria or EMVCo. 

A.2 Abbreviations and Notations 
Table A-2:  Abbreviations 

Abbreviation Meaning 

CC Common Criteria 

CPA Common Payment Application (EMVCo) 

EAL Evaluation Assurance Level (Common Criteria) 

FAQ Frequently Asked Questions 

MNO Mobile Network Operator. Also referred to as Carrier. 

STK SIM Tool Kit 

TSM Trusted Service Manager 

UICC Universal Integrated Circuit Card 

USIM Universal Subscriber Identity Module 
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