NDUSTRY INITIATIVE R E S O U R C E 3 :

II Sharing informati
ation about your i ;
employees and provi your investigations is a '
o potentia
provide a supplemental training method II-IL‘rNa'y to engage
o e is an example of

ON BUSINESS ETHICS AND CONDUCT
an arti
cle format you may want to consider

The followin i
g case files are e ;
T e spacza::ple SCRMANOS drawn from common ethics i
are designed as a supplement;u to"fg.wnh how a company might invest‘lcS issues that can arise In
raining tool, and can also serve as a mf:tlefa"d resolve them. They
el for the format i
you might

use to share
our i igati
your own investigation outcomes with empl
oyees.

' | GAMBLING

’ BACKG
KGROUND: 4
sports-related gam.bli: employee alleged that a co
employees bet on the fgifool, as well as a lottery-t WOrker. was running
ure point during a stress :Z;: a;: ¢ ©
of a componen
tpart.

gs included:

| based on the outcome of sports

FACTS
An investigation was conducted and key findin
. The employee admitted organizing a gambling poo

events.

. The employee also admitted organizing the “t
. The employee denied that either activity was gam
“games of skill,” not “games of chance,” and were team
ctivity in question

. The investigations team concluded that thea

est failure” lottery.
bling, claiming that both were
building activities.

constituted gambling.

Al’l’LlCABLE POLICY
unit’s rules of conduct that prohibit gambling

eewasin violation of the business
ty. Neither activity is appropriately viewed as

while on company time or proper
ng.” Also, the employee exercised poor judg izing a “test failure”
pearance that

ailed to recognize the potentia\ conflict of interest a
promise the integrity of the test results.

ment in organ

The employ
nd the ap

in any form
«team buildi

lottery and f
such activity could com

I{ES()LU’I‘I()N
The employee received a written reprimand, performance improvement plan, and
nd was required t0 hold a discussion of the policy violations and
s was not

extensive coaching a
errors in judgment with the wo

The test results were investiga
compromised by the lottery.

rkgroup.
ted to ensuré that the integrity of the test
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SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES

DEFENSE INDUSTRY INITIATIVE

ON BUSINESS ETHICS AND CONDUCT

FALSIFICAT
ION OF
(NON-FINANCIAL) RECORDS

BACKGR(
/ JUND:
documents i o rechy
in ; : as su.
connection with a medical Iseﬁ::"::et; to have forged several
of absence.

FACTS
An investigatio
. The employee

leave.

« The doc
physician.

. The signatur
signature.

. Theinve
gambling

APPLIC

n was conducted and key

. Over several months,

uments contained signatur

. The medical dep
a criminal offense @

. The employee admi
documents, claimin

was wrong.”
stigations team conclude

The employee violate
we will conduct business

the United States and of eac

l{ES()LU’l‘l()N
The employee Was discharged from employment.

findings included:

from work for
s requesting pai

f absences a variety of reasons.
d medical

had a long history ©
ubmitted document:

the employee S

es, purportedly of the employee’s attending

es on the documents did not match known examples of the physician’s
an’s name on medical forms is

ffice had notified the police.

name on the medical leave
«| know what 1 did

oted that forging a physici

doctor’s 0
sician’s
from work and stating,

artmentn
nd that the

tted signing the phy
gtobe under stress
d that the activity in question constituted

licies, which state that

,
th the laws of

ABLE POLICY
d our Code of
with honesty @
h country W

orate po
d in compliance wi
ation operates.

Conduct and corp
nd integrity, an
hich the Corpor

ﬁ——_—__“
T ——

The Defense /I)dUSily Initiative on Ethics and Business Conduct.



SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES
DEFENSE INDUSTRY INITIATIVE

Lol
ON BUSINESS ETHICS AND CONDUCT

| | C
/ Bzg‘llvil(PlUTER Py
"KGROUND: 4
« AN e
| D eomne mployee was suspected
pany messaging platforms t of sending vulgar electroni
o an in —

company.
dividual outside of the

l y ‘l}l‘.
SSUE: What consti
- stitutes harassment and
communications tools? ssement f ropriat
y napp. e use of com
pany

FACTS
An investigation was ¢

. Several instant messages
person outside of the company.

. The messages included the use of vulgar sexua
disrespectful of women.

onducted and key findings included:
had been sent from the employee’s workstation to @

| language that was demeaning and

. The employee admitted to sending the messages, apologized and stated, “It will

never happen again.”

APPLICABLE POLICY

The conduct violated the Company’s Non-Harassment Policy, which prohibits verbal,
written, of visual conduct of a sexual naturé that is unwelcome or that creates @ hostile
work environment, whether delivered in person or through electronic communications.

RESOLUTION

The employee Wa
prevention training before returning to

performance review tied to conduct expectati
Human Resources for separate review under the Non-Harass

s suspended without pay, required 10 complete harassment-
work, and placed under a 12-month

ons. The matter was also referred to
ment Policy.
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SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES

An

FACTS

DEFENSE INDUSTRY INITIATIVE

ON BUSINESS ETHICS AND CONDUCT

- — ——
T

TIME SHEET MISUSE

y y

ISSUE

uspected of chargqi
ar i
the office. ging time to a

: Did th
e employee mischarge his time?

ndings included:

loyee had charged time t0 the

investigation was conducted and key fi
ted that the emp

of the timesheets nO
contract on the days in question.

he employee’s office mate
se same days.

A review
s confirmed that the employee was not

Interviews of t
e was out-

seeninthe office on tho
. The employee had posted photos of himself 0
of-state during the days in question.
view, the employee admitted to not have been in the office on the
he had charged the contract. When asked why he had done that, the
of-state to attend @ wedding via non-

ained that he had traveled out-
and had no time leftin his leave bank.

n Facebook that showed h

. During his inter

h prohibits charging
ddition, the conduct

03-13 for potential
nd Contracting

APPLICABLE POLICY
arging, whic

olated Company policy 5k, Time Ch

t for which work had not been performed. Ina
Company’s evaluation under FAR 52.2

The employee vi
he cognizant agency Inspector General a

time to a contrac
may have and triggered

mandatory disclosure to t
Officer.

RESOLUTION

The employee wWas terminated.
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SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES
DEFENSE INDUSTRY INITIATIVE

: ON BUSINESS ETHICS AND CONDUCT

/
LE

UNCLASSIF
I
BACKGROU ED INFORMATION (cul)

ND: 4 i
techni begllo0e i
nical dra er working under a tight deadli
Ine emailed

wings to a sub
ISSUE: ubcontractor to expedi
: Was CUI handled appropriately? pedite performance.
ly

FACTS

An investigation was conducted and key findings included:

. The drawings were clearly marked as Controlled Unclassified Information.

. The subcontractor had not yet completed required cybersecurity onboarding and
had not been authorized to receive controlled data.

. The employee was aware of the onboarding delay.

. Rather than wait for approval, the employee sent the drawings through standard
company email without encryption in order to “keep the schedule moving.”

. During the interview, the employee acknowledged knowing the subcontractor
was not yet cleared to receive CUI but stated, “It would have taken weeks, and we

needed them to start now.”

. There was no evidence of external compromise.

APPLICABLE POLICY

Company policy and contract requirements mandate safeguarding CuUl and prohibit
sharing controlled information with third parties that have not completed required
security onboarding.

RES()LU’I‘I()N

The employee Was suspended without pay for intentionally bypassing established
security controls. The employee Was required t0 complete additional training on
information handling requirements prior to returning to work. The company reinforced
expectations regarding schedule pressure and security compliance and reviewed
onboarding timelines to identify process improvements.

‘Q———————-‘
\\‘_—w

-
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SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES
DEFENSE INDUSTRY INITIATIVE

: ON BUSINESS ETHICS AND CONDUCT

FAILURE TO VALIDATE

Al-GENERA
T
BACKGROU ED TECHNICAL CONTENT

I

draft porti
S ons of ;
ISSUL: Were representatio = eyl andg ompli
ns to the ice Rglrix

verifi
rified before submission? government ad.
; equately reviewed and

FACTS

An investigation was conducted and key findings included:

. The engineer used an Al tool to generate draft responses describing the system’s
compliance with certain performance spec’rﬁcations.

. Portions of the Al-generated language overstated system capabilities and suggested
testing had been completed when it had not.

. The engineer copied the language into the proposal without independent\y verifying
each technical claim.

. The proposal was submitted to the government with the inaccurate statements
included.

. The discrepancies were identified during post-award technical discussions.

Al’l’LlCABLE POLICY

Company policy requires that all technical, cost, and performance representations
submitted to the government be accurate and verified. Use of automated tools does not
relieve employees of their obligation 0 ensure submissions aré complete and correct.

RES()LU’I‘I()N

Following review, the employee’s employment was terminated for failure to exercise
due diligence and for submitting inaccurate representations to the government. The
company conducted a root cause review, strengthened proposal review controls, and
issued updated guidance clarifying that Al-generated content must be independently
validated prior to submission.
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SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES

DEFENSE INDUSTRY INITIATIVE

ON BUSINESS ETHICS AND CONDUCT

ORGAN
IZATIONAL CONFLICT OF INTEREST

(UNE
QUAL ACCESS TO INFORMATION)

BACKGRO
i UND: A busi
I, usiness unit provided advisory
support to a
g overnment

ing techni
ical requi
quirements for a future pro
curement.

ISSUE: Dii
O UL Did the com
resulting contract? pany create a potential OCI by biddi
ing on the

FACTS

An investigation
. The advisory team had access
. Aseparate internal team prep

. While there was no evidence 0
documentation had been implemented.

. The proposal did not disclose the prior advisory

dings included:

tion planning doc
ow-on effort.

formal firewall

was conducted and key fin
to draft acquisi
ared a proposa\ for the foll
ing, NO

uments.

f improper data shar

role.

al organizational

Al’l’LlCABLE POLICY
Company policy requires early identificati
conflicts of interest and accurate disclosures in pro

on and mitigation of potenti
posals.

l{ES()LU’l‘I()N
The company submitte an. Internal
procedures were streng legal review

when supporting acquisition

d OCl disclosure and mitigation p!
i mented firewalls and early

©2026 The D
efe ti
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SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES
DEFENSE INDUSTRY INITIATIVE

ON BUSINESS ETHICS AND CONDUCT

BUSINESS MEALS WITH

/ GOVERNMENT PERSONNEL

BACKGR(

"KGROUND: 4
traveling for * An employee met wi

a progra . et with a gov

ISSUE: G government counterpart while

FACTS

An investigation was conducted and key findings included:

. The employee paid for junch for both parties at a modest restaurant.
. The total cost per person was below the federal gift threshold.

. The employee did not seek prior guidance of document the meal.

. The discussion included both personal catching up and ongoing contract
performance issues.

Al'l‘LlCABLE POLICY

Company policy requires compliance with federal giftand ethics rules and encourages
seeking guidance when interacting with government personnel. Federal employee
gift rules under 5 C.FR. § 2635 set per-event and aggregate annual limits, but cost
alone does not resolve the analysis: paying for a meal while discussing active contract
performance can create an appearance of seeking 10 influence an official act, even
where the value is within limits. Employees should obtain advance guidance from
the Ethics Office, contemporaneously document the business purpose. and avoid
substantive contract discussions in any setting where @ Company-paid courtesy is

being extended.

l{ES()LU’l‘l()N
The employee Was counseled on documenting interactions with government officials
and seeking advance guidance when appropriate.

The Defense /I)dUSily Initiative on Ethics and Business Conduct.



SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES

An

FACTS

. During the activ

DEFENSE INDUSTRY INITIATIVE

ON BUSINESS ETHICS AND CONDUCT

BACKGI
JKGROUND:
longstandi : An employee servi

ng professi '€ serving as a cq
overseeing an active ;’r’;"/ relationship with a go 5 ::” e lead maintained a
: m manager

ISSUE: Di
K e Dld the e
; mploye ;
active source selection! € engage in improper communi
i ications durin
g an

d key findings included:
period, the employee exc
am manager.

d aspects of th
is on incumben

gation was conducted an

e source selection hanged multiple text
hone calls with the progr
he employee discusse
“greater emphas

investi
messages and p

In those communications, t e company’s
staffing plan and asked whether t retention” would
be viewed favorably.

ployee also shared gener

. Theem al observations about competitor strengths and
weaknesses.
e contract due t0

. The employee W
pro]ected revenue s

POLICY

al procurement i
nt person
lated informati

gnificant internal pressure to secure th

as under si
sin the business unit.

hortfall

quirements prohibit unauthorized
jve source selection and

ntegrity re
roved channels.

nel during an act
on outside app

Al’l’LlCAI}LE
Company policy and feder
communications with governme
restrict discussion of proposa\-re
ngaging in prohibited
conducted a broader

ed for knowingly €
ction commun'rcation

The company
ngonsource sele

l{ES()LU’l‘I()N
The employee’s employment

communications during an @
review of capture procedures andreinforc

restrictions across all pusiness units.

was terminat
ctive procurement.
edtraini
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SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES
DEFENSE INDUSTRY INITIATIVE

ON BUSINESS ETHICS AND CONDUCT

| | SUBCONTRACTOR WITH

RE
/ STRICTED ENTITY CONCERNS

BACKGR(
y JUND: A
« A SU 1
ot odlice o ni:gi}' chain employee recommended
. a new oversea
5

FACTS
An investigation was conducted and key findings included:
ed a corpo

rate affiliate operating ina sanctioned

. |nitial screening identifi
]urisdiction.

. The recommending emplo

ligence documentation wa

yee stated they were unaware of the affiliation.

. Procurement due di s incomplete.

Al’l‘LlCABLE POLICY
tricted party lists and

Company policy requires screening third parties against res
documenting due diligence.

RESOLUTION

The vendor onboarding was pa
updated to require documented complia

used pending review. Procurement procedures were
nce clearance pefore vendor approval.
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SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES

DEFENSE INDUSTRY INITIATIVE

ON BUSINESS ETHICS AND CONDUCT

USE OF GENERATIVE Al IN

/ PROPOSAL DEVELOPMENT

portio
ns of a technical narrative

g publi ;
ISSUE: icly available Al tool to draft

a s“ .

FACTS
An investigation was conducted and key findings included:

. The employee entered non-public program details into the Al platform to generate
draft language.

. The p\atform’s terms of service permitted data retention.

. The employee pelieved the tool improved efficiency and did not consider data
security implications.

APPLICABLE POLICY

Company policy restricts uploading non-public of controlled information into
unapproved third-party systems.

RESOLUTION

The draft was reviewed for data exposure risk. Additional guidance was issued
clarifying acceptable Al tool usage.

The Defense /I)dUSily Initiative on Ethics and Business Conduct.



DEFENSE INDUSTRY INITIATIVE

SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES
ON BUSINESS ETHICS AND CONDUCT

BACKGR(
4 JUND: A oroi
collaborate wi « A project team
ith a govern used a commercial fi
ment customer. rcial file-sharin, .

de I .

s included:
nsitive govemment data.

FACTS
conducted and key finding
ve but unclassified.

An investigation was
. The platform had not been approved for handling sé
. Thefiles contained performance metrics designated as

. The team pbelieved the tool was acceptable pecause itwW

sensiti
as widely used in industry.

policies require use of approved systems

Al’l’LlCABLE POLICY
persecurity

nd company ¢y

Contract clauses @
for storing government data.
l{ES()LU’l‘l()N

Files were migrated to an approved environment. IT controls were updated to restrict
unauthorized file-sharing platforms.
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SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES
DEFENSE INDUSTRY INITIATIVE

L
ON BUSINESS ETHICS AND CONDUCT

=
|

| MANAGER D
!
1 | RepoRTING SCOURAEING

BACKG
mi ( K"!{o UND: An emplo :
scharging practices. yeeiDagsion

ISSUE:

cerns about potential

n d

FACTS
An investigation was conducted and key findings included:
ervisor of possible timekeeping inconsistencies.

. The employee informed a sup
gested not

. The supervisor responded that the issue Was «minor” and sug

escalating it.
. The employee |ater reported the matter through the ethics hotline.

APPLICABLE POLICY

Company policy prohibits retaliation and requires that conce
appropriate channels.

rns be elevated through

RESOLUTION

The supervisor Was issued a final written warning and suspended without pay for

failing to elevate a reported concern and for discouraging use of established reporting

channels. The supervisor Was required 10 complete additional training on non-
retaliation and escalation obligations. Leadership conducted follow-up discussions
's commitment to 3 speak-up culture and

with the workgroup to reinforce the company
the expectation that all conc ously and reported through appropriate

channels.
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SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES

DEFENSE INDUSTRY INITIATIVE

ON BUSINESS ETHICS AND CONDUCT

INTERNAL |
NVESTIGA
LACKED INDEPENDEN.I(.IIEON

BACKGR(

/ JUND: A i
ey : A business unit cond,

Y Violations e :;t cgn ucted an internal review of

P - of alleged

N de Was th g

s included:

ted to the accused individual.

FACTS
An investigation was conducted and key finding
. The review was led by an HR manager who repor
. No legal or compliance oversight was involved.
. The review concluded without documented witness inte

rviews.

AI‘PLICABLE POLICY

Company policy requires impartial and appropriate\y overseen investigations into
alleged misconduct.

nce leadership. Investigation protocols were
jon standards.

RES()LU’I‘I()N
The matter was reopened under complia
clarified to ensure independence and documentat
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SMALL B
USINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES
DEFENSE INDUSTRY INITIATIVE

ON BUSINESS ETHICS AND CONDUCT

UNDISCLOS

ED PER

/ BACKGROU SONAL CONFL

| ’ ICT OF INTE
REST

ND: An
program partici : An employee servi
Subi . participated in vendor s Servrng as the technical |
ntract. The employee’s iy ead on a sustainment

e oranewi
the bidding firms. W instrumentation

ISS e N ount mana
UK: Did the employee have a ger at one of

disclosure
e person 7
recusal? ol conflict of interest that requi
uired

FACTS

An investigation was conducted and key findings included:

. The employee participated in source list development, technical scoring, and
award recommendat’ron discussions.

. The relationship was not disclosed on the employee’s annual Conflict of Interest
certification or to the contracting team.

. The spouse€ received variable compensation tied to the bidding firm’s award
activity.

. The bidding firm was awarded the subcontract; performance issues subsequently
triggered an internal review that surfaced the relationship.

. The employee stated the relationship had been disclosed verbally to a manager
years earlier and had been forgotten.

Al'l‘LlCABLE POLICY

Company policy and FAR 52.203-16 require employees in covered positions t0 identify
and disclose any personal, financial, or family interest that could reasonably appear
to influence the employee’s judgment in the performance of Company work, and to
recuse from related decisions until the conflict is mitigated. Annual CO! certifications
must be complete and accurate, and reaffirmed when circumstances change.

l{ES()LU’l‘I()N

The employee wWas removed from the program and issued @ final written warning. The
subcontract award was reviewed for procurement integrity; NO evidence of improper
influence on scoring was found, but the affected procurement documentation was
[ annotated. Annual CO! certification language wWas strengthened o include immediate-
| \ family employment, and managers received refresher training on recognizing and
escalating disclosed conflicts.

ﬁ_____\
\\‘_—w

-
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DEFENSE INDUSTRY INITIATIVE
SMALL BUSINESS TOOLKIT RESOURCE 3: ETHICS CASE FILES

ON BUSINESS ETHICS AND CONDUCT

IMPROPER BUSINESS COURTESY

TO A FOREIGN GOVERNMENT OFFICIAL
BACKGROUND: 4 logistics coordinator s

. upporting an overseas
was responsible for clearing test equipment program

. through the host-countr
customs authority before a scheduled demonstration. g
ISSUE:

Was a payment offered to a foreign government official

permissible under Company policy and applicable
anti-corruption laws?

Fl‘(}’l‘s nd key findings included: - \
.  1ation was conducted @ i to was at fisk. \
An mveSt.l gerio s held at customs and the demonstration df':\ 1y $200 orould restlt in &
e Shlpment'w'al gested thata cash payment of approximately \
. A customs officia sug d the same day. deditasa \
the shiprmen! D e he payment froma petty cash account and recor \
i ved the p
. The coordinator appro » : Legal
“miscelaneous clearance he Ethics Office, the Trade Compliance team, o L€9 |
ot reviewed by the
. The payment was . routine cost of \
in advance. yment was “just @ facilitating payment anda ‘
i tated the pa
. The coordinator s

|
doing business in the region.

|
\

. 2\ . . isi ,orgiVing
APPLICABLE POLICY Corrupt Practices Act prohibit °ﬁe”'|‘1g’izggsé?%dvantage-
Company policy and the F(')rﬁ‘g?ﬁcial to obtain of retai’r’\ busmeS:‘SOfe?’e\r/\ where local practice
anything of value 198 fon:\‘%its facilitating or “grease paym(:mns,parent, accurately recorded
Company policy also Pro t! ns with foreign officials must be t‘;a Compliance, or Legal:
tolerates AT cl? “elgctﬁ(rjasc :r)\d ore-cleared through Ethics, Trade
in the books and reearEs

. iewed
Q@ TION ‘<closed internally, revie
l‘hb“]‘U IO loyment was terminated. The PaymeTt ;’:’]?Z S;?:nnels.
| e employe; sez?r?e(ziythrough Company’s voluntary disclo
| by Legal, andf

Disclaimer: This document is for reference only and to be used at the consumer’s own risk. The Defense Industry Initiative
(Dll) disclaims any and all liability for any consequences arising out of your use of this document. DIl does not guarantee
that any or all aspect of this document has been updated to reflect any changes or developments in the law. As such, DIl
is not responsible for any subsequent requlatory or legal changes that may render this document obsolete. By posting this

document, DIl is not providing legal advice and is not agreeing to enter into an attorney-client relationship. Please consult
with legal counsel to advise you on establishing, maintaining, and auditing your compliance program.
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