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WORKING GROUP EXECUTIVE OVERVIEW

Introduction
In recent years, we have seen massive data breaches from organizations, across the globe, whose

cloud-hosted data was breached or leaked. With such increasing occurrence, investigation of cloud data

breaches has taken on greater importance. Another growing global trend is the increase in data

protection and privacy regulations around the globe, with countries enacting new laws and regulations

on the need for organizations to investigate data breaches expeditiously and notify the authorities in a

timely manner. We are also seeing more active enforcement steps taken by regulators around the

world against organizations that suffer data breaches. As such, prompt and appropriate cloud data

breach investigation is essential to mitigate and reduce the damage to the organizations and their

affected customers.

Mission Statement
This WG will undertake to develop an industry best-practice guidance on how an investigation of cloud

data breaches should be conducted to ensure timely detection of data breaches; accurate identification

of root cause(s) and timeline; proper handling of evidence for legal admissibility; and, reporting to

management of affected organizations and regulators.

Working Group Scope and Responsibilities

The scope for the working group includes, but is not limited to:

● Developing a holistic cloud data breach forensic investigation framework;
● Providing guidance for how forensic investigation of a cloud data breach should be conducted

and highlighting the differences with a non-cloud environment;
● Provide recommendations on how best to prepare the organization for/anticipate forensic

investigations and detect cloud data breaches as early as possible;
● Provide best practice guidance on fulfilling the reporting requirements of forensic investigations

to the management of affected organizations and regulators; and,
● Provide guidance on the additional skills competencies required for the forensic investigator to

properly conduct cloud data breach investigations.

Tangible outcome include:
● A holistic cloud data breach forensic investigation framework.

Issues to address include:
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● How to pro-actively prepare for and detect data breaches in the cloud instead of reactively (e.g.

waiting for the dark web or public to report data breaches )

● Essential preparation and service agreement measures on the cloud, such as adequacy and

retention of audit logging.

● Incident Management Cycle and clearly defined process between cloud-based vs on-premise

investigations, (e.g evidence acquisition and analysis.

● The proper handling and management of cloud-based evidence.

● Skills gaps in existing forensic investigators who are more experienced in on-premise

investigations.

Target Audience:

● Cloud service customers
● Forensic investigators
● Data protection/privacy regulators

Working Group Membership

The working group is chaired by the appointed co-chairs and is composed of representatives from the
cloud computing industry, academia, or government.

Principal attendees will be designated representatives from an entity and any alternative to be
designated by each principal.

The co-chairs may appoint others as necessary to assure the effective execution of the defined work.

Other individuals may be invited to attend meetings by the principals as deemed necessary to provide
inputs to topics under discussion.

Working Group Structure

Co-Chairs

The working group will be led by co-chairs in addition to the selected leadership. The co-chairs will

assist with the leadership responsibility of the working group. The co-chairs may appoint others as

necessary to assure the effective execution of the defined research.

Committees

The working group may designate and organize subcommittees to aid in research with the initiatives

pertaining to the subject matter of the working group.
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Sub-Work Groups

Ad hoc sub-work groups composed of subject matter experts may be formed to plan or execute any

related outreach, awareness, or research opportunities.  Such sub-working groups shall report directly

to the main working group.

Alignments with Outside Groups

The working group may also choose to allow resource sharing between cloud communities and other

CSA working groups to assist in the timely completion of projects, programs, and other activities

needed to support/enable the working group’s defined body of work, on-demand  basis. The working

group will share research and standards that align with other CSA Working Groups, advisory groups,

and industry partners (i.e SDOs, gov), such as:

● SANS

● Enforcement authorities

● Forensic solution providers

Operations

Advisory

The CSA Working Group will be advised by the CSA Subject Matter Expert (SME) Advisory Council,

International Standardization Council (ISC), and CSA Executive Team to ensure that the research under

the working group is within the scope of the CSA and aligns with other industry partner research. The

research will remain unique to industry and make reference to any redundant or replicated works.

Research Lifecycle

The CSA Working Group will follow the development of the CSA research lifecycle for all projects and

initiatives:

https://downloads.cloudsecurityalliance.org/initiatives/general/CSA_Research_Lifecycle_FINAL.pdf
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Peer Review

We will seek CSA’s help in reaching out to peers for reviewing our charter, publications, and other

documented activities of the working groups.

Communications Methods
Infrastructure & Resource Requirements

The working group will be composed of CSA volunteers; it will have co-chairs and/or committee(s).  The

working group will require typical project management, online workspace, and technical writing

assistance.

Work Group Conference Calls and In-person Meetings

The working group will hold conference calls no less than quarterly.  Attendance or participation in the

online workspace by the Principal or Alternate is required.  The Alternate must have full authority to act

on behalf of the Principal if the Principal is absent.  In-person meetings will happen in a location to be

determined.

Decision-making Procedures

A. Definition of a majority

1. A majority shall consist of more than half of the members present and voting.

2. In computing a majority, members abstaining shall not be taken into account.

3. In case of a tie, a proposal or amendment shall be considered rejected.

4. For the purpose under this Charter, a “member present and voting” shall be a member voting

“for” or “against” a proposal, including proxy representative.

5. Proxy, where authority is delegated through a written statement or non-repudiated email,

should be declared and inspected for validity by the working group leadership before voting

starts.

B. Abstentions of more than fifty percent

1. When the number of abstentions exceeds half the number of votes cast (for votes, plus against

votes, plus abstention votes), consideration of the matter under discussion shall be postponed

to a later meeting, at which time abstentions shall not be taken into further account.

© Copyright 2022 Cloud Security Alliance. All rights reserved. 5



CLOUD SECURITY ALLIANCE Working Group Proposed Charter, 2022

C. Voting procedures

1) The voting procedures are as follows:

a) By a show of hands as a general rule, unless a secret ballot has been requested; if at

least two members, present and entitled to vote, so request before the beginning of the

vote and if a secret ballot under b) has not been requested, or if the procedure under a)

shows no clear majority

b) By a secret ballot, if at least five of the members present and entitled to vote so request

before the beginning of the vote (online voting is applicable)

2) The Chair(s) shall, before commencing a vote, observe any request as to the manner in which

the voting shall be conducted, and then shall formally announce the voting procedure to be

applied and the issue to be submitted to the vote. The Chair(s) shall then declare the beginning

of the vote and, when the vote has been taken, shall announce the results.

3) In the case of a secret ballot, the working group leadership shall at once take steps to ensure

the secrecy of the vote.

Duration

The working group will operate until <TBD>  for its chartered deliverables, and at that time consider

charter renewal.

Charter Revision History
Initial draft 24 January 2022

Open peer review

Charter finalized and released

Charter updated TBC
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