Location-based monitoring at work:
When does transparency help to increase the acceptance of monitoring?
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Introduction

The development of monitoring systems has made it technically feasible to track and
trace employees. Employee location monitoring refers to emerging technologies that enable
an organization to monitor the location of its employees in near real time outdoors with the
Global Navigation Satellite System or inside buildings with wireless sensor networks
(Kaupins and Minch, 2005). Thus, modern tracking and tracing systems offer a broad range
of functionality to monitor employees, who may not be aware of this tracking. Employee
monitoring (EM) and its impact on the working environment is a widely discussed topic in
the field of organizational research. Although EM has advantages for organizations and
potentially also for employees themselves, like a safer workplace (Jandl et al., 2021), the
extent to which employees feel that monitoring is an invasion of privacy will likely
influence their acceptance of monitoring (Abraham et al., 2019; Alder, 2001). Thus, EM
may improve work performance, security and safety (Lucas et al, 2016), but raises
questions regarding engagement, privacy and social control (McNall and Roch, 2007).
Therefore, it is necessary to thoroughly weigh the effects of transparency and understand
when transparency positively influences employees’ acceptance of being monitored.

While research has been carried out on the impact of location monitoring procedures
on employees’ attitudes and acceptance (Jeske, 2022), there have been few empirical
investigations of the role of transparency in the acceptance of EM. Transparency is defined
as the extent to which employees are given information and notified about the
characteristics of workplace monitoring (White et al., 2020). Since individuals are more
likely to accept monitoring when organizations are transparent about the process involved
in setting policies and procedures (Al-Jabri and Roztocki, 2015; Leventhal et al., 1980),
transparency about the nature and purpose of monitoring is an important issue that needs
further investigation (Brauneis and Goodman, 2018). Although increasing transparency
regarding tracking systems can increase people’s willingness to adopt them (Porumbescu
et al., 2020; Wu et al., 2021), too much transparency might be counterproductive. Making
people aware of the operating principles and types of data gathered could trigger privacy
concerns and reduce employees’ acceptance of being monitored.

Privacy in the work context can be described as the amount of control a person has over
their personal information (Moor, 1991). With the advent of more invasive and ubiquitous
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monitoring systems due to increasing digitalization of the work environment, organizations
are forced to reconsider their concept of employee privacy. Generally, privacy-related
> “privacy calculus,” that is,
engaging in a cost-benefit analysis where they evaluate the perceived risks versus the
perceived benefits of providing (or accessing) information (Dinev and Hart, 2006). If the
perceived benefits exceed the calculated risks, individuals will be more likely to react more
favorably to monitoring. Thus, perceived risk is a more situation-based factor that can

decisions involve trades-offs and are based on individuals

override the dispositional factor of general privacy concerns (Kehr et al., 2015). Ten Berg
and colleagues (2019) found that despite their privacy concerns, people are willing to
disclose personal information when asked to comply. Zhou (2013) also found perceived
privacy risk to inhibit usage intention. Thus, we assume that perceived risk resulting from
the privacy calculus will mediate the negative association between privacy concerns and
the acceptance of monitoring. Therefore, perceived privacy risk mediates the relationship
between privacy concerns and the acceptance of monitoring. (H1)

Transparency has been suggested as a general design recommendation to reduce
resistance to monitoring (Abraham et al., 2019) and is defined as the degree to which
individuals have access to information regarding monitoring characteristics (Ravid et al.,
2022). Ten Berg (2019) found that most participants have no or fewer problems with
tracking when the collection and usage of data is transparent. Similarly, a meta-analysis of
the effects of employee performance monitoring revealed that more positive employee
attitudes can be expected when the organization’s monitoring is more transparent (Ravid et
al., 2022). Ambrose and Alder (2000) also found negative reactions to monitoring systems
when employees do not know whether they are being monitored, why they are being
monitored, or how they are being monitored. Together, these studies show that negative
impacts can be reduced when employers are transparent about monitoring. The lack of
transparency may undermine individuals’ ability to effectively evaluate privacy risks
associated with the collection and processing of their data (Demir et al., 2014). Thus, we
argue that providing transparency helps individuals obtain a better understanding of
monitoring technology, formulating our second hypothesis as: Transparency attenuates the
negative effect of privacy risk on acceptance of monitoring. (H2)

The improvident use of transparency can also have a negative effect on individuals’
attitudes and acceptance of technology (Tomczak ef al., 2018). Full transparency may
reveal information that can intensify uncertainty about (the purpose of) monitoring.
Therefore, it is important that organizations clearly communicate their reasons for adopting
EM technology to offset the stress associated with uncertainty. Tomczak et al., (2018)
suggested that organizations need to notify employees about monitoring instead of
continually reminding them. While this method can be useful to avoid increasing stress
perceptions, it does not ensure that the benefits of monitoring are understood by employees.
Furthermore, Ravid and colleagues (2022) suggest that employees’ perception of EM is
more important than what is communicated to them. Employees may accept monitoring
when they understand how it will benefit them or the organization (Acquisti, 2009). Other
studies have proposed a positive relationship between understanding the system and
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participants’ intent to use the system (Cramer ef al., 2008). Thus, for transparency to have
a positive effect, we suggest that individuals need to know what data is being collected and
how. This is important so that employees can better perceive the value associated with it.
Therefore, we assume that the beneficial moderating effect of transparency on the
relationship between privacy risk and acceptance of monitoring is particularly strong when
the value of monitoring is perceived as high. (H3)

Method

To test these hypotheses, an experiment with 135 participants was conducted in a laboratory
setting in which participants were exposed to a real work situation while being
electronically monitored. Transparency was manipulated using two conditions: One group
received a detailed explanation of the monitoring and what data was being collected,
whereas the other group did not receive any information about how the monitoring data
would be processed during the experiment (but was informed after the experiment). After
carrying out the work tasks, participants were asked about their acceptance of surveillance,
their privacy concerns, perceived risk, and perceptions of monitoring to investigate how
these interact with acceptance of EM. This enabled us to identify the role of transparency
for acceptance of tracking and tracing systems. Many studies call for transparency when
employing EM, while our study describes how transparency can be used properly to
increase acceptance and what negative effects too much transparency may have. Our
moderated mediation model of perceived value, transparency, perceived risk, privacy
concern and acceptance of monitoring can serve as a foundation for future research in this
context.

Results

A t-test between the two groups showed a significant difference between the experimental
(M =4.15, SD = 0.84) and control (M = 2.42, SD = 1.04) conditions; t (133) = 10.59, p <
0.001 suggesting a successful manipulation. For testing the hypotheses, PROCESS SPSS
script was used (Hayes, 2013). The results were tested using 1000 bootstrapped samples
and 95 percent confidence intervals. For H1, privacy concern was the predictor variable,
with perceived risk as the mediator. The outcome variable was acceptance of monitoring.
Age, gender and interactional justice were entered as covariates. The results revealed a
significant indirect effect of privacy concern on acceptance of monitoring (unstandardized
interaction B =-0.10, BSe =0.04, 95% CI =-0.20; -0.04). Furthermore, the direct effect of
privacy concern on acceptance of monitoring was not significant in the presence of the
mediator (unstandardized B = -0.01, BSe = 0.08, t = -0.08, 95% CI = -0.16; 0.15).
Supporting H1, it indicates that perceived risk completely mediates the relationship
between privacy concern and acceptance of monitoring. For H2, privacy concern was the
predictor variable, with perceived risk as the mediator. Transparency was the mediator.
Transparency did not moderate the effect of perceived risk on acceptance of monitoring
(unstandardized interaction B = 0.00, Bse = 0.04, t=0.08, p = 0.94). The overall moderated
mediation model was not supported, with the index of moderated mediation = 0.00 (95%

CI =-0.05; 0.06). As zero is within the CI, this indicates no significant moderating effect
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of transparency on the indirect effect of privacy concerns via perceived risk on acceptance
of monitoring. For H3, the hypothesized moderated mediation model was tested in a single
model. Transparency was found to moderate the effect of perceived risk on acceptance of
monitoring (unstandardized interaction B = -0.34, Bse = 0.09, t = -3.74, p < 0.001).
Perceived value was also found to moderate the effect of transparency on perceived risk
and acceptance of monitoring (B = 0.08, Bse = 0.02, t = 3.85, p < 0.001). The overall
moderated mediation model was supported, with the index of moderated mediation = 0.05
(95% CI =0.02; 0.09). As zero is not within the CI, this indicates a significant moderating
effect of transparency and perceived value on the indirect effect of privacy concerns via
perceived risk on acceptance of monitoring.

Conclusion

Location-based tracking technologies are rapidly being developed, and their implications
for the workplace will increase. While transparency about monitoring has been suggested
as a general design recommendation, it is still not clear when transparency helps increase
acceptance of monitoring and when it does not. Our empirical investigation showed that
increasing transparency can sometimes backfire and negatively affect acceptance of
monitoring. However, increased transparency together with high perceived value
diminishes the negative effect of perceived risk on acceptance of monitoring. Moreover,
we found that increasing transparency also promotes interactional justice. These results
suggest that in order to increase acceptance of monitoring at workplaces, transparency
needs to be adopted strategically in a way that allows the perceived value of monitoring to
outweigh the perceived privacy risk. This highlights the need for careful communication
about monitoring with employees.
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