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Introduction

The mainstream adoption of digital work practices, accelerated by the COVID-19
pandemic, caused a paradigm shift in how employees conduct their daily work (Malhotra,
2021). By working in virtual teams, the workforce can collaborate independently of
physical, temporal, and organizational boundaries (Jensen & Stein, 2021). Thereby, the
process of collaborating, communicating, and performing work remotely through digital
solutions is closely tied to the generation and sharing of personal data (Zeng et al., 2010).
In turn, the increasing workplace digitalization leads to the circulation of employee data,
more organizational transparency of employees and, therefore, privacy concerns among the
workforce (Teebken & Hess, 2021).

The effects of working digitally on employee privacy add stress to the relationship
between employees and employers (Nord et al., 2006). In practice, this can impact
employee attitudes toward novel technologies and their respective adoption of digital
workplace solutions (Carpenter, 2016; Lee et al., 2017). For organizations, developing
compassion in workplaces, in terms of making sense of employee concerns, is crucial to
enable organizational resilience (Chatterjee et al., 2021). Therefore, understanding privacy
challenges in digital workplaces is essential to facilitate the changing nature of work.

The investigation of privacy-related issues in digital workplaces is not a new topic. For
instance, Lee et al. (2017) explore the effects of the nature and frequency of data collection
on employee privacy concerns and their corresponding adoption of workplace practices.
Nevertheless, it is important to understand the relationship between workplaces and privacy
further. Rather than investigating single privacy challenges of workplaces that somehow
lead to privacy concerns, our study delineates the characteristics of digital workplaces that
threaten employee privacy. The research question of our study is the following: How does
digital work lead to employee privacy challenges?

This study helps to reveal insights into digital workplace processes and mechanisms that
can constrain privacy in digital work arrangements to facilitate successful workplace
digitalization. We chose a qualitative research approach to address the explorative research
question. Accordingly, we conducted semi-structured interviews with employees, which
will be further analyzed in the next phase of the study. The goal is to arrive at a holistic
framework for privacy challenges of digital workplaces that drive employee privacy
concerns.



Conceptual Foundation

Digital solutions and underlying technologies form the pillars of digital workplaces and
have become the basis for interaction and collaboration between stakeholders within
organizations (Baptista et al., 2020). According to socio-technical systems (STS) theory,
organizations constitute technological and social subsystems that affect each other (Alter,
2013). The STS theory is suitable for explaining the emergence of privacy concerns in
workplaces because it accounts for organizational transformation as an interplay between
technical and social components (Alter, 2013; Sarker et al., 2013).

From a technical perspective, collaborating, communicating, and conducting work
remotely through digital solutions are closely related to the disclosure of employee data
(Carpenter, 2016). As a result of the increasing pervasiveness of digital solutions in
workplaces, data is collected, stored, processed, and disseminated to a previously
unprecedented degree (Bhave et al., 2020). Over the years, the type of personal data
collected has expanded. Among various traces resulting from the use of digital solutions, it
includes demographics, finances, health, social media, and behavioral data related to daily
activities at work (Leidner & Tona, 2021). From a social perspective, when working
digitally, personal data is spread across many stakeholders within the social fabric of a
workplace, including other colleagues, the employer, commercial entities, or even
governments (Acquisti et al., 2015).

The spread of personal data leads to increased organizational transparency among
individual employees and the emergence of privacy concerns (Gierlich-Joas et al., 2022).
Information privacy concerns of employees are composed of various dimensions, including
concerns about data collection, errors, secondary usage, improper access, lacking control
and awareness, invasion of private life, or implications for employment relationships
(Teebken & Hess, 2021). When employees have privacy concerns, this can lead to several
negative outcomes, e.g., related to their willingness to share information, which can
ultimately disrupt the successful implementation of digital workplaces (Carpenter, 2016).

Methodology

An understanding of how privacy concerns emerge in the workplace has been lacking.
An approach that seeks to answer this research gap must account for limited previous
research and support theory building. The grounded theory methodology (GTM) has
frequently been chosen in emerging areas of information systems research to investigate
technological change and corresponding socio-technical behavior (Wiesche et al., 2017).
We believe it is important to base our study on employees’ viewpoints to investigate how
they perceive their digital workplaces and what they identify as potential threats to their
privacy in the form of a mental roadmap.

Our qualitative sample consists of 66 interviewees. The interviews were conducted in
the period between April 2020 and January 2021. Throughout the interviews, we first asked
the interviewees about how they currently use digital solutions in their everyday work and
how their working habits changed during remote work regulations. Grounding on their
technology use, we asked them about their privacy concerns associated with using the
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respective technologies in their digital workplace. On this basis, we asked employees why
and how their privacy concerns emerge and what aspects of working digitally they regard
as challenging to their privacy.

We followed the principle of theoretical sampling in selecting employees to be
interviewed (Glaser & Strauss, 1967). To ensure a variation in perspectives, we varied our
interview sample across three dimensions. First, employees who encountered different
degrees of workplace digitalization were interviewed. Second, we interviewed employees
with varying degrees of newness of digital work, measured by how the pandemic crisis
changed their workplaces in terms of working digitally. Third, we included employees who
either work from their private devices, are fully equipped with company devices, or work
in a hybrid mode. The variation in the sample was important to cover heterogeneous views
with diverging experiences in working digitally. Thereby, we did not focus on a specific
workplace solution, as we aimed to arrive at a generalizable framework. For data analysis,
we follow recommended GTM guidelines (Glaser, 1978; Wiesche et al., 2017).

First Results

When employees work remotely, videoconferencing solutions are employed to foster
communication and collaboration across virtual teams. One first result of the interviews is
the employees’ concerns about revealing their videos during conferences. Their privacy
concerns reach a point where they use stickers to cover the lenses of their cameras. Why is
that the case? What characteristics of digital workplaces are perceived as privacy
challenges? How do these challenges drive employee privacy concerns?

Within the first analysis of interview data, we noticed that workplace privacy challenges
could be categorized into two components. One group of characteristics can be attributed
to the use of digital solutions. Technical characteristics of digital workplaces will be based
on how personal data runs through a data lifecycle, leading to employees being concerned
about what happens to their personal data that is generated by working digitally. The other
group of characteristics stems from working in virtual teams, which includes a broad range
of stakeholders across which employee data is circulated, e.g., colleagues, the employer, or
service providers. Working digitally can bring together different actors with diverse
interests, leading to uncertainties about how these actors will manage and respect individual
employees’ privacy.

As a result of our study, we will create a comprehensive framework that displays the
anatomy of privacy challenges in digital workplaces, including concrete technical and
social privacy challenges at work, the interplay of distinct privacy challenges, and their
relationship to employee privacy concerns. The conceptual focus of our study is displayed
in Figure 1 and our study will be further developed in the next steps.
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Contribution and Outlook

Employees viewing workplace digitalization as a threat to their privacy can negatively
influence their acceptance of new systems (Carpenter, 2016). How can organizations
maximize the likelihood of employees accepting the introduction of novel technologies?
To facilitate the digitalization of workplaces, there remains a need to identify in the first
place why privacy challenges in workplaces emerge. Our study opens up the concept of
privacy challenges in workplaces by highlighting what aspects of working digitally
employees perceive as a threat to their privacy. In the next steps, the explorative study
results will be related to STS theory (Alter, 2013), research on data lifecycle management
(Paakkonen & Pakkala, 2015), social fabrics in workplaces (Bhave et al., 2020), as well as
workplace designs (Jensen & Stein, 2021).

Our study’s results open avenues for research by highlighting the emergence of privacy
challenges in workplaces. Future studies can use the exploratory results of this study to
investigate how specific characteristics of working digitally affect privacy concerns instead
of treating privacy challenges in workplaces in an undifferentiated way. Organizations can
leverage this understanding to mitigate potential adverse effects on employees. With an
improved understanding of privacy in workplaces, organizations acting as employers or
service providers can implement mechanisms, policies, and tools targeting specific privacy
challenges, thus accelerating successful workplace digitalization.
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