
Data Integrity Shortfalls in the Laboratory –
Lessons from Warning Letters.

 Steven S. Kuwahara, Ph.D.

 GXP BioTechnology 
 6336 N. Oracle Rd. #326-313
 Tucson, AZ 85704-5480

 e-Mail: s.s.kuwahara@gmail.com

SCPDGDataInteg03171



Basic Ideas

 1. Every time data is copied, there is a chance 
for error. The more often that it is copied, the 
higher the chance that an error will be made.
 You must minimize copies.
 If a copy must be made, it should be checked to be 

sure that the copy is correct.
 2. A basic principle of GMP is that two pairs of 

eyes should confirm data entries.
 If a validated machine prints the data, a human must 

still verify the data.
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21 CFR 58.3(k)

 (k) Raw data means any laboratory worksheets, 
records, memoranda, notes, or exact copies thereof, that 
are the result of original observations and activities of a 
nonclinical laboratory study and are necessary for the 
reconstruction and evaluation of the report of that 
study. In the event that exact transcripts of raw data 
have been prepared (e.g., tapes which have been 
transcribed verbatim, dated, and verified accurate by 
signature), the exact copy or exact transcript may be 
substituted for the original source as raw data.

 Raw data may include photographs, microfilm or 
microfiche copies, computer printouts, magnetic media, 
including dictated observations, and recorded data from 
automated instruments.



Raw Data

 From the previous definition it may be seen that 
raw data is what was first recorded about an 
observation.
 Based on this interpretation, the raw data in a 

computerized instrument is on the hard drive where it 
was first recorded. Thus validation of the software 
and instrument operation according to 21 CFR 11 is 
needed to allow the use of the printout.

 If an observation is first recorded on a paper towel or 
other scrap paper, that is the raw data not the entry 
that was transcribed into the lab notebook.
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21 CFR 58.130(e)  Conduct of a nonclinical 
laboratory study.

 (e) All data generated during the conduct of a 
nonclinical laboratory study, except those that are 
generated by automated data collection systems, shall 
be recorded directly, promptly, and legibly in ink. All 
data entries shall be dated on the date of entry and 
signed or initialed by the person entering the data. Any 
change in entries shall be made so as not to obscure 
the original entry, shall indicate the reason for such 
change, and shall be dated and signed or identified at 
the time of the change. In automated data collection 
systems, the individual responsible for direct data 
input shall be identified at the time of data input. Any 
change in automated data entries shall be made so as 
not to obscure the original entry, shall indicate the 
reason for the change, shall be dated, and the 
responsible individual shall be identified.



21 CFR 58.130(e) Comment 1.
 shall be recorded directly, promptly, and legibly in ink. All 

data entries shall be dated on the date of entry and signed 
or initialed by the person entering the data.

 Direct entry means that there are no intermediate 
recordings. (Each transcription is an opportunity for errors 
such as miscopying, etc.) 

 Prompt recording means that the recording is done as soon 
as possible after the observation is made. (The more time 
that elapses between the observation and its recording, the 
bigger the chance for an error due to memory lapses.)

 Legibly in ink means that erasable pencils will not be used 
and the entry must be legible. (Most companies do not allow 
the use of pencils or erasable ink for writing down 
observations. Legible means that workers with bad 
penmanship cannot be tolerated.)
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21 CFR 58.130(e) Comment 2.

 Any change in entries shall be made so as not to obscure 
the original entry, shall indicate the reason for such change, 
and shall be dated and signed or identified at the time of the 
change.

 Is there a consistent pattern of changing failing results into 
passing ones?

 The date of the change must be close to the date of the 
original observation.

 If the same person is always making changes for the same 
reason, is there a training problem here?

 If many changes are made for the same reason, is that a 
sign that training is needed?
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21 CFR 58.130(e) Comment 3.

 In automated data collection systems, the 
individual responsible for direct data input shall 
be identified at the time of data input. Any change 
in automated data entries shall be made so as not 
to obscure the original entry, shall indicate the 
reason for the change, shall be dated, and the 
responsible individual shall be identified.

 This creates a need for validated electronic signature 
systems and audit trails that allow one to determine 
who made the original entry and who made changes to 
the data. Again, the reasons for the change must be 
noted. 
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Sec. 211.194(a)(4)  Laboratory records.

 (4) A complete record of all data secured in the 
course of each test, including all graphs, charts, 
and spectra from laboratory instrumentation, 
properly identified to show the specific 
component, drug product container, closure, in-
process material, or drug product, and lot 
tested.
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Sec. 211.194(a)(7 & 8)  Laboratory records.

 (7) The initials or signature of the person who 
performs each test and the date(s) the tests were 
performed.

 (8) The initials or signature of a second person 
showing that the original records have been 
reviewed for accuracy, completeness, and 
compliance with established standards.



21 CFR 211.194(a)(7 & 8) Comment

 The responsibilities of the second person (usually 
but not necessarily a supervisor) are detailed 
here. This clearly places the responsibility for 
ensuring the integrity of the data upon the second 
person.

 Many instances of problems with data integrity 
can be traced back to this, second person, not 
fulfilling their responsibility to check and verify 
the entries.
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Data Integrity and Compliance With CGMP 
Draft Guidance for Industry

U.S. DHHS; FDA; CDER, CBER, CVM 
April 2016 

Pharmaceutical Quality/Manufacturing Standards (CGMP)

 This guidance provides the Agency’s current thinking on the 
creation and handling of data in accordance with CGMP 
requirements. 

 FDA expects that data be reliable and accurate (see the 
“Background” section). CGMP regulations and guidance allow for 
flexible and risk-based strategies to prevent and detect data 
integrity issues. Firms should implement meaningful and effective 
strategies to manage their data integrity risks based upon their 
process understanding and knowledge management of  
technologies and business models. 
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Requirements with respect to data integrity in parts 211 
and 212 include, among other things: 

 • § 211.68 (requiring that “backup data are exact and complete,” 
and “secure from alteration, inadvertent erasures, or loss”);

 • § 212.110(b) (requiring that data be “stored to prevent 
deterioration or loss”); 

 • §§ 211.100 and 211.160 (requiring that certain activities be 
“documented at the time of performance” and that laboratory 
controls be “scientifically sound”);

 • § 211.180 (requiring that records be retained as “original 
records,” “true copies,” or other “accurate reproductions of the 
original records”); and

 • §§ 211.188, 211.194, and 212.60(g) (requiring “complete 
information,” “complete data derived from all tests,” “complete 
record of all data,” and “complete records of all tests performed”). 
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What About Computers?

 Electronic signature and record-keeping requirements 
are laid out in 21 CFR part 11 and apply to certain 
records subject to records requirements set forth in 
Agency regulations, including parts210, 211, and 212. 

 For more information, see guidance for industry Part 
11, Electronic Records; Electronic Signatures — Scope 
and Application. The guidance outlines FDA’s current 
thinking regarding the narrow scope and application of 
part 11 pending FDA’s reexamination of part 11 as it 
applies to all FDA-regulated products. 

SCPDGDataInteg031714



III. 1. a. What is “data integrity”? 

 For the purposes of this guidance, data integrity refers to 
the completeness, consistency, and accuracy of data. 
Complete, consistent, and accurate data should be 
Attributable, Legible, Contemporaneously recorded, 
Original or a true copy, and Accurate (ALCOA).4

 4For attributable, see §§ 211.101(d), 211.122, 211.186, 
211.188(b)(11), and 212.50(c)(10); for legible see §§
211.180(e) and 212.110(b); for contemporaneously 
recorded (at the time of performance) see §§ 211.100(b) 
and 211.160(a); for original or a true copy see §§ 211.180 
and 211.194(a); and for accurate see §§ 211.22(a), 211.68, 
211.188, and 212.60(g). 
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III. 1. b. What is “metadata”? 
 Metadata is the contextual information required to understand 

data. A data value is by itself meaningless without additional 
information about the data. Metadata is often described as data 
about data. Metadata is structured information that describes, 
explains, or otherwise makes it easier to retrieve, use, or manage 
data. For example, the number “23” is meaningless without 
metadata, such as an indication of the unit “mg.” Among other 
things, metadata for a particular piece of data could include a 
date/time stamp for when the data were acquired, a user ID of the 
person who conducted the test or analysis that generated the data, 
the instrument ID used to acquire the data, audit trails, etc.

 Data should be maintained throughout the record’s retention 
period with all associated metadata required to reconstruct the 
CGMP activity (e.g., §§ 211.188 89 and 211.194). The relationships 
between data and their metadata should be preserved in a secure 
and traceable manner.
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III. 1. c. What is an “audit trail”? 

 For purposes of this guidance, audit trail means a secure, computer-
generated, time-stamped electronic record that allows for 
reconstruction of the course of events relating to the creation, 
modification, or deletion of an electronic record. An audit trail is a 
chronology of the “who, what, when, and why” of a record. For 
example, the audit trail for a high performance liquid 
chromatography (HPLC) run could include the user name, 
date/time of the run, the integration parameters used, and details of 
a reprocessing, if any, including change justification for the 
reprocessing.

 Electronic audit trails include those that track creation, 
modification, or deletion of data (such as processing parameters 
and results) and those that track actions at the record or system 
level (such as attempts to access the system or rename or delete a 
file).
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III. 1. e. How does FDA use the term “backup” in 
211.68(b)?

 FDA uses the term backup in § 211.68(b) to refer to a 
true copy of the original data that is maintained 
securely throughout the records retention period (for 
example, § 211.180). The backup file should contain the 
data (which includes associated metadata) and should 
be in the original format or in a format compatible with 
the original format. 

 This should not be confused with backup copies that 
may be created during normal computer use and 
temporarily maintained for disaster recovery (e.g., in 
case of a computer crash or other interruption). Such 
temporary backup copies would not satisfy the 
requirement in § 211.68(b) to maintain a backup file of 
data.
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III. 2. When is it permissible to exclude CGMP data from 
decision making? 

 Any data created as part of a CGMP record must be evaluated by 
the quality unit as part of release criteria (see §§ 211.22 and 212.70) 
and maintained for CGMP purposes (e.g., § 211.180). 

 Electronic data generated to fulfill CGMP requirements should 
include relevant metadata. To exclude data from the release criteria 
decision-making process, there must be a valid, documented, 
scientific justification for its exclusion (see the guidance for 
industry Investigating Out-of-Specification (OOS) Test Results for 
Pharmaceutical Production, and §§ 211.188, 211.192, and 
212.71(b)). 

 The requirements for record retention and review do not differ 
depending on the data format; paper-based and electronic data 
record-keeping systems are subject to the same requirements.
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III. A Footnote

 6 In computer science, validation refers to ensuring that software 
meets its specifications. 

 However, this may not meet the definition of process validation as 
found in guidance for industry Process Validation: General 
Principles and Practices: “The collection and evaluation of data … 
which establishes scientific evidence that a process is capable of 
consistently delivering quality products.” See also ICH guidance 
for industry Q7A Good Manufacturing Practice Guide for Active 
Pharmaceutical Ingredients, which defines validation as providing 
assurance that a specific process, method, or system will 
consistently produce a result meeting predetermined acceptance 
criteria. 

 For purposes of this guidance, validation is being used in a manner 
consistent with the above guidance documents.
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III. 6. How should blank forms be controlled?

 There must be document controls in place to assure product quality 
(see §§ 211.100, 211.160(a), 211.186, 212.20(d), and 212.60(g)). FDA 
recommends that, if used, blank forms (including, but not limited 
to, worksheets, laboratory notebooks, and MPCRs) be controlled 
by the quality unit or by another document control method. For 
example, numbered sets of blank forms may be issued as 
appropriate and should be reconciled upon completion of all issued 
forms. Incomplete or erroneous forms should be kept as part of the 
permanent record along with written justification for their 
replacement (for example, see §§ 211.192, 211.194, 212.50(a), and 
212.70(f)(1)(vi)).

 Similarly, bound paginated notebooks, stamped for official use by a 
document control group, allow detection of unofficial notebooks as 
well as of any gaps in notebook pages.
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III. 13. Why has the FDA cited use of actual samples during “system 
suitability” or test, prep, or equilibration runs in warning letters?

 FDA prohibits sampling and testing with the goal of achieving a specific result 
or to overcome an unacceptable result (e.g., testing different samples until the 
desired passing result is obtained). This practice, also referred to as testing into 
compliance, is not consistent with CGMP (see the guidance for industry 
Investigating Out-of-Specification (OOS) Test Results for Pharmaceutical 
Production). In some situations, use of actual samples to perform system 
suitability testing has been used as a means of testing into compliance. We 
would consider it a violative practice to use an actual sample in test, prep, or 
equilibration runs as a means of disguising testing into compliance. 

 According to the United States Pharmacopeia (USP), system suitability tests 
should include replicate injections of a standard preparation or other standard 
solutions to determine if requirements for precision are satisfied (see USP 
General Chapter <621> Chromatography). System suitability tests, including 
the identity of the preparation to be injected and the rationale for its selection, 
should be performed according to the firm’s established written procedures and 
the approved application or applicable compendial monograph (§§ 211.160 and 
212.60).SCPDGDataInteg031722



A Prime Warning Letter. 1. (Ranbaxy)

 1 . Written records of major equipment cleaning and use are inaccurate 
and do not provide assurance that persons double-checked the 
performance of equipment cleaning, because there is no assurance that 
those persons responsible for determining that work was performed were 
present at the time of equipment cleaning [21 CFR 211.182]. 

 During the inspection, our investigative team uncovered fourteen (14) instances 
where  cleaning records for equipment used in manufacturing operations (V-
blender,  [redacted], etc) included initials or signatures of employees who 
reportedly verified cleaning of equipment but were not shown as present by 
security log records. According to the security log used to record the entry of all 
personnel  entering and exiting the Batamandi (Unit II) facility, the supervisors 
who initialed or signed the "Checked by Production Executive" or "Cleared by QA 
Executive" block were not present in the Batamandi facility on the days this 
equipment was cleaned. For example, two of these records each involved entries for 
five separate dates where the employee signing for verification (hereafter Employee 
1") was not present according to the security log records 

SCPDGDataInteg031723



A Prime Warning Letter. 2.
 With regard to entries made by another employee 

(hereafter "Employee 2"), your  May 1, 2008 response 
states, "An investigation conducted following the issuance 
of the 483 revealed that the handwritten logs maintained 
by the security detail at the gate to the Batamandi (Unit 
II) facility were not intended to and cannot  be assumed to 
provide an accurate accounting of entry in and out of the 
facility on any given day." You maintain that the security 
log was not intended to be  accurate, yet you acknowledge 
its accuracy in the same paragraph of the response when 
you state, "The security log and other records show that 
[Employee 2] was present at the facility on every other day 
on which his signature appears on batch documents." 
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A Prime Warning Letter. 3.
 Your response also acknowledges the accuracy of the security log when 

referring to entries made by Employee 1 and another employee (hereafter 
"Employee 3"). With regard to multiple entries made by Employee 3, your 
response states that this individual was not present to verify cleaning 
operations . With regard to numerous entries made by Employee 1, your 
response states:"[Employee 1] apparently was not present during the 
manufacturing of the exhibit batches and related equipment cleaning. 
[Employee 1] believed that he did not have to be physically present during 
an activity in order to sign off as having checked the activity on batch 
records. Instead, he asked [Employee 4] to bring the batch records to him 
at the Paonta Sahib facility so he could check and sign them." 

 This statement in your response regarding Employee 1 demonstrates a lack 
of knowledge by the employee regarding the fundamental purpose of 
independent verification under CGMP, and the failure of your firm to 
ensure that employees conducting and recording these checks understood 
these essential requirements.
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Dr. Reddy’s. 1.
 1.    Failure to maintain complete data derived from all laboratory
tests conducted to ensure compliance with established specifications and 
standards.
 During the inspection, the presence of an uncontrolled “Custom QC 

laboratory” (CQC) was discovered by our inspection team. The existence of 
this laboratory was previously unknown to FDA. Your QC Associate 
Director acknowledged that the CQC laboratory was involved in CGMP 
analysis of APIs intended for export to the United States through 2012. This 
discovery was made one day before the end of the inspection, but during 
FDA’s brief evaluation of the high performance liquid chromatography 
(HPLC) electronic records generated by the CQC, our investigators found 
the following examples.

 b.   You conducted purity testing by HPLC at *(b)(4)* on January 27, 2012. 
This sample failed the purity specification limit (NLT *(b)(4)*%) with a 
result of *(b)(4)*%, but you did not document, report or investigate the 
failure.  Your QC data package, which you used to support batch 
disposition decisions, showed passing results from *(b)(4)* on the same day 
but does not include the initial failing results.SCPDGDataInteg031726



Dr. Reddy’s. 2.
 c.    The first sample analysis for related substances by HPLC was 

performed in duplicate at *(b)(4)* February 10, 2012. The second 
injection of this first sample contained an extra peak. Sample preparation 
information was not documented, and the test result with the extra peak 
was not reported.  Your QC records for this batch, which you used to 
support your Drug Master File for this product and to support batch 
disposition decisions, included results only from a later analysis that you 
conducted at *(b)(4)* on February 11, 2012. 

 None of these explanations justify your failure to maintain complete 
records, nor do they support your practice of substituting repeat tests 
after failing results.  You acknowledged that your analysts failed to 
document and start investigating OOS results, as required by your SOP 
01-045/03 “Handling of Incidents” and SOP 08-004/12 “Laboratory 
Investigation of Out of Specification Results.” However, you have not 
assessed how your reliance on the incomplete and inaccurate data 
generated by the CQC laboratory, which was operational until April 
2012, may have affected the quality of your APIs. 
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Dr. Reddy’s. 3.
 Failure to prevent unauthorized access or changes to data, and to 

provide adequate controls to prevent omission of data.
During the inspection we found the following examples of uncontrolled 
access to electronic systems used to generate data in your Product 
Development Laboratory (PD Lab).
a.    Your HPLC systems are configured so that no passwords are required 
to log in. Credentials are unverified.  Anyone who accesses the system can 
use software administrator privileges, which means that there is no 
electronic or procedural control to prevent manipulation of data.
b.    Your HPLC system had no access controls to prevent alteration or 
deletion of data. Furthermore, your HPLC software lacked an audit trail 
feature to document all activities related to the chromatographic analysis.  
Because of this failure, neither your quality unit nor your laboratory staff 
could demonstrate that HPLC records included complete and unaltered 
data. They were also unable to verify that there had been no alterations or 
deletions.
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Dr. Reddy’s. 4.

 c.    One of your analysts stated that another, unknown individual 
had logged into the system using the analyst’s credentials.  This 
unknown individual performed injections and deletions without the 
analyst’s knowledge.

 In your response to this letter, explain how you will ensure that all 
analyses performed in support of product disposition decisions and 
other CGMP activities will be reviewed, approved, and overseen by 
your quality unit.  Provide specific details of the steps you have 
taken to prevent unauthorized access to your electronic data 
systems and to ensure that data systems retain complete, accurate, 
reliable, and traceable results of analyses performed.

 on November 17, 2014, we saw eight production records that had 
blank entries for weights of material used for production, checked-
by signatures, accessories used, in-house batch numbers, quantity 
added, and product labeling for material dried specimens. The 
yield report sheet and batch summary sheet were also incomplete.
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Dr. Reddy’s. 5.
 These explanations do not justify your use of uncontrolled paper 

for documenting CGMP-relevant data, nor do they justify your 
failure to document events and information contemporaneously. 
For example, it is unacceptable to use uncontrolled sheets of paper 
to document deviations from the manufacturing process, regardless 
of whether such deviations are critical or non-critical. Even non-
critical deviations from established procedures should be 
documented and explained, and reviewed and approved by your 
quality unit prior to the release of your intermediates or APIs.

 In response to this letter, provide an assessment of the effects of 
your poor documentation practices on the quality of other batches 
produced in your facility. Specify when you discontinued using 
unofficial paper records, how you will prevent this practice from 
reoccurring, and the controls you are implementing to ensure that 
all CGMP-related operations are documented as they occur.
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Dr. Reddy’s. The Conclusions. 1.
 These items, as well as other deficiencies our investigators found, 

lead us to question the effectiveness of your current corporate 
quality system to achieve overall compliance with CGMP. 

 Several violations are recurrent or represent long-standing failures 
to adequately resolve significant manufacturing quality problems. 
It is apparent that you have not implemented a robust quality 
system at your sites.

 Until you complete all corrections and FDA confirms your 
compliance with CGMP, FDA may withhold approval of any new 
applications or supplements listing your firm as a drug product or 
API manufacturer.  If you fail to correct these violations, under 
Section 801(a)(3) of the FD&C Act, 21 U.S.C. 381(a)(3), FDA may 
also refuse admission of articles into the United States 
manufactured at (3 sites are mentioned).
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Dr. Reddy’s. The Conclusions. 2.

 Within 15 working days of receipt of this letter, please notify this
office, in writing, of the specific steps that you have taken to correct
and prevent repeating these deviations and violations. In addition to the 
specific requests noted above, supporting documentation should include a 
third party assessment of the following:
 1.    A comprehensive evaluation of the extent of inaccuracies in 

recorded and reported data. Include a detailed action plan to fully 
investigate the extent and root causes of your deficient documentation 
and data management practices.

 2. A risk assessment of the potential effects of observed failures on the 
quality of your drug products, including the effects of your deficient 
practices on the quality of drug products released for distribution and 
whether submissions to FDA may have been impacted. Conduct the 
same assessment for APIs that are components of drugs in applications 
that not yet been approved but which are pending before the FDA.
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Unimark Remedies Ltd. 1.
 a.    The investigator observed *(b)(4)* batch *(b)(4) *production on March 

18, 2014. The start and stop times and *(b)(4) *for Step #*(b)(4)* were not 
recorded or signed in the batch record contemporaneously.

 b.    For your *(b)(4)* products returned due to the presence of extraneous 
threads, the investigator found many inconsistencies in your reprocessing 
batch records.  Specifically, operators signed batch records for periods 
when they were not in your facility, indicating these activities were 
documented by personnel who did not perform them.  During the 
inspection, and in your written responses, your managers admitted that the 
batch records were created after the manufacturing process.

 According to your responses to these FDA 483 observations, your 
manufacturing staff did not exhibit acceptable documentation practices, 
and your chemist or microbiologist each neglected his work. However, your 
management is responsible for routine oversight of manufacturing and 
testing operations, including the activities of operators and other personnel, 
and your responses do not address the failure of management and the flaws 
in your overall quality system.
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Unimark Remedies Ltd. 2.
 Your laboratory systems lacked access controls to prevent raw data from 

being deleted or altered.  For example:
 a.    During the inspection, we noted that you had no unique usernames, 

passwords, or user access levels for analysts on multiple laboratory systems.  
All laboratory employees were granted full privileges to the computer 
systems. They could delete or alter chromatograms, methods, integration 
parameters, and data acquisition date and time stamps. You used data 
generated by these unprotected and uncontrolled systems to evaluate API 
quality. 

 b.    Multiple instruments had no audit trail functions to record data 
changes.

 ii.    In a data file folder created on May 22, 2013, 23 chromatograms were 
identified as stability samples for lots. Results were not documented. More 
importantly, the acquisition date was July 7, 2013, more than six weeks 
after the samples were run.  

 iii.   *** lots were not in your stability study records at the time of 
inspection. Additionally, there were no log notes of any samples from the 
three lots removed from the stability chamber. SCPDGDataInteg031734



Chongqing Pharma Research Institute Co., Ltd. 1.

 Our investigators reviewed audit trails from various stand-alone 
pieces of laboratory equipment you used to perform high 
performance liquid chromatography (HPLC) and gas 
chromatography (GC) analyses. Our investigators found that you 
had deleted entire chromatographic sequences and individual 
injections from your stand-alone computers.

For example, your written system suitability procedure for *(b)(4)* 
requires only six injections. However, your records showed that on 
January 5, 2016, you injected seven system suitability standards when 
performing system suitability for batch #*(b)(4)*. The audit trail 
showed that the final standard injection was permanently deleted 
from the instrument’s computer. Your analyst told our investigator 
that it is laboratory practice to perform more injections than are 
required by the procedure, and then delete any undesirable result to 
ensure passing system suitability results.
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Chongqing Pharma Research Institute Co., Ltd. 2.

 Without providing scientific justification, you repeated 
analyses until you obtained acceptable results. You 
failed to investigate original out-of-specification or 
otherwise undesirable test results, and you only 
documented passing test results in logbooks and 
preparation notebooks. You relied on these manipulated 
test results and incomplete records to support batch 
release decisions.

 *Data Integrity Remediation*
 Your quality system does not adequately ensure the 

accuracy and integrity of data to support the safety, 
effectiveness, and quality of the drugs you manufacture. 
We strongly recommend that you retain a qualified 
consultant to assist in your remediation.
SCPDGDataInteg031736


