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Learning Objectives
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Understand how machine learning solutions differ from 
traditional software solutions, and how these differences create 
new opportunities.

Discuss ethical and compliance issues that may arise when 
relying on algorithmic intelligence to make or inform business 
decisions.

Apply the CRISP-DMA framework to identify key areas of focus 
when auditing machine learning solutions.



We’ll get you there.

©2022 CliftonLarsonAllen LLP. Investment advisory services are offered through 
CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.

CPAs  |  CONSULTANTS  |  WEALTH ADVISORS

Learning Objective #1
Understand how machine learning solutions differ from 
traditional software solutions, and how these differences 
create new opportunities.
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What is “Traditional” Software?
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Computer executes code 
designed and developed by 

human programmers

Programmer’s code gets 
translated into the instructions 

for the computer based on 
inputs

Scale: Simple scripts by single 
programmer to complex 

applications by large teams
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What is Machine Learning?
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Computer uses statistical algorithms and data to 
create a model that can improve from experience.

Technical roles can include Data Scientist, Machine 
Learning Engineer.

Three common categories 
of ML

Supervised

Unsupervised

Reinforcement
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What is Machine Learning?
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Data scientist teaches software to use an algorithm to create a 
model that informs decision-making.

Data scientist analyzes data, selects algorithm, creates model, 
evaluates performance 

Most kinds of models are trained against historical dataset 
intended to approximate real-world data.

Most common business applications make predictions, 
categorize, or identify anomalies.
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Machine Learning vs. Traditional Programs
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Source: https://futurice.com/blog/differences-between-machine-learning-and-software-engineering
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Examples of Machine Learning Solutions
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Image & Speech 
recognition

Fraudulent 
transaction 
detection

Predictive 
Maintenance

Medical Diagnoses

Website 
recommendations

Traffic predictions
Custom 

operational 
solutions

Self-driving cars
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Customer Churn & Retention Power BI Solution
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Company Profile: Leading 
global water dispenser 

business. Long-term client. 
Subscription model for 

customers.

Business Problem: 
Customers are leaving, 

seemingly unpredictably, 
possibly related to 

frequency of service calls.

Data Availability: 
Contracts, service calls, 

billing/payments, & 
cancellations in ERP
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Customer Churn & Retention Power BI Solution
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Data Preparation: Used Power Query to clean & transform data 

i.e. Pre-processing & Feature engineering

Model: Used AutoML, a feature of Power BI Premium to aid in 
model selection and tuning.

Evaluation: AutoML provided metrics on model performance and 
cost-benefit analysis tool
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Power BI Premium Model Performance Report

12



©2022 CliftonLarsonAllen LLP

Power BI Premium Model Cost Benefit Analysis
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Customer Churn & Retention Power BI Solution
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Deployment Created operational reports and 
dashboards in Power BI

Outcome
Client equipped to develop 
outreach & retention strategy 
using predictive model.
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Power BI Operational Churn Report – Mock Data
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Discuss ethical and compliance issues that may arise when 
relying on algorithmic intelligence to make or inform 
business decisions.

Learning Objective #2
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Data
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Source

• How did you 
get training 
data?

• Where will 
production 
data come 
from?

Content

• Personally-
identifiable 
Information 
(PII)?

• Personal 
Health 
Information 
(PHI)?

Consent

• Did the data 
owners or 
stakeholders 
give consent 
to it being 
used?

Constraints

• License or 
regulatory 
restrictions?
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Potential for Bias
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Impartiality of Data

• Can come from the 
data model was trained 
on

• Dataset might not 
reflect real-world 
inputs

Human-
introduced/unmitigated

• Assumptions and 
unexamined biases 
among business 
stakeholders and 
developers can affect 
decision-making

Risk: perpetuating 
inequity and breaking 

the law

• Example: Amazon 
Resume-Selection Tool

Post-Production biases

• Example: Microsoft Tay 
Twitter Chatbot
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Bias & Tools
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Checklist tool for Data Science Ethics: Deon

• Data Collection

• Data Storage

• Analysis

• Modeling

• Deployment
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Risk: Explainability

Models as 
“black boxes”

• Difficult or 
impossible to 
document 
why a decision 
was made

Business need

• Regulations 
have made 
this need 
increasingly 
important

• Also helpful 
for convincing 
stakeholders

Explainability

• Many models 
and tools 
allow for 
understanding 
how a model 
came to the 
decision it 
made

Tools

• FairML

• LIME (Local 
Interpretable 
Model-
agnostic 
Explanations)
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California Consumer Privacy Act (CCPA)

Effective January 1, 2020

State law, with national & global impact

Establishes consumer rights around business use, 
deletion and access to personal information
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California Consumer Privacy Act (CCPA)
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Right to be 
informed

• What data is used?

• How is it used?

1

Right to deletion

• Personal user data & 
sometimes entire 
models!

2

Right to opt out

• Exclusion from all uses 
except primary business 
reason

3

Right of access

• Provide all data 
gathered about user, 
including ML inputs & 
outputs
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Questions?
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Apply the CRISP-DMA framework to identify key areas of 
focus when auditing machine learning solutions.

Learning Objective #3
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CRISP-DMA Framework

Created by Andrew Clark, CPA

Provides background and questions to ask to understand 
and assess risk of machine learning models

Extension of data mining framework: CRISP-DM
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1. Business Understanding
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Understand: Business 
problem solution is 
intended to address

Recognize: Has this kind 
of problem been solved 

before using ML?

Understand: Important 
data attributes identified 

by the business

Understand: Regulatory 
constraints
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2. Data Understanding
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Locate: Training 
dataset

Locate: Production 
dataset

Understand: Data 
sources

Define: Units of 
measurement and 
ranges of values

Examine: Known 
correlations & 

covariances
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3. Data Preparation
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Data Preparation is also known as Preprocessing & Feature engineering

Understand: Data cleansing

Understand: How training dataset was created

Define: whether ETL (extract-transform-load) underwent standard software 
development process

Define: Any data scaling used
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4. Modeling
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Rationale for choice of algorithmUnderstand

Steps taken to avoid overfitting model to training dataUnderstand

Steps taken to optimize algorithmUnderstand

Licensing for and source of algorithmUnderstand

Whether model uses version control to track changesUnderstand
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5. Evaluation
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Understand: Method and metrics used to evaluate model 
performance

Understand: Steps taken to monitor for continued accuracy 
& stability

Exercise: create a mock dataset and run the results through 
the algorithm to test that it operates as intended.
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6. Deployment
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Understand

How is model moved to production?

Was it rewritten by engineering team? If so, was 
there a code review?

Does it rely on API?

Evaluate: Is model doing what it 
was intended to? 
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Recap Learning Objectives
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Understand how machine learning solutions differ from 
traditional software solutions, and how these differences create 
new opportunities.

Discuss ethical and compliance issues that may arise when 
relying on algorithmic intelligence to make or inform business 
decisions.

Apply the CRISP-DM framework to identify key areas of focus 
when auditing machine learning solutions.
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Sources & Further Reading

• Software Solutions vs Machine Learning Solutions
o https://www.datarevenue.com/en-blog/software-development-vs-machine-

learning-engineering

o https://futurice.com/blog/differences-between-machine-learning-and-
software-engineering
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Sources & Further Reading

Microsoft Tay Chatbot: 
https://www.theverge.com/2016/3/24/11297050/tay-microsoft-chatbot-
racist

Amazon Recruiting Tool Bias: 
https://www.theverge.com/2018/10/10/17958784/ai-recruiting-tool-bias-
amazon-report
Deon Ethics Checklist: https://deon.drivendata.org/
Deon Examples of Ethical Problems: https://deon.drivendata.org/examples/

CCPA: https://www.forbes.com/sites/forbestechcouncil/2020/02/20/how-
does-the-ccpa-impact-your-ai/?sh=37996bf43c77
GDPR: https://techgdpr.com/blog/develop-artificial-intelligence-ai-gdpr-
friendly/
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Sources & Further Reading

FairML Bias Audit: https://pypi.org/project/fairml/

LIME: https://uc-r.github.io/lime

More on ML Ethics: https://hub.packtpub.com/machine-learning-ethics-
what-you-need-to-know-and-what-you-can-do/

CRISP-DMA Article: https://www.isaca.org/-
/media/files/isacadp/project/isaca/articles/journal/2018/volume-1/the-
machine-learning-audit-crisp-dm-framework_joa_eng_0118.pdf

CRISP-DMA Presentation by Andrew Clark: https://www.dallasiia.org/wp-
content/uploads/2017/11/The-Machine-Learning-Audit-Andrew-Clark.pdf
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Appendix: Power BI Premium Model Performance Report
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Appendix: Power BI Premium Model Cost Benefit Analysis
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Appendix: Power BI Operational Churn Mockup
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