SEC SELLS:

USING APPROPRIATE PROTECTION TO

SECURE YOUR FINANCIAL [T]
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PART O1: INTRODUCTION
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Artist’s Rendition of Stagecoach Robbery Artist’s Rendition of Bank Robbery

Image source: True West Blog Image source: Shutterstock



https://truewestmagazine.com/stagecoach-and-train-robbers/
https://www.shutterstock.com/image-photo/armed-robbery-94093483
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Photo of Safecracker in Army of Thieves FBI Photo of Armored Car Robbery in 2019
Image source: Chicago Sun Times Image source: KKTV.com



https://chicago.suntimes.com/movies-and-tv/2021/10/27/22746685/army-of-thieves-review-netflix-dieter-matthias-schweighofer-movie-nathalie-emmanuel-safecracker
https://www.kktv.com/content/news/WANTED--564205681.html
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\ Surveillance Photo 2019 Gas Station Robbery Artist Rendition of a Purse Snatching

Image source: WDUN Image source: Michigan Justice



https://accesswdun.com/article/2019/2/765252/gainesville-investigators-release-surveillance-video-of-gas-station-armed-robbery
https://michiganjustice.com/unarmed-robbery-burglary/
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Photo of an exposed ATM Skimmer Hardware Keylogger with WIFI
Image source: NWCU Image source: Keelog.com

%


https://www.nwcu.com/learn/how-spot-atm-skimmer
https://www.keelog.com/

x]$ john -
Created directory: /home/htb-ac78569/.john
John the Ripper 1.9.0-jumbo-1 OMP [linux-gnu 64-bit x86 64 AVX2 AC]
Copyright (c) 1996-2019 by Solar Designer and others ™
Homepage: http://www.openwall.com/john/ ' S EEF

HTTP
174.129.249.228  TCP

Usage: john [OPTIONS] [PASSWORD-FILES] s 521

Diis 439 Standard quer,
3

--single[=SECTION[,..]] "single crack" mode, using default or named rules pales i B T
--single=:rulel[,..] same, using "immediate" rule(s) : o 2 o b 1 yin-soce L Tovel :
--wordlist[=FILE] --stdin wordlist mode, read words from FILE or stdin = po T oI R o (e U () T E] R
--pipe like --stdin, but bulk reads, and allows rules : : :
--loopback[=FILE] like --wordlist, but extract words from a .pot file e ey St e e N CME
- -dupe-suppression suppress all dupes in wordlist (and force preload) Ui tagon atocel e Fart 3 (58 Pk Pt aene (o)
--prince[=FILE] PRINCE mode, read words from FILE
- -encoding=NAME input encoding (eg. UTF-8, IS0-8859-1). See also
doc/ENCODINGS and --list=hidden-options.
--rules[=SECTION[,..]] enable word mangling rules (for wordlist or PRINCE R
modes), using default or named rules e atictng.coms type A, cless T
--rules=:rule[;..]] same, using "immediate" rule(s)
--rules-stack=SECTION[,..] stacked rules, applied after regular rules or to oo e ssefenicy b MEEmmeee s W

B8 B4 B2 @9 80 @9 85 63 64 Ge 2d 30 87 Be 66 e 5

: ' - - 78 69 6d 67 83 63 6f 6d @@ @8 @1 80 81 c@ Bc 88 ximg.com ...uuaas
modes that otherwise don't support rules RIS 08082 D & S 5 gomoe
@87 6e 65 74 66 6c 69 78 @3 63 6f 6d 89 65 64 67 wnetflix .com.edg

--rules-stack=:rule[;..] same, using "immediate" rule(s) 657375 69 74 65 03 Ge 65 74 02 0 21 00 05 00  esuite.n et..)... .
= l[]C remental [:r.1ODE l " ]_HC reme’]tal " mode [ L‘ S 1 [.]G Sect 10’] r.IODE ] @ 7 I1dentification of transaction ytes Packats: 10299 * Displayed: 10299 (100.0%) * Load time: 0:0.182|| Profile: Default

-] Bpression... | +

Seq=188 Ack=763 Win=7424 Len=8 TSval=491519446 TSecr=551811852

0x2188 A cdn-0.nflximg. com

ponse @x2188 A cdn-8.nflximg.com I
6 Win=5 :

ages . netflix, com.edge |
15: 2 TSecr

Answers

Auth

tative nameservers

Screenshot of JiR Password Cracker Screenshot of Wireshark Network Sniffer

Image source: FreeCodeCamp Image source: Wireshark


https://www.freecodecamp.org/news/crack-passwords-using-john-the-ripper-pentesting-tutorial/
https://www.wireshark.org/docs/wsug_html_chunked/ChapterIntroduction.html

NoCry Decryptor
0oooops All Your Files Are Encrypted ,NoCry

Can I Recover My Files ?
Yes, You Can Recover All Your Files Easily And Quickly

But How ?
Send The Required Amount And
I Will Send The Key To You For Decryption

Your files will be lost on :

See You Soon (0_0)

About bitcoin Send $100 worth of bitcoin to this address:
. .
> bItCOIn 1LHaSk425DzE0R6d T8t6gcdwkoKnQ4iVwK Copy |Y th or
Please app b fOf any loss

will not respons

Contact Us

Screenshot of Ransomware Attack Photo of a "Juice Jacking” device

Image source: Heimdal Security Image source: ShutterStock



https://heimdalsecurity.com/blog/ransomware/
https://www.shutterstock.com/image-photo/charging-mobile-battery-station-public-area-1039758643?utm_campaign=image&utm_medium=googleimages&utm_source=iptc

ques,
al systems,
ourself and your
con e ulate what the future of

protection and p i attempts will look like.
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tivists,

unauthorized access

fb oNc larget, Capital One--more later.)

* ATTACK VECTOR: A pathway or method used by a threat actor to exploit a threat

(e.g. social engineering, malware, phishing.)

® FIREWALL: A device or software that filters and restricts data communication

/ between two connected networks (e.g. Windows Defender, Sonicwall, Cisco Firewall.)


https://csrc.nist.gov/glossary/term/threat_actor

tation in

Sent: Monday, May 09, 2016 10:07 AM Update required — Netflix account on hold
To:

Subject: Fwd: [UVa Library - Circulation] VIRGINIA WARNING: Closing & Deleting Your Account in Progress! "
Netflix -
From: Netflix <info@mailer.netflix.com> >

NETFLIX

@r instructions to del@ 1

Payment details update

We will process your request wi =
process yourrea required.

All features associated witl

Hello ,

To retain count, kindly Cancel Request to continue using our services

We're having some trouble with your current billing
information. We'll try again, but in the meantime you
need to update your payment details.

UPDATE ACCOUNT NOW

Need help? We re here if you need it. Visit the Help
Center or contact us now.

Thank You, http://oit.ly/IWTXQzB
Account Team

Please do not reply to this message. Mail sent to this address cannot be answered.

Image source: UVA Image source: Tessian.com


https://csrc.nist.gov/glossary/term/threat_actor
https://www.tessian.com/blog/phishing-vs-spear-phishing/
https://security.virginia.edu/examples-phishing

e

Cpen File - Security Warning

The publisher could not be verified. Are you sure you want to
run this software?

Name:
Publisher:
Type
From:

Browserupdate.exe
Unknown Publisher

Application
http://downloadable247files.tr

- |

r

Run

v Always ask before opening this file

@ |

This file does not have a valid digital signature that verifies its
publisher. You should only run software from publishers you trust.
How can | decide what software to run?

Image source: CMU

XP Antivirus 2008 - Threats detected

L+ N

WARNING! 66 infections found!!!

Urwanted software (malware) or tracking cookies have been found
during last scan. it is highly recommended to remove it from Your

computer,

Lost Documents and Settings

Permanent Data Loss

System not starting up

System Slowdown and Crashes

Loss of Internet Connection

Infecting other computers on your network

|

Remove all threats now Continue unprotected

Image source: IGCSEICT


https://csrc.nist.gov/glossary/term/threat_actor
https://www.igcseict.info/theory/6/malw/index.html
https://www.cmu.edu/iso/aware/protect-what-you-connect/malware.html

OF

frick someone
into revealing
information that can be
used to attack

systems /networks usually
by telephone, email, or

in-person.

And | can't er what email address
we used to to the account,
and the baby's crying-

Source:

l‘:

A



https://csrc.nist.gov/glossary/term/threat_actor
https://www.youtube.com/watch?v=lc7scxvKQOo

', DEFINITIONS OF
BASIC TERMS
(SRC: NIST)

®* ENCRYPTION: The
transfer of data from
one form into another to
conceal the data’s

original meaning.
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encryption key: 1

decryption key: 25

plaintext : to be or not to be
ciphertext: UP CF PS OPU UP CF
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| accidentally ﬂ qbgVX4SimIC3

saw your web ABRDAhhL2Ffh
browser history. ——— foeimC7sDv9G1
You and | are Z7pCNzFLpOIlg
done. Encryption AWWA9Asaas]

Key 23a#qGO

Plaintext Ciphertext

qBgVXA4SImIC3 ‘ .

ABRDAOhL2Ffh
foeimC7sDv9G1

Z7pCNzFLpOIlg
AWWA9Asaas]
23a#qGO

Ciphertext Receiver



https://csrc.nist.gov/glossary/term/threat_actor
https://demonstrations.wolfram.com/AdditiveCipher/
https://www.simplilearn.com/data-encryption-methods-article

NoCry Decryptor

Your files will be lost on :

How to buy bitcoins?

Contact Us

0ooo0o0ps All Your Files Are Encrypted ,NoCry

~Can I Recover My Files ?

Yes, You Can Recover All Your Files Easily And Quickly

But How ?

Send The Required Amount And
I Will Send The Key To You For Decryption

See You Soon (0_0)

Send $100 worth of bitcoin to this address:
L L
bltCOIn 1LHaSk425DzEoR6d T8t 6gcdwkoKnQ4iVwK

Image source: Heimdal Security

This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

You have 72 hours to pay the fine, otherwise you will be arrested.

You must pay the fine through

To pay the fine, you should enter the digits resulting code, which is
located on the back of your in the payment form and press
OK (if you have several codes, enter them one after the other and press
OK).

If an error occurs, send the codes to address

® o

Image source: WIRED



https://csrc.nist.gov/glossary/term/threat_actor
https://www.wired.com/2017/05/hacker-lexicon-guide-ransomware-scary-hack-thats-rise/
https://heimdalsecurity.com/blog/ransomware/
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fcountry

Revenge

(f * Let’s look at some examples of each..



stolen

‘in financial

? 05/21 G ords leaked from their website

including names, addresses iccount #s, etc... (Forbes)

®* 09/2017 — Equifax data breach resulting in financial data of 40%-50% of entire US
® population’s SS#s, names, driver’s license #s, and credit card numbers. (Upguard)



https://carnegieendowment.org/specialprojects/protectingfinancialstability/timeline
https://carnegieendowment.org/specialprojects/protectingfinancialstability/timeline
https://www.forbes.com/sites/leemathews/2019/05/24/first-american-financial-leaked-800-plus-million-sensitive-mortgage-documents/?sh=2e09d16910e2
https://www.upguard.com/blog/biggest-data-breaches-financial-services

J

 Authority’s website.

(Csls)

®* 08/2014 — Sony Pictures was hacked by a North Korean government group in an
effort to have the movie The Intferview pulled from release because it was a film
¢ about their leader, Kim Jong Un, getting assassinated. (TrendMicro)



https://www.reuters.com/world/us-says-russia-was-responsible-cyberattack-against-ukrainian-banks-2022-02-18/
https://www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents
https://www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents
https://www.trendmicro.com/vinfo/pl/security/news/cyber-attacks/the-hack-of-sony-pictures-what-you-need-to-know




»
’

aliation.

fic’s network and
dltere 2d, costing the
company {

® 2016 — System administrator for American Cllege of Education was terminated
after which time he logged in and changed its Google Account’s password blocking
o access to email and study materials for 2000 students. Said he would “give it back”

/3 for $200,000. (Kaspersky)



https://www.bbc.com/news/uk-england-leicestershire-60349121
https://www.grcilaw.com/blog/5-real-life-examples-of-data-breaches-caused-by-insider-threats
https://www.kaspersky.com/blog/ex-employees-cyberrevenge/25393/

PART O04: STATISTICS







STATISTICS
(CONT,)

Annual number of data
compromises and
individuals impacted in
the United States from
2005 to 2022

3,000

2,500

2,000

1,500

1,000

500

Number of data compromises and impacted individuals

16.2 229 17.3

2,541.07

169.1
91.98 85.61

2,227.85

1,862

=9= Data compromises =@= Number of records exposed in millions =o= Individuals impacted in millions

O Additional Information

Source:

© Statista 2023 &

Show source @



https://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-records-exposed/

STATISTICS .
(CONT,) R

o <
Annual amount of = 6,900 -
monetary damage i 8
caused by reported i o
cybercrime in the United ; . Vi
States from 2001 to 2022 g
(in million U.S. dollars) e

559.7 581.44

239.1

17.8 54 125.668.1183.1

© Statista 2023 &

© Additional Information Show source @

Source:



https://www.statista.com/statistics/267132/total-damage-caused-by-by-cybercrime-in-the-us/

STATISTICS u .
(CONT,) :

10

9.44 9.48
9.05 O
8.64

Z 8.19

= 7.91 °
Average cost of a data ° 7.24 o, 735

. ] S 6.66 6.75 i

breach in the United 5 636 . .

= .
States from 2006 to 2023 E o il G
° ° ° § : E
(in million U.S. dollars) v

c 4

Z

© Statista 2023 k&

© Additional Information Show source @

Source:



https://www.statista.com/statistics/273575/us-average-cost-incurred-by-a-data-breach/

STATISTICS
(CONT,)

Distribution of cyber
attacks across
worldwide industries in

2022

Manufacturing

Finance and insurance

Professional, business, and consumer
services

Energy

Retail and wholesale

Education

Healthcare

Government

Transportation

Media and telecom

@ Additional Information

0%

Source:

10%

15%
Share of cyber attacks

20%

24.8%

25%

11

30%

© Statista 2023 &

Show source @



https://www.statista.com/statistics/1315805/cyber-attacks-top-industries-worldwide/




GLOBAL STUDY OF LARGE ORGANISATIONS THAT WERE VICTIMS TO A CYBERATTACK

GLOBAL STUDY OF ALMOST 2,000 DATA BREACHES

Outsiders

Organised
criminal groups '

Internal actors

State-affiliated
actors
Multiple parties |
Ransom Insider Political Competition Cyberwar Angry user Motive bartners
threat unknown i
Radware 2017 0% 20% 40% 60% 80%  100%
Verizon 2017
GLOBAL STUDY OF ALMOST 2,000 DATA BREACHES
110 n3 @ 30 @ 00 @ 01+
Financial M Fun, ideology, grudge
J 1
Lost and . Espionage
Denial Privilege mis- stolen Point Miscellaneous Web app at- Payment card Everything
of service S assets of sale error tacks Cri i else I
ACCOMMODATION l | /l\ I /]\ | [
AND FOOD SERVICES | \I/ \r | |
EDUCATIONAL — _

SERVICES

FINANCIAL AND

INFORMATION

MANUFACTURING

PUBLIC

ADMINISTRATION

[ I
INSURANCE
HEALTHCARE + +

RETAIL

|
|
b



https://www.visualcapitalist.com/hackers-hack-motives-behind-cyberattacks/

® Credit card

® 47% of financial institutions reportec ease in wire fraud
/ * Despite these statistics, only 32% of financial institution CISOs said they conduct monthly threat hunts


https://purplesec.us/resources/cyber-security-statistics/#Financial

0% 20% 40% 60% 80% 100%
Web application (Hacking)

Email (Social and Malware)

Partner (Malware)

Software update (Malware)

Backdoor (Hacking)

Carelessness (Error)

g

Desktop sharing software (Hacking)

I'

Remote injection (Malware)

Direct install (Malware)

}

Download by malware (Malware)

%

0% 20% 40% 60% 80% 100%
Figure 16. Top action vectors in incidents
(n=18,419)

0% 20% 40% 60% 80% 100%
DoS (Hacking)

oe}

ackdoor or C2 (Malware)

m

ackdoor (Malware)

X0

ansomware (Malware)

o]
Q
=
3

e}

hishing (Social)

[

se of stolen creds (Hacking)

-

oss (Error)

Downloader (Malware)

Exploit vuln (Hacking)

Pretexting (Social)

0% 20%  40%  60%  80%  100%
Figure 17. Top action varieties inincidents
(n=18,51)

ATTACK ANALYSIS
(CONT,)

® Infographic depicting the top
attack vectors hackers use to
compromise systems and networks

in 2022 according to Verizon’s
2022 DBIR.



https://www.verizon.com/business/resources/reports/dbir/2022/results-and-analysis-intro/
https://www.verizon.com/business/resources/reports/dbir/2022/results-and-analysis-intro/

O System Intru

Social Engineering

0%
2017

Figure 33. Patterns over time in breaches

Source: Verizon DBIR



https://www.verizon.com/business/resources/reports/dbir/2022/results-and-analysis-intro-to-patterns/
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PART 06: PROTECTION &
DEFENSE




ygiene

® Let’s examine against each of these...

r



sure legitimacy
® Ve

®* Let’s look at a sample ¢

r



> PROTECTION &
DEFENSE AGAINST
ATTACKS (CONT,)

®* Sample phishing attempt from
UCONN.

Below is a phishing message that targeted the UConn community.
It triggers many red flags that identify it as a phishing message.

1=
From: “Amissah, Joshua” <joshua.amissah@uconn.edu>
Sent: Thursday, October 19, 2017 9:45 PM
Subject: 2=
3=

We will be Shutting Down your Account due to suspicious Activity and Login from a Different IP with

your Account which have made us take this decision to safeguard your Account. To avoid Shutting
Down of this Account you will be Required to CLICK THIS LINK now and Submit Details as you have
just 24Hrs to confirm your Account. ‘{}J 5™ 6™

http://uconnd45544333.weebly.com/

Regards, 7= Click to follow link

System Administrator.

8™

V VVVVVVY

Even though this message comes from a UConn
address, be wary. These can be easily spoofed or
sent from a compromised account.

An official message from a University unit will have
a subject.

The message uses urgent language to prompt a
quick response.

This sentence is awkward and grammatically
incorrect.

When you hover over this link, it displays a
non-UConn address.

This message was an unsolicited request for
personal information.

The signature line is generic. An official message
would be signed by a person whose position and
name you could verify.

There is no contact information. An official
message would list UConn-specific contact
information.



https://security.uconn.edu/be-on-alert-for-phishing/

trange
ail)

requently)

® Ask your IT de

yuter to check for

unauthorized /unexpected network traffic
® Lock your computer (Windows key + L) if you are going to be away from it for more than
® 30 seconds




'ny
o y and are

* Asky ) to regularly monitor your

system log files to S g to use brute-force attack to access your

SAEN
O ® Ask your IT/IS team to monitor network traffic coming into /out of your machine (if they
/ aren’t already) and look for anomalies




PROTECTION & DEFENSE AGAINST
ATTACKS (CONT.)

SAMPLE OF UNSECURED WEBSITE




| lower cases, numbers,

and s @I1%5us%

* Use Multi-Factor Au -

* Familiarize yourself with your company’s security policy and stay vigilant
® * Always use VPN when connecting from outside office




varate loc.

/semi-annul

* Use MFA for E

(f ®* Lock/Freeze all three of your credit reports (Experian, Equifax, TransUnion)




- L E L .F R R - -

SN R T e LR =0 S - - e -
P D e - e - - — Q0

|

-

3 . Py oo - _ ....... e r.q(..
-0 O =00 =~

= - ™ Ll * Ll

CYBERATTACKS

PART O/: THE FUTURE OF




%

exploits, M
Microtransactions, Drone

technology)

Regulation
and Legal
Frameworks

Cloud
Computing

Blockchain

CYBERSECURITY

e loT

AIEERTR

"+ ZeroTrust
Model

\

Quantum
Computing

Collaboration
between
Organizations

Source: BBVAOpenmind



https://www.bbvaopenmind.com/en/technology/digital-world/future-of-cybersecurity-predictions-trends/

Default (GPT-3.5)

- Write a code to copy afile in java

Certainly! You can copy afile in Java using the “FileInputStream" and "FileOutputStream" 0 b &P

classes. Here's a basic example of how you can do this:

java Ej Copy code
import java.io.*;

public class FileCopyExample {
public static void main(String[] args) {
String sourceFilePath = "source.txt"; // Replace with the path of yo

String destinationFilePath = "destination.txt"; // Replace with the

try {
FileInputStream fis = new FileInputStream(sourceFilePath);

FileOutputStream fos = new FileOutputStream(destinationFilePath)

byte[] buffer = new byte[1024];
int bytesRead;

while ((bytesRead = fis.read(buffer)) != -1) {
fos.write(buffer, O, bytesRead);
}
‘G Regenerate
System.out.println("File copied successfully.");

Send a message > /
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QUESTIONS /COMMENTS
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THANK YOU!
RUSSELL BEAUCHEMIN
RBEAUCHEMIN@RWU.EDU

\




	Slide 1: $EC $ELL$:
	Slide 2: Part 01: introduction
	Slide 3: Introduction
	Slide 4: Introduction (cont.)
	Slide 5: Introduction (cont.)
	Slide 6: Introduction (cont.)
	Slide 7: Introduction (cont.)
	Slide 8: Introduction (cont.)
	Slide 9: Introduction (cont.)
	Slide 10: Part 02: Basic terms
	Slide 11: Definitions of basic terms (src: NIST)
	Slide 12: Definitions of basic terms (src: NIST)
	Slide 13: Definitions of basic terms (src: NIST)
	Slide 14: Definitions of basic terms (src: NIST)
	Slide 15: Definitions of basic terms (src: NIST)
	Slide 16: Definitions of basic terms (src: NIST)
	Slide 17: Part 03: background
	Slide 18: Background
	Slide 19: Background (cont.)
	Slide 20: Background (cont.)
	Slide 21: Background (cont.)
	Slide 22: Background (cont.)
	Slide 23: Part 04: statistics
	Slide 24: statistics
	Slide 25: Statistics (cont.)
	Slide 26: Statistics (cont.)
	Slide 27: Statistics (cont.)
	Slide 28: Statistics (cont.)
	Slide 29: Part 05: attack analysis
	Slide 30: Attack analysis
	Slide 31: Attack analysis (cont.)
	Slide 32: Attack analysis (cont.)
	Slide 33: Attack analysis (cont.)
	Slide 34: Attack analysis (cont.)
	Slide 35: Part 06: Protection & Defense
	Slide 36: Protection & Defense against Attacks
	Slide 37: Protection & Defense against Attacks (cont.)
	Slide 38: Protection & Defense against Attacks (cont.)
	Slide 39: Protection & Defense against Attacks (cont.)
	Slide 40: Protection & Defense against Attacks (cont.)
	Slide 41: Protection & Defense against Attacks (cont.)
	Slide 42: Protection & Defense against Attacks (cont.)
	Slide 43: Protection & Defense against Attacks (cont.)
	Slide 44: Part 07: The future of cyberattacks
	Slide 45: The future of cyberattacks
	Slide 46: The future of cyberattacks (CONT.)
	Slide 47: The future of cyberattacks (CONT.)
	Slide 48: The future of cyberattacks (CONT.)
	Slide 49: Questions/Comments
	Slide 50: Thank you! Russell Beauchemin rbeauchemin@rwu.edu

