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Session Objectives:

• Review the basics of the EU GDPR and CCPA
• Share what Rotary has done to achieve compliance
• Inform you of technical and operational measures 

your association can take to protect personal data 



Poll question

What job function best represents your role?
• C-Level Role (CEO, CIO, COO, CFO)
• Information Technology
• Data & Analytics
• Membership
• Operations
• Legal
• Other Live Poll Is On Next Slide



Live Content Slide
When playing as a slideshow, this slide will display live content

Poll: What job function best represents your 
role?



WHAT IS GDPR?
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Who does GDPR apply to? All companies that handle data of EU 
data subjects (customers or employees)

When did it go into effect? It was signed into law in mid-May 2016,
but companies had two years to 
comply. Full enforcement began 25 
May 2018.

What changed? A LOT! Bigger scope, more data subject 
rights, greater financial penalties 

GDPR = General Data Protection Regulation



Whose personal data is 
protected?
These protections apply to: 
• anyone who is in the EU,
• any processing of personal data in 

the EU, 
• and in cases where personal data is 

collected from EU data subjects



What organizations are impacted?

Applies to organizations outside of the EU who process “personal 
data” of people in the EU if the activities are related to:

Offering goods or services to EU data subjects

Monitoring EU data subjects’ behavior



Personal data
"Personal data" means any information 
relating to an identified or identifiable 
natural person ("data subject"); 
• An identifiable person is one who can 

be identified, directly or indirectly, in 
particular by reference to an 
identifier such as a name, an 
identification number, location data, 
online identifier or to one or more 
factors specific to the physical, 
physiological, genetic, mental, 
economic, cultural or social identity 
of that person.

Special categories
“Special categories” of personal data are 
personal data revealing: 
• racial or ethnic origin
• political opinions
• religious or philosophical beliefs
• trade-union membership
• data concerning health or sex life and 

sexual orientation
• genetic data or biometric data



What is notice?

Personal data shall be processed lawfully, fairly, and in a 
transparent manner in relation to the data subject (‘lawfulness, 
fairness and transparency’ principles).
:

Providing notice discloses processing to data subjects

Using clear, plain language keeps data subjects informed 



Lawfulness of processing

Consent Contract Legal 
obligation

Vital 
interest

Public 
interest

Legitimate 
interest



Relying on consent as a lawful basis

Consent is not always the most appropriate lawful way to 
process personal data. But it is one of a few bases available for 
certain cases, including:
:

Processing special categories of personal data

Processing personal data for children under 16



Definition of consent

• Consent must be freely given, specific, informed, 
unambiguous

• Ensures consent is not implied, or hidden within contracts or 
agreements

• Requires explicit definition of processing activities
• Requires data subjects know their rights under GDPR



Data subject rights Right to data portability

Right to erasure

Right to object

Right of access

Right to rectification

Right to restriction

Right not to be subject to decisions based on 
automated processing



Additional operational requirements

Data 
Protection 

Officer (DPO)

Breach 
Notification

Privacy Impact 
Assessments 

(PIAs)

Records of 
processing 
activities

International 
data transfers



Poll question

Does your association have compliance obligations under the GDPR?
• Yes, and we are 100% in compliance
• Yes, and we are working towards compliance
• No, it doesn’t apply
• Not sure

Live Poll Is On Next Slide



Live Content Slide
When playing as a slideshow, this slide will display live content

Poll: Does your association have compliance 
obligations under the GDPR?



WHAT IS THE CCPA?
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When does it go into effect? 1 January 2020

What is it about? CCPA provides California consumers 
with certain rights with respect to their 
personal information

CCPA = California Consumer Privacy Act
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Who does CCPA apply to? Businesses that:
• Have gross revenues in excess of 

$25 million; or
• Buy, receive, sell or share personal 

data of at least 50,000 consumers, 
households or devices annual for 
commercial purposes; or

• Derive 50% or more of its annual 
revenues from selling personal 
information



Key takeaways

Californian consumers have the right to:

Know what personal data is being collected, sold, disclosed

Access their personal information 



Poll question

Does your association have compliance obligations under the CCPA?
• Yes, and we are 100% in compliance
• Yes, and we are working towards compliance
• No, it doesn’t apply
• Not sure

Live Poll Is On Next Slide



Live Content Slide
When playing as a slideshow, this slide will display live content

Poll: Does your association have compliance 
obligations under the CCPA?



ROTARY’S COMPLIANCE



What is Rotary?





Rotary staff

Rotary club members

Program participants

Alumni

Event attendees

Rotary’s EU data subjects



Process purpose Process description
Program Management Administering Rotary’s peace fellowship program

Fundraising Sending emails to Rotarians to encourage their 
donations for polio eradication efforts

Event Planning Collecting registration information for Rotary’s 
annual International Convention

Administrative Creating and publishing Rotary’s Official Directory

Rotary’s processing of personal data, examples



What has Rotary done for GDPR compliance?
• June 2017: Formed GDPR Working Group
• November 2017: Engaged 3rd party for GDPR readiness assessment
• December 2017: Reviewed assessment findings and developed estimates for 

remediation
• January 2018: Reviewed readiness results with appropriate governance groups 

and secured funding
• February – May 2018: Executed high-priority remediation activities
• June 2018 – present: Continued remediation and operationalized data protection 

practices



Reduce risk:
– Rotarian complaints
– Operation disruptions
– Loss of vendors/partners

Promote a reasonable and 
practical approach

Risk-based approach



Process 
inventory Lawful basis Policy and 

notices

Records 
management

Data breach 
procedures

Focus areas of compliance project



Data processor/controller

Records of processing activities

Data Protection Officer

Legitimate interest

Policy updates

Key decisions



Data processor or data controller

Rotary is a data controller

‘controller’ means the natural or legal person, public authority, agency or 
other body which alone or jointly with others, determines the purposes 
and means of the processing of personal data

‘processor’ means a natural or legal person, public authority, agency or 
other body which processes personal data on behalf of the controller



Records of processing activities

• Required by Article 30
• Does not apply for organizations 

with 250 or fewer employees



Data Protection Officer (DPO)

• Data Privacy and Security Committee
• Responsible for data protection tasks



Legitimate interest as lawful basis

• Consent only when required 
• Legitimate Interest Assessment (LIA)



• No longer allowing children under 16 to create website 
accounts

• Adding Data Processing Addendum to third-party agreements
• Updating record retention schedules

Updates to policy



DATA PROTECTION MEASURES 



• Know your obligations
• Identify your processes and where your personal data is
• Ensure leadership understands data governance expectations

Key points for associations to consider



• Review and update your policies
• Apply those data governance rules to your processes
• Minimize or eliminate data that doesn’t meet those 

expectations
• Document your decisions
• Identify owners for data protection responsibilities

Key points for associations to consider (cont.)



Risk to rights and freedoms Security of processing

Li
ke

lih
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d
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re

ng
th



Data 
classification

Data privacy 
impact 

assessment

Encryption 
policy & 
standard

Information 
security policy

Breach policy & 
procedures

Regular tests & 
reviews

Technical and organizational security measures



• GDPR and CCPA signal the future of data privacy laws
• Make a commitment, and a plan, to protect personal data
• Take a risk-based, pragmatic approach

Data privacy



QUESTIONS?
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